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Time is money, and certainly when it comes to bug bounty! Good tools can help you find bugs before
others do - but only if you know how to properly use them.

Today, we are reviewing a parameter discovery tool called Arjun.

Arjun is a command-line tool specifically designed to look for hidden HTTP parameters. Today's web
applications have lots of parameters to make an application dynamic. Arjun will try to discover those

parameters and give you a new set of endpoints to test on.

By default, Arjun makes use of a default wordlist but this can be modified by the user. It is a multi-
threaded application, can handle rate limiting, allows input of custom headers, and most importantly,
supports GET, POST, XML, and JSON methods.

The installation

Installing python3:

Arjun needs python 3.4 or higher to work properly. Check if you have the correct python version installed

with python3 -V. If this version is not installed you can install it with the following command.

apt-get install python3

Installing Arjun:

Arjun is being actively developed by sOmd3yv at his Git https://github.com/sOmd3v/Arjun. We will

download and install the latest version from the git and go from there.


https://github.com/s0md3v/Arjun
https://www.intigriti.com/

git clone https://github.com/sOmd3v/Arjun

Change the directory to Arjun and run the setup.py with the command below. If you encounter the error:

”r

“ModuleNotFoundError: No module named ‘setuptools™you first need to install python3-setuptools

(apt-get install python3-setuptools).

python3 setup.py install

Now that Arjun is installed we can use it by just typing “arjun”. It should be located at

/usr/local/bin/arjun. To check all the options we will use the (-h) flag.
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The Basics

To understand Arjun, we need to know what HTTP parameters are. HTTP parameters are query strings

that are part of a URL that accepts user input. For example:

http://server.com/page?id=1

When the server receives the request, it will process the query and return the page with “id” 1. In this
example the “id” is the HTTP parameter. It's also possible there are multiple parameters, or even hidden
parameters that are not known by the user. Here is were Arjun comes into play. The tool will try to

discover unknown parameters by the use of a wordlist.

Lets start with the very basic command and providing a single URL with the (-u) flag.



arjun -u http://server.com/page/

Arjun will analyze the page and will search for potential hidden HTTP parameters.

You can also specify the method by providing it to the Arjun with the (-m) parameter. Possible methods
are: GET,POST,XML,JSON. By default it will use the GET method.

arjun -u http://server.com/page/ -m POST

arjun -u http://192.168.0.158/arjun.php -m POST

More powerful is using a list of URLs that we feed Arjun with the (-i) flag.

arjun -i urls

arjun -i urls

Like all other tools, the power of finding things that are not found before is using your own custom lists.

You can provide your own parameter list with the (-w) flag.

arjun -u http://server.com/page/ -w parameters.txt

Other interesting flags

Threading:



By default arjun will handle 2 threads, but we can increase this with the (-t) flag.

arjun -u http://server.com/page/ -t 20

Delaying between requests:

Some bounty programs require you to set a limit on your requests. With the (-d) flag we can set a delay

on our requests. ( this is in seconds)

arjun -u http://server.com/page/ -d 2

Saving to files:

You can save your results in 2 ways. One is in JSON format (-o or -0J) and the other way is in text format (-
oT)

Arjun -i urls -0 results.json

cat output.json

Including data:

Arjun can detect parameters in a specified location when using JSON or XML method parameters by
default by adding $arjun$. If you want to send specific data with every request you can do this with the (-

include) flag.

Arjun -u http://server.com/page/ --include '{"api_key":"xxxxx"}'
(O]
Arjun -u http://server.com -m XML --include='<?xml><root>%arjun$</root>"'

Adding headers:

When we want to add specific headers, or test on a authenticated endpoint, we can make use of the (-
headers) flag. If we don't provide a string after the headers flag, the default text editor will open where

we can past our headers.

Arjun -u http://server.com/page/ --headers ‘Cookie: PHPSESSID=xxxx"




Conclusion

Arjun is a tool that can expose hidden parameters, what will lead to a greater attack surface. You can
easily chain this tool in your automation by providing it a list of URLs and send the output to a json file to
be used by another tool. This was a short article describing the most useful flags of Arjun. | hope you

enjoyed it and see you next time.
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