
It's no secret that complexity is the biggest rival of safe applications. As web apps become more

sophisticated, they create countless opportunities for logic flaws to arise. Unlike technical vulnerabilities

that can be easily automated, business logic errors emerge from the gap between how developers expect

systems to behave and how attackers can manipulate them.

In this article, we explore how to identify and exploit business logic flaws to bypass restrictions, escalate

privileges, and introduce exploitable behavior.

Let's dive in!

What are business logic error vulnerabilities

Business logic vulnerabilities occur when an application's workflow can be exploited in ways that violate

intended business rules, even though the code functions exactly as written. They arise from the gap

between implementation and actual behavior, when developers make assumptions about how users will

behave but fail to account for edge cases, or don't consistently validate state transitions across complex

workflows.

However, it is essential to note that not all undocumented behavior necessarily results in a security

vulnerability. Therefore, it is crucial to understand when the identified logic error poses a security threat

to the organization, and when it doesn't, especially when you're participating in bug bounty programs.

For that, we must have a look at the 3 severity scoring metrics and ask ourselves if the identified behavior

has an impact on any of them:

1. Confidentiality: Does the identified logic flaw allow for viewing confidential information that is

otherwise non-accessible (e.g. being able to change the numerical order ID during checkout to gain

access to sensitive information of other orders)?

2. Integrity: Does the identified logic flaw allow altering data that is normally protected (e.g. being able

to assign your account to another tenant by exploiting a quirky logic flaw within the invitation

functionality)?

3. Availability: Can you partly or completely deny access to a single component, or even the entire

application, rendering it unusable (e.g. creating an invalid record within a tenant that would

continuously crash the application and make the platform unavailable)?

Answering these questions will help determine whether you're dealing with an actual security weakness

or a simple, functional bug. Have a look at a few more practical examples:

A complex access matrix. Permission profiles are essential in enterprise applications. The necessity

for granular permission controls per component and user severely impacts complexity, usually
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resulting in access control vulnerabilities when complex permission profiles are in use.

Incomplete validation of business rules. A refund system might check if an order exists, but not

whether it's already been refunded, allowing for duplicate refunds. Although human involvement is

essential for such sensitive transactional operations, organizations are sometimes forced to rely

entirely on automated systems, which opens the possibility for financial fraud at scale.

Trusting client-side data. Applications that rely on user-provided prices, currency, quantities, or user

IDs without server-side verification open themselves to potential manipulation. The lack of server-

side validation can also allow for injection attacks such as (No)SQLi, XXE, SSRF and XSS.

Race conditions in critical operations. Two simultaneous withdrawal requests might both succeed if

the account balance check isn't properly locked, allowing for overdrafts.

Flawed state management. Multi-step processes such as checkout flows may allow users to skip

steps, replay steps, or access states they shouldn't reach, potentially enabling the completion of a

purchase without payment, for example.

Examples of non-exploitable behavior

As mentioned previously, not all logic flaws are considered security weaknesses. Some merely exhibit odd

behavior that cannot be further escalated and are often functional bugs that have not been identified

during internal QA tests.

Let's have a look at a few practical examples which cannot be considered to pose a security threat to the

organization:

Modifying data that is solely yours, despite the application's front-end preventing it from being

altered. This behavior cannot always constitute a security weakness. Even when you manage to

modify the restricted input fields via a proxy intercepting tool, the impact is still limited. However, it's

an opportunity for us to check for inconsistent input validation that could allow for injection attacks,

such as XSS or SQLi.

Incorrect calculations that don't affect authorization or money. A fitness app that helps you to

provide arbitrary values, such as calories burned or an e-learning platform with a personal scoring

system whose calculations can be arbitrarily altered.

Performance or efficiency issues. The ability to create an unlimited number of data objects with its

sole impact of (slightly) degrading performance on the client-side.

The previously mentioned examples are all instances of logical flaws that do not have an actual security

impact. It is essential to note that some organizations may want to be aware of such flaws, while others

will acknowledge them as accepted risks.



Exploitable logic flaws vs Non-exploitable behavior

To accurately distinguish exploitable from non-exploitable logic flaws, you must at all times ask in

what way an actual attacker can exploit the identified behavior.

For instance, can you incur more privileges than before? Does the identified behavior allow for

injection attacks (e.g. due to inconsistent input validation)? Is it possible to perform actions that are

sensitive by nature and prohibited by default (e.g. requesting multiple refunds for a single item)? Can

you deny access to a certain resource or application (e.g. via an in-app denial of service)?

Exploiting business logic errors

Now that we have a basic understanding of what logic flaws are (and what cannot be considered as such),

we proceed to the exploitation of these weaknesses.

Logic flaws that allow for broken access

controls

Permission profiles are not that uncommon in web applications. They provide for an administrator

account to set permissions for users or groups within a single tenant. However, the more granular

permissions are defined, the more complex it gets. This can lead to broken access control issues arising,

especially when multiple permission rules are enforced on a single user or user group.

Another example is the failure to enforce access controls when unintended behavior is introduced. Take

the following code snippet into consideration. Can you seem to spot the issue?



Logic flaw vulnerability that allows for broken access controls

In the code snippet above, we can see that the checkout confirmation route retrieves order information

based on the order ID within the session object. If we have a closer look at the previous step in the

checkout process, we can notice that the order ID is read from the order_initiation_id body parameter.

The issue here is that the developers never considered validating this order ID to ensure it is unique, non-

existent, and most importantly, belongs to the current customer.

With this in mind, we can set the order_initiation_id  to any value we like, finalize the checkout, and

possibly access other customers' confidential data.

Logic flaws that allow for injection attacks

Inconsistent input validation often leads to injection attacks. With this in mind, you should be on the

lookout for places where input validation is limited or non-existent. Take the following example into

consideration.

The application below was designed to disallow malformed email addresses that contain XSS, SSTI or SQLi

payloads.



Logic flaw vulnerability that allows for injection attacks

However, after signing up, you decide to unsubscribe from all marketing emails, where you're presented

with a new portal that allows you to configure all your email preferences, including changing your email. If

this same portal syncs changes with the main application, it may not validate your input at all and allow

you to change your email to include a payload, similar to our previous attempt:

Logic flaw vulnerability that allows for SSTI attacks



This lack of consistent input validation can allow for injection attacks, as we've observed in the example

above.

Logic flaws that allow for price manipulation

vulnerabilities

Similar to injection attacks, logic flaws can also result in price manipulation vulnerabilities, primarily due

to incorrect handling of user parameters. Have a look at the example below. Can you identify the

weakness?

Logic flaw vulnerability that allows for price manipulation

In the code snippet above, we can notice that on line 15, the currency code is read from a user-

controllable source. However, upon closer examination of the code, we can observe that the code

responsible for calculating the checkout price does not account for this. Instead, it forwards this value,

without further validation, to the third-party payment gateway to finalize the checkout.

Practically, this means that we can adjust the currency code from USD  to JPY  and lower our checkout

price.



Currency confusion

The aforementioned flaw stems from a simple oversight that could have enabled malicious buyers to

purchase sold goods at highly discounted prices.

Logic errors that allow for cryptographic flaws

Logic errors can also enable cryptographic flaws, for instance, due to weak random generation or unsafe

storage of sensitive tokens. Incorrect handling can also open up security gaps, allowing attackers to

predict or generate entirely new tokens.

One example of such flaws is support for the none algorithm in JSON Web Token implementations. Let's

have a closer look at an example.



JWT None algorithm attack

On line 27, you can closely observe how the developer fails to account for the scenario whereby an

attacker sends an unsigned JWT token to an authenticated endpoint. The lack of proper handling stems

from an oversight, which in this instance, resulted in a full authentication bypass.

To test for such cases, you must attempt to understand common implementation routes developers take

to develop certain functionalities within applications.

Conclusion

Business logic flaws are often undermined as they demand a certain level of experience and knowledge

about the target from the researcher, which is rarely provided. In this article, we've explored the

importance of testing for logic flaws and how this weakness can result in impactful vulnerabilities.

So, you've just learned something new about business logic flaws... Right now, it's time to put your skills

to the test! You can start by practicing on vulnerable labs and CTFs or... browse through our 70+ public

bug bounty programs on Intigriti, and who knows, maybe earn a bounty on your next submission!

https://www.intigriti.com/programs
https://www.intigriti.com/programs
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