
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are

curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

This issue covers the week from 12 to 19 of July.

Our favorite 5 hacking items

1. Tutorial of the week

“Using Wireshark over SSH (WS on Windows traffic on Linux)”

This is a short how-to for using Wireshark over SSH. It’ll be really handy if your main host is Windows, and

you are using a Linux VPS for tests.

The steps described will allow you to run Wireshark locally, and use it to analyze traffic captured on the

remote Linux server (even if you don’t have a GUI on the latter!).

2. Writeup of the week

“Privilege escalation via mass assignment on New Relic”

What a fun bug! @samwcyo bought a Tesla, tried to hack it, didn’t find anything, cracked his windshield,

then accidentally triggered a blind XSS when he wanted to report the accident.

My takeaways are:

– Put blind XSS payloads everywhere

– Own a Tesla one day

– Then damage it intentionally to find new bugs

3. Video of the week

“Understanding & bypassing filters with @zseano”

@zseano walks us through why all XSSes are not low hanging fruits, and how he proceeds to find edge

cases by bypassing filters.

If you want to stop trying random payloads grabbed from the Internet and learn how to manually find

interesting XSSes like a pro, this is the video to watch!

Also, it’s a good idea to focus on one bug at a time. That’s what @zseano and @nahamsec did and

recommend.
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https://pastebin.com/pCrBvRX3
https://hackerone.com/reports/267781
https://twitter.com/zseano/status/1150496100933079040
https://twitter.com/_bl4de/status/1151101822263803905
https://www.youtube.com/watch?v=jtFlbUUKL1Y
https://www.intigriti.com/


4. Conference of the week

“SteelCon 2019, especially:

– SteelCon 2019: Hunting Sh\*T Up: Red Teaming With A Bug Hunter’s Mindset – Andy Gill

– TLS 1.3 For Penetration Testers

– WordPress Isn’t A Security Dumpster Fire, Fight Me!”

These talks go to my top list of things to watch really soon. Especially  the one by Andy Gill because it’s

about three aspects of offensive security in which I’m very interested: Pentesting, Bug bounty and Red

teaming.

Applying a bug hunter’s mindset to pentest and red teaming can only be a good idea: bug hunting pushes

you to automate as much as you can, go for the most impactful bugs and PoCs, work fast by using report

templates, use/create the best tools… But many tools used for Web security today were created by bug

hunters and aren’t known by many pentesters.

So I can’t wait to learn Andy’s take on this subject, and learn about TLS 1.3 and WordPress security.

5. Non technical item of the week

“Web Application Penetration Testing: Minimum Checklist Based on the OWASP Testing Guide”

This article is aimed at QA specialists. But I think it’s also a good read for beginner pentesters who don’t

have the time to go trough the whole OWASP Testing Guide and need a quick summary.

Not that I don’t encourage reading the whole thing (on the contrary!). But it can be overwhelming when

you’re just starting out.

The cheatsheet is useful to use during tests or as a basis for your own customized cheatsheet. I love how

each test is accompanied with a concise comment that’s like the most important thing that you need to

know about that test.

Other amazing things we stumbled upon this

week

Videos

@nahamsec stream: Bug bounty basics, Automation, Recon, Q&A & Stream 2

Infosecgirls Discussion with Kavya Pearlman

Post Exploitation With Windows Credentials Editor (WCE) – Dump Windows Password Hashes

Podcasts

7MS #372: Tales of Internal Pentest Pwnage – Part 5

Hackable? 29 – Dead Drops

SwigCast Ep. 3: ‘This is not something that you ask for random advice on at a cocktail party’

Security Now 723 – Encrypting DNS

Risky Business #548 — Zoom RCE details and all the week’s news
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https://www.youtube.com/playlist?list=PLmfJypsykTLXk1QHj6PqiD7q7Z-WEj31U
https://www.youtube.com/watch?v=6YhiQRkTkzk&feature=youtu.be
https://www.youtube.com/watch?v=8PP4v6jesAQ&list=PLmfJypsykTLXk1QHj6PqiD7q7Z-WEj31U&index=9&t=0s
https://www.youtube.com/watch?v=Xzy3UYXfIXQ&list=PLmfJypsykTLXk1QHj6PqiD7q7Z-WEj31U&index=20&t=0s
https://www.apriorit.com/dev-blog/622-qa-web-application-pen-testing-owasp-checklist
https://www.twitch.tv/videos/452708225?filter=all&sort=time
https://www.twitch.tv/videos/453413575?filter=all&sort=time
https://www.youtube.com/watch?v=hcSuubtZ0k8
https://www.youtube.com/watch?v=u0RppDmw1So&t=18s
https://7ms.us/7ms-372-tales-of-internal-pentest-pwnage-part-5/
https://hackablepodcast.com/episodes/dead-drops
https://portswigger.net/daily-swig/this-is-not-something-that-you-ask-for-random-advice-on-at-a-cocktail-party
https://www.youtube.com/watch?v=_y8nPptBY34
https://risky.biz/RB548/


Smashing Security 137: Porn trolling lawyers, Insta hacking, and Ctrl-Alt-LED

Hacking cars, getting arrested and a career in cybersecurity

Security In Five Episode 538 – Facebook Hit With A $5 Billion Fine, It Won’t Change Anything

Absolute AppSec Ep. #65 – Adam Baldwin (@adam_baldwin)

Paul’s Security Weekly #612 – Topic Segment: Security Roundtable, MITRE ATT&CK: Katie Nickels,

MITRE & Security News: July 18, 2019

Hack Naked News #227

Application Security Weekly #69 – Application News

Webinars & Webcasts

You can rest easy when protecting REST APIs

Getting started with Netcat (SECARMY)

Attack Tactics 7: The logs you are looking for.

Conferences

Global AppSec Tel Aviv 2019, especially:

Testing and Hacking APIs

Common API Security Pitfalls

Security for Modern Webapps: New Web Platform Security Features to Protect your

Application

NOSQL web application vulnerabilities and mitigation

Webhooks Hookups Abusing API Developers

OWASP Top 10 for JavaScript Developers

Building & Hacking Modern iOS Apps

OWASP Serverless Top 10

OISF 2019 Videos, especially:

Continuous Skills Improvement For Everyone & Slides

A Discussion of Secrets

Hack in, Cash out – Hacking and Securing Payment Technologies – OWASP London (40m15s)

Tutorials

Medium to advanced
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https://www.smashingsecurity.com/137
https://resources.infosecinstitute.com/hacking-cars-getting-arrested-and-a-career-in-cybersecurity/
http://securityinfive.libsyn.com/episode-538-facebook-hit-with-a-5-billion-fine-it-wont-change-anything
https://www.youtube.com/watch?v=EQ9cZFyJ_xA
https://www.youtube.com/watch?v=onlTBBQsk4U
https://www.youtube.com/watch?v=_VQYivkXTIY
https://www.youtube.com/watch?v=_VQYivkXTIY
https://www.youtube.com/watch?v=35_4GYapo7g
https://www.youtube.com/watch?v=F_jh2Fa0P1g
https://www.youtube.com/watch?v=6woFA-_B49s
https://www.sans.org/webcasts/rest-easy-protecting-rest-apis-110415
https://www.youtube.com/watch?v=_68drYF8sQ4
https://www.youtube.com/watch?v=jL6Somex_58&feature=youtu.be
https://www.youtube.com/playlist?list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc
https://www.youtube.com/watch?v=Gc7EUjRsrSo&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=14&t=0s
https://www.youtube.com/watch?v=Ns1ixQKXS_c&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=8&t=0s
https://www.youtube.com/watch?v=LqXwa8Np2Ko&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=9&t=0s
https://www.youtube.com/watch?v=LqXwa8Np2Ko&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=9&t=0s
https://www.youtube.com/watch?v=jjfcv7ftE5c&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=45&t=606s
https://www.youtube.com/watch?v=pzg2pMVt9J0&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=17&t=0s
https://www.youtube.com/watch?v=IcGrLBO4ttw&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=21&t=82s
https://www.youtube.com/watch?v=oaRszZPd0h0&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=27&t=0s
https://www.youtube.com/watch?v=3A49USGCmvU&list=PLpr-xdpM8wG9Pl8MLCdkU1Dq34Cl0NPOc&index=28&t=0s
http://www.irongeek.com/i.php?page=videos/oisf2019/mainlist
https://www.youtube.com/watch?time_continue=1&v=Se-qPMIfLRI
https://www.slideshare.net/cerkah/oisf-continuous-skills-improvement-for-everyone
https://www.youtube.com/watch?v=BLhNQCEM52Y
https://www.facebook.com/OWASPLondon/videos/919463195080542/


Advanced Blind XSS Payloads

HQL Injection Exploitation in MySQL

SSH tunneling as a VPN alternative

Delegating Like a Boss: Abusing Kerberos Delegation in Active Directory

GPO Abuse: “You can’t see me”: How to create a backdoor through GPO to remain hidden in Active

Directory

Beginners corner

Exploiting SSL Vulnerabilities in Mobile Apps

What is a blind vulnerability and how can it be exploited and detected?

Subdomain Takeover Explained with Practical

What Is a CSRF Attack

How to Install Kali Linux in the Cloud

Linux for Pentester: ed Privilege Escalation

Writeups

Challenge writeups

Google XSS game walkthrough

Pentest writeups

Exploring the Power of Phished Persistent Cookies in AWS

Bypassing a restrictive JS sandbox

Responsible(ish) disclosure writeups

Attacking SSL VPN – Part 1: PreAuth RCE on Palo Alto GlobalProtect, with Uber as Case Study!

Symantec Mobile Threat: Attackers Can Manipulate Your WhatsApp and Telegram Media Files

Analysis of an Atlassian Crowd RCE – CVE-2019-11580

Zoom Zero Day Followup: Getting the RCE

TYPO3 9.5.7: Overriding the Database to Execute Code

RCE in Jira(CVE-2019–11581)

Burning down the house with IoT

Tmux privilege escalation abusing send-keys

© Intigriti

https://ardern.io/2019/06/20/payload-bxss/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/hql-injection-exploitation-in-mysql/
https://medium.com/@pentest_it/ssh-tunneling-as-a-vpn-alternative-bc407080f1bd
https://horizon.guidepointsecurity.com/tutorials/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://medium.com/@huykha10/gpo-abuse-you-cant-see-me-74f6336e5c13
https://www.allysonomalley.com/2019/07/15/exploiting-ssl-vulnerabilities-in-mobile-apps/
https://blog.detectify.com/2019/07/19/what-is-a-blind-vulnerability-and-how-can-it-be-exploited-and-detected/
https://touhidshaikh.com/blog/?p=96
https://securityboulevard.com/2019/07/what-is-a-csrf-attack/
https://securitytrails.com/blog/install-kali-linux-cloud
https://www.hackingarticles.in/linux-for-pentester-ed-privilege-escalation/
https://medium.com/bugdecoder/google-xss-game-walkthrough-70d801dd922
https://rhinosecuritylabs.com/aws/aws-phished-persistent-cookies
https://medium.com/faraday/bypassing-a-restrictive-js-sandbox-d2d13e02e542
https://blog.orange.tw/2019/07/attacking-ssl-vpn-part-1-preauth-rce-on-palo-alto.html
https://www.symantec.com/blogs/expert-perspectives/symantec-mobile-threat-defense-attackers-can-manipulate-your-whatsapp-and-telegram-media
https://www.corben.io/atlassian-crowd-rce/
https://blog.assetnote.io/bug-bounty/2019/07/17/rce-on-zoom/
https://blog.ripstech.com/2019/typo3-overriding-the-database/
https://medium.com/@ruvlol/rce-in-jira-cve-2019-11581-901b845f0f
https://www.pentestpartners.com/security-blog/burning-down-the-house-with-iot/
https://markdownbin.com/bin/20190711/1ef089bd715cf91fb0d6.html


An Exploit Chain Against Citrix SD-WAN

Bug bounty writeups

Race condition on Facebook (Instagram) ($30,000)

Subdomain takeover on Facebook ($500)

CSRF on Facebook ($3,000)

Stealing CSRF token with Clickjacking ($1,250)

CSRF through GraphQL on Tokopedia

IDOR, SSRF, Information disclosure & CORS misconfiguration ($9,000)

MiTM on Slack ($500)

Logic flaw on Uber ($1,500)

Authorization flaw on GitLab ($1,000)

RCE / Browser extension flaw on Grammarly & PoC ($1,500)

RCE on GitLab ($12,000)

Tools

If you don’t have time

GitGot& Introduction: Semi-automated, feedback-driven tool to rapidly search through troves of

public data on GitHub for sensitive secrets

Git-Scrapers: Collect OSINT from git repositories

Entro.py: Tool that recursively searches directories for files containing strings with high shannon

entropy (by @healthyoutlet) & How to reduce false positives

More tools, if you have time

git-ls: List (or plunder) private repos/gists to which a token has access, including those of other users

Git-hound: Find exposed keys across GitHub using code search keywords. Git Hound is a pattern-

matching, batch-catching secret snatcher.

jLoot: JIRA Secure Attachment Looter

RacePWN (Race Condition framework) & Introduction: Race Condition framework

ORtester:

XSpear: Powerfull XSS Scanning and Parameter Analysis tool&gem
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https://medium.com/tenable-techblog/an-exploit-chain-against-citrix-sd-wan-709db08fb4ac
https://thezerohack.com/hack-any-instagram#articlescroll
https://medium.com/@sudhanshur705/how-recon-helped-me-to-to-find-a-facebook-domain-takeover-58163de0e7d5
https://medium.com/@lokeshdlk77/csrf-email-confirmation-vulnerability-for-gmail-g-suite-in-facebook-5ab551a0a526
https://medium.com/@injector.pca_87232/bypass-csrf-with-clickjacking-worth-1250-6c70cc263f40
https://rafiem.github.io/bugbounty/tokopedia/site-wide-csrf-graphql/
https://medium.com/a-bugz-life/the-bugs-are-out-there-hiding-in-plain-sight-12d056613ea3
https://sysrant.com/500-bounty-man-in-the-middle-on-slack/
https://hackerone.com/reports/574638
https://hackerone.com/reports/460815
https://hackerone.com/reports/395729
https://twitter.com/vladimir_metnew/status/1150809763275517954?s=20
https://hackerone.com/reports/587854
https://github.com/BishopFox/GitGot
https://know.bishopfox.com/blog/going-semi-automated-in-an-automated-world-using-human-in-the-loop-workflows-to-improve-our-security-tools
https://github.com/Coalfire-Research/Git-Scrapers
https://github.com/tehryanx/entro.py
https://twitter.com/healthyoutlet/status/1150238145188913152
https://github.com/audibleblink/git-ls
https://github.com/tillson/git-hound
https://github.com/netspooky/jLoot
https://github.com/racepwn/racepwn
https://translate.google.com/translate?hl=en&sl=ru&u=https://bo0om.ru/race-condition-ru&prev=search
https://github.com/Leonmugen/ORtester
https://github.com/hahwul/XSpear


RedGhost: Linux post exploitation framework designed to assist red teams in gaining persistence,

reconnaissance and leaving no trace

Very Complete Management (VCM): A small script to automate project folder management and basic

tool output

ReportingTool: PHP Laravel Based Pentesting Report Writing Tool

Kali-ptf: A Kali container with custom set of tools installed

Revssl: A simple script that automates generation of OpenSSL reverse shells

Find-LOLBAS & Introduction: Simple powershell script to find living off land binaries and scripts on a

system

Vulnrep: Java tool that collects vulnerabilities (from vulners.com and/or wpvulndb.com) for defined

keywords generates an HTML report

Misc. pentest & bug bounty resources

Trufflehog.json: High signal patterns from trufflehog refactored to work with tomnomnom’s gf

Pentest Notes – Approaching a Target

Cloud Security Alliance Releases Cloud Penetration Testing Playbook

Sqlinjection.net

OWASP cheat sheet series project (new website)

Awesome Mitre ATT&CK™ Framework

One-liner Mimikatz Parser

APIsecurity.io Issue 40: Vulnerabilities in Instagram, 7-Eleven, Zipato

Challenges

CORS misconfiguration vulnerable Lab

New Android challenges on challs.reyammer.io

Page containing a set of DOM XSSes

Articles

Automating local DTD discovery for XXE exploitation

Eavesdropping in the era of Web Applications!

Docker for Pentesters

Improve Your JavaScript Knowledge By Reading Source Code

© Intigriti

https://github.com/d4rk007/RedGhost
https://github.com/willasaywhat/vcm
https://github.com/richard-clifford/ReportingTool
https://hub.docker.com/r/th3j0kr/kali-ptf
https://github.com/TheSecondSun/Revssl
https://github.com/NotoriousRebel/Find-LOLBAS
https://notoriousrebel.space/2019-07-13-automating-the-hunt-for-lolbas/
https://github.com/ozzi-/vulnrep/
https://gist.github.com/tehryanx/44657fcad0b97589d99ea3b282e411e7
https://github.com/tomnomnom/gf
https://pentestmag.com/pentest-notes-approaching-a-target/
https://cloudsecurityalliance.org/articles/cloud-security-alliance-releases-cloud-penetration-testing-playbook/
http://www.sqlinjection.net/
https://cheatsheetseries.owasp.org/
https://github.com/infosecn1nja/awesome-mitre-attack
https://gist.github.com/Raikia/66ba8279971d16770e94
https://apisecurity.io/issue-40-instagram-7-eleven-zipato/
https://github.com/incredibleindishell/CORS-vulnerable-Lab
https://twitter.com/reyammer/status/1151890741284749312
https://public-firing-range.appspot.com/urldom/index.html
https://www.gosecure.net/blog/2019/07/16/automating-local-dtd-discovery-for-xxe-exploitation
https://seekurity.com/blog/general/video-and-audio-eavesdropping-in-the-era-of-web-applications/
https://blog.ropnop.com/docker-for-pentesters/
https://www.smashingmagazine.com/2019/07/javascript-knowledge-reading-source-code/


Protecting Your Website Using an Anti-CSRF Token

The Strange Case of the Malicious Favicon

Understanding Docker container escapes

Fails and Fixes with IoT

Linux Privilege Escalation Basics

News

Bug bounty & Pentest news

Tell @naffy what you’d like to hear him explain / cover in Live streams

Real-World Bug Hunting: A Field Guide to Web Hacking, Peter Yaworski @yaworsk’s new book is out

Burp Suite Pro/Community 2.1.01 released, with support for WebSockets in Burp Repeater &

Here’s how to use Burp Repeater with WebSockets

Google deprecates XSS Auditor for Chrome

End of Sale Announced for Metasploit Community

Kali NetHunter App Store, a new Android store dedicated to free security apps

Live Hacking Events: Stats, invitations, and what’s next & @luketucker answering live hacking

questions on Twitter

Bigger Rewards for Security Bugs: Google is tripling the maximum baseline reward amount from

$5,000 to $15,000 and doubling the maximum reward amount for high quality reports from $15,000

to $30,000

Equifax launches a vulnerability disclosure policy, the first major credit reporting agency to do so

Reports

RDP exposed: the wolves already at your door

State of Application Security at S&P Global World’s 100 Largest Banks

Vulnerabilities

Researchers Easily Trick Cylance’s AI-Based Antivirus Into Thinking Malware Is ‘Goodware’

WhatsApp, Telegram had security flaws that let hackers change what you see

Breaches & Attacks

New EvilGnome Backdoor Spies on Linux Users, Steals Their Files

Firmware Bugs Plague Server Supply Chain, 7 Vendors Impacted
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https://www.netsparker.com/blog/web-security/protecting-website-using-anti-csrf-token/
https://blog.sucuri.net/2019/07/the-strange-case-of-the-malicious-favicon.html
https://blog.trailofbits.com/2019/07/19/understanding-docker-container-escapes/
https://www.pentestpartners.com/security-blog/fails-and-fixes-with-iot/
https://medium.com/@arnavtripathy98/linux-privilege-escalation-basics-7ba0460bd9e8
https://twitter.com/nnwakelam/status/1151100050191220738
https://www.amazon.com/Real-World-Bug-Hunting-Field-Hacking-ebook/dp/B072SQZ2LG/ref=tmm_kin_swatch_0?_encoding=UTF8&qid=1563636989&sr=8-1
https://twitter.com/Burp_Suite/status/1151190615885058049
https://twitter.com/Burp_Suite/status/1151210115242049536
https://portswigger.net/daily-swig/google-deprecates-xss-auditor-for-chrome
https://blog.rapid7.com/2019/07/18/end-of-sale-announced-for-metasploit-community/
https://twitter.com/offsectraining/status/1151222363914215424?s=20
https://www.hackerone.com/blog/live-hacking-events-stats-invitations-and-whats-next
https://twitter.com/Hacker0x01/status/1150350484479324163
https://twitter.com/Hacker0x01/status/1150350484479324163
https://security.googleblog.com/2019/07/bigger-rewards-for-security-bugs.html
https://twitter.com/jackhcable/status/1151520670347485185
https://nakedsecurity.sophos.com/2019/07/17/rdp-exposed-the-wolves-already-at-your-door/
https://www.immuniweb.com/blog/SP-100-banks-application-security.html
https://www.vice.com/en_us/article/9kxp83/researchers-easily-trick-cylances-ai-based-antivirus-into-thinking-malware-is-goodware
https://www.cnet.com/news/whatsapp-telegram-had-security-flaws-that-let-hackers-change-what-you-see/
https://www.bleepingcomputer.com/news/security/new-evilgnome-backdoor-spies-on-linux-users-steals-their-files/#.XS-TEhCM0z4.twitter
https://threatpost.com/firmware-bugs-plague-supply-chain/146519/


Massive Malvertising Campaign Reaches 100M Ads, Manipulates Supply Chain

Microsoft warns 10,000 customers they’re targeted by nation-sponsored hackers

Russia’s Kaspersky Lab Finds Says Notorious ‘FinSpy’ Malware Can Read Secret Chats

Slack Resets Account Passwords Compromised During 2015 Hack

Other news

FaceApp privacy panic sets internet alight

‘My job application was withdrawn by someone pretending to be me’

Lessons learned from ransomware authors’ crypto mistakes

Privacy Experts: Facebook’s $5B Fine Unlikely to Do Much

CALM DOWN: Discord hasn’t been hacked

Kazakhstan government is now intercepting all HTTPS traffic

Palantir’s Surveillance Service for Law Enforcement

Security Watch: Elon Musk’s NeuraLink Links Brains to iPhones via Bluetooth

Non technical

Time Speeds Up When You’re Wasting It

Swag Store

I turned my procrastination habit into a productivity hack

Burnout Prevention and Treatment – Techniques for Dealing with Overwhelming Stress

No, You Don’t Need a Burner Phone at a Hacking Conference

Anne-Marie Eklund Löwinder: “I was good at making others’ code stop running very early on.”

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 07/12/2019 to 07/19/2019

Curated by Pentester Land & Sponsored by IntigritiDisclaimer:

The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com
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https://threatpost.com/malvertising-campaign-100m-ads-supply-chain/146508/
https://arstechnica.com/tech-policy/2019/07/microsoft-warns-10000-customers-theyre-targeted-by-nation-sponsored-hackers/
https://www.forbes.com/sites/kenrapoza/2019/07/10/russias-kaspersky-lab-finds-new-notorious-finspy-malware-in-the-wild/?platform=hootsuite&utm_campaign=finspy#175523f74240
https://www.bleepingcomputer.com/news/security/slack-resets-account-passwords-compromised-during-2015-hack/
https://nakedsecurity.sophos.com/2019/07/19/faceapp-panic-sets-internet-alight/
https://www.bbc.com/news/business-48995846
https://portswigger.net/daily-swig/lessons-learned-from-ransomware-authors-nbsp-crypto-mistakes
https://threatpost.com/privacy-experts-facebooks-5b-fine/146478/
https://blog.daniel-milnes.uk/calm-down-discord-hasnt-been-hacked/
https://www.zdnet.com/article/kazakhstan-government-is-now-intercepting-all-https-traffic/
https://www.schneier.com/blog/archives/2019/07/palantirs_surve.html
https://threatpost.com/elon-musk-neuralink-brains-iphones-bluetooth/146552/
https://danielmiessler.com/blog/time-speeds-up-when-youre-wasting-it/
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