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Bug Bytes #98 - Imagemagick’s
comeback, Treasure trove of wordlists,
Advent of Cyber & How to get more hours

in your day

BY ANNA HAMMOND - NOVEMBER 25, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a
comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 15 to 22 of November.

Intigriti News

Join us for an exclusive liveset performed by @realytcracker, this Friday 20:00 CET on our Youtube

channel!

12 Cisco bugs, 200 most common passwords, Weird bounties & SAD DNS
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https://twitter.com/intigriti/status/1331229850032623617
https://twitter.com/intigriti/status/1331229850032623617
https://go.intigriti.com/securitysnacks-6
https://www.intigriti.com/

Our favorite 5 hacking items

1. Videos of the week

Getting Organised: Making a //TODO list
Hacking 1Password | _Episode 3 - Decrypting the data without Crypto Knowledge

@InsiderPhD shares the tools and time management techniques that allow her to get so much done as a
PhD student, Youtuber and bug bounty hunter. If you'd like more hours in the day (who doesn't?), you'll
probably find this insightful.

In the second video, @ngalongc continues his series on hacking 1password. It is helpful to see his method
for breaking down such a complex topic (decrypting requests and responses of the 1password app).

2. Writeups of the week

ImageMagick - Shell injection via PDF password

Apache Unomi CVE-2020-13942: RCE Vulnerabilities Discovered & CVE-2020-13942 POC
Exploiting dynamic rendering engines to take control of web apps ($5,000)

Firefox: How a website could steal all your cookies & CVE-2020-15647 PoC (Mozilla, $5,000)

The first writeup is about OS command injection in ImageMagick. The payload is injected in the password
passed with the “-authenticate” command line parameter to encrypt the PDF.

The second writeup is about two RCEs in Apache Unomi that got the maximum CVSS score of 10! | have a
feeling some bug hunters are busy testing for “/context.json"...

The third writeup presents fantastic research on vulnerabilities in Web apps that use dynamic rendering
engines. Everything is well explained, from what they are and how to identify them in black box testing to
finding vulnerabilities and exploiting them.

The fourth finding is fixed, but it is very interesting for anyone who wants to see a real-life Android app
vulnerability involving content providers, intents and the SOP.

3. Articles of the week

Privileged Container Escape - Control Groups release_agent
Real-life OIDC Security

The first article by @ajxchapman is about escaping privileged Docker containers to execute arbitrary
commands on the container host. It is based on past work by @_fel1x. Pretty interesting for anyone who
is into hacking CI/CD systems and containers!

The second article is the introduction to a 7 posts series on OpenlID Connect and Single Sign-On security.
It includes analysis of several implementations and attack patterns, and examples of bugs reported to
five vendors. Great research by _lauritz_ as part of his master's thesis.

4, Resource of the week

Assetnote Wordlists

This is huge! Assetnote launched this collection of wordlist for assets and content discovery (DNS
bruteforce, APl routes, GET parameters, subdomains...). Some are automatically updated each month
using Commonspeak2 and GitHub Actions, while others are curated manually.
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https://www.youtube.com/watch?v=XZQB6vuvey8
https://www.youtube.com/watch?v=ZTEXpPQTz5o
https://insert-script.blogspot.com/2020/11/imagemagick-shell-injection-via-pdf.html
https://www.checkmarx.com/blog/apache-unomi-cve-2020-13942-rce-vulnerabilities-discovered/
https://github.com/eugenebmx/CVE-2020-13942
https://r2c.dev/blog/2020/exploiting-dynamic-rendering-engines-to-take-control-of-web-apps/
https://medium.com/@kanytu/firefox-and-how-a-website-could-steal-all-of-your-cookies-581fe4648e8d
https://gist.github.com/kanytu/7fe0640c87b0f3e57bda51e784a7255d
https://ajxchapman.github.io/containers/2020/11/19/privileged-container-escape.html
https://security.lauritz-holtmann.de/post/sso-security-overview/
https://wordlists.assetnote.io/

The wordlists are cleaned with clean_wordlist.sh, a script suggested by @BonJarber to remove noise. It is
worth checking out too if you want to curate your own wordlists.

5. Tools of the week

Webscan
CTFENote

Webscan is a browser-based internal network scanner by @samykamkar. Just by visiting a Web page, it
remotely detects your LAN IPs using WebRTC and any live hosts. Mindblowing and dangerous if combined
with other vulnerabilities such as NAT Slipstreaming!

CTFNote is a must for CTF players. It allows you to keep track of CTFs you're playing and who is available
to participate or not, to assign tasks to team members, to shares notes, etc. This makes collaboration
easier and would be nice to have for bug bounty too.

Other amazing things we stumbled upon this
week

Videos

BitK Talks about CTFNot, GoogleCTF Finals, CTF Tools, Hacker Mindset and more!

e Stealing your Github code with malicious YAML file - Bug Bounty Reports Explained

e h1-2010 Community Day

e How to Find and Exploit XSS DOM Cloberring - XSS in GMail

e Introduction To GraphQL | Penetration Test

e Discovering Email Addresses (OSINT) & Hunting Usernames and Accounts (OSINT)

Podcasts

e The InfoSec & OSINT Show 34 - John Strand & Moving Beyond 0-Days

e Security Now: SAD DNS - Malicious Android Apps, Ransomware-as-a-Service
e MangoPDF - The “Don’t Get Arrested Challenge”

e Risky Business #605 — Trump fires CISA director Chris Krebs

e Creative Mindsets, Reaching Goals, & Encouraging Accountability - BSW #197

e Krebs Fired at CISA, DNS Is Not Your Friend, & ‘Stone Panda’ - Wrap Up - SWN #84

e |oT Cybersecurity Improvement Act, TCL Smart TV Flaw, & Popping Reverse Shells - PSW #675

Webinars & Webcasts

e Embrace Secure Defaults, Block Anti-patterns, and Kill Bug Classes with Semgrep with Clint Gibler
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https://twitter.com/BonJarber/status/1330307084563468290
https://github.com/samyk/webscan
https://github.com/TFNS/CTFNote
https://www.youtube.com/watch?v=p3_rTRwaiOY
https://www.youtube.com/watch?v=Xb2RMtj9qTA
https://www.youtube.com/watch?v=vl6GCxV6ans
https://www.youtube.com/watch?v=kffD6aEEPAI
https://www.youtube.com/watch?v=iSZ0RrCrpf4
https://www.youtube.com/watch?v=1bzo-j669WM
https://www.youtube.com/watch?v=t1nw1uLF9L4
https://directory.libsyn.com/episode/index/show/breachsense/id/16876112
https://www.youtube.com/watch?v=H1SqNXTZNx8
https://anchor.fm/layer-8-podcast/episodes/MangoPDF---The-Dont-Get-Arrested-Challenge-emh753
https://risky.biz/RB605/
https://www.youtube.com/watch?v=I3nj6wJq16Y
https://www.youtube.com/watch?v=McVY8EOPCOA
https://www.youtube.com/watch?v=wO0nlIJalwY
https://www.youtube.com/watch?v=GoeONtFx0bA

e StreamTitle Ep.1: XSS

e Accelerate Your Career By Building FIVE Critical Professional Skills - SANS@Mic

e Pen Test HackFest Summit - Cloud Penetration Testing Workshop

Conferences
e BSides CT 2020

e API Specifications Conference (ASC) 2020

Tutorials
Medium to advanced
e Purgalicious VBA: Macro Obfuscation With VBA Purging & OfficePurge

e Customizing Python’s SimpleHTTPServer

e A Fresh Outlook on Mail Based Persistence

e Dynamic Invocation in .NET to bypass hooks

e Customizing C2-Frameworks for AV-Evasion

e Exploits in The Attic - Visiting Forgotten Metasploit Modules

Beginners corner

e Why embedding secrets in mobile apps is not a good idea

e Proxying Android app traffic - Common issues / checklist

e Exploiting OAuth 2.0 — Authorization Code Grants

e What to do when a Facebook profile is private?

e Quick Guide to Security Headers - Part Two

e SQL Injection Attack And Exploiting SQL Injection Part - 2

Writeups
Challenge writeups

e wacky & BugPoC XSS Challenge - Wacky Text Generator

Pentest writeups

e The tale of Restricted Shell bypass leading to Arbitrary Code Execution

e Pentest-Story: Empirum password decryption

© Intigriti


https://www.youtube.com/watch?v=LQVukFENNeY
https://www.sans.org/webcasts/117095
https://www.sans.org/webcasts/pen-test-hackfest-summit-cloud-penetration-testing-workshop-116975/
https://www.youtube.com/playlist?list=PL5CtRPjZ1XFEmoWu1TE_QkqfwATyQLc9f
https://www.youtube.com/playlist?list=PLcx_iGeB-Nxil4S7-0Y1Y5r0oLahy3f0Y
https://www.fireeye.com/blog/threat-research/2020/11/purgalicious-vba-macro-obfuscation-with-vba-purging.html
https://github.com/fireeye/OfficePurge
https://parsiya.net/blog/2020-11-15-customizing-pythons-simplehttpserver/
https://www.mdsec.co.uk/2020/11/a-fresh-outlook-on-mail-based-persistence/
https://blog.nviso.eu/2020/11/20/dynamic-invocation-in-net-to-bypass-hooks/
https://s3cur3th1ssh1t.github.io/Customizing_C2_Frameworks/
https://www.archcloudlabs.com/projects/exploits-in-the-attic/
https://ivrodriguez.com/why-embedding-secrets-in-mobile-apps-is-not-a-good-idea/
https://blog.nviso.eu/2020/11/19/proxying-android-app-traffic-common-issues-checklist/
https://xploitprotocol.medium.com/exploiting-oauth-2-0-authorization-code-grants-379798888893
https://osintcurio.us/2020/10/19/what-to-do-when-a-facebook-profile-is-private/
https://fortynorthsecurity.com/blog/quick-guide-to-security-headers-part-two/
https://blog.securelayer7.net/sql-injection-attack-and-exploiting-sql-injection-part-2/
https://twitter.com/bugpoc_official/status/1328021660872609793
https://twitter.com/bugpoc_official/status/1326892126563684352
https://pranavgadekar.medium.com/the-tale-of-restricted-shell-bypass-leading-to-arbitrary-code-execution-fdb8d5588426
https://evait.medium.com/pentest-story-empirum-password-decryption-3a9e2530aba7

Responsible(ish) disclosure writeups

Cisco pre-auth RCEs #Web

Path Traversal on Citrix XenMobile Server #Web

Consul by HashiCorp: from Infoleak to RCE #Web
Windows RpcEptMapper Service Insecure Registry Permissions EoP #Windows #LPE

CVE-2020-16995: Microsoft Azure Network Watcher Linux Extension EoP #LPE

Microsoft Teams For Macos Local Privilege Escalation #Windows #LPE

Bug bounty writeups

Tale of 3 vulnerabilities to account takeover!

Bypassing the Redirect filters with 7 ways

Turning Blind Error Based SQL Injection into Exploitable Boolean One

Security@ email forwarding and Embedded Submission drafts can be used to obtain copy of
deleted attachments from other HackerOne users (HackerOne)

@bugraeskici's bug reports to Automattic (Automattic, $3,100)

Staff with no permissions can listen to Shopify Ping conversations by registering to its different
WebSocket Events (Shopify, $800)

Access token stealing. (PlayStation, $1,200)

Authorization Token on PlayStation Network Leaks via postMessage function (PlayStation, $1,000)

See more writeups on The list of bug bounty writeups.

Tools

Urlhunter: Recon tool that allows searching for URLs exposed via shortener services (using URLTeam
data)

exclude-cdn: Wraps projectdiscovery’s cdncheck library to exclude CDN hosts from input passed over
stdin

403Bypasser: Burpsuite Extension to bypass 403 restricted directory

Phonerator: A search engine that allows you to provide a few digits and generate a list of possible
valid phone numbers for #O0SINT

Nimplant & Implant Roulette Part 1: Nimplant: A cross-platform implant written in Nim

Goshs: A SimpleHTTPServer written in Go, enhanced with features and with a nice design
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https://twitter.com/frycos/status/1328412045092548609
https://swarm.ptsecurity.com/path-traversal-on-citrix-xenmobile-server/
https://lab.wallarm.com/consul-by-hashicorp-from-infoleak-to-rce/
https://itm4n.github.io/windows-registry-rpceptmapper-eop/
https://www.intezer.com/blog/cloud-security/cve-2020-16995-microsoft-azure-network-watcher-linux-extension/
https://www.offensive-security.com/offsec/microsoft-teams-macos-local-privesc/
https://medium.com/@logicbomb_1/tale-of-3-vulnerabilities-to-account-takeover-44ba631a0304
https://elmahdi.tistory.com/m/4
https://ozguralp.medium.com/turning-blind-error-based-sql-injection-into-an-exploitable-boolean-one-85d6be3ca23b
https://hackerone.com/reports/1034346
https://hackerone.com/reports/1034346
https://twitter.com/bugraeskici/status/1329079636412694529
https://hackerone.com/reports/1023669
https://hackerone.com/reports/1023669
https://hackerone.com/reports/821896
https://hackerone.com/reports/826394
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/utkusen/urlhunter
https://github.com/Cgboal/exclude-cdn
https://twitter.com/ADITYASHENDE17/status/1329984885721686017
https://www.martinvigo.com/phonerator-an-advanced-valid-phone-number-generator/
https://github.com/MythicAgents/Nimplant
https://secbytes.net/Implant-Roulette-Part-1:-Nimplant
https://github.com/patrickhener/goshs

Tools updates

e Nuclei - Fuzz all the things

e Kali Linux 2020.4 Release

e Open Azure blobs search on grayhatwarfare.com and other updates

e InQL Scanner v3 - Just Released!

e Introducing BloodHound 4.0: The Azure Update

Misc. pentest & bug bounty resources

Disclosed HackerOne reports by vulnerability type

e Infosec Bugbounty AMA with zseano & with Sreeram KL
e hahwul/DevSecOps

e New gadget chain for deserialization in Zend Framework applications

e OffensiveNim

Open-Source Intelligence (OSINT)_Fundamentals ($29.99)

Challenges
e Advent of Cyber: Start on December 1st

e Announcing the 2020 December Metasploit community CTF

e Bluetooth Low Energy hardware-less HackMe

Articles
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subdomain names

e Good Luck, I'm Behind Two Proxies

e Information Leakage in AWS Resource-Based Policy APls

e NTLM relay of ADWS (WCF).connections with Impacket

e Detecting Cobalt Strike Default Modules via Named Pipe Analysis

e Windows Terminal Profile Fun

e The Strange Case of the Malformed Shebang

Bug bounty & Pentest news

e Intigriti 1337UP live session starring YTCracker
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https://blog.projectdiscovery.io/post/nuclei-fuzz-all-the-things/
https://www.kali.org/news/kali-linux-2020-4-release/
https://grayhatwarfare.medium.com/open-azure-blobs-search-on-grayhatwarfare-com-and-other-updates-89f709b10412
https://blog.doyensec.com//2020/11/19/inql-scanner-v3.html
https://posts.specterops.io/introducing-bloodhound-4-0-the-azure-update-9b2b26c5e350
https://www.bugbountyhunter.com/disclosed/
https://sillydaddy.me/infosec-bugbounty-ama/2020/11/12/Infosec-Bugbounty-AMA-zseano.html
https://sillydaddy.me/infosec-bugbounty-ama/2020/11/17/Infosec-Bugbounty-AMA-Sreeram-KL.html
https://github.com/hahwul/DevSecOps
https://twitter.com/ptswarm/status/1330878577936625671
https://github.com/byt3bl33d3r/OffensiveNim
https://academy.tcm-sec.com/p/osint-fundamentals
https://tryhackme.com/christmas
https://blog.rapid7.com/2020/11/19/announcing-the-2020-december-metasploit-community-ctf/
https://github.com/smartlockpicking/BLE_HackMe
https://twitter.com/0xInfection/status/1329061535809998851
https://github.com/redhuntlabs/Project-Resonance/tree/master/Wave%201%20-%20Subdomain%20Takeovers
https://github.com/redhuntlabs/Project-Resonance/tree/master/Wave%201%20-%20Subdomain%20Takeovers
https://tactifail.wordpress.com/2020/11/23/good-luck-im-behind-two-proxies/
https://unit42.paloaltonetworks.com/aws-resource-based-policy-apis/
https://clement.notin.org/blog/2020/11/16/ntlm-relay-of-adws-connections-with-impacket/
https://labs.f-secure.com/blog/detecting-cobalt-strike-default-modules-via-named-pipe-analysis/
https://zolder.io/2020/04/24/windows-terminal-profile-fun/
https://natanyellin.com/posts/shebang-python-bad-interpreter-m/
https://twitter.com/intigriti/status/1331229850032623617

e Facebook: Marking the 10th Anniversary of Our Bug Bounty Program

e Bugcrowd Platform Updates: Portfolio Accounts And Security Settings & Introducing Our New
Researcher Dashboard!

e Porchetta Industries / byt3bl33d3r is partnering up with Kali Linux

Non technical

e Hacker Spotlight: Interview With InsiderPhD

e ‘As long as people are the ones writing code, there's going to be insecure code’ - Tommy DeVoss
on his post-jail bug bounty exploits

e How to tackle impostor syndrome while working remotely

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 11/15/2020 to 11/22/2020.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://about.fb.com/news/2020/11/bug-bounty-program-10th-anniversary/
https://www.bugcrowd.com/blog/platform-updates-portfolio-accounts-and-security-settings/
https://www.bugcrowd.com/blog/new-researcher-dashboard-2020/
https://www.bugcrowd.com/blog/new-researcher-dashboard-2020/
https://porchetta.industries/2020/11/17/And-Now-For-Something-Completely-Diffrent/
https://rzepsky.medium.com/aws-access-keys-leak-in-github-repository-and-some-improvements-in-amazon-reaction-cc2e20e89003
https://danielmiessler.com/blog/organizing-feedly-by-tags/
https://www.hackerone.com/blog/hacker-spotlight-interview-insiderphd
https://portswigger.net/daily-swig/as-long-as-people-are-the-ones-writing-code-theres-going-to-be-insecure-code-tommy-devoss-on-his-post-jail-bug-bounty-exploits
https://portswigger.net/daily-swig/as-long-as-people-are-the-ones-writing-code-theres-going-to-be-insecure-code-tommy-devoss-on-his-post-jail-bug-bounty-exploits
https://about.gitlab.com/blog/2020/09/02/imposter-syndrome-and-remote-work/
https://twitter.com/PentesterLand/timelines/1331327424282365957
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

