
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 08 to 15 of November.

Intigriti News

Avalanche of security updates, Zoom snooping & The 2020 business threat landscape

Our favorite 5 hacking items

1. Videos of the week

The Act of Balancing: Burnout in Cybersecurity with Chloé Messdaghi!

10 GREAT habits for bug bounty hunters (and a productive life)

A lot of us bug hunters and pentesters have to deal with burnout. So, make sure to watch these two

videos that are full of ideas to not only avoid it, but also to gain in productivity and general well-being.

Fantastic tips by @ChloeMessdaghi and stokfredrik!

2. Writeups of the week

Smuggling an (Un)exploitable XSS

31k$ SSRF in Google Cloud Monitoring led to metadata exposure (Google, $31,337)

From SVG and back, yet another mutation XSS via namespace confusion for DOMPurify < 2.2.2 bypass

Bug Bytes #97 – Breaking Site Isolation,

Untrusted Types, SAD DNS & 31k Google

SSRF
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https://blog.intigriti.com/2020/11/13/security-snacks-5-avalanche-of-security-updates-zoom-snooping-the-2020-business-threat-landscape/
https://www.youtube.com/watch?v=5H2-wvn0UbA
https://www.youtube.com/watch?v=t3lwdl0zfPo
https://www.rcesecurity.com/2020/11/Smuggling-an-un-exploitable-xss/
https://nechudav.blogspot.com/2020/11/31k-ssrf-in-google-cloud-monitoring.html
https://vovohelo.medium.com/from-svg-and-back-yet-another-mutation-xss-via-namespace-confusion-for-dompurify-2-2-2-bypass-5d9ae8b1878f
https://www.intigriti.com/


@david_nechuta goes over a blind SSRF in Google that was tricky to exploit. @MrTuxracer shows how he

chained an uninteresting request smuggling vulnerability with a hard to exploit header-based XSS to

escalate their impact. @bananabr’s writeup details how he used LiveDOM++ to find a new DOMPurify

bypass.

These are all great findings and highly recommended to read!

3. Tool of the week

Untrusted Types

Untrusted Types is a Chrome extension by @filedescriptor that abuses Trusted Types to log DOM XSS

sinks. It is handy for tracing sink to source and source to sink when testing for DOMS XSS, and also for

finding script gadgets to bypass the CSP.

4. Vulnerability of the week

SAD DNS & SAD DNS Explained

SAD DNS stands for “Side-channel AttackeD DNS” and is not just another vulnerability that get its own

name and site. It bypasses mitigations for DNS Cache Poisoning attacks, and makes it possible again to

poison DNS resolvers and forwarders using ICMP as a side-channel.

DNS providers are working on fixing it as it effectively breaks DNS. Anyone could exploit it to re-route

traffic to their own servers. A fascinating dive into DNS security!

5. Tutorial of the week

Deep Dive into Site Isolation (Part 1)

This blog post explains how Site Isolation works in Chrome and mitigates attacks like Universal XSS and

Spectre. Jun Kokatsu (@shhnjk) studied it and found 10+ bugs in the Chrome bug bounty program! An

excellent read if you’re into browser security, UXSS, or CORS / CORB testing.

Other amazing things we stumbled upon this

week

Videos

@John Hammond Talks About CTF vs Bug Bounty, Organizing CTS, CTF tools, Certificates, and

more!

@zseano Talks About bugbountyhunter.com, Recon, Reading Javascript, Getting Started in Bug

Bounty�

How do i even get started doing Bug Bounty

Prototype Pollution Attack Explained

Hacking Skills Perspective

https://twitter.com/filedescriptor/status/1328269432997638144
https://www.cs.ucr.edu/~zhiyunq/SADDNS.html
https://blog.cloudflare.com/sad-dns-explained/
https://microsoftedge.github.io/edgevr/posts/deep-dive-into-site-isolation-part-1/
https://www.youtube.com/watch?v=xcylMAb6rDg
https://www.youtube.com/watch?v=xcylMAb6rDg
https://www.youtube.com/watch?v=PYuD7AxtEYg
https://www.youtube.com/watch?v=PYuD7AxtEYg
https://www.youtube.com/watch?v=v3IFn_LHmJk
https://www.youtube.com/watch?v=__65_GFERKs
https://www.youtube.com/watch?v=6vs-fXKechU


Creating Sock Puppet Accounts

Advice on Starting a Successful Business

iOS Pentesting

Podcasts

Security Now: NAT Firewall Bypass – SlipStream NAT Firewall Bypass, MS Police Use Ring Doorbell

Cams

Darknet Diaries EP 78: NERDCORE

Risky Business #604 — Election-related cyber shenanigans fail to materialise

CTF Radiooo: Education and CTFs with Fabian aka LiveOverflow

Tianfu, Ghimob, Scalper Bots, Animal Jam, & Pay2Key – Wrap Up – SWN #82

‘Platypus’ Attack, IDOR DOD Bug, & 2 More Chrome 0-Days – ASW #130

Webinars & Webcasts

The Secret Thoughts of a Successful Hacker | Nadean Tanner | 1 Hour

2020 Collegiate SECTF KeyNote: Chris Hadnagy, Webinar: How To OSINT by Chris Krisch & Webinar:

Social Engineering Ask Me Anything

File upload vulnerabilities & Slides/challenges (in Arabic)

Kubernetes Security Workshop & Red Team KubeCTL Cheat Sheet

Conferences

Visma Security Conference

DEF Con 401 – Steve Campbell – The 10 (Unexpected) Ways I Pwned You!

Unlock Your Brain � Harden Your System 2020 (in French)

Tutorials

Medium to advanced

Advanced MSSQL Injection Tricks

XPath SQL Injection in OpenEMR

Announcing PSReadLine 2.1+ with Predictive IntelliSense

Customizing C2-Frameworks for AV-Evasion

https://www.youtube.com/watch?v=Zf155HW5Qp0
https://www.youtube.com/watch?v=VEE0XxYkx7M
https://www.youtube.com/playlist?list=PL5Fxd3nu70eyqiqrVlD9QMoaOARr082TA
https://www.youtube.com/watch?v=ZYYCx5y0n2E
https://www.youtube.com/watch?v=ZYYCx5y0n2E
https://darknetdiaries.com/episode/78/
https://risky.biz/RB604/
https://ctfradi.ooo/2020/11/10/00A-liveoverflow.html#7b9b5d9b
https://www.youtube.com/watch?v=28yN-8_9pGg
https://www.youtube.com/watch?v=8hNOSirH6UU
https://www.youtube.com/watch?v=p9swoG62oqc
https://www.youtube.com/watch?v=4BBDvi4Zu8o
https://www.youtube.com/watch?v=ZNugPWy5Hok
https://www.youtube.com/watch?v=daX1cieD3f4
https://www.youtube.com/watch?v=daX1cieD3f4
https://www.youtube.com/watch?v=E9yyhxzxeok&list=PLv7cogHXoVhXvHPzIl1dWtBiYUAL8baHj&index=48&fbclid=IwAR1b5KxStDpXfebxkSui-fezlSNzSR0HRwm-zvINzUaA9YlmHa4KVsMXfJk
https://github.com/zigoo0/ArabicWebAppsPentesting/tree/master/47-%20File%20upload%20labs
https://zoom.us/rec/play/Xes4oBIxM_nSp1C-vgaULC06h26iejCJPt8Y_S4H_ysoYitTxIZggUFbT7ixRF4dfOpUwuLnEgAj8iHn.aNnT_zTEGJ_WkXMZ?startTime=1602608144000&_x_zm_rtaid=xjIOcXgXTNaCmj_tZf90cA.1605029243098.b34e617bf7ffcd990182e8cfe734be05&_x_zm_rhtaid=725
https://github.com/lightspin-tech/red-kube
https://www.youtube.com/channel/UC7cRQ2Xf4phogs4Du5Sc0iQ/videos
https://www.youtube.com/watch?v=MYII6Zyds-c
https://www.youtube.com/playlist?list=PL4KuMm-faDoH0RcHMqiLV46Avbjspr98T
https://swarm.ptsecurity.com/advanced-mssql-injection-tricks/
https://nairuzabulhul.medium.com/error-based-xpath-sql-injection-in-openemr-2abbc0379ac5
https://devblogs.microsoft.com/powershell/announcing-psreadline-2-1-with-predictive-intellisense/
https://s3cur3th1ssh1t.github.io/Customizing_C2_Frameworks/


Beginners corner

A Pentester’s Guide to Cross-Site Request Forgery (CSRF)

Attacking JSON Web Tokens (JWTs)

Common Nginx misconfigurations that leave your web server open to attack & Vulnerable-nginx

Cobalt Strike: Red Team’s Best Friend

Writeups

Challenge writeups

Bypassing SQL Filters (picoCTF Web Gauntlet) (video)

CloudGoat ECS_EFS_Attack Walkthrough

Pentest writeups

Unique XXE to AWS Keys journey

Bypassing Naxsi Filtering Engine

Responsible(ish) disclosure writeups

How to get root on Ubuntu 20.04 by pretending nobody’s /home #Linux #LPE

Extraordinary Vulnerabilities Discovered in TCL Android TVs, Now World’s 3rd Largest TV

Manufacturer. #SmartTV #Android

Apache OpenOffice RCE (CVE-2020-13958) #Web

Silver Peak Unity Orchestrator RCE & SD-PWN Part 2 — Citrix SD-WAN Center — Another Network

Takeover #Web #RCE

A code signing bypass for the VW Polo #IoT #CarHacking

TP-Link Takeover with a Flash Drive #Router #USB

Intel, Please Stop Assisting Me #Windows #LPE

Bug bounty writeups

Firefox for Android: LAN-Based Intent Triggering (Microsoft)

How I Found The Facebook Messenger Leaking Access Token Of Million Users (Facebook, $16,125)

Evernote: Universal-XSS, theft of all cookies from all sites, and more (Evernote)

Optimizing Hunting Results in VDP for use in Bug Bounty Programs – From Sensitive Information

Disclosure to Accessing Hidden APIs which can be used to Retrieve Customer Data ($4,750)

https://blog.cobalt.io/a-pentesters-guide-to-cross-site-request-forgery-csrf-57adedbad4be
https://imparable.medium.com/attacking-json-web-tokens-jwts-d1d51a1e17cb
https://blog.detectify.com/2020/11/10/common-nginx-misconfigurations/
https://github.com/detectify/vulnerable-nginx
https://sk3rts.me/posts/cobalt-strike-guide-for-red-team/
https://www.youtube.com/watch?v=ZQj5tSwaG0k
https://rhinosecuritylabs.com/cloud-security/cloudgoat-aws-ecs_efs_attack/
https://medium.com/@estebancano/unique-xxe-to-aws-keys-journey-afe678989b2b
https://www.synacktiv.com/publications/bypassing-naxsi-filtering-engine.html
https://securitylab.github.com/research/Ubuntu-gdm3-accountsservice-LPE
https://sick.codes/extraordinary-vulnerabilities-discovered-in-tcl-android-tvs-now-worlds-3rd-largest-tv-manufacturer/
https://sick.codes/extraordinary-vulnerabilities-discovered-in-tcl-android-tvs-now-worlds-3rd-largest-tv-manufacturer/
https://github.com/irsl/apache-openoffice-rce-via-uno-links
https://medium.com/realmodelabs/silver-peak-unity-orchestrator-rce-2928d65ef749
https://medium.com/realmodelabs/sd-pwn-part-2-citrix-sd-wan-center-another-network-takeover-a9c950a1a27c
https://medium.com/realmodelabs/sd-pwn-part-2-citrix-sd-wan-center-another-network-takeover-a9c950a1a27c
https://www.contextis.com/en/blog/a-code-signing-bypass-for-the-vw-polo
https://medium.com/tenable-techblog/tp-link-takeover-with-a-flash-drive-d493666f6b39
https://www.cyberark.com/resources/threat-research-blog/intel-please-stop-assisting-me
https://blog.mozilla.org/attack-and-defense/2020/11/10/firefox-for-android-lan-based-intent-triggering/
https://medium.com/@guhanraja/how-i-found-the-facebook-messenger-leaking-access-token-of-million-users-8ee4b3f1e5e3
https://blog.oversecured.com/Evernote-Universal-XSS-theft-of-all-cookies-from-all-sites-and-more/
http://www.firstsight.me/2020/11/optimizing-hunting-results-in-vdp-for-use-in-bug-bounty-programs-from-sensitive-information-disclosure-to-accessing-hidden-apis-which-can-be-used-to-retrieve-customer-data/
http://www.firstsight.me/2020/11/optimizing-hunting-results-in-vdp-for-use-in-bug-bounty-programs-from-sensitive-information-disclosure-to-accessing-hidden-apis-which-can-be-used-to-retrieve-customer-data/


Ticket Trick at https://account.acronis.com (Acronis, $750)

Possibility to freeze/crash the host system of all Slack Desktop users easily (Slack, $500)

Uninstalling Slack for Windows (64-bit), then reinstalling keeps you logged in without

authentication (Slack, $500)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

AWS User Data Secrets Finder: Search for secrets inside user data attached to EC2 instances on

multiple AWS accounts

CORS misconfiguration POC Builder

SendPass: Securely* send passwords, URLs or other text data from any trusted computer with a

camera (Phone, Laptop, Web Cam, etc.) to an un-trusted computer with ease

More tools, if you have time

4xxbypass: A tool that automates a number of well-known 403/401 bypassing techniques

Asthook: Python tool for Android static and dynamic analysis

3klCon: Automation recon tool which works with large & medium scopes

anewer: A rust version of TomNomNom’s anew. It appends lines from stdin to a file if they don’t

already exist in the file

xpcspy: Bidirectional XPC message interception and more. Powered by Frida

Dredd: HTTP API Testing Framework. It’s a language-agnostic command-line tool for validating API

description document against backend implementation of the API.

enum4linux-ng: A next generation version of enum4linux (a Windows/Samba enumeration tool) with

additional features like JSON/YAML export. Aimed for security professionals and CTF players

Apollo: A .NET Framework 4.0 Windows Agent

PYTMIPE & TMIPE: Python library and client for token manipulations and impersonations for privilege

escalation on Windows

Misc. pentest & bug bounty resources

Remedy Cloud

Low-cost fuzzer, using /dev/urandom and the Piper extension

OpenID Connect in Detail

https://hackerone.com/reports/999765
https://hackerone.com/reports/392728
https://hackerone.com/reports/238260
https://hackerone.com/reports/238260
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/akhil-reni/ud-peep
https://twitter.com/honoki/status/1326827774024314881
https://github.com/ajxchapman/sendpass
https://github.com/Raywando/4xxbypass
https://madsquirrels.gitlab.io/mobile/asthook/
https://github.com/eslam3kl/3klCon
https://github.com/ysf/anewer
https://github.com/hot3eed/xpcspy
https://dredd.org/en/latest/
https://github.com/cddmp/enum4linux-ng/
https://github.com/MythicAgents/Apollo
https://github.com/quentinhardy/pytmipe
https://www.remedy-cloud.com/cve/CVE-2015-0098
https://twitter.com/MasteringBurp/status/1326579254516195329
https://curity.io/resources/webinars/course-openid-connect-in-detail/


Infosec Bugbounty AMA with JR0ch17 & BenkoOfficial

Security Workbook on Application Security

Bug Bounty Playbook 2: Exploitation ($25)

Challenges

Damn-Vulnerable-Bank

Articles

Duping AV with handles

Exploring the Exploitability of “Bad Neighbor”: The Recent ICMPv6 Vulnerability (CVE-2020-16898)

On the Effectiveness of Time Travel to Inject COVID-19 Alerts

Bug bounty & Pentest news

Burp Suite Release: Professional / Community 2020.11

Announcing New Leaderboards: More Ways To Engage, Compete And Win

Non technical

Hacker Spotlight: Interview With Fisher

Your Computer Isn’t Yours

What it takes to find bugs in bounties!

Cybercrime isn’t the exciting career it’s cracked up to be, say academics

Past, Present and Future of Effective C

Lessons on Burnout: How to Protect Yourself & Your Team

Persevere: Trust your Struggle

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 11/08/2020 to 11/15/2020.

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://sillydaddy.me/infosec-bugbounty-ama/2020/11/06/Infosec-Bugbounty-AMA-JR0ch17.html
https://sillydaddy.me/infosec-bugbounty-ama/2020/11/03/Infosec-Bugbounty-AMA-BenkoOfficial.html
https://info.ninadmathpati.com/
https://twitter.com/ghostlulz1337/status/1324752136840880128
https://github.com/rewanth1997/Damn-Vulnerable-Bank
https://skelsec.medium.com/duping-av-with-handles-537ef985eb03
https://blog.zecops.com/vulnerabilities/exploring-the-exploitability-of-bad-neighbor-the-recent-icmpv6-vulnerability-cve-2020-16898/
https://eprint.iacr.org/2020/1393.pdf
https://portswigger.net/burp/releases/professional-community-2020-11
https://www.hackerone.com/blog/announcing-new-leaderboards-more-ways-engage-compete-and-win
https://www.hackerone.com/blog/hacker-spotlight-interview-fisher
https://twitter.com/jovica/status/1327606861705699330
https://medium.com/bugbountywriteup/what-it-takes-to-find-bugs-in-bounties-273ad278f77e
https://portswigger.net/daily-swig/cybercrime-isnt-the-exciting-career-its-cracked-up-to-be-say-academics
https://research.nccgroup.com/2020/11/10/past-present-and-future-of-effective-c/
https://blog.cobalt.io/lessons-on-burnout-how-to-protect-yourself-your-team-44f7f95526e1
https://sensecurity.io/blog/persevere-trust-your-struggle
https://twitter.com/PentesterLand/timelines/1240261324531212288
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

