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Bug Bytes #92 - Pwning Apple for three
months, XSS in VuelS, Hacking Salesforce

Lightning & Unicode byflltes

BY ANNA HAMMOND - OCTOBER 14, 2020 + LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 04 to 11 of October.

Intigriti News

Our new weekly digest of notable InfoSec news

NEW

SWAG

) INTIGRITI

ETHICAL HACKING PLATFORM

NEW HOODIES: Embrace the hacker stereotype, but do it with style!



https://newsletter.intigriti.com/securitysnacks
https://swag.intigriti.com/
https://www.intigriti.com/

Our favorite 5 hacking items

1. Videos of the week

Unicode vulnerabilities that could by te you (Part of NorthSec 2020)
Masonhck3571 Talks About Being Disciplined, His Learning Process, and Full Time Bug Hunting!

These are two very informational videos. One is on Unicode vulnerabilities including the latest research
such as HostSplit and HostBond attacks. The other is an interview with @Masonhck3571 on transitionning

from a non IT job to full-time bug hunting, how he chooses targets, his learning process, etc.

2. Writeups of the week

We Hacked Apple for 3 Months: Here's What We Found

What an incredible writeup! A crew of five bug hunters (@samwcyo, @bbuerhaus, @nahamsec,
@erbbysam and @ StaticFlow) hacked on Apple for 3 months and found 55 vulnerabilities. They shared
how it went, the list of vulnerabilities detected, with detailed writeups on 12 of them. It's so impressive
when you know that some of them have full-time job and not all the bugs were disclosed (maybe

including some new research).

As @hakluke says, an apple doesn’t taste as good now, it just tastes like vulnerabilities.

3. Tools of the week

bbrf-client & Intro

jwt-heartbreaker & Intro

BBRF is Pieter Hiele's (@honoki) tool for storing bug bounty data. It is in Python, uses CouchDB and has a
client-server architecture. It is meant to be combined with other recon tools to store/read the data

collected on a program (subdomains, domains, IPs...). A very handy and well-documented tool!
JWT is a Burp extension to passively scan for JWT tokens signed with a weak secret. | haven't tried it yet

but it looks interesting, especially if customized to even more JWT secrets to test.

4. Article of the week

This is an excellent article on XSS in Vues]S. It is packed with information on identifying and exploiting XSS

created from VueJS script gadgets. A must if you're into XSS or plan on testing VueJS sites!

5. Tutorial of the week

Salesforce Lightning - An in-depth look at exploitation vectors for the everyday community

Aaron Costello (@ConspiracyProof) published this in-depth tutorial on hacking Salesforce Lightning by
exploiting common misconfigurations of the CRM. This offensive approach hasn’t been documented

before, so it is very interesting for bug hunters and pentesters.


https://www.youtube.com/watch?v=Mqg8e6lJ-E8&list=PLuUtcRxSUZUqhwo0e6j0hrqXifo8jItdl&index=11
https://www.youtube.com/playlist?list=PLuUtcRxSUZUqhwo0e6j0hrqXifo8jItdl
https://www.youtube.com/watch?v=PEV9LRJdL78
https://samcurry.net/hacking-apple/
https://twitter.com/hakluke/status/1314493304923254784
https://github.com/honoki/bbrf-client
https://honoki.net/2020/10/08/introducing-bbrf-yet-another-bug-bounty-reconnaissance-framework/
https://github.com/wallarm/jwt-heartbreaker
https://lab.wallarm.com/meet-jwt-heartbreaker-a-burp-extension-that-finds-thousands-weak-secrets-automatically/
https://portswigger.net/research/evading-defences-using-vuejs-script-gadgets
https://www.enumerated.de/index/salesforce

Other amazing things we stumbled upon this
week

Videos

e Cybertalk ep13 - @hakluke Talks About Creating Content, Bug Hunting, Pentest, Automation &

Resources
e Finding Your First Bug: Reading JSON and XML for Information Disclosure

o Getting started with Github for Security Professionals and Bug Bounty Hunters & Written guide

e What after Recon? - Demystifying JavaScript Files

e $12,000 Grafana SSRF in Gitlab - Bug Bounty Reports Explained

e ZerolLogon Exploit - Abusing CVE-2020-1472 (Way Too Easy!)

e Giving Effective Presentations: A Crash Course with Chris Crowley

Podcasts

The InfoSec & OSINT Show 28 - STOK and Hunting Bug Bounties

e Security Now: Why Win7 Lives On - Android Security, Windows 7 Security, Microsoft Defender

e Risky Business #600 — Who's messing with TrickBot?

e Targeting Trickbot, Static Kitten, & ‘Raccine’ Ransomware - SWN #71

e PSW #669 - Assembling Your First Infosec Home Lab - Tony “tjnull” Punturiero

Webinars & Webcasts

e Hacking JWTs for Beginners with Farah Hawa

e Managing containers with Google Kubernetes Engine (GKE)

Conferences

e ARPCon Conference 2020 | Day 1 & Day 2

Slides & Workshop material

e A Hacker's perspective on AEM applications security



https://www.youtube.com/watch?v=vubUjRLHa0w
https://www.youtube.com/watch?v=vubUjRLHa0w
https://www.youtube.com/watch?v=992cxaPdaho
https://www.youtube.com/watch?v=AQEOz5zbW4w
https://codingo.io/tools/github/bounty/2020/10/08/github-security-professionals.html
https://www.youtube.com/watch?v=NjJ_f1y7Kz4
https://www.youtube.com/watch?v=Uklsk1WZ2EU
https://www.youtube.com/watch?v=6xMGsdD-ArI
https://www.youtube.com/watch?v=k6p7TDg-2yo
https://directory.libsyn.com/episode/index/show/breachsense/id/16323413
https://www.youtube.com/watch?v=Y5kfEJxymA4
https://risky.biz/RB600/
https://www.youtube.com/watch?v=pF1Z15IfvN4
https://soundcloud.com/hackedoff/joe-thorpe-hacking-mobile-apps
https://www.youtube.com/watch?v=afV8AdRmwJc
https://www.youtube.com/watch?v=CI99LBDYS50
https://www.youtube.com/watch?v=1JSMknY28OA
https://www.youtube.com/watch?v=4V3GXPViXxQ
https://www.youtube.com/watch?v=4eAWMc0DnQ8
https://www.youtube.com/watch?v=3VU21Xh691M
https://www.youtube.com/watch?v=u-hss6EA5_4
https://speakerdeck.com/0ang3el/a-hackers-perspective-on-aem-applications-security

Tutorials

Medium to advanced

o Firebase: Google Cloud'’s Evil Twin - Excerpt

e | Like to Move It: Windows Lateral Movement Part 3: DLL Hijacking

e MITRE ATT&CK turned purple - Part 1: Hijack execution flow

Beginners corner

e How to Store Session Tokens in a Browser (and the impacts of each)

e ]0S Pentesing Guide From A NOObs Perspective.1

e Java RMI for pentesters: structure, recon and communication (non-JMX Registries). & Part two —

reconnaissance & attack against non-JMX registries

e How to Find Vulnerabilities in Code: Bad Words

e Escape Restricted Shell Environments on Linux

e Proxies, Pivots, and Tunnels - Oh My!

e dumpco.re - asreqroast

Writeups
Challenge writeups
e BugPoC LFI Challenge

e Misc CTF - Request Smuggling

e Chaining Script Gadgets to Full XSS - All The Little Things 2/2 (web) Google CTF 2020

Pentest writeups

e Shell Wars: Episode Il - Attack of the Code {Review}

e Breaking JCaptcha using Tensorflow and AOCR

Responsible(ish) disclosure writeups

e Research: Can you build spyware for a Fitbit? #loT

e Enter the Vault: Authentication Issues in HashiCorp Vault #Web #Cloud

e HP Device Manager - CVE-2020-6925, CVE-2020-6926, CVE-2020-6927

e Smart male chastity lock cock-up #loT

e CVE-2019-0230: Apache Struts OGNL Remote Code Execution #Web


https://www.sans.org/blog/firebase-google-cloud-s-evil-twin-condensed/
https://www.mdsec.co.uk/2020/10/i-live-to-move-it-windows-lateral-movement-part-3-dll-hijacking/
https://blog.nviso.eu/2020/10/06/mitre-attack-turned-purple-part-1-hijack-execution-flow/
https://blog.ropnop.com/storing-tokens-in-browser/
https://payatu.com/blog/abhilashnigam/ios-pentesing-guide-from-a-n00bs-perspective.1
https://medium.com/@afinepl/java-rmi-for-pentesters-structure-recon-and-communication-non-jmx-registries-a10d5c996a79
https://medium.com/@afinepl/java-rmi-for-pentesters-part-two-reconnaissance-attack-against-non-jmx-registries-187a6561314d
https://medium.com/@afinepl/java-rmi-for-pentesters-part-two-reconnaissance-attack-against-non-jmx-registries-187a6561314d
https://btlr.dev/blog/how-to-find-vulnerabilities-in-code-bad-words
https://null-byte.wonderhowto.com/how-to/escape-restricted-shell-environments-linux-0341685/
https://blog.secureideas.com/2020/10/proxies_pivots_tunnels.html
http://dumpco.re/blog/asreqroast
https://hipotermia.pw/bb/bugpoc-lfi-challenge
https://hg8.sh/posts/misc-ctf/request-smuggling/
https://www.youtube.com/watch?v=UGtrpXk6QVU
https://medium.com/greenwolf-security/shell-wars-episode-ii-attack-of-the-code-review-17428c42de30
https://www.gremwell.com/breaking-jcaptcha-tensorflow-aocr
https://www.immersivelabs.com/resources/blog/fitbit-spyware/
https://googleprojectzero.blogspot.com/2020/10/enter-the-vault-auth-issues-hashicorp-vault.html
https://nickbloor.co.uk/2020/10/05/hp-device-manager-cve-2020-6925-cve-2020-6926-cve-2020-6927/
https://www.pentestpartners.com/security-blog/smart-male-chastity-lock-cock-up/
https://www.thezdi.com/blog/2020/10/7/cve-2019-0230-apache-struts-ognl-remote-code-execution

A brief encounter with Leostream Connect Broker #Reverse #Web

Pulse Connect Secure - RCE via Template Injection (CVE-2020-8243) #RCE #Web

cOntextomy - Let's Debug Together: CVE-2020-9992 #i0OS #RCE

Anti-Virus Vulnerabilities: Who's Guarding the Watch Tower? #AV #Windows #PrivEsc

Bug bounty writeups

Research: The mass CSRFing of .google.com/ products. (Google, $30,000)

Watch your requests! Open redirect to a complete account takeover

6k$ Worth Account Takeover via IDOR in Starbucks Singapore (Starbucks, $6,000)
JSis I0ve . ($5,000)
SVE-2020-18025: Unauthorised access to Samsung secure folder files (Samsung, $3,750)

Our Experiences Participating in Microsoft's Azure Sphere Bounty Program (Microsoft, $160,000)

Kud | Enter Your Server? New Vulnerabilities in Microsoft Azure (Microsoft)

Transferring a public group to a private group doesn’t remove code from the Elastichsearch API
search result (GitLab, $3,000)

Windows only: arbitrary file read vulnerability in openssl s_server (OpenSSL)

See more writeups on The list of bug bounty writeups.

Tools

GitLab Watchman & GitHub Watchman : Monitoring GitLab & GitHub for sensitive data shared

publicly
GLORP: A CLI-based HTTP intercept and replay proxy
reesolve (ree): Tool to do dual-stack IPv4/IPv6 lookups for A & AAAA DNS records

Asnap: Go tool that aims to render recon phase easier by providing regularly updated data about
which companies owns which ipv4 or ipv6 addresses and allows the user to automate initial port and

service scanning

tojson.py: Python tool to convert simple string (find in js file) to JSON body - for brute force api

endpoint with many json parameters
Trident: Automated password spraying tool
A CrowdSec Primer: A Modern Replacement for Fail2Ban #BlueTeam

rpc2socks: Post-exploitation client-server solution that allows to drop and remotely run a custom

RPC + SOCKS-through-SMB server application on a #Windows target, from a Unix or Windows host


https://adepts.of0x.cc/leostream-xss-to-rce/
https://research.nccgroup.com/2020/10/06/technical-advisory-pulse-connect-secure-rce-via-template-injection-cve-2020-8243/
https://blog.zimperium.com/c0ntextomy-lets-debug-together-cve-2020-9992/
https://www.cyberark.com/resources/threat-research-blog/anti-virus-vulnerabilities-who-s-guarding-the-watch-tower
http://www.missoumsai.com/google-csrfs.html
http://www.missoumsai.com/google-csrfs.html
http://www.missoumsai.com/google-csrfs.html
https://ninetyn1ne.github.io/2020-10-05-open-redir-to-ato/
http://www.kamilonurozkaleli.com/posts/starbucks-singapore-account-takeover/
https://medium.com/@sechunter/js-is-love-%EF%B8%8F-ca393a4849e9
https://servicenger.com/blog/mobile/sve-2020-18025-unauthorised-access-to-samsung-secure-folder-files/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/our-experiences-participating-in-microsofts-azure-sphere-bounty-program/
https://www.intezer.com/blog/cloud-security/kud-i-enter-your-server-new-vulnerabilities-in-microsoft-azure/
https://hackerone.com/reports/748375
https://hackerone.com/reports/748375
https://hackerone.com/reports/850775
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/PaperMtn/gitlab-watchman
https://github.com/PaperMtn/github-watchman
https://github.com/denandz/GLORP
https://github.com/junnlikestea/reesolve
https://github.com/paradoxxer/asnap/
https://twitter.com/m4ll0k2/status/1311613191483469827
https://github.com/praetorian-inc/trident
https://danielmiessler.com/study/crowdsec/
https://github.com/lexfo/rpc2socks

SwiftBelt: A macOS enumeration tool inspired by harmjoy’s Windows-based Seatbelt enumeration

tool
Vulmap: Online Local Vulnerability Scanners Project for Windows & Linux

WMIHACKER: A Bypass Anti-virus Software Lateral Movement Command Execution Tool

Misc. pentest & bug bounty resources

Hacky af long term monitoring of Burp Collaborator

stop-firefox-automatic-connections

Open Source Intelligence Tools And Resources Handbook 2020

cvebase.com
Project Cobrat: A Centralised Searchable Open Source Project Sonar DNS Database
Chrome Extension manifest.json Dataset (>100K Extensions)

30-Days-Of-Python & 30-Days-Of-JavaScript

A BIG collection of Unix/Linux ‘grep’ command examples

Challenges

Goof: Snyk’s vulnerable Node.js demo app

Vulnerability Cybersecurity Challenges

Articles

OAuth 2.0 Security Best Current Practice

Mutation XSS via namespace confusion - DOMPurify < 2.0.17 bypass

Bypassing DOMPurify again with mutation XSS

Now you C me, now you don't: An introduction to the hidden attack surface of interpreted

languages

Bug Bounty Recon: Perform Faster Port Scan

Sandbox evasion: Identifying Blue Teams

Bug bounty & Pentest news

Hacker Plus: Facebook’s new bug bounty loyalty program

Making bug triage faster and simpler: rolling out Facebook’s Bug Description Language (FBDL)



https://github.com/cedowens/SwiftBelt
https://github.com/vulmon/Vulmap
https://github.com/360-Linton-Lab/WMIHACKER
https://twitter.com/stokfredrik/status/1314940154478501888
https://github.com/nikitastupin/stop-firefox-automatic-connections
https://i-intelligence.eu/uploads/public-documents/OSINT_Handbook_2020.pdf
https://www.cvebase.com/cve/pocs
https://sonar.omnisint.io/
https://twitter.com/IAmMandatory/status/1312962850994843648
https://github.com/Asabeneh/30-Days-Of-Python
https://github.com/Asabeneh/30-Days-Of-JavaScript
https://alvinalexander.com//unix/edu/examples/grep.shtml
https://github.com/snyk/goof
https://vullnerability.com/challenges
https://www.ietf.org/id/draft-ietf-oauth-security-topics-16.html
https://research.securitum.com/mutation-xss-via-mathml-mutation-dompurify-2-0-17-bypass/
https://portswigger.net/research/bypassing-dompurify-again-with-mutation-xss
https://securitylab.github.com/research/now-you-c-me
https://securitylab.github.com/research/now-you-c-me
https://rootsploit.com/bug-bounty-recon-faster-port-scan/
https://www.securityartwork.es/2020/10/12/sandbox-evasion-identifying-blue-teams/
https://www.facebook.com/whitehat/hackerplus/
https://www.facebook.com/BugBounty/posts/3964062166941313

e Security@ 2020

e HackerSploit Linux Security Series

e HackerOne incident report of a Credential Stuffing Attack

e New Search Tokens For Faster Filtering! (Bugcrowd)

e Concluding the Azure Sphere Security Research Challenge, Microsoft Awards $374,300 to Global
Security Research Community & Why we invite security researchers to hack Azure Sphere

Non technical

e Why is prod down - Penetration testing edition

e These Are The Bugs You Should Look For In Late 2020

e Hacker Spotlight: Interview With Arneswinnen

e Youdon't need SMS-2FA.

e Why Software Remains Insecure

e Social Media around the World

e The Stress and Joy of Security Jobs

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 10/04/2020 to 10/11/2020.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.hackerone.com/security-at
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&partnerref=website&eventid=2649692&sessionid=1&key=FDD7D40926383C11B3392509222D8368&regTag=1558905&sourcepage=register
https://hackerone.com/reports/1007689
https://www.bugcrowd.com/blog/new-search-tokens-for-faster-filtering/
https://msrc-blog.microsoft.com/2020/10/06/azure-sphere-security-research-challenge-concluded/
https://msrc-blog.microsoft.com/2020/10/06/azure-sphere-security-research-challenge-concluded/
https://www.microsoft.com/security/blog/?p=91998
https://twitter.com/errbufferoverfl/status/1314858824277266432
https://www.bugcrowd.com/blog/these-are-the-bugs-you-should-look-for-in-late-2020/
https://www.hackerone.com/blog/hacker-spotlight-interview-arneswinnen
https://blog.cmpxchg8b.com/2020/07/you-dont-need-sms-2fa.html
https://danielmiessler.com/blog/the-reason-software-remains-insecure/
https://keyfindings.blog/2020/10/04/social-media-around-the-world/
https://www.philvenables.com/post/the-stress-and-joy-of-security-jobs
https://twitter.com/PentesterLand/timelines/1316092406471839746
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

