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Arbitrary Code Execution, ADB over WIFI &
A bunch of New Relic bug reports

BY ANNA HAMMOND - SEPTEMBER 9, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 28 of August to 04 of September.

Our favorite 5 hacking items

1. Tutorial of the week

Supercharge Android dev with Scrcpy and ADB WIFI

This will be helpful if you have a physical Android device and want to use it wirelessly from your laptop for

tests.
Using Genymotion's scrcpy, you can cast the device's screen on your laptop, use ADB over WIFI, record

PoCs or demos from your laptop, etc.

2. Writeups of the week

Oversecured automatically discovers persistent code execution in the Google Play Core Library

(Google)
~30 reports by Jon Bottarini (New Relic)

The first writeup is about a local arbitrary code execution vulnerability in Google Play’s Core Library. It
was possible to target any application (including Google Chrome) by crafting a malicious APK. If a victim

installed it, it would perform directory traversal, execute code as the target app and access its data.

The second link is what it looks like when @jon_bottarini plays swith a Web app to get familiar with it. It's
about 30 reports of IDOR, Privilege Escalation, Stored XSS and Logic bugs found on New Relic, without
recon, on a span of two years. So interesting, and a perfect response for anyone who says there aren't
any bugs left to find!

3. Video of the week

How to use ffuf - Hacker Toolbox & ffuf translator

This is an excellent introduction to ffuf. @InsiderPhD explains everything you need to start using this
powerful tool now: Options for subdomain bruteforcing, fuzzing parameters and headers, cutting down

false positives, handling the output, oneliners for common uses, etc.


https://proandroiddev.com/supercharge-android-dev-with-scrcpy-and-adb-wifi-f286091c72fc
https://blog.oversecured.com/Oversecured-automatically-discovers-persistent-code-execution-in-the-Google-Play-Core-Library/
https://twitter.com/jon_bottarini/status/1301940439654821888
https://www.youtube.com/watch?v=aN3Nayvd7FU
https://insiderphd.dev/tools/ffuf.html
https://www.intigriti.com/

4. Resource of the week

Weak JWT secrets dictionary & Intro

This is a list of public JWT secrets found with Google dorking and Google BigQuery. It can be used as a
wordlist for bruteforcing JWT signatures. The idea is that sometimes developers only sign JSON Web

Tokens without encryption, and copy/paste secrets (like the ones compiled) from tutorials.

5. Tools of the week
Masscan Parser
if

Two Go tools that help with recon automation: Masscan Parser parses Masscan's output, as the name
suggests, and returns IP:port combinations. This is useful for extracting open ports and feeding the list
into another tool.

jf is a wrapper around gf which makes it easier to grep for common patterns in text files. jf provides the

same functionality but for JSON files.

Other amazing things we stumbled upon this
week

Videos

e Bruteforce Attacks and Bypassing Rate Limits with Fireprox

e Hacking 1Password | _Episode 2 - Decrypting the Protocol

e Interview with a hacker: Inti from Intigriti (Community manager)

e $6,5k + $5k HTTP Request Smuggling mass account takeover - Slack + Zomato

e |Is Success Luck or Hard Work?

e Why Hackers Love the Number 1,094,795,585

e JavaScript Enumeration in practice with a live example

Full bug bounty methodology to get you started V 2.0 (Say cheese)

Podcasts

e Security Now: | Know What You Did Last Summer - Russian Tries to Hack Tesla, Web Browser

History Research

e Risky Business #597 — Alex Stamos talks news, Pompeo'’s “clean networks"” initiative

e Darknet Diaries EP 73: WANNACRY


https://github.com/wallarm/jwt-secrets/blob/master/jwt.secrets.list
https://lab.wallarm.com/340-weak-jwt-secrets-you-should-check-in-your-code/
https://github.com/sw33tLie/ugly-scripts/tree/master/go/masscan-parser
https://github.com/pry0cc/jf
https://www.youtube.com/watch?v=it_V3ig1_4o
https://www.youtube.com/watch?v=EPqMcw3xC84
https://www.youtube.com/watch?v=XmROtHAyJRE
https://twitter.com/z0idsec/status/1300274747595341825
https://github.com/ethicalhackingplayground/ssrf-tool
https://www.youtube.com/watch?v=gzM4wWA7RFo
https://twitter.com/d0nutptr/status/1299471657485049856
https://www.youtube.com/watch?v=bknybcgfjAk
https://www.youtube.com/watch?v=G2pWVBgCjvg
https://www.youtube.com/watch?v=4q22s743hrI
https://www.youtube.com/watch?v=irxBSDM3nbs
https://www.youtube.com/watch?v=irxBSDM3nbs
https://risky.biz/RB597/
https://darknetdiaries.com/episode/73/

e The InfoSec & OSINT Show 23 - Samy Kamkar & Reverse Engineering

e SWN #61 - Slack RCE, Charming Kitten, & KryptoCibule Malware

o SWN #62 - ‘Sepulcher’ Malware, Tesla Dodges Attack, & Snowden Vindicated? - Wrap Up

Webinars & Webcasts
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¢ Analyzing the OWASP API Security Top 10 for Pen Testers

e Hunting Logic Attacks - A Peak at SEC552: Bug Bounties & Responsible Disclosure

e Webcast: How to Present: Secrets of a Retired SANS Instructor

Conferences

e The Diana Initiative

Tutorials
Medium to advanced

e Diving into unserialize()

e Bypass AMSI by manual modification

e Extracting and Diffing Windows Patches in 2020

e The Hash Monster: ESP32 Tamagotchi For WiFi Cracking

e loT Security - Part 12 (MQTT Broker Security - 101)

Beginners corner

e Javascript for bug bounty hunters — part 3

e Quick Guide to Using ffuf with Burp Suite

e Getting access to internal source code of multiple organizations

e cors/sop/origin

e Backdooring Android Apps for Dummies

e S0, You Got Access To a *NIX System... Now What?

e Abusing COM & DCOM objects

e On secure-shell security: SSH hardening guide


https://directory.libsyn.com/episode/index/show/breachsense/id/15876767
https://www.youtube.com/watch?v=eqQLdRTA5Do
https://www.youtube.com/watch?v=9rlkZYRw8UM
https://www.youtube.com/watch?v=a1qrjtrmOj0
https://github.com/lojikil/kyoto-go-nihilism
https://www.sans.org/webcasts/analyzing-owasp-api-security-top-10-pen-testers-116220
https://www.sans.org/webcasts/hunting-logic-attacks-peak-sec552-bug-bounties-responsible-disclosure-116285
https://www.blackhillsinfosec.com/webcast-how-to-present-secrets-of-a-retired-sans-instructor/
https://www.youtube.com/c/TheDianaInitiative/videos
https://vkili.github.io/blog/insecure%20deserialization/unserialize/
https://s3cur3th1ssh1t.github.io/Bypass_AMSI_by_manual_modification/
https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html
https://telescope.ac/petazzoni/the-hash-monster-esp32-tamagotchi-for-wifi-cracking
https://payatu.com/blog/dattatray/iot-security-%E2%80%93-part-12-mqtt-broker-security---101
https://medium.com/@bitthebyte/javascript-for-bug-bounty-hunters-part-3-3b987f24ab27
https://medium.com/@santosomar/a-quick-guide-to-using-ffuf-with-burp-suite-713492f62242
https://medium.com/@arpitkubadia/getting-access-to-internal-source-code-of-multiple-organizations-d4c8a20ceed1
https://www.secjuice.com/crossoriginrequests/
https://blog.nviso.eu/2020/08/31/backdooring-android-apps-for-dummies/
https://www.trustedsec.com/blog/so-you-got-access-to-a-nix-system-now-what/
https://www.exploit-db.com/docs/48767
https://sysdogs.com/on-secure-shell-security/

Writeups
Challenge writeups

e Google CTF - Authentication Bypass (video)

Pentest writeups

e How a badly configured DB allowed us to own an entire cloud of over 25K hosts (part 1/2) & Part
2/2

Responsible(ish) disclosure writeups
e Smuggling SIP headers past Session Border Controllers FTW! #SIP

e Inconsistent Behavior of Go’s CGI and FastCGl Transport May Lead to Cross-Site Scripting #Web
#CodeReview #Go

e Grafana 6.4.3 Arbitrary File Read #Web

o (Cloud firewall management API SNAFU put 500k SonicWall customers at risk #Web

e Watchcom Security Group Uncovers Cisco Jabber Vulnerabilities #RCE #XMPP

e Maltego CVE-2020-24656 Analysis #Web #XXE

e Lock screen/Bitlocker bypass/elevation of privilege in Bitlocker #Bitlocker #Windows

Bug bounty writeups
e Exploiting Jira for Host Discovery (Atlassian)

e XSS via unicode characters in upload filename (WordPress, $600)

e Takeover an account that doesn't have a Shopify ID and more (Shopify, $22,500)

e DOM XSS triggered in secure support desk (QIWI, $500)

e Stealing data from customers.gitlab.com without user interaction (GitLab, $3,500)

See more writeups on The list of bug bounty writeups.

Tools
e oobfuzz: Conduct OOB Fuzzing of targets with custom payloads towards callback server
e Fuxi: Penetration Testing Platform

e iblessing: iOS security exploiting toolkit that includes application information collection, static
analysis & dynamic analysis

e wadl-dumper: Dump all available paths and/ endpoints on WADL file


https://www.youtube.com/watch?v=HOQzu0SQFWA
https://medium.com/bugbountywriteup/how-a-badly-configured-db-allowed-us-to-own-an-entire-cloud-of-over-25k-hosts-part-1-2-8846beab691e
https://medium.com/bugbountywriteup/how-a-badly-configured-db-allowed-us-to-own-an-entire-cloud-of-over-25k-hosts-part-2-2-5a63da194bc1
https://medium.com/bugbountywriteup/how-a-badly-configured-db-allowed-us-to-own-an-entire-cloud-of-over-25k-hosts-part-2-2-5a63da194bc1
https://www.rtcsec.com/2020/09/01-smuggling-sip-headers-ftw/
https://www.redteam-pentesting.de/de/advisories/rt-sa-2020-004/-inconsistent-behavior-of-gos-cgi-and-fastcgi-transport-may-lead-to-cross-site-scripting
https://swarm.ptsecurity.com/grafana-6-4-3-arbitrary-file-read/
https://www.pentestpartners.com/security-blog/cloud-firewall-management-api-snafu-put-500k-sonicwall-customers-at-risk/
https://watchcom.no/nyheter/nyhetsarkiv/uncovers-cisco-jabber-vulnerabilities/
https://www.hackersforchange.com/post/maltego-cve-2020-24656-analysis
https://twitter.com/jonasLyk/status/1301245145568997376
https://medium.com/tenable-techblog/exploiting-jira-for-host-discovery-43be3cddf023
https://hackerone.com/reports/179695
https://hackerone.com/reports/867513
https://hackerone.com/reports/512065
https://hackerone.com/reports/674195
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/CasperGN/oobfuzz
https://github.com/jeffzh3ng/fuxi
https://github.com/Soulghost/iblessing
https://github.com/dwisiswant0/wadl-dumper

e jwt-hack: Go tool for JWT hacking
e mainRecon: Automated reconnaissance docked image

e SNlcat & Intro: Proof of concept tool that performs data exfiltration, utilizing a covert channel

method via Server Name Indication, a TLS Client Hello Extension
e Tunshell: Remote shell into ephemeral environments
e Red Commander & Intro: Red Team C2 Infrastructure built in AWS using Ansible!

e MoveScheduler: .NET 4.0 Scheduled Job Lateral Movement q

Misc. pentest & bug bounty resources
e hsts-preload-recon: One-liner bash script for gathering domains from hsts preload list

e imran-parray/Mind-Maps

e sh377c0d3/web-payloads

e @bogdantcaciuc7 AMA

e VPS Cheatsheet for bug hunting

e Combinations of default usernames and passwords for the Medusa password cracker

PhishingKitTracker

judyrecords: 379 million+ United States court records #OSINT s

Challenges
e trailofbits/not-going-anywhere: A Set of Vulnerable Golang programs

e |ucasmartinelle/AnotherVulnerableWebApp

e Vulnerable-AD

Articles

Privilege Escalation in AWS Elastic Kubernetes Service (EKS) by compromising the instance role of

worker nodes

e How To Call Windows APIs in Golang

e How | Hacked Your Vending Machine

e How secure is the PDF file?

e Stopping phishing campaigns with bash - how to poison phishing sites with fake data



https://github.com/hahwul/jwt-hack
https://github.com/l34r00t/mainRecon
https://github.com/mnemonic-no/SNIcat
https://www.mnemonic.no/blog/introducing-snicat
https://github.com/TimeToogo/tunshell
https://github.com/guidepointsecurity/RedCommander
https://www.guidepointsecurity.com/2020/08/31/introducing-red-commander-a-guidepoint-security-open-source-project/
https://github.com/mez-0/MoveScheduler
https://gist.github.com/xyele/fb358be6736c3cac0e687fddddd842d1
https://github.com/imran-parray/Mind-Maps
https://www.notion.so/IDOR-Attack-vectors-exploitation-bypasses-and-chains-0b73eb18e9b640ce8c337af83f397a6b
https://github.com/sh377c0d3/web-payloads
https://twitter.com/sillydadddy/status/1300073602352472064
https://medium.com/bugbountywriteup/vps-cheatsheet-for-bug-hunting-bf0a5fe08ef4
https://github.com/wintrmvte/medusa_combo_files
https://github.com/marcoramilli/PhishingKitTracker
https://www.judyrecords.com/getSearchResults/
https://github.com/trailofbits/not-going-anywhere/
https://github.com/lucasmartinelle/AnotherVulnerableWebApp
https://github.com/WazeHell/vulnerable-AD
https://blog.christophetd.fr/privilege-escalation-in-aws-elastic-kubernetes-service-eks-by-compromising-the-instance-role-of-worker-nodes/
https://blog.christophetd.fr/privilege-escalation-in-aws-elastic-kubernetes-service-eks-by-compromising-the-instance-role-of-worker-nodes/
https://anubissec.github.io/How-To-Call-Windows-APIs-In-Golang/
https://medium.com/bugbountywriteup/its-not-hard-to-hack-smart-73c928a5276b
https://blog.detectify.com/2020/08/27/how-secure-is-the-pdf-file/
https://blog.haschek.at/2020/stopping-phishing-campaigns-with-bash.html

News

Bug bounty & Pentest news

e Introducing the GraphQL Add-on for ZAP & ZAP JWT Support Add-on

e Professional / Community 2020.9

o New Web Security Academy topic: Business logic vulnerabilities

e Surprise! Voting app maker roasted by computer boffins for poor security now begs US courts to

limit flaw finding

e Facebook’s Vulnerability Disclosure Policy
e Facebook to list all WhatsApp security issues on a new dedicated website

Google Announcing new reward amounts for abuse risk researchers

Reports

e Vulcan Cyber study finds serious problems with vulnerability management

e Average BEC attempts are now $80k, but one group is aiming for $1.27m per attack

Vulnerabilities

Hackers actively exploiting severe bug in over 300K WordPress sites

e Security in PRIME networks - Current status

e Cisco fixes critical code execution bug in Jabber for Windows

e The Big Tesla Hack: A hacker gained control over the entire fleet, but fortunately he's a good guy

e Squid proxy addresses web cache poisoning vulnerability with latest release

Microsoft Defender can ironically be used to download malware

Breaches & Attacks

e Flaw allowed adware slingers to slip past Apple’s approval protocol

e TikTok Ad Scams: Insufficient Moderation Leaves ‘For You' Page Filled with Dubious Apps,

Products and Services

e Cisco warns of actively exploited 10S XR zero-days

e lranian hackers are selling access to compromised companies on an underground forum



https://www.zaproxy.org/blog/2020-08-28-introducing-the-graphql-add-on-for-zap/
https://www.zaproxy.org/blog/2020-09-03-zap-jwt-scanner/
https://portswigger.net/burp/releases/professional-community-2020-9
https://portswigger.net/web-security/logic-flaws
https://blog.wpscan.org/roundup/2020/09/01/august-2020-vulnerability-roundup.html
https://www.theregister.com/2020/09/04/voatz_supreme_court/
https://www.theregister.com/2020/09/04/voatz_supreme_court/
https://www.facebook.com/security/advisories/Vulnerability-Disclosure-Policy
https://www.zdnet.com/article/facebook-to-list-all-whatsapp-security-issues-on-a-new-dedicated-website/#ftag=RSSbaffb68
https://security.googleblog.com/2020/09/announcing-new-reward-amounts-for-abuse.html
https://www.zdnet.com/article/vulcan-cyber-study-finds-serious-problems-with-vulnerability-management/#ftag=RSSbaffb68
https://www.zdnet.com/article/average-bec-attempts-are-now-80k-but-one-group-is-aiming-for-1-27m-per-attack/#ftag=RSSbaffb68
https://www.bleepingcomputer.com/news/security/hackers-actively-exploiting-severe-bug-in-over-300k-wordpress-sites/
https://www.tarlogic.com/en/blog/security-in-prime-networks-current-status/
https://www.bleepingcomputer.com/news/security/cisco-fixes-critical-code-execution-bug-in-jabber-for-windows/
https://electrek.co/2020/08/27/tesla-hack-control-over-entire-fleet/
https://portswigger.net/daily-swig/apps-built-using-go-could-be-vulnerable-to-xss-exploits
https://portswigger.net/daily-swig/squid-proxy-addresses-web-cache-poisoning-vulnerability-with-latest-release
https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-can-ironically-be-used-to-download-malware/
https://portswigger.net/daily-swig/flaw-allowed-adware-slingers-to-slip-past-apples-approval-protocol
https://www.tenable.com/blog/tiktok-ad-scams-insufficient-moderation-leaves-for-you-page-filled-with-dubious-apps-products
https://www.tenable.com/blog/tiktok-ad-scams-insufficient-moderation-leaves-for-you-page-filled-with-dubious-apps-products
https://www.zdnet.com/article/cisco-warns-of-actively-exploited-ios-xr-zero-days/
https://www.zdnet.com/article/iranian-hackers-are-selling-access-to-compromised-companies-on-an-underground-forum/#ftag=RSSbaffb68

Attackers abuse Google DNS over HTTPS to download malware

Other news

US federal agencies required to launch security vulnerability disclosure policies

US court deems NSA bulk phone-call snooping_illegal, possibly unconstitutional, and probably

pointless anyway

Microsoft confirms why Windows Defender can't be disabled via registry

Google Has a Plan to Disrupt the College Degree

TLS certificate lifespan cut short: A win for security, or cause for chaos?

Mozilla research: Browsing histories are unique enough to reliably identify users

AWS introduces Bottlerocket: A Rust language-oriented Linux for containers

Non technical

Hacker Spotlight: Interview With Mayonaise

We Didn't Encrypt Your Password, We Hashed It. Here's What That Means:

Signs You're Following A Fake Twitter Account...

Build tools around workflows, not workflows around tools

8 Steps To Getting The Perfect Mentor For You

Top 15 XKCD comics for Linux and Unix fans

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're

welcome to read them directly on Twitter: Tweets from 08/28/2020 to 09/04/2020.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.bleepingcomputer.com/news/security/attackers-abuse-google-dns-over-https-to-download-malware/
https://portswigger.net/daily-swig/low-hanging-forbidden-fruits-post-compromise-tool-targets-unguarded-magento-flank
https://portswigger.net/daily-swig/us-federal-agencies-required-to-launch-security-vulnerability-disclosure-policies
https://www.theregister.com/2020/09/03/nsa_metadata_collection/
https://www.theregister.com/2020/09/03/nsa_metadata_collection/
https://www.bleepingcomputer.com/news/microsoft/microsoft-confirms-why-windows-defender-can-t-be-disabled-via-registry/
https://www.inc.com/justin-bariso/google-plan-disrupt-college-degree-university-higher-education-certificate-project-management-data-analyst.html
https://portswigger.net/daily-swig/tls-certificate-lifespan-cut-short-a-win-for-security-or-cause-for-chaos
https://www.zdnet.com/article/mozilla-research-browsing-histories-are-unique-enough-to-reliably-identify-users/
https://www.zdnet.com/article/aws-introduces-bottlerocket-a-rust-language-oriented-linux-for-containers/#ftag=RSSbaffb68
https://www.hackerone.com/blog/hacker-spotlight-interview-mayonaise
https://www.troyhunt.com/we-didnt-encrypt-your-password-we-hashed-it-heres-what-that-means/
https://nixintel.info/osint/signs-youre-following-a-fake-twitter-account/
https://thesephist.com/posts/tools/
https://www.bakadesuyo.com/2014/02/mentor/
https://www.cyberciti.biz/humour/top-xkcd-comics-for-linux-and-unix-fans/
https://twitter.com/PentesterLand/timelines/1302865327349522437
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

