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Bug Bytes #85 — Google Firebase keys
worth $30K, How to find a mentor &
Abusing Content-Type for WAF bypass &
other shenanigans

BY ANNA HAMMOND - AUGUST 26, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 14 to 21 of August.

Our favorite 5 hacking items

1. Tutorials of the week

Multiple Android User Profiles

Hakluke's Guide to Amass — How to Use Amass More Effectively for Bug Bounties

Did you know you could use multiple user profiles in Android, each with a different set of installed apps?
It's not something new but I'm just discovering this and see at least two applications for Android app
testing.

As detailed in the tutorial, it helps with authorization tests since you can authenticate to the app you're
testing with different credentials. It also helps separate your normal phone apps for everyday usage from

your testing environment.
The second tutorial goes over some undervalued Amass options. An interesting because bug hunting is

not just about the tools you use, but mostly how you use them.

2. Writeups of the week

Firebase Cloud Messaging Service Takeover: A small research that led to 30k$+ in bounties

How to contact Google SRE: Dropping_ a shell in cloud SQL

These are fantastic findings and really well-written writeups.

@absshax found many hardcoded Firebase keys in multiple Android apps including ones from Google. He
went on an investigation to figure out which keys would give him access to sensitive information or
actions. One of them could be exploited to send push notifications to a billion users, facilitating phishing
campaigns.

The whole writeup is worth reading with great attention if you want to do research and learn how to go
from “Hey, | found a hardcoded key but I'm not sure what it does”, to real compromise with a $30K

bounty.


https://sensepost.com/blog/2020/multiple-android-user-profiles/
https://medium.com/@hakluke/haklukes-guide-to-amass-how-to-use-amass-more-effectively-for-bug-bounties-7c37570b83f7
https://abss.me/posts/fcm-takeover/
https://offensi.com/2020/08/18/how-to-contact-google-sre-dropping-a-shell-in-cloud-sql/
https://www.intigriti.com/

The second writeup is a cool RCE on Google Cloud SQL. @wtm_offensi and @epereiralopez were able to
abuse it and escalate their limited MySQL privileges to a root shell. It is interesting to see what a complex

bug chain leading to RCE on Google looks like!

3. Resource of the week

Content-Type Research

@Black2Fan shared some tricks found by researching the Content-Type header. Browsers process it
differently and mistakes in parsing can be used for CSRF and XSS. WAFs and Content-Type checks can be
bypassed by specifying multiple types (e.g. “Content-Type: text/plain; application/json”).

4, Conference of the week
LevelUpOx07 - Hack Another Day

| don't know about you, but | haven't finished watching hacker Summer Camp conferences, and here's
another one!

LevelUp 0x07 brings us new interesting talks like @InsiderPhd's intro to Al for bug hunters or @hakluke’s
talk on crushing bounties in your first 12 months. Other topics include reverse engineering obfuscated

Android apps, recon, reviewing Chrome extensions, etc.

5. Non technical item of the week

How to Initiate Contact With a Mentor

If you're wondering where to find a mentor, this blog post is just for you. @DanielMiessler gives clear
actionable advice on what you need to do to ask for help or get mentorship.
The examples will also give you an idea of the fine line between positive messages for potential mentors

and the ones that'd probably be ignored.

Other amazing things we stumbled upon this
week

Videos
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e Interview with a hacker: Stok

e DEFCON Safemode - What | Watched at DEFCON

e Hacking 1Password | Episode 1

e Burp Suite Essentials

e Cobalt Strike BOF Making

e The Stuxnet Story: What really happened at Natanz


https://twitter.com/Black2Fan/status/1296439754599407618
https://www.youtube.com/playlist?list=PLIK9nm3mu-S41UgTqP_jj0QnJ97e8aQWU
https://danielmiessler.com/blog/how-to-initiate-first-contact-with-a-mentor/
https://www.youtube.com/watch?v=7ogiwKaIvxw
https://www.youtube.com/watch?v=TVz-J_FI1Pg
https://www.youtube.com/watch?v=zM2G5_dy8bU
https://www.youtube.com/watch?v=BmpmMEPZB24
https://www.youtube.com/playlist?list=PLoX0sUafNGbH9bmbIANk3D50FNUmuJIF3
https://hackplanet.io/aiovg_videos/cobalt-strike-bof-making/
https://www.youtube.com/watch?v=Joc0iTX9dyQ

e Collecting IPs ft. massdns | _shuffledns & Recon - Open Ports | Comparison - Masscan | RustScan

|_Naabu

e Exploit Subdomain Takeover Vulnerability

e SQL Tutorial For Beginners - SQL Database Design

Podcasts

e Security Now: Microsoft's 0-Day Folly - Microsoft Acts Badly, Canon Ransomware, Mozilla Tries to

Pivot

e Risky Business #595 — NSA and FBI document GRU’s Linux malware for them

e Darknet Diaries EP 72: Bangladesh Bank Heist

e The InfoSec & OSINT Show 21 - HD Moore & Advanced Asset Inventory Techniques

e PSW #663 - Voice Phishers, ‘SpiKey’ Lock Picking, & Coffee Cup Hackers

Webinars & Webcasts
e Webcast: What to Expect When You're Expecting a Penetration Test

e Discord Hangouts: Dave Kennedy's Birthday Bash

e Hacker Days: Kubernetes Security: From Control Plane to Layer 7

Conferences

e USENIX Security '20 Technical Sessions

Slides & Workshop material

e KubeCon + CloudNativeCon

Tutorials

Medium to advanced

Race Conditions Can Exist in Go

e Modern PHP Security Part 2: Breaching and hardening the PHP engine

e Lateral Movement in Azure App Services

e Performing Kerberoasting without SPNs

e Azure AD Pass The Certificate

e Improving Packet Capture Performance -1 of 3 & 2 of 3



https://www.youtube.com/watch?v=9S5Dmlc4Wpg
https://www.youtube.com/watch?v=GFXEUsNCwQY
https://www.youtube.com/watch?v=GFXEUsNCwQY
https://www.youtube.com/watch?v=FrleeNN-gXw
https://www.youtube.com/watch?v=Yye-hwXECYg
https://www.youtube.com/watch?v=r4rGV2hXhDQ
https://www.youtube.com/watch?v=r4rGV2hXhDQ
https://risky.biz/RB595/
https://darknetdiaries.com/episode/72/
https://directory.libsyn.com/episode/index/show/breachsense/id/15689696
https://www.youtube.com/watch?v=K0wWpDt5TC4
https://www.blackhillsinfosec.com/webcast-what-to-expect-when-youre-expecting-a-penetration-test/
https://www.youtube.com/watch?v=c9eEanfsXYQ
https://www.youtube.com/watch?v=1EmkN2LETTY
https://www.usenix.org/conference/usenixsecurity20/technical-sessions
https://events.linuxfoundation.org/kubecon-cloudnativecon-europe/program/schedule/
https://www.checkmarx.com/blog/race-conditions-can-exist-in-go
https://labs.detectify.com/2020/08/20/modern-php-security-part-2-breaching-and-hardening-the-php-engine/
https://blog.netspi.com/lateral-movement-azure-app-services/
https://swarm.ptsecurity.com/kerberoasting-without-spns/
https://medium.com/@mor2464/azure-ad-pass-the-certificate-d0c5de624597
https://www.activecountermeasures.com/improving-packet-capture-performance-1-of-3/
https://www.activecountermeasures.com/improving-packet-capture-performance-2-of-3/

e Template Injection in Documents

Beginners corner

e grep: command-line tools #1

e Javascript for bug bounty hunters — part 1 & part 2

e 5 ways to download a Twitter video

e Alternate Data Streams (ADS)

e Abusing Splunk Forwarders For Shells and Persistence

e SMB: Enumeration & Exploitation & Hardening

e CrackMapExec Basics

e Hunting for low-hanging fruits in SAP Applications

Writeups
Challenge writeups

e @terjanq’s XSS Challenges Solutions

e Leveraging JSONP to SOME via HTTP Parameter Pollution

e BugCrowd LevelUp0x07 CTF Writeup

e Solving BugPoC XSS Challenge

Pentest writeups
e From SSRF to Compromise: Case Study

e Why you should always scan UDP ports (part 1/2) & part 2/2

e A Country Hijacking

Responsible(ish) disclosure writeups

e X-Cart5 <=5.4.0.12/5.4.1.7 Unauthenticated RCE via File Write #Web #CodeReview 1PHP

e A SmorgasHORDE of Vulnerabilities :: A Comparative Analysis of Discovery #Web #CodeReview
#PHP

e Rocket.Chat Cross-Site Scripting leading to Remote Code Execution CVE-2020-15926 #Web

e How To Exfiltrate Internal Information Using Web Proxies. #/Neb #AV

e GlueBall: The story of CVE-2020-1464 #Windows


https://github.com/1d8/tempinject
http://rez0.blog/hacking/2020/08/20/grep-command-line-tools-1.html
https://medium.com/@bitthebyte/javascript-for-bug-bounty-hunters-part-1-dd08ed34b5a8
https://medium.com/@bitthebyte/javascript-for-bug-bounty-hunters-part-2-f82164917e7
https://www.aware-online.com/en/5-ways-to-download-videos-on-twitter/
https://medium.com/@Proclus/alternate-data-streams-ads-54b144a831f1
https://eapolsniper.github.io/2020/08/14/Abusing-Splunk-Forwarders-For-RCE-And-Persistence/
https://www.exploit-db.com/docs/48754
https://www.exploit-db.com/docs/48760
https://medium.com/@bondo.mike/crackmapexec-basics-839ef6180940
https://medium.com/@abdirahman_hish/hunting-for-low-hanging-fruits-in-sap-applications-be0a734a5522
https://solutions.terjanq.me/
http://www.benhayak.com/2019/07/blog-post.html
https://rootsploit.com/bug-crowd-levelup0x07-ctf-writeup/
https://blog.fadyothman.com/solving-a-bugpoc-xss-challenge/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/from-ssrf-to-compromise-case-study/
https://medium.com/bugbountywriteup/why-you-should-always-scan-udp-ports-part-1-2-d8ee7eb26727
https://medium.com/@securityshenaningans/why-you-should-always-scan-udp-part-2-2-42050fb136d8
https://generaleg0x01.com/2020/08/15/country-hijacking/
https://nickbloor.co.uk/2020/08/21/x-cart-5/
https://srcincite.io/blog/2020/08/19/a-smorgashorde-of-vulnerabilities-a-comparative-analysis-of-discovery.html
https://blog.redteam.pl/2020/08/rocket-chat-xss-rce-cve-2020-15926.html
https://sefod.eu/posts/web_proxies/
https://medium.com/@TalBeerySec/glueball-the-story-of-cve-2020-1464-50091a1f98bd

e (CSRF Protection Bypass in Play Framework #Web

e Openvas Credentials Hunt — Part Il #Web

e SSTl in Apache Camel modules #Web #CodeQL

e Vulnerabilities in ATM Milano’s mobile app

e Chasing doorbells: Finding 10T vulnerabilities in embedded devices #loT

Bug bounty writeups

e Stealing your data using XSS

e A perfect duplicate or how to send an email with a spoofed invoice’s content

e How | was able to send Authentic Emails as others — Google VRP [Resolved] (Google)

e Insufficient validation on Digits bridge (Twitter, $5,040)

e pre-auth Stored XSS in comments via javascript: url when administrator edits user supplied

comment & Stored XSS in Post Preview as Contributor (WordPress, $650 * 2)

Origin Header (Automattic, $200)
e Get analytics token using only apps permission (Shopify, $1,000)

See more writeups on The list of bug bounty writeups.

Tools
If you don’t have time
e Parth: Heuristic Vulnerable Parameter Scanner

e Hackium, shift-refactor & shift-interpreter: A CLI tool, a browser, and a framework for analyzing and

manipulating web sites. And a suite of utilities to query and modify JavaScript source

e graphgl-path-enum & GraphQL path enumeration for better permission testing: Tool that lists the

different ways of reaching a given type in a GraphQL schema.

More tools, if you have time
e gwen001/ejs.sh: Onliner to extract endpoints from JS files of a given host

e crystal-subs & Writing a Subdomain Discovery Tool in Crystal: Simple subdomain discovery tool that

uses the Shodan API to grab domain information

e hunterio.sh: Script to gather emails from Hunter.io API


https://blog.doyensec.com/2020/08/20/playframework-csrf-bypass.html
https://medium.com/@vovohelo/openvas-credentials-hunt-part-ii-7c0081becb2d
https://twitter.com/pwntester/status/1295425898192285697
https://blog.jacopojannone.com/en/post/atm-app-vulnerability/
https://www.coalfire.com/the-coalfire-blog/august-2020/chasing-doorbells-finding-iot-vulnerabilities-in-e
https://medium.com/bugbountywriteup/stealing-your-data-using-xss-bf7e4a31e6ee
https://medium.com/@mateusz.olejarka/a-perfect-duplicate-or-how-to-send-an-email-with-a-spoofed-invoices-content-66cf369bbaa3
https://medium.com/bugbountywriteup/how-i-was-able-to-send-authentic-emails-as-others-google-vrp-resolved-2af94295f326
https://medium.com/bugbountywriteup/the-short-tale-of-two-bugs-on-google-cloud-product-google-vrp-resolved-47c913dca8fc
https://hackerone.com/reports/168116
https://hackerone.com/reports/633231
https://hackerone.com/reports/633231
https://hackerone.com/reports/497724
https://hackerone.com/reports/921704
https://hackerone.com/reports/921704
https://hackerone.com/reports/901775
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/s0md3v/Parth
https://medium.com/@jsoverson/introducing-hackium-723790c00d03
https://gitlab.com/dee-see/graphql-path-enum
https://blog.deesee.xyz/graphql/security/2020/04/13/graphql-permission-testing.html
https://gist.github.com/gwen001/0b15714d964d99c740a7e8998bd483df
https://github.com/shodan-labs/crystal-subs
https://blog.shodan.io/writing-a-subdomain-discovery-tool-in-crystal/
https://twitter.com/streaak/status/1296517653381517312

SuperSu Patcher & Creating a Custom Root by Patching SuperSU: A utility that patches the SuperSu

binaries to evade common root detection techniques
CRLFuzz: A fast tool to scan CRLF vulnerability written in Go

Grex: A command-line tool and library for generating regular expressions from user-provided test

cases
Digit: Extract endpoints from specific Git repository for fuzzing

Leecher: Python script that takes a list of URLs and builds a wordlist for content discovery based on

the paths extracted

PaGoDo (Passive Google Dork): Automate Google Hacking Database scraping and searching

cisagov/crossfeed: External monitoring for organization assets
Checkov: Static code analysis tool for infrastructure-as-code

SharpEDRChecker: Checks running processes, process metadata, Dlls loaded into your current
process and the each DLLs metadata, common install directories, installed services and each service
binaries metadata, installed drivers and each drivers metadata, all for the presence of known

defensive products such as AV's, EDR’s and logging tools

Powershell Webserver: A Powershell script that starts a webserver (without IIS). Powershell

command execution, script execution, upload, download and other functions are implemented

Misc. pentest & bug bounty resources

AMA with @securinti

ffw-content-discovery

FoxyProxy for Pentesters — Regex Cheat Sheet

United Bug Bounty program'’s thank you thread

Security Topics

Script to enable tab completion on all of @pdiscoveryio’s tools

Linux Privilege Escalation: Quick and Dirty

Challenges

How to play GitLab’s Capture the Flag at home



https://github.com/arbitraryrw/supersu-patcher
https://nikola.dev/posts/2020-08-10/creating_a_custom_root_by_patching_supersu
https://github.com/dwisiswant0/crlfuzz
https://github.com/pemistahl/grex
https://github.com/aufzayed/digit
https://github.com/amyrahm/Leecher
https://github.com/opsdisk/pagodo
https://github.com/cisagov/crossfeed/tree/bd9e939153df675c5b714fc88ed7f83ac999541a
https://github.com/bridgecrewio/checkov
https://github.com/PwnDexter/SharpEDRChecker
https://github.com/MScholtes/TechNet-Gallery/tree/master/Powershell%20Webserver
https://twitter.com/intigriti/status/1296779994425892867
https://github.com/mathiasbynens/small
https://github.com/koaj/ffw-content-discovery
https://medium.com/@r1cs3c/foxyproxy-for-pentesters-regex-cheat-sheet-cee9e34f55af
https://twitter.com/benholley/status/1260778625961463810
https://info.checkmarx.com/hubfs/Ebooks/The_Go_Language_Guide_Web_Application_Secure_Coding_Practices_OWASP_08.17.20.pdf?hsLang=en
https://info.checkmarx.com/hubfs/Ebooks/Go%20Guide%20-%20A%20Quick%20Intro%20to%20Go%20Language%20Security.pdf
https://info.checkmarx.com/hubfs/Ebooks/Go%20Guide%20-%20A%20Quick%20Intro%20to%20Go%20Language%20Security.pdf
https://twitter.com/Parth_Malhotra/status/1296384145078104070
https://johnjhacking.com/blog/linux-privilege-escalation-quick-and-dirty/
https://about.gitlab.com/blog/2020/08/12/how-to-play-gitlab-ctf-at-home/

Articles

PostgreSQL Code Execution: UDF Revisited

Dynamic analysis of apps inside Android Cloning apps - Part 1 & Repo

Death from Above: Lateral Movement from Azure to On-Prem AD

How to Sell Counterfeit Cash on Instagram in 7 Easy Steps

How SPF, DKIM, and DMARC Authentication Works to Increase Inbox Penetration (Testing) Rates

Facebook: Classic vs New - Which is Better for OSINT?

FireWalker: A New Approach to Generically Bypass User-Space EDR Hooking

Think Private Facebook Profiles Pages Are A Dead End? Think Again! #OSINT

News

Bug bounty & Pentest news

AWS launches open source tool to protect against HTTP request smuggling attacks
2020 CWE Top 25 Most Dangerous Software Weaknesses

Professional / Community 2020.8.1

desktop in Windows Subsystem for Linux

Mozilla Bug Bounty Program Updates: Adding (another) New Class of Bounties

Great, now we've got ‘legit’ companies doing borderline illegal/gray-hat hacking for marketing
purposes?

Reports

2020 State of the Software Supply Chain

Top exploits used by ransomware gangs are VPN bugs, but RDP still reigns supreme

The state of vulnerability management in the cloud and on-premises

Vulnerabilities

Pretty wild that a malicious mailto: link might attach your secret keys and files from your PC to an

outgoing message
Google fixes major Gmail bug seven hours after exploit details go public

Google Firebase messaging vulnerability allowed attackers to send push notifications to app users

Picking Locks with Audio Technology


https://medium.com/@afinepl/postgresql-code-execution-udf-revisited-3b08412f47c1
https://darvincitech.wordpress.com/2020/07/18/all-your-crypto-keys-belongs-to-me-in-android-virtual-containers/
https://github.com/darvincisec/VirtualDynamicAnalysis
https://posts.specterops.io/death-from-above-lateral-movement-from-azure-to-on-prem-ad-d18cb3959d4d
https://craighays.com/how-to-sell-counterfeit-cash-on-instagram-in-7-easy-steps/
https://www.blackhillsinfosec.com/how-spf-dkim-and-dmarc-authentication-works-to-increase-inbox-penetration-testing-rates/
https://osintcurio.us/2020/08/19/facebook-classic-vs-new-which-is-better-for-osint/
https://www.mdsec.co.uk/2020/08/firewalker-a-new-approach-to-generically-bypass-user-space-edr-hooking/
https://hatless1der.com/think-private-facebook-profiles-pages-are-a-dead-end-think-again/
https://portswigger.net/daily-swig/aws-launches-open-source-tool-to-protect-against-http-request-smuggling-attacks
https://cwe.mitre.org/top25/archive/2020/2020_cwe_top25.html
https://portswigger.net/burp/releases/professional-community-2020-8-1
https://www.kali.org/news/kali-2020-3-release/
https://www.bleepingcomputer.com/news/security/kali-linux-gets-a-gui-desktop-in-windows-subsystem-for-linux/
https://www.bleepingcomputer.com/news/security/kali-linux-gets-a-gui-desktop-in-windows-subsystem-for-linux/
https://blog.mozilla.org/attack-and-defense/2020/08/18/exploit-mitigation-bounty/
https://twitter.com/albinowax/status/1295363475951288321
https://twitter.com/albinowax/status/1295363475951288321
https://www.sonatype.com/hubfs/Corporate/Software%20Supply%20Chain/2020/SON_SSSC-Report-2020_final_aug11.pdf
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
https://www.ibm.com/downloads/cas/YLQPAJZV
https://www.theregister.com/2020/08/19/openpgp_smime_email_client_mailto_flaws/
https://www.theregister.com/2020/08/19/openpgp_smime_email_client_mailto_flaws/
https://www.zdnet.com/article/google-fixes-major-gmail-bug-seven-hours-after-exploit-details-go-public/
https://portswigger.net/daily-swig/google-firebase-messaging-vulnerability-allowed-attackers-to-send-push-notifications-to-app-users
https://cacm.acm.org/news/246744-picking-locks-with-audio-technology/fulltext

Memory leak in IBM DB2 gives access to sensitive data, causes DoS

New Vulnerability Could Put IoT Devices at Risk

Virtual shoplifting: Critical flaw found in WooCommerce extension NAB Transact

A simple telephony honeypot received 1.5 million robocalls across 11 months

Breaches & Attacks

The Secret SIMs Used By Criminals to Spoof Any Number

FritzFrog: A New Generation Of Peer-to-peer Botnets

Experian South Africa data breach may impact millions of residents

Fearing coronavirus, a Michigan college is tracking its students with a flawed ap

Security Advisory: Mitiga Recommends All AWS Customers Running Community AMIs to Verify

Them for Malicious Code

Researchers Warn of Active Malware Campaign Using HTML Smuggling

Team Tnt - The First Crypto-mining Worm To Steal Aws Credentials

Other news

Former Chief Security Officer For Uber Charged With Obstruction Of Justice

Browser fingerprinting ‘more prevalent on the web now than ever before’ - research

US government built secret iPod with Apple’s help, former engineer says

Artificial intelligence can stop loT-based DDoS attacks in their tracks - research

Chromium DNS hijacking detection accused of being around half of all root queries

Cat and mouse: Privacy advocates fight back after China tightens surveillance controls

Non technical

Bug Business #9 - Get to know pudsec, Intigriti's Top Hacker in Q1 & Q2

Hacker Spotlight: Interview With Dawgyg

Ask a Pen Tester, Part 1: A Q&A With Rapid7 Pen Testers Gisela Hinojosa and Carlota Bindner

The Ultimate OSCP Preparation Guide, 2020

Expiring vs. Permanent Skills

My first 6 months experience as a Bug Bounty Hunter



https://www.bleepingcomputer.com/news/security/memory-leak-in-ibm-db2-gives-access-to-sensitive-data-causes-dos/
https://securityintelligence.com/posts/new-vulnerability-could-put-iot-devices-at-risk/
https://portswigger.net/daily-swig/virtual-shoplifting-critical-flaw-found-in-woocommerce-extension-nab-transact
https://www.zdnet.com/article/a-simple-telephony-honeypot-received-1-5-million-robocalls-across-11-months/#ftag=RSSbaffb68
https://www.vice.com/en_us/article/n7w9pw/russian-sims-encrypted
https://www.guardicore.com/2020/08/fritzfrog-p2p-botnet-infects-ssh-servers/
https://portswigger.net/daily-swig/experian-south-africa-data-breach-may-impact-millions-of-residents
https://techcrunch.com/2020/08/19/coronavirus-albion-security-flaws-app/
https://medium.com/mitiga-io/security-advisory-mitiga-recommends-all-aws-customers-running-community-amis-to-verify-them-for-5c3e8b47d2d8
https://medium.com/mitiga-io/security-advisory-mitiga-recommends-all-aws-customers-running-community-amis-to-verify-them-for-5c3e8b47d2d8
https://threatpost.com/active-malware-campaign-html-smuggling/158439/
https://www.cadosecurity.com/2020/08/17/teamtnt-the-first-crypto-mining-worm-to-steal-aws-credentials/
https://www.justice.gov/usao-ndca/pr/former-chief-security-officer-uber-charged-obstruction-justice
https://portswigger.net/daily-swig/browser-fingerprinting-more-prevalent-on-the-web-now-than-ever-before-research
https://arstechnica.com/information-technology/2020/08/apple-helped-us-government-build-a-secret-ipod-former-engineer-says/
https://portswigger.net/daily-swig/artificial-intelligence-can-stop-iot-based-ddos-attacks-in-their-tracks-research
https://www.zdnet.com/article/chromium-dns-hijacking-detection-accused-of-being-around-half-of-all-root-queries/#ftag=RSSbaffb68
https://portswigger.net/daily-swig/cat-and-mouse-privacy-advocates-fight-back-after-china-tightens-surveillance-controls
https://blog.intigriti.com/2020/08/20/bug-business-9-get-to-know-pudsec-intigritis-top-hacker-in-q1-q2/
https://www.hackerone.com/blog/hacker-spotlight-interview-dawgyg
https://blog.rapid7.com/2020/08/19/ask-a-pen-tester-part-1-a-q-a-with-rapid7-pen-testers-gisela-hinojosa-and-carlota-bindner/
https://danielmiessler.com/blog/what-they-dont-tell-you-about-being-a-bounty-hunter-or-security-content-creator/
https://johnjhacking.com/blog/the-oscp-preperation-guide-2020/
https://www.collaborativefund.com/blog/expiring-vs-permanent-skills/
https://medium.com/@sillydadddy/my-first-6-months-experience-as-a-bug-bounty-hunter-9471c832f12f

e The OPSEC of Protesting

e A Discussion On Serverless Application Vulnerabilities

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 08/14/2020 to 08/21/2020.
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