
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 07 to 14 of August.

Our favorite 5 hacking items

1. Conference of the week

Red Team Village (DEF CON Safe Mode), especially:

Mechanizing the Methodology: by Daniel Miessler

Knock knock, Who’s There? Identifying Assets in the Cloud by @NahamSec and StaticFlow

Combining notebooks, datasets, and cloud for the ultimate automation factory by Ryan Elkins

Android Application Exploitation & Material

I know I’ve mentioned Red Team Village last week, but these videos were just uploaded and are really

worth viewing. Three of them are about advanced automation for higher efficiency. The idea is to

leverage automation to free up time and be able to focus on other things that cannot be automated.

@DanielMiessler, @NahamSec/_StaticFlow_ and @ryanelkins present three different solutions that will

probably make you want to rework your tools!

The last talk is about Android app testing. @B3nac shares his methodology and common attack vectors,

with focus on Deep links. This is the talk to wathc if you want to focus on Android bounties.

2. Writeups of the week

CVE-2020-11518: how I bruteforced my way into your Active Directory

Open Sesame: Escalating Open Redirect to RCE with Electron Code Review

These are excellent examples of bug chains that escalate impact to the max.

@honoki followed a lead for Java insecure deserialization that needed arbitrary file upload. So, he

reproduced the target environment locally, found a vulnerable file upload functionality, and a

bruteforeable authentication key. The combination of all these bugs resulted in RCE on an AD-connected

server, which means remote access to the company’s internal networks.
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https://www.youtube.com/c/RedTeamVillage/videos
https://www.youtube.com/watch?v=URBnM6gGODo
https://www.youtube.com/watch?v=W5htGHdIc-M
https://www.youtube.com/watch?v=V5oHuSnZDFg
https://www.youtube.com/watch?v=uWT15hEM1dQ
https://www.dropbox.com/sh/kec6tbf1sccznzj/AACRsD6DmmEv3QGJR5HiINiCa
https://honoki.net/2020/08/10/cve-2020-11518-how-i-bruteforced-my-way-into-your-active-directory/
https://spaceraccoon.dev/open-sesame-escalating-open-redirect-to-rce-with-electron-code-review
https://www.intigriti.com/


In the second writeup, @spaceraccoonsec explains in great details how XSS (with CSP bypass) and open

redirect in an Electron app can be escalated to RCE.

3. Video of the week

Alyssa_Herrera_ Talks About Bug Bounties, Pulse Secure Research, Hacking US Dept of Defense &

More!

@Alyssa_Herrera_ is known for her research on SSRF, Pulse Secure VPN, and for hacking the United

Stated Department of Defense. It’s nice to hear her talks about all this, and many other things like her

background, testing methodology, burnout, imposter syndrome, etc.

4. Tools of the week

SQLi Query Tampering

Credential Digger

SQLi Query Tampering is a Burp Suite extension that basically ports Sqlmap’s tampering functions to

Burp. It helps process and generate custom payloads to manually test for SQL injection. This is really

handy when you need to generate payloads that evade WAFs and filters, and prefer manual testing to

Sqlmap.

Credential Digger is a Github scanner that looks for hardcoded credentials and filters false positives using

machine learning models. I haven’t tested it yet, but the machine learning aspect makes it worth testing.

Automatically scouring Github for secrets, with less false positives, is interesting for recon.

5. Tip of the week

“Got an XSS? Try to 'upgrade' it to SSRF to get a bigger #BugBounty. Thanks for the #BugBountyTip,

@georgeomnet!

�Never head of ESI Injection before? Check out this @defcon talk:

https://t.co/ltXGAuP6AZ#BugBountyTips #HackWithIntigriti pic.twitter.com/0XYUgWrS0M

— Intigriti (@intigriti) August 14, 2020”

This is a great tip by @georgeomnet! The next time you find XSS and caching is used, remember to test

for ESI injection. It can lead to SSRF, increasing the impact of the XSS.

Other amazing things we stumbled upon this

week

Videos

How to Stop Learning and Start Hacking!

Interview with Th3g3nt3lman

Perspective is everything

Post #Defcon28 – @JHaddix

https://www.youtube.com/watch?v=mxFf4wGmrNM
https://www.youtube.com/watch?v=mxFf4wGmrNM
https://github.com/xer0days/SQLi-Query-Tampering
https://github.com/SAP/credential-digger
https://twitter.com/hashtag/BugBounty?src=hash&ref_src=twsrc%5Etfw
https://twitter.com/hashtag/BugBountyTip?src=hash&ref_src=twsrc%5Etfw
https://twitter.com/georgeomnet?ref_src=twsrc%5Etfw
https://twitter.com/defcon?ref_src=twsrc%5Etfw
https://t.co/ltXGAuP6AZ
https://twitter.com/hashtag/BugBountyTips?src=hash&ref_src=twsrc%5Etfw
https://twitter.com/hashtag/HackWithIntigriti?src=hash&ref_src=twsrc%5Etfw
https://t.co/0XYUgWrS0M
https://twitter.com/intigriti/status/1294249205414887427?ref_src=twsrc%5Etfw
https://www.youtube.com/watch?v=etP1hgJXijw
https://www.youtube.com/watch?v=smN53j9omNg
https://www.youtube.com/watch?v=nGpsNoj4KhU
https://www.pscp.tv/w/1OyKAgOVjNOJb


CyberTalk ep.9-@LiveOverflow Talks About CTFs, binary exploitation, reverse engineering & bug

bounty

XSS Filter Bypass | Pseudo protocol | Part 7

$37,500 Shopify auth bypass – Hackerone

Real Bugs – API Information Disclosure

Roasting Resumes & Interview with a Cybersecurity Recruiter

Kill Chain: The Cyber War on America’s Elections | Full Documentary for DEF CON | HBO

Security Weekly BlackHat 2020

Podcasts

Geneva – Great Firewall Of China, Black Hat/DEFCON 2020, Have I Been Pwned

Risky Business #594 — How ESNIs will change censorship and NDR

The InfoSec & OSINT Show 20 – Robert Baptiste (Elliot Anderson) & Mobile App Hacking

CoalCast #17 – Rastamouse

Security in Five Episode 805 – China Blocking TLS 1.3, Here’s Why And Why You Should Want To

Use It

SWN #55 – Kr00k Vuln, Banning TikTok, & Mercedes-Benz Vulns

Webinars & Webcasts

Cisco and Pentester Academy Attacking Active Directory Class

Easing into Consulting, COVID edition: 10 Qs and As

Conferences

Out of Hand :: Attacks Against PHP Environments – Powerful PHP Pwn Primitives & Slides

USENIX ’20

Tutorials

Medium to advanced

Modern PHP Security Part 1: bug classes

How to Create Unlimited Rotating IP Addresses with AWS

Semgrep A Practical Introduction

https://www.youtube.com/watch?v=Sa5uI_uY-2c
https://www.youtube.com/watch?v=Sa5uI_uY-2c
https://www.youtube.com/watch?v=V_Q0YJNs4no
https://www.youtube.com/watch?v=ZFst3-r-9Lg&feature=youtu.be
https://www.youtube.com/watch?v=X_JTdIkfKow
https://www.youtube.com/watch?v=vZkVY4DSAHc
https://www.youtube.com/watch?v=ji8yPcF2Ktk
https://www.youtube.com/watch?v=nQuwTdrVrg4
https://www.youtube.com/playlist?list=PLlPkFwQHxYE4D-UjjA5HGTaF7el_B83Fr
https://www.youtube.com/watch?v=F-ZLG9f8sc8
https://risky.biz/RB594/
https://directory.libsyn.com/episode/index/show/breachsense/id/15598112
https://coalcast.libsyn.com/coalcast-17-rastamouse
https://securityinfive.libsyn.com/episode-805-china-blocking-tls-13-heres-why-and-why-you-should-want-to-use-it
https://securityinfive.libsyn.com/episode-805-china-blocking-tls-13-heres-why-and-why-you-should-want-to-use-it
https://www.youtube.com/watch?v=QeMmOSbDITM
https://www.youtube.com/watch?time_continue=250&v=1fiZbYhEkYA
https://www.sans.org/webcasts/easing-consulting-covid-edition-10-qs-116100/
https://isc.360.com/2020/detail.html?vid=109&id=17
https://srcincite.io/assets/out-of-hand-attacks-against-php-environments.pdf
https://www.usenix.org/conferences/multimedia
https://labs.detectify.com/2020/08/13/modern-php-security-part-1-bug-classes/
https://medium.com/@devinjaystokes/using-proxycannon-ng-to-create-unlimited-rotating-proxies-fccffa70a728
https://www.notsosecure.com/semgrep-a-practical-introduction/


Hunting for Skeleton Key Implants #BlueTeam

Debugging into .NET

IoT Security – Part 11 (Introduction To CoAP Protocol And Security)

Beginners corner

Practical GraphQL attack vectors

Tips and Tricks for Pen-testing iOS Apps with jailbreak detection

Apple iPhone Activation, Asymmetric Encryption & (un)tethering.

Take Dorking to the next level with this tool

Gain access to an internal machine using Port forwarding — Setup experiment environment &

Penetration testing

Offense and Defense – A Tale of Two Sides: Group Policy and Logon Scripts

Writeups

Challenge writeups

Arbitrary Parentheses-less XSS

Pwn2Own -> Xxe2Rce

Bugcrowd & Vullnerability XSS Challenge 2020

Pentest writeups

Data Exfiltration | Bypassing a misconfigured DLP to exfiltrate sensitive data.

Chaining multiple vulnerabilities to exfiltrate over 250GB of PIA

Responsible(ish) disclosure writeups

Exploiting vBulletin: “A Tale of a Patch Fail” & vBulldozer #Web #CodeReview

Newsletter Plugin Vulnerabilities Affect Over 300,000 Sites #Web

Don’t be silly – it’s only a lightbulb #IoT #ZigBee

Keeping the gate locked on your IoT devices: Vulnerabilities found on Amazon’s Alexa #IoT

Just another Null Byte Poison via Unicode variant (MuPDF mutool RCE) #RCE

Hunting for SQL injections (SQLis) and Cross-Site Request Forgeries (CSRFs) in WordPress Plugins

#Web

https://riccardoancarani.github.io/2020-08-08-hunting-for-skeleton-keys/
https://blog.xpnsec.com/debugging-into-net/
https://payatu.com/blog/aseem/iot-security---part-11-introduction-to-coap-protocol-and-security
https://jondow.eu/practical-graphql-attack-vectors/
https://medium.com/@samanielaheh/tips-and-tricks-for-pen-testing-ios-apps-with-jailbreak-detection-478270e48451
https://www.duffy.app/blog/activation-tether
https://medium.com/bugbountywriteup/take-dorking-to-the-next-level-with-this-tool-e0827571aced
https://medium.com/bugbountywriteup/gain-access-to-an-internal-machine-using-port-forwarding-setup-experiment-environment-dd0a50110650
https://medium.com/bugbountywriteup/gain-access-to-an-internal-machine-using-port-forwarding-penetration-testing-518c0b6a4a0e
https://www.fortinet.com/blog/threat-research/offense-defense-a-tale-of-two-sides-group-policy-and-logon-scripts
https://medium.com/@terjanq/arbitrary-parentheses-less-xss-e4a1cf37c13d
https://web.archive.org/web/20200808042607/http://muffsec.com/blog/?p=608
https://medium.com/@officialbenko/bugcrowd-vullnerability-xss-challenge-2020-3be07b497cd7
https://medium.com/@riffsandhacks/data-exfiltration-bypassing-a-misconfigured-dlp-to-exfiltrate-sensitive-data-1236989c76c1
https://medium.com/bugbountywriteup/chaining-multiple-vulnerabilities-to-exfiltrate-over-250gb-of-pia-2d624f030ed1
https://blog.exploitee.rs/2020/exploiting-vbulletin-a-tale-of-patch-fail/
https://github.com/darrenmartyn/vbulldozer
https://www.wordfence.com/blog/2020/08/newsletter-plugin-vulnerabilities-affect-over-300000-sites/
https://research.checkpoint.com/2020/dont-be-silly-its-only-a-lightbulb/
https://research.checkpoint.com/2020/amazons-alexa-hacked/
https://gynvael.coldwind.pl/?id=732
https://medium.com/tenable-techblog/hunting-for-sql-injections-sqlis-and-cross-site-request-forgeries-csrfs-in-wordpress-plugins-632dafc9cd2f


Path Traversal Vulnerability in SecurEnvoy impacts on remote command execution through file

upload #Web #CodeReview

SSD Advisory – TerraMaster OS exportUser.php Remote Code Execution #Web

Follow the Data: A Hidden Directory Traversal Vulnerability in QNX Slinger #Web

Cisco Unified IP Conference Station 7937G #Web

Critical Vulnerabilities Patched in Quiz and Survey Master Plugin #Web #CodeReview

Bug bounty writeups

Hacking Zoom: Uncovering Tales of Security Vulnerabilities in Zoom (Zoom)

CSP Bypass Vulnerability in Google Chrome Discovered – Almost Every Website In The World Was

At Risk (Google, $3,000)

Leaking AWS Metadata – The Unusual Way

Bug Hunting with Param Miner: Cache poisoning with XSS, a peculiar case

Denial of Service(DoS) By Regex

Smear phishing: a new Android vulnerability (Google)

Pre-auth Denial-of-Service in Dovecot RPA implementation (Open-Xchange, $550)

Denial-of- service By Cache Poisoning The Cross-Origin Resource Sharing Misconfiguration Allow

Origin Header (Automattic, $200)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

CertEagle & Intro: Asset monitoring utility using real time CT log feeds

gl-redteam/gitrob: Gitrob fork that adds several features to gitrob including GitLab support, commit

content searching, in-memory repository cloning, and more

ardse: Extracts subdomains of a specified domain using https://api.recon.de

More tools, if you have time

Whoxyrm: A reverse whois tool based on Whoxy API

Vailyn: A phased, evasive Path Traversal scanning & exploitation tool in Python

pmg: Extract parameters/paths from urls

403fuzzer: Fuzz 403/401ing endpoints for bypasses

https://sidechannel.tempestsi.com/path-traversal-vulnerability-in-securenvoy-impacts-on-remote-command-execution-through-file-upload-ec2e731bd50a
https://sidechannel.tempestsi.com/path-traversal-vulnerability-in-securenvoy-impacts-on-remote-command-execution-through-file-upload-ec2e731bd50a
https://ssd-disclosure.com/ssd-advisory-terramaster-os-exportuser-php-remote-code-execution/
https://www.vdoo.com/blog/directory-traversal-vulnerability-in-qnx-slinger/
https://www.blacklanternsecurity.com/2020-08-07-Cisco-Unified-IP-Conference-Station-7937G/
https://www.wordfence.com/blog/2020/08/critical-vulnerabilities-patched-in-quiz-and-survey-master-plugin/
https://mazinahmed.net/blog/hacking-zoom/
https://www.perimeterx.com/tech-blog/2020/csp-bypass-vuln-disclosure/
https://www.perimeterx.com/tech-blog/2020/csp-bypass-vuln-disclosure/
https://medium.com/bugbountywriteup/leaking-aws-metadata-f5bc8de03284
https://medium.com/bugbountywriteup/cache-poisoning-with-xss-a-peculiar-case-eb5973850814
https://medium.com/@ashikbhaskar94/denial-of-service-dos-by-regex-205536c8dcd0
https://jameshfisher.com/2020/08/06/smear-phishing-how-to-scam-an-android-user/
https://hackerone.com/reports/866605
https://hackerone.com/reports/921704
https://hackerone.com/reports/921704
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/devanshbatham/CertEagle
https://medium.com/@Asm0d3us/weaponizing-live-ct-logs-for-automated-monitoring-of-assets-39c6973177c7
https://gitlab.com/gitlab-com/gl-security/security-operations/gl-redteam/gitrob
https://github.com/JR0ch17/ardse
https://api.recon.de/
https://github.com/MilindPurswani/whoxyrm
https://github.com/VainlyStrain/Vailyn
https://github.com/knassar702/pmg
https://github.com/intrudir/403fuzzer


Evine: Interactive CLI Web Crawler

paraglider: Python tool to check source-code for (hidden) parameters

Mística: An open source swiss army knife for arbitrary communication over application protocols

SkyArk: Helps to discover, assess and secure the most privileged entities in Azure and AWS

Manuka: A modular OSINT honeypot for blue teamers

Overlord: Red Teaming Infrastructure Automation

Cotopaxi: Set of tools for security testing of Internet of Things devices using specific network IoT

protocols

Carnivore: A username enumeration and password spraying tool for Microsoft services (Skype for

Business, ADFS, RDWeb, Exchange and O365)

DeepSea Phishing Gear: Aims to help RTOs and pentesters with the delivery of opsec-tight, flexible

email phishing campaigns carried out on the outside as well as on the inside of a perimeter

AutoGadgetFS: Open source framework that allows users to assess USB devices and their associated

hosts/drivers/software without an in-depth knowledge of the USB protocol

Mythic & Intro: Apfell C2 framework is re-branded as Mythic with new features

Misc. pentest & bug bounty resources

Attack flow for an oauth CSRF

Attack Detection Fundamentals

Hacking sites

cve-search public api

Short alert() XSS payloads

Mozilla Observatory

Challenges

BugPoc’s Buggy Calculator XSS Challenge

LEVELUP0X07 CTF Challenge

@filedescriptor 6 years old XSS challenges

Articles

When alert fails: exploiting transient events

How I Got Access to Other People’s Medium Accounts

https://github.com/saeeddhqan/evine
https://github.com/foulenzer/paraglider
https://github.com/IncideDigital/Mistica
https://github.com/cyberark/SkyArk
https://github.com/spaceraccoon/manuka
https://github.com/qsecure-labs/overlord
https://github.com/Samsung/cotopaxi
https://github.com/ReverendThing/Carnivore
https://github.com/dsnezhkov/deepsea
https://agfs.io/
https://docs.mythic-c2.net/
https://posts.specterops.io/a-change-of-mythic-proportions-21debeb03617
https://twitter.com/d0nutptr/status/1291665968402374656
https://www.f-secure.com/en/consulting/events/attack-detection-fundamentals-workshops
https://csea-iitb.github.io/IITBreachers-wiki/2020/08/01/Hacking-Sites.html
https://www.cve-search.org/api/
https://twitter.com/hakluke/status/1293501513663422464
https://observatory.mozilla.org/
https://twitter.com/bugpoc_official/status/1291767806216765443
https://www.bugcrowd.com/blog/calling-all-agents-join-our-levelup0x07-ctf-challenge/
https://twitter.com/filedescriptor/status/1293869053476401159
https://portswigger.net/research/when-alert-fails-exploiting-transient-events
https://medium.com/bugbountywriteup/how-i-got-access-to-other-peoples-medium-accounts-122d49b7f721


Excel Sheet to Word Report by PowerShell

ACE to RCE #ActiveDirectory

Type-awareness in semantic grep

Geolocating Mobile Phones With An IP

Unbricking a $2,000 Bike With a $10 Raspberry Pi

Fun with Creating a VBS Payload to Bypass Endpoint Security

News

Bug bounty & Pentest news

What’s new in Covenant v0.6

Reports

Positive Technologies research shows hackers only need 30 minutes to penetrate an

organization’s local network

Cybersecurity Skills Gap Worsens, Fueled by Lack of Career Development

Upstream attacks on open source ecosystem up 400% as criminals seek to compromise

applications at scale

Coronavirus: Fall in healthcare data breaches could be due to ‘pandemic distraction’

Vulnerabilities

vBulletin zero-day vulnerability revealed, failed patch to blame

CVE-2019-0230: Apache Struts Potential Remote Code Execution Vulnerability

Patch Tuesday – August 2020

TeamViewer fixes bug that lets attackers access your PC

ReVoLTE attack can decrypt 4G (LTE) calls to eavesdrop on conversations

Intel, ARM, IBM, AMD Processors Vulnerable to New Side-Channel Attacks

Citrix warns of patch-ASAP-grade bugs in its working-from-home products, just as we’re all

working from home

Remote code execution vulnerability exposed in popular JavaScript serialization package

Beyond KrØØk: Even more Wi�Fi chips vulnerable to eavesdropping

Nearly 50% of all smartphones affected by Qualcomm Snapdragon bugs

https://www.redteam.cafe/reporting/excel-sheet-to-word-report-by-powershell
https://sensepost.com/blog/2020/ace-to-rce/
https://r2c.dev/blog/2020/type-awareness-in-semantic-grep/
https://nixintel.info/osint/geolocating-mobile-phones-with-an-ip/
https://ptx2.net/posts/unbricking-a-bike-with-a-raspberry-pi/
https://medium.com/bugbountywriteup/fun-with-creating-a-vbs-payload-to-bypass-endpoint-security-and-other-layers-44afd724de1b
https://posts.specterops.io/covenant-v0-6-134c5054505f
https://www.ptsecurity.com/ww-en/about/news/positive-technologies-research-shows-hackers-only-need-30-minutes-to-penetrate-an-organization-s-local-network/
https://www.ptsecurity.com/ww-en/about/news/positive-technologies-research-shows-hackers-only-need-30-minutes-to-penetrate-an-organization-s-local-network/
https://threatpost.com/cybersecurity-skills-gap-career-development/158253/
https://portswigger.net/daily-swig/upstream-attacks-on-open-source-ecosystem-up-400-as-criminals-seek-to-compromise-applications-at-scale
https://portswigger.net/daily-swig/upstream-attacks-on-open-source-ecosystem-up-400-as-criminals-seek-to-compromise-applications-at-scale
https://portswigger.net/daily-swig/coronavirus-fall-in-healthcare-data-breaches-could-be-due-to-pandemic-distraction
https://portswigger.net/daily-swig/vbulletin-zero-day-vulnerability-revealed-failed-patch-to-blame
https://www.tenable.com/blog/cve-2019-0230-apache-struts-potential-remote-code-execution-vulnerability
https://blog.rapid7.com/2020/08/12/patch-tuesday-august-2020/
https://www.bleepingcomputer.com/news/security/teamviewer-fixes-bug-that-lets-attackers-access-your-pc/
https://www.zdnet.com/article/re-vol-te-attack-can-decrypt-4g-lte-calls-to-eavesdrop-on-conversations/#ftag=RSSbaffb68
https://thehackernews.com/2020/08/foreshadow-processor-vulnerability.html
https://www.theregister.com/2020/08/12/citrix_endpoint_management_critical_bug/
https://www.theregister.com/2020/08/12/citrix_endpoint_management_critical_bug/
https://portswigger.net/daily-swig/remote-code-execution-vulnerability-exposed-in-popular-javascript-serialization-package
https://www.welivesecurity.com/2020/08/06/beyond-kr00k-even-more-wifi-chips-vulnerable-eavesdropping/
https://www.bleepingcomputer.com/news/security/nearly-50-percent-of-all-smartphones-affected-by-qualcomm-snapdragon-bugs/


Breaches & Attacks

A mysterious group has hijacked Tor exit nodes to perform SSL stripping attacks

Newly discovered APT group RedCurl offering hack-for-hire services, report warns

SANS shares details on attack that led to their data breach

CREST: We are investigating NCC Group certification cheat sheet scandal – and not with NCC

personnel

This NSA, FBI security advisory has four words you never want to see together: Fancy Bear Linux

rootkit

Windows, IE11 zero-day vulnerabilities chained in targeted attack

Mac malware spreads through Xcode projects, abuses WebKit, Data Vault vulnerabilities

Other news

Mozilla is laying off 250 people and planning a ‘new focus’ on making money

Google Rolls Out Samesite Cookie Changes To Chrome

Google: We’ll test hiding the full URL in Chrome 86 to combat phishing

Firefox 79: Latest browser release enables Enhanced Tracking Protection 2.0 by default

Rite Aid deployed facial recognition systems in hundreds of U.S. stores

For six months, security researchers have secretly distributed an Emotet vaccine across the world

Instagram Retained Deleted User Data Despite GDPR Rules

Non technical

Bug Business #8 – Get to know Intigriti’s Top Hackers in Q2: kuromatae

Security Engineers By Day, Hackers By Night – An Interview With Two Of Singapore’s Top Ethical

Hackers

Hacker Spotlight: Interview With Ziot

How to Defend Against Pegasus, NSO Group’s Sophisticated Spyware

How to document your knowledge (in a CV/resume)

Doing Cloud in China

The Bug Bounty Game song

https://www.zdnet.com/article/a-mysterious-group-has-hijacked-tor-exit-nodes-to-perform-ssl-stripping-attacks/#ftag=RSSbaffb68
https://portswigger.net/daily-swig/newly-discovered-apt-group-redcurl-offering-hack-for-hire-services-report-warns
https://www.bleepingcomputer.com/news/security/sans-shares-details-on-attack-that-led-to-their-data-breach/
https://www.theregister.com/2020/08/14/crest_investigates_ncc_group/
https://www.theregister.com/2020/08/14/crest_investigates_ncc_group/
https://www.theregister.com/2020/08/13/drovorub_nsa_fbi/
https://www.theregister.com/2020/08/13/drovorub_nsa_fbi/
https://www.bleepingcomputer.com/news/security/windows-ie11-zero-day-vulnerabilities-chained-in-targeted-attack/
https://www.zdnet.com/article/mac-malware-spreads-through-xcode-projects-abuses-previously-unknown-vulnerabilities/#ftag=RSSbaffb68
https://www.theverge.com/2020/8/11/21363424/mozilla-layoffs-quarter-staff-250-people-new-revenue-focus
https://duo.com/decipher/google-rolls-out-samesite-cookie-changes-to-chrome
https://www.zdnet.com/article/google-well-test-hiding-the-full-url-in-chrome-86-to-combat-phishing/#ftag=RSSbaffb68
https://portswigger.net/daily-swig/firefox-79-latest-browser-release-enables-enhanced-tracking-protection-2-0-by-default
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