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XSS, Wordlists galore & RCE from any
website with Bitdefender

BY ANNA HAMMOND - JULY 1, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a
comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 19 to 26 of June.

Our favorite 5 hacking items

1. Tip of the week

]S frameworks which simulate events and can turn an XSS that requires user-interaction into an XSS
that doesn’'t & Demo

This is crazy. @freddyb had the idea to leverage events simulation in JavaScript frameworks, to bypass the
user interaction required to exploit some XSS vulnerabilities. In other words, the XSS is triggered by
simulating user actions instead of waiting for victims to actually perform the corresponding actions
themselves.

This technique also works for hidden inputs. Time to revisit any old unexploitable XSS!

2. Writeups of the week

Exploiting Bitdefender Antivirus: RCE from any website

Simple story of some complicated XSS on Facebook

The first writeup by @WPalant is a cool combination of antivirus exploitation and remote Web
vulnerabilities. The gist is that Bitdefender handles HTTPS certificate errors itself (instead of delegating it
to the browser), and leaks some sensitive tokens. Any website can read them and use them to start a
session with the Safepay browser. RCE is then obtained by opening URLs like data:text/html,nada --utility-
cmd-prefix=\"cmd.exe /k whoami & echo\" .

The second writeup is about two reflected XSS bugs found on Facebook. It reads like a fascinating
investigation. @win3zz identified that MicroStrategy Web SDK was used, downloaded its source code,
analyzed it, and transformed the bugs found into working exploits.

3. Tool of the week

Pencode

Pencode is a command line tool for creating complex encoding chains (e.g.
urlencode(b64encode(hexencode(string))) ). It can be used as a standalone tool or as a Go library. Handy for
handling complex encoding in scripts!
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https://twitter.com/freddyb/status/1274967753833709573
https://twitter.com/freddyb/status/1274967753833709573
https://0e.vc/olapEecs/#x
https://palant.info/2020/06/22/exploiting-bitdefender-antivirus-rce-from-any-website/
https://medium.com/@win3zz/simple-story-of-some-complicated-xss-on-facebook-8a9c0d80969d
https://github.com/ffuf/pencode
https://www.intigriti.com/

@joohoi is also planning to add integration with ffuf.

4. Resources of the week
Golang HandleFunc wordlisr by @dOnutptr

@NahamSec & @_StaticFlow 's 1stleveldomainsbycount

PWDB - New generation of Password Mass-Analysis

Crafting a custom wordlist for python-flask webservers

This week's been all about wordlists!

@dOnutptr shared the most used HTTP endpoints, found by analyzing 500 popular Golang repositories.

This inspired @rObre to build a similar wordlist for python-flask webservers by analyzing Github
repositories. He shares both the resulting wordlist and details of the whole process.

@NahamSec & @_StaticFlow_ shared a list of subdomains built by scanning ~200 million IPs from bug
bounty targets.

And @ahakcil collected 100 million leaked credentials and published stats on what he found, as well as
wordlists of the most common passwords.

5. Tutorial of the week

Exploiting SSTI in Thymeleaf

This is a nice tutorial to bookmark. If you come across Thymeleaf, a Java template engine, you'll know
exactly how to test for SSTI, from detection payloads to real-world exploitation.

Other amazing things we stumbled upon this
week

Videos

e h1-2006 Virtual Live Hacking Event: Meet the Hackers who #HackForGood, Community Day - CTF,

Kickoff, Recap & Closing Ceremonies

e Interview with Joona Hoikkala aka. @joohoi, creator of ffuf

e Interview with Peter Yaworski

e BOUNTY THURSDAYS - India EK NUMBER!

e Burp for Beginners: How to Use Repeater

e ATTACKING JWT FOR BEGINNERS!

e Modern Webapp Pentesting: How to Attack a JWT w BB King 1 Hour BHIS HEVC

e Igniting Creativity for a (Hacking) Game - Game Devlog #2

o @bsidesahmedabad Live with Bhavuk Jain
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https://forum.bugcrowd.com/t/dropping-a-cool-wordlist/9211
https://twitter.com/NahamSec/status/1276240362940465152
https://twitter.com/ahakcil/status/1275900853002604547
https://blog.r0b.re/hacking/pentesting/bugbounty/recon/web/python/bash/2020/06/25/Crafting-a-custom-wordlist-for-flask-webservers.html
https://www.acunetix.com/blog/web-security-zone/exploiting-ssti-in-thymeleaf/
https://www.youtube.com/watch?v=je8q5uNQUHo
https://www.youtube.com/watch?v=AAQHEl3b05M
https://www.youtube.com/watch?v=Zf6tFreUmtA
https://www.youtube.com/watch?v=N-QB1QD82Z4
https://www.youtube.com/watch?v=3yJjM_Lardg
https://www.youtube.com/watch?v=9o75JBD7_kQ
https://www.youtube.com/watch?v=GsErrw7Xxdw
https://www.youtube.com/watch?v=SmVZD03NR3g
https://www.youtube.com/watch?v=LfuU5u6C2Sk
https://www.youtube.com/watch?v=ghfmx4pr1Qg
https://www.youtube.com/watch?v=muYmiEtPL8U
https://www.youtube.com/watch?v=f5LRrPPC09o
https://www.instagram.com/tv/CB8cvNGjxf0/

e Upload Scanner Burp extension: Level up your file upload hacking skills #bugbounty #upload
#hacking

e Hacking Sunday ep. 2 (Deserialization)

e Beacon Object Files - Luser Demo

Podcasts

e Security Now 772 - Ripple20

e Darknet Diaries EP 68: Triton

e Layer 8 Podcast Episode 30: Brent White and Tim Roberts

e Risky Business #589 — Why Microsoft's steep E5 license pricing is a national security risk

e How to Prevent Account Takeover Attacks - John Chirhart - ASW #109

Webinars & Webcasts

e Webcast: IPv6: How to Securely Start Deploying

e ATT&CK® Deep Dive: Process Injection

e SANS webinars:
e Post Modern Web Attacks: Kubernetes Attack Matrix

e SANS@MIC - Catch and release: phishing techniques for the good guys

e Overt Operations | When the Red Team gets in your Face!

Conferences
¢ NahamCon 2020 (on Youtube)

e Security BSides Athens 2020, especially:
e A Less Known Attack Vector, Second Order IDOR Attacks - Ozgur Alp

e NoSQL Means No Security? - Philipp Krenn

e BSides Greenville 2020 - Track #1, Track #2, Track #3, Track #4 & Schedule

e Open Security Summit

e All The Talks 2020 - Security & MyDevSecOps Virtual Sessions, especially:

e How to Hack OAuth - Aaron Parecki

e Basics of OAuth 2.0 and OpenlD Connect - Andreas Falk

e Web Components for Authentication: The what, the how and the why - Ana Cidre
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https://www.youtube.com/watch?v=dc_57FaKj3E
https://www.youtube.com/watch?v=dc_57FaKj3E
https://www.youtube.com/watch?v=3JKZ4ZiRHS8
https://www.youtube.com/watch?v=gfYswA_Ronw
https://www.youtube.com/watch?v=0H96ePTYMu0
https://darknetdiaries.com/episode/68/
https://anchor.fm/layer-8-podcast/episodes/Episode-30-Brent-White-and-Tim-Roberts-efoqou
https://risky.biz/RB589/
https://www.youtube.com/watch?v=HvC6f33miYw
https://www.blackhillsinfosec.com/webcast-ipv6-how-to-securely-start-deploying/
https://redcanary.com/resources/webinars/deep-dive-process-injection/
https://www.sans.org/webcasts/post-modern-web-attacks-kubernetes-attack-matrix-115915
https://www.sans.org/webcasts/sansatmic-catch-release-phishing-techniques-good-guys-115430
https://www.sans.org/webcasts/overt-operations-red-team-face-115905
https://www.youtube.com/playlist?list=PLKAaMVNxvLmAD0ZVUJ2IGFFC0APFZ5gzy
https://www.youtube.com/playlist?list=PL7WzoM1ttDZi9TThoAbcbE3jxEIhbqXLh
https://www.youtube.com/watch?v=znUWeyzi7eg
https://www.youtube.com/watch?v=2THiDGDGKxs
https://www.youtube.com/playlist?list=PLG9ycImSLzJS5tFNKjdEonUkbY0jgMRcI
https://www.youtube.com/playlist?list=PLG9ycImSLzJQYvJkFJ5lrBBLD8vCrocSR
https://www.youtube.com/playlist?list=PLG9ycImSLzJQ7lm9hhxt39uhsiyfqvEbc
https://www.youtube.com/playlist?list=PLG9ycImSLzJQv7j-VYI7lon54SEUHOw62
http://www.securitybsides.com/w/page/135708132/BSides%20Greenville%202020
https://open-security-summit.org/video/
https://www.youtube.com/playlist?list=PLKWDDWZ_ETtBSC37S-a4NTXeq4D6S6jUR
https://www.youtube.com/playlist?list=PLKWDDWZ_ETtAVLGbiDzflIqGsxv4Q5sfA
https://www.youtube.com/watch?v=zRHS_O-8_FY&list=PLKWDDWZ_ETtBSC37S-a4NTXeq4D6S6jUR
https://www.youtube.com/watch?v=LnkDkWtUu6M&list=PLKWDDWZ_ETtBSC37S-a4NTXeq4D6S6jUR
https://www.youtube.com/watch?v=6k97lMjxJwI

Tutorials

Medium to advanced

e Hacking with Environment Variables: Interesting environment variables to supply to scripting
language interpreters

e External IP domain reconnaissance and attack surface visualization in under 2 minutes.

e How to Create a Disposable Email Address with Gmail
e Bypassing string base XSS protection with Optional chaining
e Hardcoded secrets, unverified tokens, and other common JWT mistakes

e |oT hacking field notes #2: Using bind mounts to temporarily modify read-only files

o EternalRed aka Sambacry without Metasploit & EternalBlue without Metasploit

Beginners corner

e Introduction to Hacking Thick Clients: Part 6 - The Memory

e Thick Client Proxying - Part 11 - GOG Galaxy and Extract-SNI

e Let's Reverse Engineer an Android App!

e Disable clipboard events override in Firefox

e How to install Kali Linux [All possible ways 2020]

e A Guide To Social Media Intelligence Gathering (SOCMINT)

Writeups
Challenge writeups

e Intigriti June XSS challenge solutions & winner

e The Tangled Browsers: Beyond XSS (Part 1)

Pentest writeups

e MSBuild: A Profitable Sidekick!

e Bypassing External Mail Forwarding Restrictions with Power Automate

e Java Deserialization Exploitation With Customized Ysoserial Payloads

Responsible(ish) disclosure writeups

e (CVE-2020-8163: Partial Remote Code Execution #Web #Rails

e Exploiting a Webroot Type Confusion Bug #Web
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https://www.elttam.com/blog/env/
https://www.elttam.com/blog/env/
https://medium.com/@brevityinmotion/external-ip-domain-reconnaissance-and-attack-surface-visualization-in-under-2-minutes-b2ab06105def
https://www.labnol.org/internet/disposable-email-address/28072/
https://www.hahwul.com/2020/06/bypassing-base-xss-protection-with-optional-chaining.html
https://r2c.dev/blog/2020/hardcoded-secrets-unverified-tokens-and-other-common-jwt-mistakes/
https://blog.nviso.eu/2020/06/26/iot-hacking-fieldnotes-2-using-bind-mounts-to-temporarily-modify-read-only-files/
https://redteamzone.com/EternalRed/
https://redteamzone.com/EternalBlue/
https://blog.netspi.com/introduction-to-hacking-thick-clients-part-6-the-memory/
https://parsiya.net/blog/2020-06-22-thick-client-proxying-part-11-gog-galaxy-and-extract-sni/
https://yasoob.me/posts/reverse-engineering-android-apps-apktool/
https://rawsec.ml/en/disable-clipboard-events/
https://medium.com/kali-linux/kali-linux-installing-all-possible-ways-2020-bada9ae68f47
https://www.secjuice.com/social-media-intelligence-socmint/
https://twitter.com/intigriti/status/1275058042074087424
https://blog.s1r1us.ninja/CTF/tangled_browsers
https://www.trustedsec.com/blog/msbuild-a-profitable-sidekick/
https://blog.netspi.com/bypassing-forwarding-restrictions-power-automate/
https://rhinosecuritylabs.com/research/java-deserializationusing-ysoserial/
https://medium.com/@qazbnm456/cve-2020-8163-partial-remote-code-execution-c6f46bcdef2
https://medium.com/tenable-techblog/exploiting-a-webroot-type-confusion-bug-215308145e32

SecureAuth Version 9.3 #Web

Bring your own .NET Core Garbage Collector #.NET

Crashing VMware Guests with a Silly Filesystem Bug #MacOS

CVE-2020-1170 - Microsoft Windows Defender Elevation of Privilege Vulnerability #PrivEsc
#Windows

Zoom In: Emulating ‘Exploit Purchase’in Simulated Targeted Attacks #PrivExc #Windows

election 2.0 Authenticated Remote Code Execution Vulnerability #Web

DLL Hijacking at the Trend Micro Password Manager (CVE-2020-8469) #Windows #PrivEsc

My Adventures Hacking the iParcelBox #loT

Bug bounty writeups

Bypassing Digits origin validation which leads to account takeover (Twitter, $5,040)

Uploading large payload on domain instructions causes server-side DoS (HackerOne, $2,500)

Keybase client (Windows 10): Write files anywhere in userland using relative path in “download

attachement” feature (Keybase, $5,000)

From Recon to Bypassing MFA Implementation in OWA by Using EWS Misconfiguration ($500)

How i hacked worldwide ZOOM users (Zoom)

Leveraging an SSRF to leak a secret API key ($1,000)

Chaining an IDOR with a business-logic error to achieve critical impact

Hackerone Bug Bounty Report: Hinge (Hinge, $250)

See more writeups on The list of bug bounty writeups.

Tools

Getrelationship.py: Python script to get domain relationships using BuiltWith

(%]

haggy-rogers: Clojure lambda to scan blob files for sensitive content

Travis Grabber: Grabs all logs for all builds for any given Organisation from Travis Cl. Similar to
ClLeek, butin Go

BugPoC: Burp Suite Extension to send raw HTTP Requests to the BugPoC HTTP PoC Generator
(BugPoC.com)

()

hopChop: Go tool for dynamic application security testing on web applications

disas-apk: All-in-one tool for automating Android app reverse engineering

Subvenkon: Subdomain enumerator which gathers information from Venkon
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https://know.bishopfox.com/advisories/secureauth-version-9.3
https://www.contextis.com/en/blog/bring-your-own-.net-core-garbage-collector#When:10:20:00Z
https://medium.com/tenable-techblog/crashing-vmware-guests-with-a-silly-filesystem-bug-425ee43d85e4
https://itm4n.github.io/cve-2020-1170-windows-defender-eop/
https://www.contextis.com/en/blog/zoom-in-simulated-targeted-attacks#When:07:00:00Z
https://medium.com/@h.kehn1/election-2-0-authenticated-remote-code-execution-vulnerability-f603491adb74
https://sidechannel.tempestsi.com/dll-hijacking-at-the-trend-micro-password-manager-cve-2020-8469-461477b796d8
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/my-adventures-hacking-the-iparcelbox/
https://hackerone.com/reports/129873
https://hackerone.com/reports/887321
https://hackerone.com/reports/713006
https://hackerone.com/reports/713006
http://www.firstsight.me/2020/06/from-recon-to-bypassing-mfa-implementation-in-owa-by-using-ews-misconfiguration/
https://medium.com/@s3c/hacked-worldwide-zoom-users-fceb31868c2d
https://jub0bs.com/posts/2020-06-23-ssrf/
https://jub0bs.com/posts/2020-05-26-idor/
https://tylerbutler.io/hackerone-hinge/
https://pentester.land/list-of-bug-bounty-writeups.html
https://raw.githubusercontent.com/m4ll0k/Bug-Bounty-Toolz/master/getrelationship.py
https://github.com/mthbernardes/shaggy-rogers
https://github.com/RiRa12621/travis-grabber
https://portswigger.net/bappstore/f6c905c76dd44814b658e4826b5c6efa
https://github.com/michelin/ChopChop
https://github.com/kr-b/disas-apk
https://github.com/CoffeeJunkiee/Subvenkon
https://www.venkon.us/subdomain-lister/

Physmem2profit: Create a minidump of a target hosts LSASS process by analysing physical memory

remotely
seeker: Accurately locate smartphones using social engineering

Securing Active Directory: Performing an Active Directory Security Review

<

ax & Intro: Scripts for maximizing BloodHound with a simple suite of tools

Talon & Intro: A tool designed to perform automated password guessing attacks while remaining
undetected

Misc. pentest & bug bounty resources

Docker image for running any Python 3 scripts

The Bug Hunter Methodology v4 summed up in a picture

OAuth in one picture & JWT Authentication

The Rajappan Project

@CircleNinja’'s “Mental Health for Hackers” Discord channel

The Art of Packet Crafting with Scapy & Repo

Library of Resources for Industrial Control System Cyber Security

Active Directory Cheat Sheet

CVE-2020-10665 Docker Desktop Local Privilege Escalation: First public exploit by
@spaceraccoonsec

Challenges

New @PwnFunction XSS challenge

New topic with 10 labs on Web Security Academy: Insecure deserialization

Articles

The problem with Parse: A low-code server that endangers over 63,000,000 users.

A recap of the Q&A session on Twitter

AWS IAM Assume Role Vulnerabilities Found in Many Top Vendors

Denial of Wallet Attacks on AWS

Things | learned after rooting 25+ Hack the Box machines!

Hijacking DLLs in Windows
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https://github.com/FSecureLABS/physmem2profit
https://github.com/thewhiteh4t/seeker
https://www.hub.trimarcsecurity.com/post/securing-active-directory-performing-an-active-directory-security-review
https://github.com/knavesec/Max
https://whynotsecurity.com/blog/max/
https://github.com/optiv/Talon
https://www.optiv.com/explore-optiv-insights/blog/digging-your-talons-new-take-password-guessing
https://medium.com/@h4knet/pretty-print-nmap-grepable-gnmap-files-56ffd6ca9e20
https://twitter.com/LaNMaSteR53/status/1275093717339299840
https://twitter.com/ceos3c/status/1275324236601712640
https://twitter.com/kamranahmedse/status/1276994010423361540
https://twitter.com/kamranahmedse/status/1273375903511465990
https://github.com/kaiiyer/rajappan
https://discord.com/invite/k6uuGSk
https://scapy.disruptivelabs.in/#the-art-of-packet-crafting-with-scapy
https://github.com/0xbharath/art-of-packet-crafting-with-scapy
https://scadahacker.com/library/index.html
https://github.com/Integration-IT/Active-Directory-Exploitation-Cheat-Sheet
https://github.com/spaceraccoon/CVE-2020-10665
https://twitter.com/spaceraccoonsec/status/1276123691156254720
https://twitter.com/PwnFunction/status/1276244961109790721
https://portswigger.net/web-security/deserialization
https://healdb.tech/blog/parse.html
https://www.agarri.fr/blog/index.html
https://www.praetorian.com/blog/aws-iam-assume-role-vulnerabilities
https://summitroute.com/blog/2020/06/08/denial_of_wallet_attacks_on_aws/
https://medium.com/bugbountywriteup/things-i-learned-after-rooting-25-hack-the-box-machines-e9eada4ea6ca
https://www.wietzebeukema.nl/blog/hijacking-dlls-in-windows

e The Case of BusyBox Wget: A Long Overdue Fix

e Engineering antivirus evasion
e Further Evasion in the Forgotten Corners of MS-XLS

e IndigoDrop spreads via military-themed lures to deliver Cobalt Strike

News
Bug bounty & Pentest news
e Crowdsourced ethical hacking platform Intigriti raises €4M+

e OffSec Giving Program

e LiveQL episode 1: finding non-intuitive string manipulation vulnerabilities in C code: July 7

e Sony launches PlayStation bug bounty ahead of PS5 rollout

e Bug hunter problems

Reports

e Demystifying Hackers: Bugcrowd’s 2020 Inside the Mind of a Hacker Report

e Snyk - The State of Open Source Security 2020

e Academics studied DDoS takedowns and said they're ineffective, recommend patching vulnerable
servers

Vulnerabilities
e Unpatched regex bug leaves Node.js apps open to ReDoS attacks
e Backdoor wide open: critical vulnerabilities uncovered in GeoVision

e Web admins urged to update Magento stores as first release line reaches end of life

e Adobe, Mastercard, Visa warn online store owners of Magento 1.x EOL: “Almost 110,000 online
stores are still running the soon-to-be-outdated Magento 1.x CMS.”

e Twitter apologizes for business user data leak

Breaches & Attacks

e Glupteba - the malware that gets secret messages from the Bitcoin blockchain

e Credit card skimmers are now being buried in image file metadata on e-commerce websites &
Technical details

e Docker servers infected with DDoS malware in extremely rare attacks

e Chinese bank forced western companies to install malware-laced tax software
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https://www.vdoo.com/blog/busybox-wget-case
https://blog.scrt.ch/2020/06/19/engineering-antivirus-evasion/
https://malware.pizza/2020/06/19/further-evasion-in-the-forgotten-corners-of-ms-xls/
https://blog.talosintelligence.com/2020/06/indigodrop-maldocs-cobalt-strike.html
https://blog.intigriti.com/2020/06/25/crowdsourced-ethical-hacking-platform-intigriti-raises-e4m/
https://www.offensive-security.com/offsec/offsec-giving-program/
https://securitylab.github.com/events/2020-07-07-liveql
https://portswigger.net/daily-swig/sony-launches-playstation-bug-bounty-ahead-of-ps5-rollout
https://twitter.com/hacker_/status/1275814897864056832
https://www.bugcrowd.com/blog/demystifying-hackers-bugcrowds-2020-inside-the-mind-of-a-hacker-report/
https://snyk.io/open-source-security-report/
https://www.zdnet.com/article/academics-studied-ddos-takedowns-and-said-theyre-ineffective-recommend-patching-vulnerable-servers/
https://www.zdnet.com/article/academics-studied-ddos-takedowns-and-said-theyre-ineffective-recommend-patching-vulnerable-servers/
https://portswigger.net/daily-swig/unpatched-regex-bug-leaves-node-js-apps-open-to-redos-attacks
https://www.acronis.com/en-us/blog/posts/backdoor-wide-open-critical-vulnerabilities-uncovered-geovision
https://portswigger.net/daily-swig/web-admins-urged-to-update-magento-stores-as-first-release-line-reaches-end-of-life
https://www.zdnet.com/article/adobe-mastercard-visa-warn-online-store-owners-of-magento-1-x-eol/
https://portswigger.net/daily-swig/twitter-apologizes-for-business-user-data-leak
https://nakedsecurity.sophos.com/2020/06/24/glupteba-the-bot-that-gets-secret-messages-from-the-bitcoin-blockchain/
https://www.zdnet.com/article/your-credit-card-information-is-now-being-stolen-through-image-files/
https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/
https://www.zdnet.com/article/docker-servers-infected-with-ddos-malware-in-extremely-rare-attacks/
https://www.zdnet.com/article/chinese-bank-forced-western-companies-to-install-malware-laced-tax-software/

e There are DDoS attacks, then there’s this 809 million packet-per-second tsunami Akamai says it
just caught

e Evil Corp blocked from deploying ransomware on 30 major US firms

e REvil ransomware scans victim's network for Point of Sale systems
e Microsoft: Attackers increasingly exploit Exchange servers
e Blueleaks: Data from 200 US police departments & fusion centers published online

e New Mac malware uses ‘novel’ tactic to bypass macOS Catalina security

e Hackers use fake Windows error logs to hide malicious payload

e Fxmsp hackers made $1.5M selling access to corporate networks

e Oracle's BlueKai tracks you across the web. That data spilled online

Other news

e 400 organizations sign open letter to save Open Technology Fund (OTF)

e Microsoft quietly created a Windows 10 File Recovery tool, how to use

e US govt: Julian Assange tried to recruit hacker to steal hush-hush dirt and we should know - the
hacker was an informant

e Adobe wants users to uninstall Flash Player by the end of the year

Security Analysis of TikTok versions 10.0.8 - 15.2.3

e Here's a headline we never thought we'd write 20 years ago: Microsoft readies antivirus for Linux,
Android

e FBIl uses T-shirt, tattoo and Vimeo clips to track down alleged arsonist

e Career Choice Tip: Cybercrime is Mostly Boring

e Experts Denounce Racial Bias of Crime-Predictive Facial-Recognition Al

Non technical

Hacker Spotlight: Interview with randomdeduction

e Toward Applied Andragogy in Cyber Security Education #ForContentCreators

e MFA v2.0: Improving the State of Multifactor Authentication

e A Guide to Digital Reconnaissance

o Remote Workforce is NOT the New Norm, but “Secure Work Anywhere” Should Be
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https://www.theregister.com/2020/06/25/akamai_809mpps_attack/
https://www.theregister.com/2020/06/25/akamai_809mpps_attack/
https://www.bleepingcomputer.com/news/security/evil-corp-blocked-from-deploying-ransomware-on-30-major-us-firms/
https://www.bleepingcomputer.com/news/security/revil-ransomware-scans-victims-network-for-point-of-sale-systems/
https://www.bleepingcomputer.com/news/security/microsoft-attackers-increasingly-exploit-exchange-servers/
https://www.zdnet.com/article/blueleaks-data-from-200-us-police-departments-fusion-centers-published-online/
https://appleinsider.com/articles/20/06/18/new-mac-malware-uses-novel-tactic-to-bypass-macos-catalina-security
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