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SSRF in Facebook and Kubernetes &
PwnFox for a better Burp/Firefox
experience

BY ANNA HAMMOND - JUNE 10, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 29 of May to 05 of June.

Our favorite 5 hacking items

1. Article of the week

[SSTI] Breaking Go's template engine to get XSS

This is some cool research that will come in handy if you want to test a server written in Go, especially for
SSTI. Existing public payloads like {{7*73 will not work. Thankfully, @0Oxtakemyhand dissected the
documentation and came up with the right syntax and payloads for detecting and exploiting SSTI in Go.

2. Writeups of the week

How | made $31500 by submitting a bug to Facebook & Additional info on the payout (Facebook,
$31,500)

When it's not only about a Kubernetes CVE... (Microsoft, +$40,000)

SSRF is all the rage. These are two detailed writeups of SSRF vulnerabilities found on Facebook and

Kubernetes.

They're worth reading with attention considering the hardened targets, the impressive bounties, the

quality of the writeups that include a lot of details on detection, exploitation, and increasing impact.

3. Tools of the week

PwnFox
Hardcodes

PwnFox is THE browser extension | was waiting for. It is similar to Autochrome but for Firefox. The feature
| like the most is that when you use Firefox containers, PwnFox can automatically color Burp requests
depending on the corresponding container. So helpful for authorization tests! Other cool features are a

PostMessage logger, a checkbox to enable/disable Burp proxy, the ability to remove security headers...


https://blog.takemyhand.xyz/2020/05/ssti-breaking-gos-template-engine-to.html
https://medium.com/@win3zz/how-i-made-31500-by-submitting-a-bug-to-facebook-d31bb046e204
https://portswigger.net/daily-swig/facebook-security-researcher-scoops-31k-bug-bounty-for-flagging-ssrf-vulnerabilities
https://medium.com/@BreizhZeroDayHunters/when-its-not-only-about-a-kubernetes-cve-8f6b448eafa8
https://github.com/B-i-t-K/PwnFox
https://github.com/s0md3v/hardcodes
https://www.intigriti.com/

Hardcodes is @sOmd3V's latest tool. It extracts hardcoded strings from source code, and can handle any
syntax and 20+ languages. It can be used as a library or a CLI program, and returns less noise than
existing search tools (like grep or strings). So, it is useful for extracting hardcoded credentials from mobile

apps, secrets and endpoints from Github code, etc.

4. Video of the week

@irsdl Talks About Value Behind Certificates, Pentesting vs Bug Bounty, Deserialization and more!

@irsdl / Soroush Dalili's blog posts are regularly listed in this newsletter. | associate his name with good
research, numerous responsible disclosures, and with deserialization bugs in particular. This is an
excellent interview where we can get to know the man behind the bugs, his unique journey as a hacker
that started way back in 2003, his views on work-life balance, etc. | really appreciate the candor and

humility with which he shares his experience and advice.

5. Tutorial of the week

Hacking a GWT application from scratch, Companion blog post & GWTab

This tutorial will be very helpful if you come across Google Web Toolkit requests. It explains what GWT is,
how to analyze the requests, how to detect vulnerabilities like IDOR, with a new tool to make the process

easier.

Maybe you've already seen GWT requests, they look like this:
710|8| http://127.0.0.1:8888/helloworld/| 0AA7A0C25ADF167CC648926141094922 | com.example.test.client.Greeti

ngService|... .

GWT is an old technology that may not be often encountered, but | think it worth knowing because it is
not dead. Google released an update just a month ago and, at the time of writing this, 41,993 websites

are using it.

Other amazing things we stumbled upon this
week

Videos

Burp for Beginners: Introduction to Burp

e Bounty Thursdays - CHAOS, HTTPX, XSS challenge, H1-2006 CTF, DNSCEWL, NAHAMCON and much

more.

e Hacking a GWT application from scratch #bugbounty #hacking #pentest & Companion blog post

e 10 Minute Tip: Finding User Accounts Across Social Media

e (TFs are TERRIBLE! & CTFs are AWESOME!

e Bug bounty starter tips and resources



https://www.youtube.com/watch?v=hYulLFGJ9vQ
https://www.youtube.com/watch?v=b_LnRH37Q98
https://thehackerish.com/hacking-a-google-web-toolkit-application/
ttps://github.com/thehackerish/GWTab
https://www.youtube.com/watch?v=UgbYozI436M
https://www.youtube.com/watch?v=vzbjXOwObFw
https://www.youtube.com/watch?v=vzbjXOwObFw
https://www.youtube.com/watch?v=b_LnRH37Q98
https://thehackerish.com/hacking-a-google-web-toolkit-application/
https://www.youtube.com/watch?v=zo_geMvcOg8
https://www.youtube.com/watch?v=lxJpKUoX-6E
https://www.youtube.com/watch?v=L2C8rVO2lAg
https://www.youtube.com/watch?v=-Kao1HXsiN8

Bug Bounty Queries: stealth scan, why reverse Whois, finding webservers and much

more(+Thebinarybot)

Podcasts

7MS #417: Vulnerability Scanning Tips and Tricks

Hack for Fun and Profit - Bug bounty tools for beginners: Recon and subdomain enumeration &

Bug bounty tools from enumeration to reporting

Security Now 769 - Zoom's E2EE Design

Risky Business #586 — Google TAGs Indian mercenaries

SWN #39 - Anonymous Returns, Zephyr Vulns, & SpaceX Docks

SWN #40 - Wrap Up - Anonymous Returns, Deep Fakes, & IP in IP Vulns

PSW #654 - Root Cert Chaos, Octopus Scanner, & RobbinHood & the Merry Men

Webinars & Webcasts

Introduction to Writing Nmap NSE Scripts

Webinar: Seeing the Entire Software Security Picture

A Blue Team's Perspective on Red Team Hack Tools

Securing your code with CodeQL with Sasha Rosenbaum! - OWASP DevSlop

DC44141 June 2020 - L adder Logic and Social Engineering

Conferences

OWASP Chapters All Day 2020 & Schedule

GRIMMCon - Track 1 & Track 2

Tutorials

Medium to advanced

How SSL Kill Switch works on iOS 12

Bypassing Android’s RootBeer Library — Part 1


https://www.youtube.com/watch?v=UHvuH07BQ6w
https://www.youtube.com/watch?v=UHvuH07BQ6w
https://7ms.us/7ms-417-vulnerability-scanning-tips-and-tricks/
https://www.youtube.com/watch?v=f5sdPT5QCt0
https://thehackerish.com/bug-bounty-tools-from-enumeration-to-reporting/
https://www.youtube.com/watch?v=uxWxj094BeA
https://risky.biz/RB586/
https://nakedsecurity.sophos.com/2020/06/05/s2-ep42-apple-auth-attack-octopus-scanner-escobar-escapades-naked-security-podcast/
https://themanyhats.club/podcast/ep-54-web-is-all-around-with-sean-wright/
https://themanyhats.club/podcast/ep-62-from-hacker-to-ciso-and-beyond-with-mike-koss/
https://www.youtube.com/watch?v=9PTa0qy3PhI
https://www.youtube.com/watch?v=zZI15DmPX-Q
https://www.youtube.com/watch?v=5RHtWUhhZ9k
https://www.sans.org/webcasts/introduction-writing-nmap-nse-scripts-115115
https://www.youtube.com/watch?v=6-82WIZvHxM
https://www.youtube.com/watch?v=0mIN2OU5hQE
https://www.youtube.com/watch?v=G_yDbouY0tM
https://www.youtube.com/watch?v=LcBht9__OLk
https://www.youtube.com/playlist?list=PLaET7eWjpjqBUnEH23Z9kIPFdZcWrZ6-v
https://owasp.org/www-community/pages/social/chapters_all_day/speakers/
https://www.youtube.com/playlist?list=PLtSJ7x6GSgW7gsZ5sCK2wDOPhN5XdQl2z
https://www.youtube.com/playlist?list=PLtSJ7x6GSgW7tZWZucF1P2Ldj5a6AHZd3
https://nabla-c0d3.github.io/blog/2019/05/18/ssl-kill-switch-for-ios12/
https://medium.com/@elvin.gentiles/bypassing-androids-rootbeer-library-part-1-a5f93918660d

Semgrep: Stop grepping code

Apache Tomcat RCE by deserialization (CVE-2020-9484) - write-up and exploit

Attacking FreelPA — Part lll: Finding A Path

Introduction to PLCs and Ladder Logic

Beginners corner

PowerPoint — What data is beneath the surface?

Guide to Harnessing the Power of 360 Virtual Tours for Everyday Investigations.

Pimp my terminal

Web Security 101: Cross-Site Scripting (XSS) Attacks

How to exploit the PHAR Deserialization Vulnerability

Building an Active Directory Lab

Building an ActiveDirectory Lab with just 4GB of RAM

Linux Privilege Escalation with LinEnum

What Is the POODLE Attack?

Offense and Defense - A Tale of Two Sides: (Windows) OS Credential Dumping

Writeups

Challenge writeups

Pwn2Win 2020 Challenges, Solutions for Watchers & Scriptless

Out-of-Band Remote Command Execution Challenge

Pentest writeups

Accessing PowerShell in Restricted VDI Environment — VDI Pentesting

Reflected File Download (RFD).— Windows Script Host

Responsible(ish) disclosure writeups

Kibana Blind SSRF PoC (CVE-2019-7616) #Web

Full infrastructure takeover of VMware Cloud Director (CVE-2020-3956) #Web

Vulnerability Spotlight: Two vulnerabilities in Zoom could lead to code execution

CVE-2019-16384, 85: Cyblesoft Thinfinity VirtualUl - Path Traversal, HTTP Header Injection #Web



https://r2c.dev/blog/2020/semgrep-stop-grepping-code/
https://www.redtimmy.com/java-hacking/apache-tomcat-rce-by-deserialization-cve-2020-9484-write-up-and-exploit/
https://posts.specterops.io/attacking-freeipa-part-iii-finding-a-path-677405b5b95e
https://www.pentestpartners.com/security-blog/introduction-to-plcs-and-ladder-logic/
https://medium.com/@osint/powerpoint-what-data-is-beneath-the-surface-2eb000ef95fb
https://osintcurio.us/2020/05/29/guide-to-harnessing-the-power-of-360-virtual-tours-for-everyday-investigations/
https://drasite.com/blog/Pimp%20my%20terminal
https://victorzhou.com/blog/xss/
https://pentest-tools.com/blog/exploit-phar-deserialization-vulnerability/
https://medium.com/@robertscocca/building-an-active-directory-lab-82170dd73fb4
https://medium.com/@santhosh23mj/building-an-activedirectory-lab-with-just-4gb-of-ram-8338612aeeb2
https://t0o0tz.com/posts/post0x0004/
https://www.acunetix.com/blog/web-security-zone/what-is-poodle-attack/
https://www.fortinet.com/blog/threat-research/offense-and-defense-a-tale-of-two-sides-windows-os-credential-dumping
https://github.com/pwn2winctf/challenges-2020
https://github.com/justcatthefish/ctf-writeups/tree/master/2020-05-31-Pwn2win/web-watcher
https://twitter.com/terjanq/status/1267890184500232192?s=20
https://vullnerability.com/blog/out-of-band-remote-command-execution-challenge-1
https://medium.com/@randomtransformer/access-powershell-in-restricted-vdi-environment-vdi-pentesting-fb60bd4c6b86
https://medium.com/@hoppymalt/reflected-file-download-rfd-windows-script-host-5f3e5a85b3f8
https://github.com/random-robbie/CVE-2019-7616
https://citadelo.com/en/blog/full-infrastructure-takeover-of-vmware-cloud-director-CVE-2020-3956/
https://blog.talosintelligence.com/2020/06/vuln-spotlight-zoom-code-execution-june-2020.html
https://labs.nettitude.com/blog/cve-2019-16384-85-cyblesoft-thinfinity-virtualui-path-traversal-http-header-injection/

e Web Application Firewall bypass in Bitrix CMS #Web

e Smart Phishing using Ticket Feature of a Customer Support Software #Web

e Pwn20wn or Not2Pwn, Part 2.5: A brief tale of free 0days #Windows #.NET

Bug bounty writeups

e How | made $31500 by submitting a bug to Facebook

e When it's not only about a Kubernetes CVE... (Microsoft, +$40,000)

e Another image removal vulnerability on Facebook (Facebook, $10,000)

e Privilege Escalation in Google Cloud Platform’s OS Login (Google)

e h1{Error based XXE - bug bounty writeup}

e Weird “Subdomain Take Over” pattern of Amazon S3

¢ Information disclosure and reflected XSS on Tokopedia (Tokopedia)

e From CRLF to Account Takeover

e Analysis of CVE-2020-13693 (WordPress)

e Unauthorized access to metadata of undisclosed reports that were retested (HackerOne, $2,500)

e Code injection possible with malformed Nextcloud Talk chat commands (Nextcloud, $3,000)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

e Shodanfy.py: Get ports,vulnerabilities,informations,banners,..etc for any IP with Shodan (no apikey &

no rate-limit)

e Cf-check: Check an IP is Owned by Cloudflare

More tools, if you have time

wwwordlist: Python tool to generate a wordlist from either text or the links in HTML

GitMonitor: A Github scanning system to look for leaked sensitive information based on rules

ssrf-finder: Pass list of urls with FUZZ in and it will check if it has found a potential SSRF

Jecretz: Jira Secret Hunter - Helps you find credentials and sensitive contents in Jira tickets



https://www.cybersecurity-help.cz/vdb/SB2020050104
https://evren.ninja/en/post/freshdesk-vulnerability/
https://medium.com/cognite/pwn2own-or-not2pwn-part-2-5-a-brief-tale-of-free-0days-e1df142eb815
https://medium.com/@win3zz/how-i-made-31500-by-submitting-a-bug-to-facebook-d31bb046e204
https://medium.com/@BreizhZeroDayHunters/when-its-not-only-about-a-kubernetes-cve-8f6b448eafa8
https://blog.darabi.me/2020/06/image-removal-vulnerability-on-facebook.html
https://elmahdi.tistory.com/3
https://gitlab.com/gitlab-com/gl-security/gl-redteam/red-team-tech-notes/-/tree/master/oslogin-privesc-june-2020
https://f4d3.io/xxe_wild/
https://medium.com/@secureITmania/weird-subdomain-take-over-pattern-of-amazon-s3-75165ab2e883
https://medium.com/bugbountywriteup/information-disclosure-and-reflected-xss-on-tokopedia-1b3a00ec64c6
https://medium.com/@valeriyshevchenko/from-crlf-to-account-takeover-a94d7aa0d74e
https://b.ou.is/articles/2020-05/CVE-2020-13693
https://hackerone.com/reports/871749
https://hackerone.com/reports/851807
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/m4ll0k/Shodanfy.py
https://github.com/dwisiswant0/cf-check
https://github.com/Zarcolio/wwwordlist
https://github.com/Talkaboutcybersecurity/GitMonitor
https://github.com/random-robbie/ssrf-finder
https://github.com/sahadnk72/jecretz

e Urldedupe: Pass in a list of URLs with query strings, get back a unique list of URLs and query string
combinations

e AWS Loot: Pull secrets from an AWS environment by searching for high entropy values, useful for

post-exploitation

e Burp-samesite-reporter: Burp extension that passively reports various SameSite flags

e URLProbe: Urls status code & content length checker in Go

e TeaBreak & Intro: A productivity Burp extension which reminds to take break while you are at work!

e Njsscan: A SAST tool that can find insecure code patterns in node.js apps using simple pattern

matcher from libsast & semgrep
e 0365enum: Office 365 User Enumeration Reloaded
e Go-gtfo: GTFO, now with the speed of Golang
e Enumy: Linux post exploitation privilege escalation enumeration
e ADCollector: A lightweight tool to quickly extract valuable information from the Active Directory

environment for both attacking and defending

Misc. pentest & bug bounty resources
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e Phonebook.cz

e Hacktory (30-day free trial) & Beginner tutorials
e HackTricks

e @madhuakula’s content from 30+ conferences

e Active Directory Security Assessment Checklist by CERT-FR

e random-robbie/bruteforce-lists

e victOni's Bug Bounty scripts

e Osint Curious OSINT Resource List

e Linux Privilege Escalation Cheatsheet for OSCP & Windows Privilege Escalation Cheatsheet for
OSCP

Articles

e Comparison of Different Android Root-Detection Bypass Tools

e Keeping a Grip on GooglelD's



https://github.com/ameenmaali/urldedupe
https://github.com/seb1055/AWS-Loot
https://github.com/ldionmarcil/burp-samesite-reporter
https://github.com/1ndianl33t/urlprobe
https://github.com/humblelad/TeaBreak/
https://medium.com/bug-bounty-hunting/launching-tea-break-burp-extension-reduce-burnout-b31b8c2bfed
https://github.com/ajinabraham/njsscan
https://github.com/gremwell/o365enum
https://github.com/mzfr/go-gtfo
https://github.com/luke-goddard/enumy
https://github.com/dev-2null/ADCollector
https://twitter.com/irsdl/status/1267195731439427585
http://phonebook.cz/
https://hacktory.ai/
https://medium.com/@hacktoryga
https://book.hacktricks.xyz/
https://twitter.com/madhuakula/status/1267230319603863552
https://www.cert.ssi.gouv.fr/uploads/guide-ad.html
https://github.com/random-robbie/bruteforce-lists
https://github.com/victoni/Bug-Bounty-Scripts
https://docs.google.com/document/d/14li22wAG2Wh2y0UhgBjbqEvZJCDsNZY8vpUAJ_jJ5X8/edit
https://www.hackingdream.net/2020/03/linux-privilege-escalation-cheatsheet-for-oscp.html
https://www.hackingdream.net/2020/03/windows-privilege-escalation-cheatsheet-for-oscp.html
https://www.hackingdream.net/2020/03/windows-privilege-escalation-cheatsheet-for-oscp.html
https://medium.com/secarmalabs/comparison-of-different-android-root-detection-bypass-tools-8fd477251640
https://medium.com/week-in-osint/keeping-a-grip-on-googleids-506814ae098b

e Who do you trust?

e From Azure AD to Active Directory (via Azure) - An Unanticipated Attack Path

e Quantifying the Impact of Micro-Segmentation

e Tampering with Digitally Signed VBA Projects

e Common Insecure Practices with Configuring and Extending Salesforce

e Chimichurri Reloaded - Giving a Second Life to a 10-year old Windows Vulnerability

News
Bug bounty & Pentest news
e NahamCon 2020 & CTF: June 13

e Interesting discussion on XSS PoCs

e ZAP 2.9 Highlights
e Microsoft throws weight behind machine learning hacking competition

e Intigriti quarterly top 3 get exclusive hacker portraits

e A PortSwigger impossible lab was solved by @shafigullin & @lbherrera

e Rendering non-printing characters in the Burp Suite message editor (June 2020 feature release)
(Video)

Reports
e Psychology of Passwords - The Online Behavior That's Putting You at Risk

e (Cloud security: ‘Suspicious superhumans’ behind rise in attacks on online services

e Veracode's Open Source Security Report Finds Library-Induced Flaws in 70% of Applications

e Threat Spotlight: Form-based attacks

Vulnerabilities

e This wallpaper will crash your Android phone: don't try it.

e Haveibeenpwned.com pwned our helpdesk! GLPI 9.4.5 SQL Injection

e Web Browsers still allow drive-by-downloads in 2020

e Grafana fixes vulnerability in data visualization tool

e Windows 10 SMBGhost bug gets public proof-of-concept RCE exploit


https://blog.pentesterlab.com/who-do-you-trust-16d45a773db3
https://adsecurity.org/?p=4277
https://know.bishopfox.com/research/micro-segmentation-extends-timeline-and-difficulty-to-attack
https://blog.nviso.eu/2020/06/04/tampering-with-digitally-signed-vba-projects/
https://research.nccgroup.com/2020/06/02/common-insecure-practices-with-configuring-and-extending-salesforce/
https://itm4n.github.io/chimichurri-reloaded/
https://nahamcon.splashthat.com/
https://www.reddit.com/r/netsec/comments/gww2l9/register_now_for_nahamcon_ctf_june_1213th/
https://twitter.com/vortexau/status/1267376409644724224
https://portswigger.net/bappstore/296e9a0730384be4b2fffef7b4e19b1f
https://www.zaproxy.org/blog/2020-06-04-zap-2-9-0-highlights/
https://portswigger.net/daily-swig/microsoft-throws-weight-behind-machine-learning-hacking-competition
https://twitter.com/intigriti/status/1268503449945149441
https://twitter.com/PortSwiggerRes/status/1268904048566075392
https://www.youtube.com/watch?v=sYyR7_RU8KM
https://www.lastpass.com/resources/psychology-of-passwords-2020
https://www.zdnet.com/article/cloud-security-suspicious-superhumans-behind-rise-in-attacks-on-online-services/
https://developers.slashdot.org/story/20/05/23/2330244/open-source-security-report-finds-library-induced-flaws-in-70-of-applications
https://blog.barracuda.com/2020/05/28/threat-spotlight-form-based-attacks/
https://www.bleepingcomputer.com/news/mobile/this-wallpaper-will-crash-your-android-phone-don-t-try-it/
https://fyr.io/2020/05/30/haveibeenpwned-com-pwned-our-helpdesk-glpi-9-4-5-sql-injection/
https://www.bleepingcomputer.com/news/security/web-browsers-still-allow-drive-by-downloads-in-2020/
https://portswigger.net/daily-swig/grafana-fixes-vulnerability-in-data-visualization-tool
https://www.bleepingcomputer.com/news/security/windows-10-smbghost-bug-gets-public-proof-of-concept-rce-exploit/

e Severe Cisco DoS Flaw Can Cripple Nexus Switches

e VMware Cloud Director vulnerability allowed for full cloud infrastructure takeover

e Google's indexing of WhatsApp numbers raises privacy concerns

¢ New cold boot attack affects seven years of LG Android smartphones

e Two Critical Android Bugs Open Door to RCE

e Linus Torvalds rejects ‘beyond stupid’ AWS-made Linux patch for Intel CPU Snoop attack

Breaches & Attacks
e USBCulprit malware targets air-gapped systems to steal govt info

e Hacker leaks database of dark web hosting provider

e This new ransomware is targeting Windows and Linux PCs with a ‘unique’ attack

e REvil ransomware creates eBay-like auction site for stolen data

e Google: Chinese and Iranian hackers targeted Biden and Trump campaign staffers

e Hackers tried to steal database logins from 1.3M WordPress sites

e Cloudflare tracks massive spike in cyber-attacks as protests rage against George Floyd death

Other news

e How do tech giants know so much about you?

e Got $50k spare? Then you can crack SHA-1 - so OpenSSH is deprecating flawed hashing algo in a

‘near-future release’

e (Clearview Al facial recogition sued again - this time by ACLU

e Apple Jailbreak Zero-Day Gets a Patch

e Zoom Restricts End-to-End Encryption to Paid Users

¢ Analysing the (Alleged) Minneapolis Police Department “Hack”

e YouTube channel credentials in high demand on hacker forums

e Mulled Chrome API shines light on long-neglected privacy gap: Sites can snoop on your find-in-

page searches

e 3$5bn+ sueball bounces into Google's court over claims it continues to track netizens in ‘private

browsing mode’


https://threatpost.com/cisco-dos-flaw-nexus-switches/156203/
https://portswigger.net/daily-swig/vmware-cloud-director-vulnerability-allowed-for-full-cloud-infrastructure-takeover
https://www.bleepingcomputer.com/news/security/googles-indexing-of-whatsapp-numbers-raises-privacy-concerns/
https://www.zdnet.com/article/new-cold-boot-attack-affects-seven-years-of-lg-android-smartphones/
https://threatpost.com/two-critical-android-bugs-rce/156216/
https://www.zdnet.com/article/linus-torvalds-rejects-stupid-aws-made-linux-patch-for-intel-cpu-snoop-attack/
https://www.bleepingcomputer.com/news/security/usbculprit-malware-targets-air-gapped-systems-to-steal-govt-info/
https://www.zdnet.com/article/hacker-leaks-database-of-dark-web-hosting-provider/
https://www.zdnet.com/article/this-new-ransomware-is-targeting-windows-and-linux-pcs-with-a-unique-attack/
https://www.bleepingcomputer.com/news/security/revil-ransomware-creates-ebay-like-auction-site-for-stolen-data/
https://www.zdnet.com/article/google-chinese-and-iranian-hackers-targeted-biden-and-trump-campaign-staffers/
https://www.bleepingcomputer.com/news/security/hackers-tried-to-steal-database-logins-from-13m-wordpress-sites/
https://portswigger.net/daily-swig/cloudflare-tracks-massive-spike-in-cyber-attacks-as-protests-rage-against-george-floyd-death
https://www.zdnet.com/article/how-do-tech-giants-know-so-much-about-you/
https://www.theregister.com/2020/05/28/openssh_deprecating_sha1/
https://www.theregister.com/2020/05/28/openssh_deprecating_sha1/
https://nakedsecurity.sophos.com/2020/05/29/clearview-ai-facial-recogition-sued-again-this-time-by-aclu/
https://portswigger.net/daily-swig/first-updates-guidelines-for-multi-party-vulnerability-disclosure
https://threatpost.com/apple-jailbreak-zero-day-patch/156201/
https://threatpost.com/zoom-end-to-end-encryption-paying-users/156286/
https://www.troyhunt.com/analysing-the-alleged-minneapolis-police-department-hack/
https://www.bleepingcomputer.com/news/security/youtube-channel-credentials-in-high-demand-on-hacker-forums/
https://www.theregister.com/2020/05/27/web_privacy_worries_trust_us/
https://www.theregister.com/2020/05/27/web_privacy_worries_trust_us/
https://www.theregister.com/2020/06/03/google_lawsuit/
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Non technical

e Top #10 Vulnerabilities: Internal Infrastructure Pentest

e Theft From Online Shopping Carts - Past and Present

e A Pentester Setup

e Hacker Spotlight: Interview with alyssa_herrera

e Soyou want to be a hacker?

e |T Security Certifications & Degrees: Necessary or Not?

e Extracting yourself from the quagmire of a successful Red Team.

e Wargaming GIAC Certifications

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 05/29/2020 to 06/05/2020.
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