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on Apple, @JobertAbma’s founder stories
& Chaining bugs for fun and profit

BY ANNA HAMMOND - JUNE 3, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 22 to 29 of May.

Our favorite 5 hacking items

1. Video of the week

@JobertAbma Talks about HackerOne, Entrepreneurship, Hacking, Bug Bounties and his recon

approach!

@JobertAbma'’s story is fascinating. As a hacker and entrepreneur myself, | hung on his every word during
this deliciously long interview. He tells the backstory of HackerOne, how he started this successful
business with @michielprins while being a student and still finding the time to hack, his hacking process,

and much much more!

2. Writeups of the week

- Zero-day in Sign in with Apple (Apple, $100,000)

Read the first writeup if you want to see what a $100,000 bug looks like. It's surprisingly easier (to
understand at least) than one might think: “Sign in with Apple” had a flaw that allowed for generating
valid JWTs for any Email ID. This resulted in account takeover on any apps using Apple’s sign-in

functionality.

The second writeup’s video is nice to watch if you need inspiration for hacking. The bug is an SSRF
affecting the WeasyPrint PDF generator. @NahamSec talked about it before, but it's lots of fun to watch
hackers hacking Lyft while taking Lyft rides!

3. Resource of the week

RandoriSec Mobile Hacking Workshop - iOS & Android

@RandoriSec have a track record of sharing awesome mobile hacking resources. This time, they released
slides and material used for BSides Budapest 2020 workshops. This includes intentionally vulnerable apps

for practicing, and slides providing theory and steps to solve the challenges.


https://www.youtube.com/watch?v=mJ8wk_3Q7l8
https://www.youtube.com/watch?v=mJ8wk_3Q7l8
https://bhavukjain.com/blog/2020/05/30/zeroday-signin-with-apple/
https://www.nahamsec.com/posts/my-expense-report-resulted-in-a-server-side-request-forgery-ssrf-on-lyft
https://github.com/randorisec/workshops/tree/master/BSidesBudapest2020/iOS
https://github.com/randorisec/workshops/tree/master/BSidesBudapest2020/Android
https://www.intigriti.com/

An excellent opportunity to get into mobile hacking!

4. Slides of the week

Android app vulnerability classes

This is a valuable resource for anyone interested in Android app hacking or in the Google bug bounty
program. The document provides an overview of the program'’s 19 most commonly reported

vulnerabilities, with auditing and remediation tips.
Because this is about bug bounty, the bugs described are the type that will earn you bounties, not just

good security practices or low-impact bugs. So, definitely worth a read!

5. Non technical item of the week

My self-help guide to making sense of a confusing world

How can one avoid being deceived by fake news and disinformation campaigns? This is a question
@halvarflake asked himself. His answer comes in the form of a long article detailing 7 habits he came up

with to regularly examine his own beliefs.

This piece might seem too theoretical but actually provides an excellent framework for critical thinking

and practicing self-critique, which is essential in these turbulent times.

Other amazing things we stumbled upon this
week

Videos

Katie Explains: My Methodology

e BOUNTY THURSDAYS - Reconless, Axiom, DNSObserver, GF-Patterns, Pimp my terminal

e Bugbounty 101: writing a good report with Intigriti tips from community and triage team

e Live RECON ft. Neoshaman & neoshaman1105/bug-hunting-toolkit

e Bug Bounty Methodology: Recon in action

e Bug Bounty Bits: Importing H1 scope into burp (HackerOne)

e Bug Bounty Bytes: Lets tackle DOM XSS

e My own basic bounty methodology: Bug Bounty Bytes

e What is the dark web? Your questions answered, in plain English

Podcasts

e A Dayin the Life of an Ethical Hacker: Biisra Turak



https://static.googleusercontent.com/media/www.google.com/nl//about/appsecurity/play-rewards/Android_app_vulnerability_classes.pdf
http://addxorrol.blogspot.com/2020/05/my-self-help-guide-to-making-sense-of.html
https://www.youtube.com/watch?v=5oUNvWwKPtI
https://www.youtube.com/watch?v=qSkjJxW_xgk
https://www.youtube.com/watch?time_continue=7&v=RkzQQ_iWOrI
https://www.youtube.com/watch?v=7UizWtQxSwE
https://github.com/neoshaman1105/bug-hunting-toolkit
https://www.youtube.com/watch?v=9l3LvpG7iEU
https://www.youtube.com/watch?v=2wugh6EF7Ng
https://www.youtube.com/watch?v=WclmtS8Ftc4
https://www.youtube.com/watch?v=mBPIJHjvY8g
https://nakedsecurity.sophos.com/2020/05/25/what-is-the-dark-web-your-questions-answered-in-plain-english/
https://www.youtube.com/watch?v=Zn_KgnCUo_E

e Security Now 768 - Contact Tracing Apps R.I.P.

e Risky Business #585 — UK mulls Huawei ban, NGOs urge COVID-19 hack de-escalation

e Darknet Diaries EP 66: Freakyclown

e Layer 8 Podcast Episode 27: TrustedSec Social Engineers Ask Me Anything

e The Many Hats Club Ep. 85, Time has no meaning anymore (with Stu and a lot of guests)

e SWN #37 - Rogue Drones, Sarwent Malware, Microsoft MFA Attack

e Ragnar Locker, Windows Hello, & OpenSSH - Wrap Up - SWN #38

e PSW #653 - 2020 MITRE ATT&CK Malware Trends - Greg Foss

e PSW #653 - Ed Skoudis & Security News

Webinars & Webcasts

How to Hunt for Jobs like a Hacker

e Webcast: Kerberos & Attacks 101 & Slides

e Securing Office 365 and Azure AD Defend Your Tenant

e Securing Active Directory: Resolving Common Issues

e Who's Your Hacker - Episode 8 Breaking Into Your Building: A Hackers Guide to Unauthorized

Access

e SANS webinars
e Mobile Application Dynamic Analysis

e Post Modern Web Attacks: Cloud Edition

e SANS @MIC Talk - Tricking modern endpoint security products

Conferences

Detect complex code patterns using semantic grep

VOPCDE #5 | Mobile Tracking, Xiaomi, Aarogya Setu, and Chrome Sandbox escape.

Null Ahmedabad May 2020 meetup & Slides

Kubernetes from a Attacker’s Perspective & Slides

Tutorials

Medium to advanced


https://www.youtube.com/watch?v=WUeIRb6CxVc
https://risky.biz/RB585/
https://darknetdiaries.com/episode/66/
https://anchor.fm/layer-8-podcast/episodes/Episode-27-TrustedSec-Social-Engineers-Ask-Me-Anything-eeh558
https://themanyhats.club/podcast/ep-85-time-has-no-meaning-anymore-with-stu-and-a-lot-of-guests/
https://nakedsecurity.sophos.com/2020/05/28/s2-ep-41-super-sized-ransomware-fbi-v-apple-and-airpods-hot-or-not-naked-security-podcast/
https://www.youtube.com/watch?v=fDfPPkCBrg8
https://www.youtube.com/watch?v=UgvOY-yZPZE
https://www.youtube.com/watch?v=_JHqWyZCw3E
https://www.youtube.com/watch?v=QO2YVZhNPeI
https://www.youtube.com/watch?v=Air1c697tjw
https://www.blackhillsinfosec.com/webcast-kerberos-attacks-101/
https://www.blackhillsinfosec.com/webcast-kerberos-attacks-101
https://www.hub.trimarcsecurity.com/post/webcast-securing-office-365-and-azure-ad-defend-your-tenant
https://www.hub.trimarcsecurity.com/post/webcast-securing-active-directory-resolving-common-issues
https://www.youtube.com/watch?v=ko3WMFA4K40
https://www.youtube.com/watch?v=ko3WMFA4K40
https://www.sans.org/webcasts/mobile-application-dynamic-analysis-115610
https://www.sans.org/webcasts/post-modern-web-attacks-cloud-edition-115045
https://www.sans.org/webcasts/atmic-talk-tricking-modern-endpoint-security-products-114125
https://www.youtube.com/watch?v=_F1-t6r2V_Y
https://www.youtube.com/watch?v=_2RWS3SFLUk
https://www.youtube.com/playlist?list=PLq3h-4-cQAHfZ1ixJYXfIc1pAAFWS4SHG
https://null.co.in/events/729-ahmedabad-monthly-meet
https://www.youtube.com/watch?v=5fVe3jHlp-M
https://speakerdeck.com/abhisek/kubernetes-from-an-attackers-perspective

e SQL Injection - MySQL comment: the double dash mystery

e How to Hide Secrets in Strings— Modern Text hiding in JavaScript

e Automating a RedELK Deployment Using Ansible

e Introducing Proxy Helper - A New WiFi Pineapple Module & Proxy Helper

e Bypass Defender and other thoughts on Unicode RTLO attacks

e Automate Octopus C2 RedTeam Infrastructure Deployment

e Hijacking Library Functions and Injecting Code Using the Dynamic Linker

e AppDomainManager Injection and Detection

Beginners corner

e BEGINEER'S CRASH COURSE FOR FINDING ACCESS CONTROL VULNERABILITIES IN THE WEB
APPS:PART 1

e OSCP: Understanding SSH Tunnels

e Pentesting 101: Working With Exploits

e RCE on Windows from Linux Part 4: Keimpx

e Leveraging Street Art in OSINT Investigations

e The Bash Scripting Tutorial, Part 4

e Investigate TikTok Like A Pro!

e SecretsDump Demystified

e Kerberos: Achieving Command Execution using Silver Tickets

Writeups
Challenge writeups

e Attacking CloudGoat 2

e The Tangled Browsers: Beyond XSS (Part 1)

Pentest writeups
e Tampering Encrypted Parameter to Account Takeover

e Extracting credentials from a remote Windows system - Living off the Land

Responsible(ish) disclosure writeups

e StrandHogg 2.0 - The ‘evil twin’ #Android



https://rawsec.ml/en/sql-injection-mysql-comment/
https://blog.bitsrc.io/how-to-hide-secrets-in-strings-modern-text-hiding-in-javascript-613a9faa5787
https://www.trustedsec.com/blog/automating-a-redelk-deployment-using-ansible/
https://www.trustedsec.com/blog/introducing-proxy-helper-a-new-wifi-pineapple-module/
https://github.com/trustedsec/proxy_helper
https://blog.sevagas.com/?Bypass-Defender-and-other-thoughts-on-Unicode-RTLO-attacks
https://shells.systems/automate-octopus-c2-redteam-infrastructure-deployment/
https://sumit-ghosh.com/articles/hijacking-library-functions-code-injection-ld-preload/
https://pentestlaboratories.com/2020/05/26/appdomainmanager-injection-and-detection/
https://medium.com/@cyberdefecers/begineers-crash-course-for-finding-access-control-vulnerabilities-in-the-web-apps-part-1-5b61cf4396c4
https://medium.com/@cyberdefecers/begineers-crash-course-for-finding-access-control-vulnerabilities-in-the-web-apps-part-1-5b61cf4396c4
https://medium.com/@falconspy/oscp-understanding-ssh-tunnels-519e31c698bf
https://www.infosecmatter.com/pentesting-101-working-with-exploits/
https://www.infosecmatter.com/rce-on-windows-from-linux-part-4-keimpx/
https://www.secjuice.com/street-art-in-osint-investigations/
https://medium.com/swlh/the-bash-scripting-tutorial-part-4-ac0ca1962453
https://www.bellingcat.com/resources/2020/05/25/investigate-tiktok-like-a-pro/
https://medium.com/@benichmt1/secretsdump-demystified-bfd0f933dd9b
https://www.exploit-db.com/docs/48455
https://github.com/appsecco/attacking-cloudgoat2/
https://blog.s1r1us.ninja/CTF/tangled_browsers
https://medium.com/@imayankraheja/tampering-encrypted-parameter-to-account-takeover-a5fec7dde360
https://bitsadm.in/blog/extracting-credentials-from-remote-windows-system
https://promon.co/strandhogg-2-0/

e Exploring macOS Calendar Alerts: Part 2 - Exfiltrating data (CVE-2020-3882) #MacOS

e Moodle DOM Stored XSS to RCE #Web #RCE

e Android App Hacking: Hardcoded Credentials #Android

e Abusing PackageKit on Fedora/CentOS for fun & profit (from wheel to root). #Linux

e Security Flaws in Adobe Acrobat Reader Allow Malicious Program to Gain Root on macOS Silently
#MacOS #PrivEsc

Bug bounty writeups

e How dangerous is Request Splitting, a vulnerability in Golang or how we found the RCE in
Portainer and hacked Uber (Uber)

e |IDOR in session cookie leading to Mass Account Takeover ($2,000)

e Attacker with an Old account might still be able to DoS ctf.hacker101.com by sending a Crafted
request (HackerOne, $500)

e [Critical] Insufficient Access Control On Registration Page of Webapps Website Allows Privilege

Escalation to Administrator (U.S. Dept Of Defense)

Pixel flood attack cause the javascript heap out of memory (Node.js third-party modules)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

e BurplntruderDownloader/extract.py & Extracting files from Burp Intruder Output

e DNSObserver & Intro: A handy DNS service written in Go to aid in the detection of several types of

blind vulnerabilities. It monitors a pentester’s server for out-of-band DNS interactions and sends

lookup notifications via Slack

e httpx: A fast and multi-purpose HTTP toolkit allow to run multiple probers using retryablehttp library,

it is designed to maintain the result reliability with increased threads

More tools, if you have time
e Elevate: Vertical Domain Discovery

e Needle: Instant access to you bug bounty submission dashboard on various platforms + publicly

disclosed reports + #bugbountytip
e Ligolo: Reverse Tunneling made easy for pentesters, by pentesters

e EXCELntDonut: XLM (Excel 4.0) Macro Generator for Phishing Campaigns


https://research.nccgroup.com/2020/05/28/exploring-macos-calendar-alerts-part-2-exfiltrating-data-cve-2020-3882/
https://cube01.io/blog/Moodle-DOM-Stored-XSS-to-RCE.html
https://www.bad5ect0r.sh/index.php/2020/05/17/android-hardcoded-creds/
https://sysdream.com/news/lab/2020-05-25-abusing-packagekit-on-fedora-centos-for-fun-profit-from-wheel-to-root/
https://rekken.github.io/2020/05/14/Security-Flaws-in-Adobe-Acrobat-Reader-Allow-Malicious-Program-to-Gain-Root-on-macOS-Silently/
https://medium.com/@andrewaeva_55205/how-dangerous-is-request-splitting-a-vulnerability-in-golang-or-how-we-found-the-rce-in-portainer-7339ba24c871
https://medium.com/@andrewaeva_55205/how-dangerous-is-request-splitting-a-vulnerability-in-golang-or-how-we-found-the-rce-in-portainer-7339ba24c871
https://medium.com/@zonduu/idor-in-session-cookie-leading-to-mass-account-takeover-d815ff3732d5
https://hackerone.com/reports/861170
https://hackerone.com/reports/861170
https://hackerone.com/reports/796379
https://hackerone.com/reports/796379
https://hackerone.com/reports/842462
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/n00py/BurpIntruderDownloader/blob/master/extract.py
https://www.n00py.io/2020/05/extracting-files-from-burp-intruder-output/
https://github.com/allyomalley/dnsobserver
https://www.allysonomalley.com/2020/05/22/dnsobserver/
https://github.com/projectdiscovery/httpx
https://twitter.com/heald_ben/status/1263480426074476546
https://github.com/humblelad/Needle
https://github.com/sysdream/ligolo
https://fortynorthsecurity.com/blog/excelntdonut/

e Cillian-Collins/subscraper: Recon tool which scans JavaScript files for subdomains & then iterates

over all JS files hosted on subsequent subdomains to enumerate a list of subdomains for a given URL

e ParamcCleaner: Removes duplicate entries from a file, resulting in only unique parameter

combinations. Useful for parsing waybackurls and making recon more effective
e CorsMe: Cross Origin Resource Sharing MisConfiguration Scanner
e Kalu: Keeping ArchLinux Up-to-date
e RepoPeek: Python script to get details about a repository without cloning it

e Kubetap: Kubectl plugin to interactively proxy Kubernetes Services with ease

e Waybackcollector & How it differs from existing tools like Waybackurls & GAU: Fetch wayback

machine historical content for a given url

e imran-parray/paramReplacer.py: ython script which replaces the parameter values in target URL's

with your desired input, for fuzzing & mass testing
e S3BucketList: Firefox plugin that lists Amazon S3 Buckets found in requests

e go-windapsearch: Utility to enumerate users, groups and computers from a Windows domain

through LDAP queries

e apkLeaks: Scanning APK file for URIs, endpoints & secrets

Misc. pentest & bug bounty resources

Q&A session with InsiderPhD

e Practical Python Programming

e 100 Hacking Tools and Resources

e Ffufalias
e MobexlerLite
e A Red Team Maturity Model

e Top 30+ Most Popular Red Team Tools

e The Art Of Command Line

Amazon Web Services described each in 1 sentence

Challenges

e hi-ctf


https://github.com/Cillian-Collins/subscraper
https://github.com/Robiq/ParamCleaner
https://github.com/Shivangx01b/CorsMe
https://rawsec.ml/en/archlinux-kalu/
https://github.com/sameera-madushan/RepoPeek
https://github.com/soluble-ai/kubetap
https://github.com/ctoyan/waybackcollector
https://twitter.com/stkirov/status/1264254676356268034?s=20
https://twitter.com/imranparray101/status/1264083972394487809
https://github.com/AlecBlance/S3BucketList
https://github.com/ropnop/go-windapsearch
https://github.com/dwisiswant0/apkleaks
https://twitter.com/intigriti/status/1266341998950309899
https://dabeaz-course.github.io/practical-python/
https://twitter.com/uraniumhacker/status/1264078159839850497
https://www.hackerone.com/blog/100-hacking-tools-and-resources
https://github.com/bbhunter/ffufalias
https://twitter.com/mobexler/status/1264145817088057344
https://redteams.fyi/
https://securitytrails.com/blog/red-team-tools
https://github.com/jlevy/the-art-of-command-line
https://adayinthelifeof.nl/2020/05/20/aws.html
https://twitter.com/Hacker0x01/status/1266454022124376064

e @gynvael's Node.js / Express Web Security Challenge Level 6

e Bust-a-Kube: An intentionally-vulnerable Kubernetes cluster

e Kubernetes Easter CTF

e S3 game - Amazon S3 challenge

e New Web Security Academy topic & labs: Authentication

Articles

e | am a security researcher who has found hundreds of bugs and vulnerabilities. Ask me anything

o Safely and Quickly Brute-Force Java RMI Interfaces for Code Execution & RMIScout

e These Aren’t the Phish You're Looking For

e Promiscuous Wireless Packet Sniffer Project

e Bringing VandaTheGod down to Earth: Exposing the person behind a 7-year hacktivism campaign
#OSINT

e Being Stubborn Pays Off pt. 1 - CVE-2018-19204 & pt. 2 - Tale of two 0days on PRTG Network
Monitor

News

Bug bounty & Pentest news

e Google launches CTF-style bug bounty challenge for Kubernetes

e Bug Bounty 101: How to Choose Your First Bug Bounty Target and Stay Motivated: June 15

e A one million milestone for the Web Security Academy

e TheJourney in Data: HackerOne Hits 100 Million Dollars in Bounties

e HackFest & Ranges Summit - Live Online

Reports

e Python and Go Top the Chart of 2019’s Most Popular Hacking Tools

e Analysing over 1M leaked passwords from the UK's biggest companies

e Summary of Tradecraft Trends for 2019-20: Tactics, Techniques and Procedures Used to Target

Australian Networks


https://twitter.com/gynvael/status/1264504663791058945
https://www.bustakube.com/
https://github.com/NodyHub/k8s-ctf-rocks/
https://github.com/o-o-overflow/dc2020q-uploooadit
https://www.youtube.com/watch?v=F4khES7KBR4
https://blog.shoebpatel.com/2020/05/18/DefCon-CTF-2020-HTTP-Desync-between-HAProxy-Gunicorn
https://twitter.com/0xdabbad00/status/1264369349374038016
https://twitter.com/WebSecAcademy/status/1265646814314758146
https://www.reddit.com/r/hacking/comments/grmfd7/i_am_a_security_researcher_who_has_found_hundreds/
https://www.reddit.com/r/hacking/comments/grmfd7/i_am_a_security_researcher_who_has_found_hundreds/
https://know.bishopfox.com/research/rmiscout
https://github.com/BishopFox/rmiscout
https://medium.com/@curtbraz/these-arent-the-phish-you-re-looking-for-7374c3986af5
https://www.blackhillsinfosec.com/promiscuous-wireless-packet-sniffer-project/
https://research.checkpoint.com/2020/vandathegod/
https://sensepost.com/blog/2019/being-stubborn-pays-off-pt.-1-cve-2018-19204/
https://sensepost.com/blog/2020/being-stubborn-pays-off-pt.-2-tale-of-two-0days-on-prtg-network-monitor/
https://sensepost.com/blog/2020/being-stubborn-pays-off-pt.-2-tale-of-two-0days-on-prtg-network-monitor/
https://torbencapiau.be/?p=21
https://portswigger.net/daily-swig/google-launches-ctf-style-bug-bounty-challenge-for-kubernetes
https://www.meetup.com/WoSEC-San-Francisco/events/270896061/
https://twitter.com/WebSecAcademy/status/1265281343509852160
https://www.hackerone.com/blog/journey-data-hackerone-hits-100-million-dollars-bounties
https://twitter.com/SANSPenTest/status/1259604306635960325
https://www.imperva.com/blog/python-and-go-top-the-chart-of-2019s-most-popular-hacking-tools/
https://www.passlo.com/blog/analysing-over-1m-leaked-passwords-from-the-uks-biggest-companies/
https://www.cyber.gov.au/threats/summary-of-tradecraft-trends-for-2019-20-tactics-techniques-and-procedures-used-to-target-australian-networks
https://www.cyber.gov.au/threats/summary-of-tradecraft-trends-for-2019-20-tactics-techniques-and-procedures-used-to-target-australian-networks

Google TAG's updates about government-backed hacking and disinformation

Trading.in the Dark: An Investigation into the Current Condition of Underground Markets and

Cybercriminal Forums

Vulnerabilities

Android ‘StrandHogg 2.0’ flaw lets malware assume identity of any app

LadderLeak: Side-channel security flaws exploited to break ECDSA cryptography

RangeAmp attacks can take down websites and CDN servers

Breaches & Attacks

How iPhone Hackers Got Their Hands on the New iOS Months Before Its Release

Discord client turned into a password stealer by updated malware

Steganography in targeted attacks on industrial enterprises

Thousands of enterprise systems infected by new Blue Mockingbird malware gang

Valak 2.0: The malware loader turned information stealer

Russian cyberspies use Gmail to control updated ComRAT malware

Qihoo & Baidu disrupt malware botnet with hundreds of thousands of victims

RATicate drops info stealing malware and RATs on industrial targets
Voter info for millions of Indonesians shared on hacker forum

Cisco hacked by exploiting vulnerable SaltStack servers

Other news

Android security: Regional differences make mobiles devices in some countries more hackable

than others
List of well-known web sites that port scan their visitors

Shodan founder John Matherly on 10T security, dual-purpose hacking tools, and information

overload

India said its coronavirus contact-tracing app is perfect... adds bug bounty and open-sources it

anyway

Microsoft blocks Trend Micro code at center of driver ‘cheatware’ storm from Windows 10, rootkit

detector product pulled from site

New fuzzing tool finds 26 USB bugs in Linux, Windows, macOS, and FreeBSD


https://blog.google/threat-analysis-group/updates-about-government-backed-hacking-and-disinformation
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/trading-in-the-dark
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/trading-in-the-dark
https://nakedsecurity.sophos.com/2020/05/28/android-strandhogg-2-0-flaw-lets-malware-assume-identity-of-any-app/
https://portswigger.net/daily-swig/ladderleak-side-channel-security-flaws-exploited-to-break-ecdsa-cryptography
https://www.zdnet.com/article/rangeamp-attacks-can-take-down-websites-and-cdn-servers/
https://www.vice.com/en_us/article/5dzpxz/how-iphone-hackers-got-hands-on-new-ios-14-months-before-realease
https://www.zdnet.com/article/github-warns-java-developers-of-new-malware-poisoning-netbeans-projects/
https://www.bleepingcomputer.com/news/security/discord-client-turned-into-a-password-stealer-by-updated-malware/
https://ics-cert.kaspersky.com/reports/2020/05/28/steganography-in-targeted-attacks-on-industrial-enterprises/
https://www.zdnet.com/article/thousands-of-enterprise-systems-infected-by-new-blue-mockingbird-malware-gang/
https://portswigger.net/daily-swig/valak-2-0-the-malware-loader-turned-information-stealer
https://www.bleepingcomputer.com/news/security/russian-cyberspies-use-gmail-to-control-updated-comrat-malware/
https://www.zdnet.com/article/qihoo-baidu-disrupt-malware-botnet-with-hundreds-of-thousands-of-victims/
https://www.bleepingcomputer.com/news/security/raticate-drops-info-stealing-malware-and-rats-on-industrial-targets/
https://www.bleepingcomputer.com/news/security/voter-info-for-millions-of-indonesians-shared-on-hacker-forum/
https://www.bleepingcomputer.com/news/security/cisco-hacked-by-exploiting-vulnerable-saltstack-servers/
https://portswigger.net/daily-swig/android-security-regional-differences-make-mobiles-devices-in-some-countries-more-hackable-than-others
https://portswigger.net/daily-swig/android-security-regional-differences-make-mobiles-devices-in-some-countries-more-hackable-than-others
https://www.bleepingcomputer.com/news/security/list-of-well-known-web-sites-that-port-scan-their-visitors/
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o Twitter places public interest notice on President Trump's tweet

¢ Vigilante hackers target ‘scammers’ with ransomware, DDoS attacks

o Contact-tracing app may become a permanent fixture in major Chinese city

Non technical

e Phone Number Privacy? We don't do that here: Google Hangout Call!

e Coping up with Bug Bounty Failures

e Security Lessons From Hacker-Themed Board Games

e Series by 4 social engineers on their first on-site social engineering engagement: 1, 2,3 & 4

e Why OPSEC Is For Everyone, Not Just For People With Something To Hide - Part llI

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 05/22/2020 to 05/29/2020.
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