
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are

curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

You can sign up for the newsletter here.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 15 to 22 of February.

Our favorite 5 hacking items

1. Resource of the week

“NetSPI SQL Injection Wiki”

This is a great wiki on SQL injection for both beginners and advanced testers.

I’m always talking abount maintaining a personal knowledge base. If you need inspiration, this is a perfect

example of one which is very well organized and includes most things you need to learn or remember for

testing SQL injections:

Payloads for detection (by type of request)

How to identify the Database Management System in use

The different injection types and techniques including WAF evasion techniques

Payloads for different attack queries (for information gathering, OS commands execution, privilege

escalation, etc)

2. Writeup of the week

“Abusing autoresponders and email bounces”

I think the best bugs are those found after researching a specific topic, finding a new type of bugs, then

applying the finding to as many sites with a bug bounty program as possible.

This is a great strategy for finding a lot of valid bugs but it requires new thinking and discovering

something that few people might have noticed. So it is nice to read about @securinti’s thought process!

This article encompasses a lot of information like:

How to find valid target email addresses without spamming them

Bug Bytes #7 – Abusing bounces,

LazyRecon and LiveOverflow’s definition of

a vuln
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Examples of how to exploit them for many different attacks (blind XSS, arbitrary file upload, Ticket

Trick, abusing printers…)

How to abuse autoresponder and bounce emails to obtain sensitive information (like someone’s real

email address behind a generic one)

Two examples of such bugs found on Google and Intigriti

Also, don’t bother testing for the Intigriti bug on other bug bounty platforms, he already did.

3. Tool of the week

“LazyRecon by @CaptMeelo (not to be confused with @Nahamsec’s LazyRecon script)”

I love peeping into recon tools and seeing which tools, techniques or development practices they use that

I don’t.

LazyRecon is very similar to my own automated tool. It’s written in Bash, is a wrapper around staple bug

hunting tools (like Amass, Subfinder, Massdns, Masscan, Nmap, Aquatone, Dirsearch…) and is organized

following a workflow including all the basic recon steps: subdomain enumeration, subdomain takeover,

CORS configuration, IP discovery, port scanning, visual recon and content discovery.

I highly recommend reading through the tool’s description (especially the “Notes” section) and the source

code. It’s good to use as is or as a basis for your own complete and customized recon tool.

4. Video of the week

“What is a Security Vulnerability?”

@LiveOverflow is a genious! Seriously, reading the title of this video, I didn’t understand what was there

to discuss: a security vulnerability is any unexpected behaviour or flaw which can have a business impact,

whether it is financial or brand image loss.

But this video is about 5 examples which makes you think:

A CVE that isn’t really a security vulnerability

A security vulnerability in a smart contract, which isn’t one according to the owner of the contract,

but is a big issue for investors

A no-vulnerability that some newbies mistake for one. But if the length of session cookies was

shorter, it would actually become a vulnerability…

Why there are proposals for removing XSS Auditor from browsers, and why an XSS should be

reported even if it is stopped by it

Whether to report a vulnerability that is not easily exploitable because of TLS

Sometimes, the line is blurry and it takes experience and intuition to decide whether a bug is a

vulnerability or not. It makes sense.

I didn’t realize this before hearing in it explained in these terms, but I use intuition too. Reading reports

and experience that comes from discussions with clients and developers also help.

https://github.com/capt-meelo/LazyRecon
https://www.youtube.com/watch?v=866olNIzbrk


5. Tutorial of the week

“AWS s3 Buckets Create”

This is a short to the point tutorial on how to create AWS s3 buckets. It’s not groundbreaking but it’s nice

to have if you find a misconfigured subdomain pointing to an unclaimed bucket name.

Here’s an example bug bounty writeup from the same author on exploiting such a misconfigured

subdomain.

Other amazing things we stumbled upon this

week

Videos

Web Hacking Pro Tips #17 – @dawgyg Tommy DeVoss

Extract endpoints with BurpBounty

10 Minute Tip: Finding Usernames Fast!

10 Minute Tip: Using EyeWitness to Surf Web Sites

YAML: code execution using !!python/object

OSINT : The Hack3rs Arsenal by Shreya Pohekar

Path to OSCP Days 47 – 60 of 90

Podcasts

Security Now 702 – Authenticity on the Internet

Smashing Security 116: Stalking debtors, Facebook farce, and a cyber insurance snag

Sophos Podcast Ep. 020 – Leaky containers, careless coders and risky USB cables

Threatpost News Wrap Podcast For Feb. 22

Hack Naked News #208 – Apple Sued, Lenovo X, & DNS

Absolute AppSec Ep. #47 – Kevin Cody (on mobile app testing

Darnet Diaries Ep. 32: The Carder

Latest Hacking News Podcast #224 & #225

Conferences

OWASP Meetup – SF February 2019

Reviewing Modern JavaScript Applications & Slides

https://www.mohamedharon.com/2019/02/aws-s3-buckets-create.html
https://www.mohamedharon.com/2019/02/subdomain-aws-s3-buckets-reader.html
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https://www.youtube.com/watch?v=g5NX4UJEb2E
https://www.slideshare.net/LewisArdern/owasp-sf-reviewing-modern-javascript-applications-130932537


Anatomy of Recent Security Breaches

Abusing Insecure WCF Endpoints for PrivEsc and RCE

Shitty First Draft – Lily Rogers

Slides only

Bad API, hAPI Hackers!

Host Header injection

Tutorials

Medium to advanced

Undetectable Reverse shell with golang

WPA-Enterprise: Learn how to steal WPA-Enterprise credentials. Most devices don’t validate the

authentication server certificate…

Playing with Dirty Sock

Multiple Vendor DNS Response Flooding Denial Of Service (CVE-2004–0789) | Clint Josy

Reverse engineering of a mobile game, part 3: Now, it’s obfuscated

Azure AD Connect for Red Teamers

“Relaying” Kerberos – Having fun with unconstrained delegation & Krbrelayx

Day 50: Symbolic Link Attack, Overwrite Root Files with SUID/Root Invocation

Beginners corner

Hacking 101: Basic network enumeration

Wfuzz – Tips and Tricks for Bug Bounty

Database Service Enumeration

Pentest Lab Setup on Memcached & Penetration Testing on Memcached Server

SQL Injection — Double Query Injection | Sudharshan Kumar

Insecure Deserialization | Aditya Chaudhary

Unvalidated Redirects and Forwards (Open Redirects) | Asfiya Shaikh

Exploiting Put Method | Asfiya Shaikh

Quick and Dirty BurpSuite Tutorial (2019 Update)

https://www.youtube.com/watch?v=UEZxU2ishUM
https://www.youtube.com/watch?v=LYa7JHQ6y00
https://vimeo.com/318539209/5dc8ac1548
https://speakerdeck.com/jr0ch17/bad-api-hapi-hackers
https://www.slideshare.net/Amit7428/host-header-injection
https://medium.com/@sathish__kumar/undetectable-reverse-shell-with-golang-4fd4b1e172c1
https://pwn.no0.be/exploitation/wifi/wpa_enterprise/
https://0xdf.gitlab.io/2019/02/13/playing-with-dirty-sock.html
https://medium.com/cybersecurityservices/multiple-vendor-dns-response-flooding-denial-of-service-cve-2004-0789-clint-josy-c91df5e78d89
https://medium.com/@xplodwild/reverse-engineering-of-a-mobile-game-part-3-now-its-obfuscated-9c31e29c386b
https://blog.xpnsec.com/azuread-connect-for-redteam/
https://dirkjanm.io/krbrelayx-unconstrained-delegation-abuse-toolkit/
https://github.com/dirkjanm/krbrelayx%20Domain%20fronting%20through%20Cloudflare](https://digi.ninja/blog/cloudflare_example.php
https://medium.com/@int0x33/day-50-symbolic-link-attack-overwrite-root-files-with-suid-root-invocation-b9d4d6627233
https://www.xservus.com/pwndefend/hacking-101/
https://blog.eraymitrani.com/writeups/Feb-2019-Wfuzz-Tricks
https://threatweek.co.uk/2019/02/20/sql-pwnage-enumeration-using-metasploit-5-0/
https://www.hackingarticles.in/pentest-lab-setup-on-memcached/
https://www.hackingarticles.in/penetration-testing-on-memcached-server/
https://medium.com/cybersecurityservices/sql-injection-double-query-injection-sudharshan-kumar-8222baad1a9c
https://medium.com/cybersecurityservices/insecure-deserialization-aditya-chaudhary-f239268c90ed
https://medium.com/cybersecurityservices/unvalidated-redirects-and-forwards-open-redirects-asfiya-shaikh-42f8d7edb4d8
https://medium.com/cybersecurityservices/exploiting-put-method-asfiya-shaikh-b7487b1cb0e6
https://resources.infosecinstitute.com/burpsuite-tutorial/


Writeups

Challenge writeups

Analysis and Exploitation of Prototype Pollution attacks on NodeJs – Nullcon HackIM CTF web 500

writeup

Hack The Box – Giddy

Pentest writeups

Red Team Techniques: Gaining access on an external engagement through spear-phishing

Responsible disclosure writeups

Hacking Jenkins Part 2 – Abusing Meta Programming for Unauthenticated RCE!, Exploitation tips,

PoC 1 & PoC 2

Exploiting Drupal8’s REST RCE (SA-CORE-2019-003, CVE-2019-6340)

Path Traversal & LFI leading to RCE on WordPress: uncovered for over 6 years!

How I could have hacked lakhs of IRCTC accounts and get access to all your private info including

easily cancelling booked tickets

Medical Exploitation: You Are Now Diabetic

Indane leaked Aadhaar numbers: 6,700,000 Aadhaar numbers

CVE-2019-8389 – Arbitrary file read in Musicloud v1.6

Bug bounty writeups

Information disclosure on Uber, Shopify & Netflix

Logic flaw on PrivateInternetAccess VPN ($1000)

Information disclosure on Uber ($5,000)

DoS on Upwork ($400)

SSRF in Slack ($1,000)

DOM XSS on HackerOne ($500)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

Chomp Scan & Introduction

Dirscraper: Tool to scrape directories from javascript files hosted on a website

https://blog.0daylabs.com/2019/02/15/prototype-pollution-javascript/
https://blog.0daylabs.com/2019/02/15/prototype-pollution-javascript/
https://0xrick.github.io/hack-the-box/giddy/
https://blog.sublimesecurity.com/red-team-techniques-gaining-access-on-an-external-engagement-through-spear-phishing/
https://blog.orange.tw/2019/02/abusing-meta-programming-for-unauthenticated-rce.html
https://twitter.com/orange_8361/status/1098832738474283008
https://github.com/adamyordan/cve-2019-1003000-jenkins-rce-poc
https://github.com/petercunha/Jenkins-PreAuth-RCE-PoC
https://www.ambionics.io/blog/drupal8-rce
https://blog.ripstech.com/2019/wordpress-image-remote-code-execution
https://www.linkedin.com/pulse/how-i-could-have-hacked-lakhs-irctc-accounts-get-access-ronnie-t-baby/
https://www.linkedin.com/pulse/how-i-could-have-hacked-lakhs-irctc-accounts-get-access-ronnie-t-baby/
https://depthsecurity.com/blog/medical-exploitation-you-are-now-diabetic
https://medium.com/@fs0c131y/indane-leaked-aadhaar-numbers-6-700-000-aadhaar-numbers-3948135239f6
https://www.shawarkhan.com/2019/02/cve-2019-8389-arbitrary-file-read-in.html
https://sites.google.com/securifyinc.com/secblogs/exploitingcalendars
https://medium.com/@spade.com/how-i-registered-multiple-accounts-in-privateinternetaccess-vpn-service-for-free-a2068642f418
https://medium.com/@appsecure/leakage-of-client-secret-server-tokens-of-all-uber-developer-applications-657d9d7fd30e
https://www.hackerinside.me/2019/02/dos-on-waf-protected-sites-by-abusing.html
https://medium.com/@elberandre/1-000-ssrf-in-slack-7737935d3884
https://hackerone.com/reports/474656
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/SolomonSklash/chomp-scan
https://www.solomonsklash.io/introducing-chomp-scan.html
https://github.com/Cillian-Collins/dirscraper


Get_schemas: Print out URL schemas from an Android app

Simdjson: Parsing gigabytes of JSON per second & Pysimdjson: Python bindings for the simdjson

project

More tools, if you have time

Gorecon: All in one Reconnaissance Tool , a.k.a swiss knife for Reconnaissance , A tool that every

pentester/bughunter might wanna consider into their arsenal

Venom:  A Multi-hop Proxy for Penetration Testers Written in Go

RootHelper](https://github.com/NullArray/RootHelper): A Bash script that downloads and unzips

scripts that will aid with privilege escalation on a Linux system. It automatically downloads and

deploys enum & priv-esc tools

Orc: Post-exploitation framework for Linux written in Bash

Deckard: Performs static and dynamic analysis on APKs to extract Xposed hooks

Jast: Just Another Screenshot Tool

CVE-2019-5736-PoC: PoC for CVE-2019-5736, the recent runc (runtime for Docker and Kubernetes)

container breakout bug

Misc. pentest & bug bounty resources

Burp Suite Pro v2 FAQ

JWT Handbook

APIsecurity.io Issue 19: Half of Amazon’s top-selling smart devices found vulnerable

Markdown XSS Payloads

Popular Tools for Brute-force Attacks [Updated for 2019]

Can you hack your university?

Challenges

Vulnado: Purposely vulnerable Java/Spring appo help lead secure coding workshops. Includes SQL

injection, XSS, SSRF and RCE (plus reverse shell) all detailed for instruction in markdown so you don’t

even need a slide deck

XSS challenge by @LooseSecurity

RIPS Technologies new source code analysis challenge (spoilers in the Tweet’s comments)

Subdomain Takeover Lab: Website with more than 70 subdomains intentionally vulnerable to

subdomain takeover (AWS/S3, Github Page, Heroku, Tumblr, Tilda…)

https://github.com/teknogeek/get_schemas
https://github.com/lemire/simdjson
https://github.com/TkTech/pysimdjson
https://github.com/devanshbatham/Gorecon
https://github.com/Dliv3/Venom
https://github.com/NullArray/RootHelper
https://github.com/zMarch/Orc
https://github.com/hrkfdn/deckard
https://github.com/mikehacksthings/jast
https://github.com/Frichetten/CVE-2019-5736-PoC
https://docs.google.com/document/d/1vvYguq-s5VnkR51eBvXtORenzxI1U9vLtg80tRt38Do/edit#heading=h.q997664cq4bb
https://auth0.com/resources/ebooks/jwt-handbook
https://apisecurity.io/issue-19-half-amazon-top-selling-smart-devices-found-vulnerable/
https://github.com/JakobRPennington/InformationSecurity/blob/master/Payloads/md/XSS.md
https://resources.infosecinstitute.com/popular-tools-for-brute-force-attacks/
https://github.com/cablej/hack-your-university/blob/master/README.md
https://github.com/ScaleSec/vulnado
https://twitter.com/LooseSecurity/status/1098301277400952832
https://twitter.com/ripstech/status/1099020750072176640
http://subdomain-takeover.tk/


Articles

Whitepaper: Security Cookies

Why you should not use GraphQL schema generators

Profiling a Website for Penetration Testing

Tips on designing boot2root challenges

Day 51: Understanding the OSI Model

Exploring Commonly-Used Yet Vulnerable Components

Day 49: Common C Code Vulnerabilities and Mitigations

Can you really sniff out gas station card skimmers with your phone?

Sinking a ship and hiding the evidence

The Azure Security Model, Part 1 – Access Control Basics

CSRF PoC for Jenkins Groovy console

News

Breaches & Vulnerabilities

Password managers leaking data in memory, but you should still use one

Healthcare hotline: Millions of medical advice calls exposed in Sweden: 2.7 million phone calls

accessible without a password or any authentication

Mega-crackers back with nearly 100 million new stolen data records

Data Breach Bonanza: Dating Apps, Equifax, Mass Credential Dumps

Drupal patches critical RCE bug in out-of-band update & Technical details

Other news

New global standard aims to set a baseline for IoT security

Virus attack! Hackers unleash social media worm after bug report ignored

Will the EU’s new copyright directive ruin the web?

If you think your deleted Twitter DMs are sliding into the trash, you’re wrong

Design the next HackerOne T-Shirt

Symantec’s 2019 Internet Security Threat Report

https://www.netsparker.com/security-cookies-whitepaper/
https://raz0r.name/articles/why-you-should-not-use-graphql-schema-generators/
https://www.hackingloops.com/profiling-a-website-for-penetration-testing/
https://www.abatchy.com/2019/02/tips-on-creating-vulnerable-vms
https://medium.com/@int0x33/day-51-understanding-the-osi-model-f22d5f3df756
https://resources.infosecinstitute.com/exploring-commonly-used-yet-vulnerable-components/
https://medium.com/@int0x33/day-49-common-c-code-vulnerabilities-and-mitigations-7eded437ca4a
https://nakedsecurity.sophos.com/2019/02/20/can-you-really-sniff-out-gas-station-skimmers-with-your-phone/
https://www.pentestpartners.com/security-blog/sinking-a-ship-and-hiding-the-evidence/
https://nvisium.com/blog/2019/02/21/understanding-the-azure-security-model-part-1.html
https://medium.com/@jonathan.leitschuh/you-can-also-exploit-the-groovy-console-with-csrf-if-the-jenkins-instance-you-are-attacking-has-463e0f13c38d
https://nakedsecurity.sophos.com/2019/02/21/password-managers-leaking-data-in-memory-but-you-should-still-use-one/
https://portswigger.net/daily-swig/healthcare-hotline-millions-of-medical-advice-calls-exposed-in-sweden
https://nakedsecurity.sophos.com/2019/02/18/mega-crackers-back-with-nearly-100-million-new-stolen-data-records/
https://threatpost.com/data-breach-equifax-credential-dumps/141925/
https://portswigger.net/daily-swig/drupal-patches-critical-rce-bug-in-out-of-band-update
https://translate.google.com/translate?hl=en&sl=zh-CN&u=https://paper.seebug.org/821/&prev=search
https://portswigger.net/daily-swig/new-global-standard-aims-to-set-a-baseline-for-iot-security
https://nakedsecurity.sophos.com/2019/02/20/virus-attack-hackers-unleash-social-media-worm-after-bug-report-ignored/
https://nakedsecurity.sophos.com/2019/02/18/will-the-eus-new-copyright-directive-ruin-the-web/
https://nakedsecurity.sophos.com/2019/02/19/if-you-think-your-deleted-twitter-dms-are-sliding-into-the-trash-youre-wrong/
https://www.hackerone.com/blog/Design-next-HackerOne-T-Shirt
https://www.symantec.com/security-center/threat-report?om_ext_cid=biz_vnty_istr-24_multi_v10195


How a Tiny Startup Became the Most Important Hacking Shop You’ve Never Heard Of: Story of

Azimuth Security, an Australian startup dealing in exploit trade with democratic governments

worldwide

Edgescan’s 2019 Vulnerability statistics report: Statistics on Web and network (infrastructure)

security based on Edgescan data for 2018. E.g.: “The average time to fix a vulnerability discovered in

the application layer is 77.5 days”

You have around 20 minutes to contain a Russian APT attack: Crowdstrike report includes a ranking

of threat groups based on their “breakout time” (“the window of time from when an adversary first

compromises an endpoint machine, to when they begin moving laterally across your network”). The

minimum is 20 minutes for russia!

Non technical

[ITW] Daniel Kalinowski: “Participating in bug bounties improves your skills and increase the

overall knowledge.”

Bounty Progress – January/February 2019

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 02/15/2019 to 02/22/2019.

Curated by Pentester Land & Sponsored by Intigriti

Disclaimer:

The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://motherboard.vice.com/en_us/article/8xdayg/iphone-zero-days-inside-azimuth-security
https://www.edgescan.com/wp-content/uploads/2019/02/edgescan-Vulnerability-Stats-Report-2019.pdf
https://www.zdnet.com/article/you-have-around-20-minutes-to-contain-a-russian-apt-attack/
https://blog.yeswehack.com/2019/02/18/itw-daniel-kalinowski-participating-in-bug-bounties-improves-your-skills-and-increase-the-overall-knowledge/
https://blog.yeswehack.com/2019/02/18/itw-daniel-kalinowski-participating-in-bug-bounties-improves-your-skills-and-increase-the-overall-knowledge/
https://daeken.svbtle.com/bounty-progress-january-february-2019
https://twitter.com/PentesterLand/timelines/1098512530123771904
http://pentester.land/
http://twitter.com/intigriti/
https://www.intigriti.com/demo
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