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Bug Bytes #69 - @FransRosen’s
postMessage tracker, the @zseano files &
SSRF in e-mail addresses

BY INTIGRITI - MAY 5, 2020 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 24 of April to 01 of May.

Our favorite 5 hacking items

1. Tools of the week

e postMessage-tracker

e semgrep

postMessage-tracker is a Chrome extension presented by @fransrosen in his “Attacking Modern Web
Technologies” talk. It monitors postMessage listeners in all subframes of the window and logs everything,

helping find postMessage issues such as XSS and data extraction bugs.

Semgrep is like grep but for code. Both hackers and developers can use it to detect vulnerabilities by
looking for anti-patterns in code. Here are two examples of patterns to look for in Go:_1 & 2. Languages

supported are Python, JavaScript, Go, Java, C, and soon PHP and Typescript.

2. Writeup of the week

e Piercing the Veal: Short Stories to Read with Friends

This is a very well-written and informative writeup on SSRF. @dOnutptr shares what he looks for when
testing SSRF, and 5 interesting bugs he found that earned hime more than $4,800 in total. My main
takeaway is to start signing up to apps using Burp Collaborator emails like

user@abc123.burpcollaborator.net.

If you receive an HTTP request in addition to the expected SMTP message (email), there is potential for

SSRF.

3. Videos of the week

e Finally! HOW TO solve the INTIGRITI Easter XSS challenge using only Chrome DEVTOOLS!

e Mindset hacking with zseano - What am | thinking when | hack?



https://twitter.com/fransrosen/status/1256167158217932800
https://github.com/returntocorp/semgrep
https://twitter.com/snyff/status/1255629728016330753
https://twitter.com/snyff/status/1256003542722084864
https://medium.com/@d0nut/piercing-the-veal-short-stories-to-read-with-friends-4aa86d606fc5
https://www.youtube.com/watch?v=IhPsBMBDFcg
https://www.youtube.com/watch?v=u3biiaFSUCU
https://www.intigriti.com/

e Mayonaise Talks About His Recon Workflow, How to Learn Different Topics, and How to Bug

Bounty!

e Mental Hacking 4 Better Bounties

Hackers are sharing so much good stuff these days! In this week’'s must-see videos:

@securinti solves Intigriti's latest XSS challenge. He based it on a bug found in a live hacking event, and

shares so many cool tips on using Chrome DevTools.

@zseano hacks a Web app live and thinks out loud, sharing his mindset and approach.Mayonaise talks

about his recon workflow and hacking approach, automation, learning process...

@stokfredrik shares advice on how to learn new skills, and dealing with duplicates. Personal development

applied to hacking!

4. Non technical items of the week

e Raising your web hacking/bug bounty hunting game

e Bug Business #3 - Zseano’s notes on hacking & mentoring

These are two interesting reads that can help get into a successful bug hunting mindset. @zseano is
interviewed about his unique approach and experience, and @sharathsanketh shares some of his
realizations as a beginner bug hunter trying to up his game.

5. Resources of the week

e Mobexler's Mobile Application Penetration Testing Checklist

e Daily-commonspeak2

Daily-commonspeak?2 is an unofficial repo for Commonspeak2 wordlists generated daily. Useful for

subdomains recon!

The mobile testing checklist covers both iOS and Android. | like its simple format that helps remember

everything to test for, with references and the tools needed.

Other amazing things we stumbled upon this
week

Videos
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How Deep Link RCE is possible on Android applications

Switching To ZSH


https://www.youtube.com/watch?v=SGLdv_4Iy44&
https://www.youtube.com/watch?v=SGLdv_4Iy44&
https://www.youtube.com/watch?v=roVg_wgGgxQ
https://medium.com/@sankethsharath/raising-your-web-hacking-bug-bounty-hunting-game-6104bb80aca7
https://blog.intigriti.com/2020/04/29/bug-business-3-zseanos-notes-on-hacking-mentoring/
https://mobexler.com/checklist.htm
https://github.com/cqsd/daily-commonspeak2
https://github.com/assetnote/commonspeak2
https://www.youtube.com/watch?v=NugCDCumPxs
https://www.youtube.com/watch?v=NugCDCumPxs
https://www.youtube.com/watch?v=3W65ji1gc8c
https://www.youtube.com/watch?v=8Yd1myx6BG0
https://www.youtube.com/watch?v=njDuayF9Q6k

Interview With A 15 Year Old Bug Bounty Hunter

Docker Security Failures

VbScrub tutorials

Podcasts

Darknet Diaries EP 64: The Athens Shadow Games

How | approach a bug bounty program with this #bugbounty methodology & Transcript

Security Now 764 - RPKI

Risky Business #581 — Chinese telcos under fire in USA, spy firms pitch COVID-19 surveillance

Hacked Off? 059. - Mike Jones: Anonymous, Suits, and Building Better Security

Security Weekly News #28 - 0 Day Extravaganza, Zoom Can’t Win, & Starbleed - Wrap Up

Webinars & Webcasts

Android App Reverse Engineering LIVE! - Part 1

GitHub Security Lab Today (23-Apr).4-7PM PT

IDOR - what, where and how? - Vatika Mittal

Kubernetes Post-Exploit - Live Code Session

Q&A: Mental Health While Staying at Home

loT Hacking 101 - Firmware Funhouse! (Free registration required)

Conferences

BSides Knoxville 2020 - Track 1 Live Stream, Track 2 & Schedule

NSConclave 2020

SARCON 2020 - DAY 3 - SECARMY

HITB Lockdown & Slides

HellaConf 2020


https://www.youtube.com/watch?v=AnCx065ngiQ
https://hackplanet.io/aiovg_videos/docker-security-failures/
https://www.youtube.com/playlist?list=PL3B8L-z5QU-Yw80HOGXXUASBfv_K1WwO5
https://darknetdiaries.com/episode/64/
https://www.youtube.com/watch?v=vPWrrWlfrXQ
https://thehackerish.com/my-bug-bounty-methodology-and-how-i-approach-a-target/
https://www.youtube.com/watch?v=m58TwuRpXR4
https://risky.biz/RB581/
https://soundcloud.com/hackedoff/059-anonymous-suits-and-better-security
https://www.youtube.com/watch?v=-Azg-vvKN5A
https://www.youtube.com/watch?v=UAcixYdalb8
https://www.youtube.com/watch?v=Mtn6TsOhKYk
https://www.youtube.com/watch?v=Ry4eEGV7loc
https://www.youtube.com/watch?v=BijZmutY0CQ
https://www.twitch.tv/videos/600717225
https://www.youtube.com/watch?v=_44UfINMnQg
https://www.youtube.com/watch?v=MAMyvMl9qtQ
https://www.youtube.com/watch?v=ro6W3-NU_Q8
https://www.ethicalhacker.net/eh-net-tv/eh-net-live/video-iot-hacking-101-firmware-funhouse/
https://www.youtube.com/watch?v=z5Ij5rFgzsk
https://www.youtube.com/watch?v=607Y3_JQHWI
https://bsidesknoxville2020.sched.com/
https://nsconclave.net-square.com/
https://www.youtube.com/watch?v=sYLHM-86gGw
https://www.youtube.com/playlist?list=PLmv8T5-GONwTT9540MJ069qA1PBFSqH0e
https://conference.hitb.org/hitblockdown/materials/
https://www.youtube.com/playlist?list=PLb47HxNiZ8g8JN1zvoI2zwy-zdey3nBf9

Tutorials

Medium to advanced

e Content Type Forcing - The XSS you may have missed.

e So, you can read WEB-INF/web.xml. How can you escalate this issue?

e Introducing Slacker: Monitoring subdomain additions in real time and automating directory

scanning

e Abusing docker.sock exposure

e Remotely Host MSBuild Payloads

e Staying Off the Land: A Threat Actor Methodology

e Masquerading Windows processes like a DoubleAgent.

Beginners corner
e Let's break into Payment Gateways

e Subdomain Takeover via GitHub steps [ Point to IP Address ] (Video)

e Subdomain Takeover via AWS Elastic Beanstalk with steps (Video)

e How to hook Android Native methods with Frida (Noob Friendly)

e Terminal Escape Injection

e Privilege Escalation in Windows

Writeups
Pentest writeups

e From directory deletion to SYSTEM shell

e Exploiting JD bugs in crypto contexts to achieve RCE and tampering with Java applets

Responsible(ish) disclosure writeups

e E-Learning Platforms Getting Schooled - Multiple Vulnerabilities in WordPress' Most Popular

Learning Management System Plugins #Web #CodeReview

e CVE-2020-0932: Remote Code Execution on Microsoft SharePoint Using TypeConverters
#Deserialization #RCE #Web #CodeReview


https://anotherhackerblog.com/content-type-forcing-xss/
https://gist.github.com/harisec/519dc6b45c6b594908c37d9ac19edbc3
https://blog.takemyhand.xyz/2020/04/introducing-slacker-monitoring.html
https://blog.takemyhand.xyz/2020/04/introducing-slacker-monitoring.html
https://dreamlab.net/en/blog/post/abusing-dockersock-exposure/
https://fortynorthsecurity.com/blog/remotely-host-msbuild-payloads/
https://www.crowdstrike.com/blog/staying-off-the-land-methodology/
https://sensepost.com/blog/2020/masquerading-windows-processes-like-a-doubleagent./
https://medium.com/bugbountywriteup/lets-break-into-payment-gateways-fc52523eeaca
https://www.mohamedharon.com/2020/04/subdomain-takeover-via-github-steps.html
https://www.mohamedharon.com/2020/04/subdomain-takeover-via-aws-elastic.html
https://erev0s.com/blog/how-hook-android-native-methods-frida-noob-friendly/
https://www.infosecmatter.com/terminal-escape-injection/
https://medium.com/bugbountywriteup/privilege-escalation-in-windows-380bee3a2842
https://iwantmore.pizza/posts/arbitrary-write-accessibility-tools.html
https://www.infosecmatter.com/rce-on-windows-from-linux-part-1-impacket/
https://itm4n.github.io/windows-dll-hijacking-clarified/
https://webcache.googleusercontent.com/search?q=cache:GWlz9T4GW0AJ:https://secret.club/2020/04/23/directory-deletion-shell.html+&cd=1&hl=en&ct=clnk&gl=nl
https://www.redtimmy.com/web-application-hacking/how-we-invented-enumjavalibs-while-finding-a-java-deserialization-bug-and-achieving-rce/
https://research.checkpoint.com/2020/e-learning-platforms-getting-schooled-multiple-vulnerabilities-in-wordpress-most-popular-learning-management-system-plugins/
https://research.checkpoint.com/2020/e-learning-platforms-getting-schooled-multiple-vulnerabilities-in-wordpress-most-popular-learning-management-system-plugins/
https://www.zerodayinitiative.com/blog/2020/4/28/cve-2020-0932-remote-code-execution-on-microsoft-sharepoint-using-typeconverters

o Exploiting GlobalProtect for Privilege Escalation, Part One: Windows #Windows
#PrivilegeEscalation #VPN #RCE

e Stealing your SMS messages with iOS 0day #i0OS

e Exploiting Feedback Hub in Windows 10 # Windows #PrivilegeEscalation

e Open the Gates! The (In)Security of Cloudless Smart Door Systems #loT

e Duplicated Vulnerabilities in WordPress Plugins #Web

Bug bounty writeups
e Arbitrary file read via the UploadsRewriter when moving and issue (GitLab, $20,000)

e Beware of the GIF: Account Takeover Vulnerability in Microsoft Teams (Microsoft)

e Reflected XSS and sensitive data exposure, including payment details, on lioncityrentals.com.sg
(Uber, $4,000)

e Stealing the Trello token by abusing a cross-iframe XSS on the Butler Plugin (Trello, $3,600)

e Researching Polymorphic Images for XSS on Google Scholar (Google, $9,401.1)

e Bitrix WAF bypass (Mail.ru, $300)

e [Bug Bounty Writeups] Exploiting SQL Injection Vulnerability ($2,000)

e Indirect UXSS issue on a private Android target app ($1,000)

e Account taken over in style Il

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

e github-secrets.py: Python script to do a regexp search on GitHub search results

e SonarSearch & Introduction: A MongoDB importer and API for Project Sonars DNS datasets
e VHosts Sieve: Searching for virtual hosts among non-resolvable domains

e Enemies Of Symfony (EOS): Debug mode Symfony looter

e @apps3c’s ysoserial fork: Used to generate payloads for @Burp_Suite Java Deserialization Scanner. It
adds time, DNS, OS-specific exec and reverse shell (@nickstadb) attack vectors, output

transformation, xstream (Isaac Sears)

e download-networks.sh: Download all the Shodan data for a list of networks in a text file

More tools, if you have time


https://www.crowdstrike.com/blog/exploiting-escalation-of-privileges-via-globalprotect-part-1/
https://wojciechregula.blog/post/stealing-your-sms-messages-with-ios-0day/
https://decoder.cloud/2020/04/28/exploiting-feedback-hub-in-windows-10/
https://research.hisolutions.com/2020/04/open-the-gates-insecurity-of-cloudless-smart-door-systems/
https://blog.sucuri.net/2020/04/duplicated-vulnerabilities-in-wordpress-plugins.html
https://hackerone.com/reports/827052
https://www.cyberark.com/threat-research-blog/beware-of-the-gif-account-takeover-vulnerability-in-microsoft-teams/
https://hackerone.com/reports/340431
https://hethical.io/stealing-the-trello-token-by-abusing-a-cross-iframe-xss-on-the-butler-plugin/
https://blog.doyensec.com/2020/04/30/polymorphic-images-for-xss.html
https://blog.deteact.com/bitrix-waf-bypass/
https://medium.com/sud0root/bug-bounty-writeups-exploiting-sql-injection-vulnerability-20b019553716
https://medium.com/@kunal94/indirect-uxss-issues-on-a-private-integrated-browser-219f6b809b6c
https://medium.com/@kishorehariram/account-taken-over-in-style-8a547342a5ad
https://twitter.com/gwendallecoguic/status/1255921580254867458
https://github.com/cgboal/sonarsearch
https://www.onsecurity.co.uk/blog/how-i-made-rapid7s-project-sonar-searchable
https://github.com/dariusztytko/vhosts-sieve
https://github.com/synacktiv/eos
https://techblog.mediaservice.net/2020/04/my-ysoserial-fork/
https://twitter.com/shodanhq/status/1251272036011343872

e Chrome Galvanizer & Introduction: A tool to generate Chrome enterprise policies to help users

boost Chrome extension security
e CursedChrome
e Trishul: Burp Extension to hunt for common vulnerabilities including XSS, SQL injection & SSTI

e APKEnum & Introduction: A Python Utility For APK Enumeration

e WebIDL: New fuzzer to help identify security vulnerabilities in the implementation of WebAPIs in

Firefox

e Nozaki: Security oriented HTTP fuzzer engine

e DevToolReader & Introduction: Python script that parses Indexeddb files - used to extract Firefox

DevTools console history

e pwncat: Netcat on steroids with Firewall and IPS evasion, bind and reverse shell, local and remote

port-forward
e SitRep: Extensible, configurable host triage

e jbosswidlyfly to _hashcat.py: Python 3 script to convert JBoss/Wildfly user properties list to hashcat
mode 20

e AzureADLateralMovement & Introduction: Bloodhound for Azure AD

e Pivotnacci: A tool to make socks connections through HTTP agents

=

ifipumpkin3: Powerful framework for rogue access point attack

Misc. pentest & bug bounty resources
e Daily-commonspeak2

e Mobexler's Mobile Application Penetration Testing Checklist

e @GochaOgqradze's Jaeles signatures

e The XSS rat's Youtube channel

e Offensive Security Cheatsheet

e The Extended AWS Security Ramp-Up Guide

e Hunting for credentials and building a credential type reference catalog

e Kusto Query Internals - Azure Sentinel Reference

e Wireless Penetration Testing Cheat Sheet

e Windows-Priviledge-Escalation-Resources

e Active Directory Exploitation Cheat Sheet


https://github.com/mandatoryprogrammer/ChromeGalvanizer
https://portswigger.net/daily-swig/chrome-galvanizer-released-on-github-to-boost-chrome-extension-security
https://github.com/mandatoryprogrammer/CursedChrome
https://github.com/gauravnarwani97/Trishul
https://github.com/shivsahni/APKEnum
https://medium.com/@shivsahni2/apkenum-a-python-utility-for-apk-enumeration-cce0eda6fa30
https://twitter.com/mozhacks/status/1255880325227589632
https://github.com/GouveaHeitor/nozaki
https://github.com/phl4nk/devtoolreader
https://phl4nk.wordpress.com/2020/04/24/the-curious-case-of-firefoxs-devtools-storage/
https://github.com/cytopia/pwncat
https://twitter.com/MDSecLabs/status/1254697139373998081
https://twitter.com/_EthicalChaos_/status/1254451813606096896
https://github.com/talmaor/AzureADLateralMovement
https://medium.com/@talthemaor/lateral-movement-graph-for-azure-ad-7c5e0136e2d8
https://github.com/blackarrowsec/pivotnacci
https://github.com/P0cL4bs/wifipumpkin3
https://github.com/cqsd/daily-commonspeak2
https://mobexler.com/checklist.htm
https://twitter.com/GochaOqradze/status/1255556536119721988
https://www.youtube.com/channel/UCjBhClJ59W4hfUly51i11hg/videos
https://cheatsheet.haax.fr/
https://research.nccgroup.com/2020/04/24/the-extended-aws-security-ramp-up-guide/
https://wunderwuzzi23.github.io/blog/posts/2020/hunting-for-credentials/
https://getshitsecured.com/2020/04/28/kusto-query-internals-azure-sentinel-reference/
https://gist.github.com/dogrocker/86881d2403fee138487054da82d5dc2e
https://github.com/Gr1mmie/Windows-Priviledge-Escalation-Resources/blob/master/README.md
https://github.com/buftas/Active-Directory-Exploitation-Cheat-Sheet

Challenges

Introducing BetaFast - NetSPI's Vulnerable Thick Client

Damn Vulnerable WordPress

Articles

Writing a scanner to find reflected XSS vulnerabilities — Part 1, Part 2 & Code

Working-As-Intended: RCE to IAM Privilege Escalation in GCP Cloud Build

What is old is new again: The Relay Attack

Kerberos Tickets on Linux Red Teams & SSSDKCMExtractor

Sharing a Logon Session a Little Too Much

News

Bug bounty & Pentest news

Amazon's new VDP

Hack Your Resumé Workshop @ #LevelUp0x06

Bug Bounty Q&A #4: How does Intigriti optimize bug bounty success?

Professional / Community 2020.4

Introducing YSoSerial.Net April 2020 Improvements

Reports

Microsoft: Ransomware groups continue to target healthcare, critical services; here's how to

reduce risk

Top Attacks Against Financial Services Organizations 2017-2019

- but fixes are fast

Vulnerabilities

What's worse than an annoying internet filter? How about one with a pre-auth remote-command

execution hole and there's no patch?

Microsoft Teams accounts could be hijacked via malicious GIFs & TL;DR


https://blog.netspi.com/introducing-betafast/
https://github.com/vavkamil/dvwp
https://medium.com/@hungry.soul/writing-a-scanner-to-find-reflected-xss-vulnerabilities-part-1-5dd6de7d1a35
https://medium.com/@hungry.soul/writing-a-scanner-to-find-reflected-xss-vulnerabilities-part-2-706826831e05
https://github.com/akhil-reni/xsstutorial
https://rhinosecuritylabs.com/gcp/iam-privilege-escalation-gcp-cloudbuild/
https://www.secureauth.com/blog/what-old-new-again-relay-attack
https://www.fireeye.com/blog/threat-research/2020/04/kerberos-tickets-on-linux-red-teams.html
https://github.com/fireeye/SSSDKCMExtractor%C2%B2
https://www.tiraniddo.dev/2020/04/sharing-logon-session-little-too-much.html
https://hackerone.com/amazonvrp
https://www.bugcrowd.com/blog/hack-your-resume-workshop-levelup0x06/
https://blog.intigriti.com/2020/04/30/bug-bounty-qa-4-how-does-intigriti-optimize-bug-bounty-success/
https://portswigger.net/burp/releases/professional-community-2020-4
https://www.mdsec.co.uk/2020/04/introducing-ysoserial-net-april-2020-improvements/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.f5.com/labs/articles/threat-intelligence/top-attacks-against-financial-services-organizations-2017-2019
https://www.zdnet.com/article/kaspersky-rdp-brute-force-attacks-have-gone-up-since-start-of-covid-19/
https://www.zdnet.com/article/android-oem-patch-rates-have-improved-with-nokia-and-google-leading-the-charge/
https://www.theregister.co.uk/2020/04/28/vulnerabilities_report_9_million/
https://www.theregister.co.uk/2020/04/28/vulnerabilities_report_9_million/
https://www.theregister.co.uk/2020/05/01/netsweeper_filtering_flaw/
https://www.theregister.co.uk/2020/05/01/netsweeper_filtering_flaw/
https://portswigger.net/daily-swig/microsoft-teams-accounts-could-be-hijacked-via-malicious-gifs
https://twitter.com/zseano/status/1254729496009289729

Salt peppered with holes? Automation tool vulnerable to auth bypass: Patch now

“Zero-click” mobile phone attacks - and how to avoid them

In trying times like these, it's reassuring to know you can still get pwned five different ways by

Adobe lllustrator files

Breaches & Attacks

The 2020 URL Querystring Data Leaks — Millions of User Emails Leaking from Popular Websites to

Advertising & Analytics Companies

Sophos XG Firewall zero-day vulnerability gets patched & CVE-2020-12271: Sophos XG Firewall Pre-
Auth SQL Injection Vulnerability Remediation Guidance and Exposure Overview

GDPR.EU has er... a data leakage issue

Sophisticated Android Spyware Attack Spreads via Google Play

This new Android mobile malware targets banks, financial services across Europe

Lucy malware for Android adds file-encryption for ransomware ops

PerSwaysion Campaign - Playbook of Microsoft Document Sharing-Based Phishing Attack

Other news

Twitter turns off SMS-based tweeting in most countries

ICANN has voted to REJECT the sale of the .ORG registry to private equity firm Ethos Capital

Shade (Troldesh) ransomware shuts down and releases decryption keys

Here's the NSA’s guide for choosing a safe text chat and video conferencing service

Facebook-NSO lawsuit: Hundreds of WhatsApp attacks linked to one IP address

NSO Employee Abused Phone Hacking Tech to Target a Love Interest

Coronavirus

Cybersecurity professionals being sidetracked by coronavirus home-working drive

Microsoft warns of malware surprise pushed via pirated movies

Malicious advertising slingers up the ante during Covid-19 pandemic

Split opens up in Europe on privacy control for Covid-19 contact-tracing apps

Australian contact-tracing app leaks telling info and increases chances of third-party tracking, say

security folks



https://www.theregister.co.uk/2020/04/30/salt_automation_tool_vulnerable_to/
https://nakedsecurity.sophos.com/2020/04/30/zero-click-mobile-phone-attacks-and-how-to-avoid-them/
https://www.theregister.co.uk/2020/04/30/adobe_illustrator_patches/
https://www.theregister.co.uk/2020/04/30/adobe_illustrator_patches/
https://medium.com/@thezedwards/the-2020-url-querystring-data-leaks-millions-of-user-emails-leaking-from-popular-websites-to-39a09d2303d2
https://medium.com/@thezedwards/the-2020-url-querystring-data-leaks-millions-of-user-emails-leaking-from-popular-websites-to-39a09d2303d2
https://portswigger.net/daily-swig/sophos-xg-firewall-zero-day-vulnerability-gets-patched
https://blog.rapid7.com/2020/04/27/cve-2020-12271-sophos-xg-firewall-pre-auth-sql-injection-vulnerability-remediation-guidance-and-exposure-overview/
https://blog.rapid7.com/2020/04/27/cve-2020-12271-sophos-xg-firewall-pre-auth-sql-injection-vulnerability-remediation-guidance-and-exposure-overview/
https://www.pentestpartners.com/security-blog/gdpr-eu-has-er-a-data-leakage-issue/
https://threatpost.com/sophisticated-android-spyware-google-play/155202/
https://www.zdnet.com/article/this-new-android-mobile-malware-is-striking-banks-financial-services-across-europe/
https://www.bleepingcomputer.com/news/security/lucy-malware-for-android-adds-file-encryption-for-ransomware-ops/
https://www.group-ib.com/blog/perswaysion
https://nakedsecurity.sophos.com/2020/04/29/twitter-turns-off-sms-based-tweeting-in-most-countries/
https://twitter.com/EFF/status/1256053946289774594
https://www.zdnet.com/article/shade-troldesh-ransomware-shuts-down-and-releases-all-decryption-keys/
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Non technical

YESWEHACK PROPHILE ON HISXO

e Honeysploit: Exploiting the Exploiters

e Payment Card Industry (PCl) - Recurring Requirements Require Attention!

e The Duality of Attackers - Or Why Bad Guys are a Good Thing™

e Why Cloud Is Impossible without Open Source

e A game changer technology - Quantum Security Series - Part 1

e InfoSec questions

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're

welcome to read them directly on Twitter: Tweets from 04/24/2020 to 05/01/2020.
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