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Bug Bytes #67 — Hacking Containers,
AuthO Bypass & @Hussein98d'’s
Methodologies
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Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 10 to 17 of April.

Intigriti news

e Monster Worldwide has launched their vulnerability disclosure program

A

Monster Worldwide
(23 *. domains)

Program
Launched!

Our favorite 5 hacking items

1. Resource of the week

“Attacking and Auditing Docker Containers and Kubernetes Clusters”

After last week’s training on AWS and Azure, @appseccouk is now generously open sourcing another
complete training course. This one is about hacking Docker containers and Kubernetes clusters. It

includes documentation, Docker Lab virtual machines and an intentionally vulnerable Kubernetes cluster

(Google Cloud).

2. Writeup of the week

“JSON Web Token Validation Bypass in AuthO Authentication API"



http://go.intigriti.com/monster
https://github.com/appsecco/attacking-and-auditing-docker-containers-and-kubernetes-clusters
https://insomniasec.com/blog/auth0-jwt-validation-bypass
https://www.intigriti.com/

This is a nice writeup on bypassing JWT validation. The app checks that the algorithm is not ‘none’, but
relies on a blacklist. Using “alg: nonE" bypasses the case-sensitive filter, and allows for forging JWT tokens

for any user. @zantedotnz also shares the tool he used and links to resources on JWT hacking.

3. Videos of the week

“- @hussein98d Talks About Bug Bounties, Recon Methodology, and Shows Some of the Tools He
Uses!

- Attacking Secondary Contexts in Web Applications - Sam Curry,

- Code that gets you pwn(s|'d) - Louis & Slides

- Using Interlace for organising tests, and multithreading over targets - @codingo”

These are the videos/talks | plan on watching in priority this week. Why? Because | want to learn about
@hussein98d's recon process and bug hunting methodology, @snyff discussing less obvious

vulnerabilities, how @codingo_ uses Interlace, and @samwcyo's attacks on secondary contexts.

4. Non technical item of the week

“How to Remember Everything_: Using Roam for Bug Bounty Notes”

Choosing a note-taking app is such a never-ending rabbit hole! After settling on Joplin, then discovering
Notion's great Ul and features, I'm now tempted to check out Roam. @bonjarber does a great job of
explaining why Roam'’s graph-based approach solves problems all apps based on a “hierarchical tree”

have (including Notion).

5. Tutorials of the week

“-~ The Wondeful World of OAuth: Bug Bounty Edition
- The 5 Most Common GraphQL Security Vulnerabilities & vulnerable-graphgl-api
- Bypassing modern XSS mitigations with code-reuse attacks”

Depending on the bug classes you are focusing on, these tutorials might come in very handy. The OAuth
one will give you ideas for new attacks to test for. The GraphQL article will give you an idea of common
GraphQL bugs, and it is accompanied with an intentionally vulnerable API playground. The last tutorial is
an excellent introduction to code-reuse attacks, and how to leverage them to bypass the latest XS
mitigations like CSP, WAFs and HTML sanitizers.

Other amazing things we stumbled upon this
week

Videos

e Bounty Thursdays - H1 paid $2.4m to hackers in ONE week , VirSecCon aftermath & Burp Bounty

update

e Bug Bounty tips demonstrated #1

e Bug bounty's 101: What you need to know before hacking (on Intigriti) & Picking a platform

e h1-213 Recap: Lights, camera, hacking!



https://www.youtube.com/watch?v=x3cTsAUansA
https://www.youtube.com/watch?v=x3cTsAUansA
https://www.youtube.com/watch?v=hWmXEAi9z5w
https://www.youtube.com/watch?v=E5_S_Yip3gc
https://www.slideshare.net/snyff/code-that-gets-you-pwnsd
https://www.youtube.com/watch?v=vPnKFgjhlRg
https://medium.com/@bonjarber/how-to-remember-everything-3cf29540b5d5
https://medium.com/a-bugz-life/the-wondeful-world-of-oauth-bug-bounty-edition-af3073b354c1
https://carvesystems.com/news/the-5-most-common-graphql-security-vulnerabilities/
https://github.com/CarveSystems/vulnerable-graphql-api
https://blog.truesec.com/2020/04/03/bypassing-modern-xss-mitigations-with-code-reuse-attacks/
https://www.youtube.com/watch?v=x9nvfP3TkuE
https://www.youtube.com/watch?v=x9nvfP3TkuE
https://www.youtube.com/watch?v=yEBJnodt-b4
https://www.youtube.com/watch?v=O6IFVjkvsvA
https://www.youtube.com/watch?v=DszYG4O4jFo
https://www.youtube.com/watch?v=M5cDj2-1_zo

o Q&A Mental Health during COVID19

e OSINT 10 Minute Tips: Reverse Image Searching #1, Snapchat #1 & Data Scraping and Visualizing
using Instant Data Scraper, ViewDNS.info, and Maltego

e Webinar 1 Security AMA With Jayson Street (Who's Your Hacker Con)

e Build, Attack, Defend, Fix - Paving the way to DA - EP2

e CyberSeclLabs - “Secret” Walkthrough

Podcasts

e Bug bounties and burnout: Learn how to preserve your mental health

e jcOde - Enumeration Talk With Abartan Dhakal

e Darknet Diaries EP 63: wOrmer

e Security Now 762 - Virus Contact Tracking

e To Hunt or Not To Hunt; This is Never a !=? - Tyler Robinson - PSW #646

o Application Security Weekly #103 - Zooming Alex Stamos & Building Security TestOps

e Paul's Security Weekly #646 - Zoom, Kubernetes, and Hacking

e Risky Business #579 — Apple and Google go all in on contact tracing

e Layer 8 Podcast - Episode 21: Adam Compton - The Ladder and the Big Gulp

e cp<radio> - Eye on the Nile

Webinars & Webcasts

Cybersecurity for Remote Workers: 3 Unexpected Ways Hackers Hit Households

e Dirk-jan streaming ROADtools - Azure AD exploration & ROADtools

e How to Build a Home Lab (1-Hour)
e SANS webcasts:
¢ DNS is Changing. So What?

e SANS CyberCast - SANS@Mic - Successful Infosec Consulting, Getting Clients Deep Dive

e Consulting on The Side: Top Ten Questions Answered!

e Purple Team Tactics: A Technical Look at Windows 10 Exploit Mitigations



https://www.youtube.com/watch?v=2vFiJPlzr9w
https://www.youtube.com/watch?v=vEGSDuSbURw
https://www.youtube.com/watch?v=17yiLinMPpk
https://www.youtube.com/watch?v=mohq4enmVNE
https://www.youtube.com/watch?v=mohq4enmVNE
https://www.youtube.com/watch?v=nJHAUPWHvbM
https://www.youtube.com/watch?v=lYa7niiWJi4
https://www.youtube.com/watch?v=sbj_yYO3ed8
https://www.youtube.com/watch?v=84QD2SjRDic
https://soundcloud.com/ic0de/enumeration-talk-with-abartan-dhakal
https://darknetdiaries.com/episode/63/
https://themanyhats.club/podcast/ep-53-fun-society-with-fs0c131y/
https://www.youtube.com/watch?v=Z3DZ3St3QRw
https://www.youtube.com/watch?v=svoHSNAiQx0
https://www.youtube.com/watch?v=ejDR0hPhBfU
https://www.youtube.com/watch?v=B4Gt0WWUteY
https://www.youtube.com/watch?v=wQXN9e56afA
https://risky.biz/RB579/
https://anchor.fm/layer-8-podcast/episodes/Episode-21-Adam-Compton---The-Ladder-and-the-Big-Gulp-ecnmq8
https://research.checkpoint.com/2020/eye-on-the-nile/
https://www.bugcrowd.com/resources/webinars/cybersecurity-remote-workers/
https://www.twitch.tv/videos/593788182
https://github.com/dirkjanm/ROADtools
https://register.gotowebinar.com/register/4352163197316816142
https://www.sans.org/webcasts/dns-changing-what-113635/
https://www.sans.org/webcasts/cybercast-sansatmic-successful-infosec-consulting-clients-deep-dive-113920/
https://www.sans.org/webcasts/consulting-side-top-ten-questions-answered-113095/
https://www.sans.org/webcasts/purple-team-tactics-technical-windows-10-exploit-mitigations-113400/

Conferences

e Kernelcon 2020

e ComfyCon AU

e OffensiveCon20

Tutorials
Medium to advanced

e Google Oauth2 API Explained

e Ngrok for Local Infrastructure

e Generating SSH Config Files with Ansible

e Red Team Tactics: Utilizing Syscalls in C# - Writing The Code

Beginners corner

e Server-Side Template Injection (SSTI) in ASP.NET Razor-in-ASP.NET-Razor

e Quick Burp tip: Using Burp without changing your OS proxy settings

e Attacking applications with Base64

e Hacking The Web With Unicode

e HTTP Request Smuggling in Plain English.

¢ Home Network Design - Part 2

e LinkedIn OSINT Techniques (lI) & LinkedIn OSINT Attack Surface

e Ultimate Guide: PostgreSQL Pentesting

Writeups
Challenge writeups

e Solution to @PwnFunction’s XSS challenge - Ded

e RCE can lead to privilege escalation

Pentest writeups

e Broken Authentication in Mobile Application

Responsible(ish) disclosure writeups

e How We Hacked an Android Game And Ranked First globally #Android


https://www.youtube.com/playlist?list=PL9RA5HoG1guwVDYJSw4BFnjXOrhaAu_em
https://www.youtube.com/channel/UCQjZ7N8dcLsNY879YbQ17yQ/videos
https://www.youtube.com/playlist?list=PLYvhPWR_XYJnX_sscErznYqwBrIhuS08O
https://medium.com/@pumudu88/google-oauth2-api-explained-dbb84ff97079
https://fortynorthsecurity.com/blog/ngrok-for-local-infrastructure/
https://www.trustedsec.com/blog/generating-ssh-config-files-with-ansible/
https://jhalon.github.io/utilizing-syscalls-in-csharp-2/
https://clement.notin.org/blog/2020/04/15/Server-Side-Template-Injection-(SSTI)-in-ASP.NET-Razor/
https://subfn.net/2020/04/12/burp-chrome/
https://subfn.net/2020/04/14/base64-tricks/
https://medium.com/swlh/hacking-the-web-with-unicode-73d0f0c97aab
https://medium.com/cyberverse/http-request-smuggling-in-plain-english-7080e48df8b4
https://www.blackhillsinfosec.com/home-network-design-part-2/
https://www.secjuice.com/linkedin-osint-techniques-part-ii/
https://github.com/sinwindie/OSINT/tree/master/LinkedIn
https://medium.com/@lordhorcrux_/ultimate-guide-postgresql-pentesting-989055d5551e
https://twitter.com/PwnFunction/status/1248669043331960833
https://medium.com/@th3m7J0/rce-can-lead-to-privilege-escalation-9a47805d3ba0
https://medium.com/bugbountywriteup/broken-authentication-in-mobile-application-9f470513a4ab
https://payatu.com/blog/hrushikesh/how-i-hacked-an-android-game-and-ranked-first

SMB access smuggling via FILE URL on Windows #Windows

TikTok Vulnerability Enables Hackers to Show Users Fake Videos #Web

Issue 2021: git: Newline injection in credential helper protocol #Web

Advanced Javascript injections : Amazon XSS to full account takeover #Web

DLL hijacking vulnerabilities in Nirsoft tools #Windows

CVE-2019-1381 and CVE-2020-0859 - How Misleading Documentation Led to a Broken Patch for a
Windows Arbitrary File Disclosure Vulnerability #Windows

What's a 10? Pwning vCenter with #Ldap

Bug bounty writeups

Tricky Oracle SQL Injection Situation

Business Logic Errors - A New Look

Netflix Party— XSS Vulnerabilities (Netflix)

Denial of service to WP-JSON API by cache poisoning the CORS allow origin header (Automattic,
$550)

Code injection in macOS Desktop Client (Nextcloud, $250)

Tools

If you don’t have time

ffufplus & Introduction: ffuf on Steroids

SQLTruncScanner: Burp Suite extension for identifying possible SQL Truncation vulnerabilities & SQL
truncation lab

gsinject (Query String Inject): A tool that allows you to quickly substitute query string values with

regex matches, one-at-a-time

burp-exporter: A Burp Suite extension to copy a request to the clipboard as multiple programming

languages functions

ParamSpider: Mining parameters from dark corners of Web Archives

More tools, if you have time

Default HTTP Login Hunter & Introduction: Login hunter of default credentials for administrative

web interfaces leveraging NNdefaccts dataset
haktldextract: Extract domains/subdomains from URLs en masse

wpvulns.com: All WordPress version vulnerabilities for free without any limitations


https://twitter.com/bagder/status/1250903432665456640
https://www.mysk.blog/2020/04/13/tiktok-vulnerability-enables-hackers-to-show-users-fake-videos/
https://bugs.chromium.org/p/project-zero/issues/detail?id=2021
https://medium.com/@adam.adreleve/advanced-javascript-injections-amazon-xss-to-full-account-takeover-c1559e1c43ad
http://borncity.com/win/2020/04/16/dll-hijacking-vulnerabilities-in-nirsoft-tools/
https://research.nccgroup.com/2020/%2004/15/cve-2019-1381-and-cve-2020-0859-how-misleading-documentation-led-to-a-broken-patch-for-a-windows-arbitrary-file-disclosure-vulnerability/
https://research.nccgroup.com/2020/%2004/15/cve-2019-1381-and-cve-2020-0859-how-misleading-documentation-led-to-a-broken-patch-for-a-windows-arbitrary-file-disclosure-vulnerability/
https://www.guardicore.com/2020/04/pwning-vmware-vcenter-cve-2020-3952/
https://blog.yappare.com/2020/04/tricky-oracle-sql-injection-situation.html
https://medium.com/@shahjerry33/business-logic-errors-a-new-look-3b18d9c2a12f
https://medium.com/@kristian.balog/netflix-party-simple-xss-ec92ed1d7e18
https://hackerone.com/reports/591302
https://hackerone.com/reports/633266
https://github.com/dark-warlord14/ffufplus
https://securityjunky.com/ffuf-on-steroids/
https://github.com/InitRoot/BurpSQLTruncSanner
https://twitter.com/kx1z0/status/1251866395970764800
https://twitter.com/kx1z0/status/1251866395970764800
https://github.com/ameenmaali/qsinject
https://github.com/artssec/burp-exporter
https://twitter.com/0xAsm0d3us/status/1250293669497696259
https://github.com/InfosecMatter/default-http-login-hunter
https://www.infosecmatter.com/hunter-of-default-logins-web-http/
https://twitter.com/hakluke/status/1249800581863989248
https://twitter.com/r3dhax0r/status/1248595476951130112

e ExGen: A simple python script to create exploit templates for XSSI, JSONP Hijacking, Clickjacking and
CORS vulnerabilities

e FinDOM-XSS: DOM XSS scanner in Bash
e MagicRecon: Bash wrapper around many recon tools

e QuickSQL: A simple MSSQL query tool that allows you to connect to MSSQL databases and does not

require administrative level rights to use

°
—

ollipopz: Data exfiltration utility for testing detection capabilities

e Pet: Simple command-line snippet manager, written in Go

e SweetPotato & Introduction: Local Service to SYSTEM privilege escalation from Windows 7 to
Windows 10 / Server 2019

e PowerSharpPack: Many offensive C# binaries now usable from within powershell

e pwndrop & Pwndrop - Self-hosting Your Red Team Payloads: Self-deployable file hosting service for
red teamers, allowing to easily upload and share payloads over HTTP and WebDAV

Misc. pentest & bug bounty resources

e Web App Pentest mindmap

e Bugbounty cheatsheet

e AWS Cloud Penetration Testing Test Cases

e SMB Enumeration checklist

Challenges

e Vulnerable REGEX

e COBOL CTF

Articles

e Exploiting POST-based XSSI

e XSS fun with animated SVG

e The Path for Testing Path Traversal Vulnerabilities with Python

e |JSP ContextPath Link Manipulation - XSS

e Prepare to Write A Scanner Plugin Before Your Next Platform Test!

e Cloud WAF Comparison, Part 2

e Targeting a macOS Application? Update Your Path Traversal Lists


https://github.com/Naategh/ExGen
https://github.com/dwisiswant0/findom-xss
https://github.com/robotshell/magicRecon
https://github.com/trustedsec/quicksql
https://github.com/tasooshi/lollipopz
https://github.com/knqyf263/pet
https://github.com/CCob/SweetPotato
https://www.pentestpartners.com/security-blog/sweetpotato-service-to-system/
https://github.com/S3cur3Th1sSh1t/PowerSharpPack
https://github.com/kgretzky/pwndrop
https://breakdev.org/pwndrop/
https://twitter.com/Ninad_Mathpati/status/1250795749643673601
https://docs.google.com/document/d/1MmnlU-L5q9R55Faq9Arvqe8PPYaPAgr7n-1HL3tbBjo/edit
https://syhack.wordpress.com/2020/04/10/aws-cloud-penetration-testing-test-cases/
https://docs.google.com/spreadsheets/d/1F9wUdEJv22HdqhSn6hy-QVtS7eumgZWYYrD-OSi6JOc/edit
https://twitter.com/YShahinzadeh/status/1250889458641141760
https://twitter.com/TinkerSec/status/1249834043518193664
https://blog.cm2.pw/exploiting-post-based-xssi/
https://blog.isec.pl/xss-fun-with-animated-svg/
https://mazinahmed.net/thoughts/testing-for-path-traversal-with-python/
https://blog.rakeshmane.com/2020/04/jsp-contextpath-link-manipulation-xss.html
https://www.trustedsec.com/blog/prepare-to-write-a-scanner-plugin-before-your-next-platform-test/
https://medium.com/fraktal/cloud-waf-comparison-part-2-e6e2d25f558c
https://medium.com/tenable-techblog/targeting-a-macos-application-update-your-path-traversal-lists-a1055959a75a

New Stealth Magecart Attack Bypasses Payment Services Using Iframes

Windows Server 2008R2-2019 NetMan DLL Hijacking

News

Bug bounty & Pentest news

The scraping API has been discontinued due to active abuse by third parties for commercial
purposes...

Rapid7 launches AttackerKB, a service for crowdsourcing vulnerability assessments

jQuery 3.5.0 Released! but they are evaluating options and developing a model for independent

secu rity researchers

New service vulnerable to subdomain takeover

Brida 0.4 is out!

wordlists.clipboard feature added to Turbo Intruder

New topic & labs on Web Security Academy: SSTI

Survey to help a PhD student create a hacking board game, with a chance to win an £50 Amazon

voucher!

Participate in independent survey to understand bug hunters motivations and challenges

Facebook is launching Payout Collaboration with HackerOne

Ethereum 2.0 bug bounty program gathers pace ahead of major blockchain platform update

Reports

How much is the phish? Underground market of phishing kits is booming — Group-IB

[SURVEY].79% of Americans Share Passwords, But Only 13% Are Worried About Identity Theft

Vulnerabilities

Microsoft April 2020 Patch Tuesday fixes 3 zero-days, 15 critical flaws

Academics steal data from air-gapped systems using PC fan vibrations

Consumer reviewer Which? finds CAN bus ports on Ford and VW, starts yelling ‘Security! We have

a problem...

Git security: Newline injection bug tricked version control system into leaking usernames and
password


https://www.perimeterx.com/resources/blog/2020/new-stealth-magecart-attack-bypasses-payment-services-using-iframes/
https://itm4n.github.io/windows-server-netman-dll-hijacking/
https://twitter.com/pastebin/status/1250455777069817856
https://twitter.com/pastebin/status/1250455777069817856
https://www.zdnet.com/article/rapid7-launches-attackerkb-a-service-for-crowdsourcing-vulnerability-assessments/
https://twitter.com/kinugawamasato/status/1248928348245393408
https://twitter.com/pastebin/status/1250858678195900416
https://twitter.com/pastebin/status/1250858678195900416
https://twitter.com/_melbadry9/status/1250319789131624449
https://techblog.mediaservice.net/2020/04/brida-0-4-is-out/
https://twitter.com/albinowax/status/1250455084753879041?s=20
https://portswigger.net/web-security/server-side-template-injection
https://twitter.com/InsiderPhD/status/1250834261474717696
https://twitter.com/InsiderPhD/status/1250834261474717696
https://twitter.com/AmitElazari/status/1249749785424416768
https://www.facebook.com/notes/facebook-bug-bounty/launching-payout-collaboration-with-hackerone/3411851998829002/
https://portswigger.net/daily-swig/ethereum-2-0-bug-bounty-program-gathers-pace-ahead-of-major-blockchain-platform-update
https://www.group-ib.com/media/how-much-is-the-phish/
https://www.thezebra.com/resources/home/dangers-of-sharing-passwords/
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2020-patch-tuesday-fixes-3-zero-days-15-critical-flaws/
https://www.zdnet.com/article/technical-details-of-kernel-vulnerabilities-in-android-devices-using-qualcomm-chips-revealed/
https://www.zdnet.com/article/academics-steal-data-from-air-gapped-systems-using-pc-fan-vibrations/
https://www.theregister.co.uk/2020/04/09/which_car_hacking_report/
https://www.theregister.co.uk/2020/04/09/which_car_hacking_report/
https://portswigger.net/daily-swig/git-security-newline-injection-bug-tricked-version-control-system-into-leaking-usernames-and-password
https://portswigger.net/daily-swig/git-security-newline-injection-bug-tricked-version-control-system-into-leaking-usernames-and-password

e That critical VMware vuln allowed anyone on your network to create new admin users, no creds

needed

o TikTok users beware: Hackers could swap your videos with their own

e Coronavirus: Cisco wanted to delay patch for critical flaw in phone used by doctors

Breaches & Attacks

e Wappalyzer discloses security breach after hacker starts emailing users

e SentinelOne researcher trolled in new MBRLocker ransomware campaign

e (Clipboard hijacking malware found in 725 Ruby libraries

e GitHub users targetted by Sawfish phishing campaign

e San Francisco Airport data breach: Double website hack may have lifted users’ Windows login
credentials

e ICEBUCKET group mimicked smart TVs to steal ad money

e Hackers Update Age-Old Excel 4.0 Macro Attack

e 49 malicious Chrome extensions caught pickpocketing crypto wallets

e Magecart gang bypasses iframe protection on hosted payment site

e Linksys forces password reset for Smart Wi-Fi accounts after router DNS hack pointed users at
COVID-19 malware

Coronavirus

e Exclusive: Meet the cybersecurity volunteers helping to protect the healthcare industry during the
coronavirus outbreak

e Microsoft opens AccountGuard to healthcare providers on the COVID-19 front lines

e So how do the coronavirus smartphone tracking apps actually work and should you download one

to help?

e Coronavirus contact tracing apps are worse than useless - Schneier

e Be honest: what did you do to cause the pandemic?

e No one's getting new emoji in 2021 because of the pandemic

e COVID Will Accelerate Trends That Were Already Coming

e Don't compromise your security during the COVID-19 crisis

e Coronavirus scams: This is how much people have lost to online fraudsters so far

Zoom


https://www.theregister.co.uk/2020/04/17/vmware_vcenter_critical_vuln_anyone_create_admin_users/
https://www.theregister.co.uk/2020/04/17/vmware_vcenter_critical_vuln_anyone_create_admin_users/
https://nakedsecurity.sophos.com/2020/04/14/tiktok-users-beware-hackers-could-swap-your-videos-with-their-own/
https://www.zdnet.com/article/coronavirus-cisco-wanted-to-delay-patch-for-critical-flaw-in-phone-used-by-doctors/
https://www.zdnet.com/article/wappalyzer-discloses-security-breach-after-hacker-starts-emailing-users/
https://www.zdnet.com/article/sentinelone-researcher-trolled-in-new-mbrlocker-ransomware-campaign/
https://www.zdnet.com/article/clipboard-hijacking-malware-found-in-725-ruby-libraries/
https://nakedsecurity.sophos.com/2020/04/17/github-users-targetted-by-sawfish-phishing-campaign/
https://portswigger.net/daily-swig/san-francisco-airport-data-breach-double-website-hack-may-have-lifted-users-windows-login-credentials
https://portswigger.net/daily-swig/san-francisco-airport-data-breach-double-website-hack-may-have-lifted-users-windows-login-credentials
https://www.zdnet.com/article/icebucket-group-mimicked-smart-tvs-to-steal-ad-money/
https://threatpost.com/hackers-update-age-old-excel-4-0-macro-attack/154898/
https://nakedsecurity.sophos.com/2020/04/16/49-malicious-chrome-extensions-caught-pickpocketing-crypto-wallets/
https://portswigger.net/daily-swig/magecart-gang-bypasses-iframe-protection-on-hosted-payment-site
https://www.theregister.co.uk/2020/04/15/linksys_wifi_password_reset_malware_app/
https://www.theregister.co.uk/2020/04/15/linksys_wifi_password_reset_malware_app/
https://portswigger.net/daily-swig/exclusive-meet-nbsp-the-nbsp-cybersecurity-volunteers-helping-to-protect-nbsp-the-healthcare-industry-during-the-coronavirus-outbreak
https://portswigger.net/daily-swig/exclusive-meet-nbsp-the-nbsp-cybersecurity-volunteers-helping-to-protect-nbsp-the-healthcare-industry-during-the-coronavirus-outbreak
https://www.zdnet.com/article/microsoft-opens-accountguard-to-healthcare-providers-on-the-covid-19-front-lines/
https://www.theregister.co.uk/2020/04/14/coronavirus_phone_app/
https://www.theregister.co.uk/2020/04/14/coronavirus_phone_app/
https://portswigger.net/daily-swig/coronavirus-contact-tracing-apps-are-worse-than-useless-schneier
https://twitter.com/mgiant/status/1248698098559242245
https://www.theverge.com/2020/4/9/21214865/unicode-emoji-delay-2022-android-ios-mobile-release
https://danielmiessler.com/blog/covid-will-accelerate-things-that-were-coming-anyway/
https://www.contextis.com/en/blog/dont-compromise-your-security-during-the-covid-19-crisis#When:13:05:00Z
https://www.zdnet.com/article/coronavirus-scams-this-is-how-much-people-have-lost-to-online-fraudsters-so-far/

e Hackers Are Selling_ a Critical Zoom Zero-Day Exploit for $500,000

e Dark web: Cybercriminals sell over 500,000 Zoom accounts

e Thread on Zoom security by Mudge

e Zooom's 90-Day Security Plan Progress Report: April 15

e Everything is Insecure: What Matters is What You're Getting vs. Giving Up

Other news

e US offers $5 million reward for information on North Korean hackers

e Security lapse exposed Clearview Al source code

e GitHub is now free for teams

e New tool detects AWS intrusions where hackers abuse self-replicating tokens

e Windows Defender crashes: Microsoft fixes bug causing full scans to fail

Non technical

Meet the team: Tom Hudson - Collaboration is the way forward

e @dawgyg's Basic Bug Bounty FAQ

e Q&A: Jack Cable Advocates for Security Education for All

e Interview: Metasploit founder HD Moore on bug bounties, computer security laws, and

coronavirus

e BeginnersQuest(part-1)-What to do after recon?

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 04/10/2020 to 04/17/2020.
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https://osintcurio.us/2020/04/01/how-to-land-an-osint-job/
https://securitytrails.com/blog/security-operations-center
https://twitter.com/PentesterLand/timelines/1248937556743467008
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

