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Takeover, @thedawgyg's Darknet Diaries
and Bug Bounty Millionaire @inhibitor181
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Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 28 of February to 06 of March.

Intigriti news

We stat down with hackfluencer and creator @stokfredrik and discussed his creator journey, live hacking,

collaboration and his experience doing full time #bugbounty hunting. Read the full interview here:

Bug Business #2 - Hacking, traveling and vlogging with @STOK

Our favorite 5 hacking items

1. Tools of the week

“— FUSE & FUSE: Finding File Upload Bugs via Penetration Testing
- Pulsar”

Pulsar is described as a Network footprint scanner platform. | didn't get to test it yet, but it looks
promising. It is a wrapper around many recon tools, automates many recon features like subdomain
enumeration, cloud resources discovery and basic vulnerability scanning. You can run custom checks
periodically, and results are presented in a very cool dashboard.

FUSE and its accompanying research paper are also worth checking out. It helped discover 30 file upload
vulnerabilities in 23 Web apps!

2. Writeup of the week

: “Facebook OAuth Framework Vulnerability ($55,000)"

@AmolBaikar challenged himself to find a vulnerability in Facebook'’s “Login with Facebook” feature. And
boy, did he deliver! He found a postMessage flaw that could allow anyone to steal user access tokens for
vulnerable apps using Facebook’'s OAuth flow.

The bounty is of course impressive. But there is also the fact that this bug has been there for years

(maybe up to 10!), on one of the most hardened targets.


https://twitter.com/stokfredrik
https://twitter.com/hashtag/bugbounty?src=hashtag_click
https://blog.intigriti.com/2020/03/09/bug-business-2-hacking-traveling-and-vlogging-with-stok/
https://github.com/WSP-LAB/FUSE
https://wsp-lab.github.io/papers/lee-fuse-ndss20.pdf
https://github.com/FooBallZ/pulsar
https://www.amolbaikar.com/facebook-oauth-framework-vulnerability/
https://www.intigriti.com/

3. Podcast of the week

=
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: “Darknet Diaries EP 60: dawgyg"

@thedawgyg made several appearances in the media recently. But I've never heard his full story before.
Who better than Darknet Diaries to recap his adventures from chat rooms, black hat days, to prison then

full-time bug hunting. Brace yourself for interesting hacker tales!

4. Non technical item of the week

: “Technical Writing Courses”

Writing is a skill every one of us needs to be working on. Being able to convey ideas in a professional,
concise and clear way can make all the difference in the world when you are writing blog posts or bug
bounty/pentest reports. | would even argue that writing is the biggest hurdle most hackers face,
especially those of us who are not native English speakers.

This course is a fantastic resource for improving technical writing skills. It is the same one Google

engineers take! | am definitely going to dedicate time for this.

5. Video of the week

“Going from a Full-Stack Developer to $1M Hacker: @inhibitor181 Talks About Recon, Hacking and
More!”

Yep, another interview! This week’s hacking motivation comes from @inhibitor181. @NahamSec asks him
a bunch of interesting questions like how he got started, how he went from informative bugs to earning

his living with full-time bug hunting, dealing with imposter syndrome, etc. Lots of fun, as always!
Other amazing things we stumbled upon this
week

Videos
e OWASP insecure deserialization explained with examples

e Buying a cheap security assessment experiment ($15)

°
c

sing_components with known vulnerabilities

e OSCE - PREP and REVIEW - Offensive Security Certified EXPERT

Podcasts

e Hacking the Wi-fi of Today & Tomorrow With Mathy Vanhoef

e Layer 8 Podcast Episode 14: Dutch OSINTGuy - Spot the Jihadi

e Security Now 756 - Kr00k

e Security Weekly News #15 - Tesla, Crypto AG, Shark Tank, COVID-19



https://darknetdiaries.com/episode/60/
https://developers.google.com/tech-writing
https://www.youtube.com/watch?v=5OD6nUHR1l4
https://www.youtube.com/watch?v=5OD6nUHR1l4
https://www.youtube.com/watch?v=5grJYo9IqY0
https://www.youtube.com/watch?v=-US5Uq88XC0&feature=emb_logo
https://www.youtube.com/watch?v=ZHMqf_za_80
https://www.youtube.com/watch?v=0n3Li63PwnQ
https://securitytools.simplecast.com/episodes/hacking-wpa3-the-future-of-wi-fi-with-mathy-vanhoef-I_
https://anchor.fm/layer-8-podcast/episodes/Episode-14-Dutch_OSINTGuy---Spot-the-Jihadi-eb6jd8
https://www.youtube.com/watch?v=wKn1Z1Dh0E0
https://www.youtube.com/watch?v=EhDcSRGAlSo

o Application Security Weekly #98 - Ghostcat, Apache, Networks, Starliner

Webinars & Webcasts

e Mobile Application Static Analysis (Free registration required)

Conferences

e Building Secure iOS Apps (you don't have to learn it the hard way!) - i0OS Conf SG 2020

e RSAC 2020 & Keynotes

Slides & Workshop material

e Entomology 101 - An introduction to studying, collecting and finding bugs...

e Offensive Python for Pentesting & Python for Pentesters Scripts

e BSidesSF 2020, especially:

e Phishy Little Liars - Pretexts That Kill

Tutorials

Medium to advanced

o Attacking And Defending The GCPMetadata API

e Exploiting Hibernate Injections

e The RDP Through SSH Encyclopedia

e Computer accounts can move laterally too!

e Bypass endpoint with XLM weaponization

e 100% evasion - Write a crypter in any language to bypass AV & Xencrypt

Beginners corner

e Make Your Own Custom OSINT Bookmarklets (p2)

e Hacking the Web With Fiddler

e How to trace social media users across multiple platforms

e Intro to Macros and VBA for Script Kiddies

e Silver & Golden Tickets & Service Principal Name (SPN)


https://www.youtube.com/watch?v=CoeEOB4TqXk
https://www.sans.org/webcasts/mobile-application-static-analysis-113195
https://engineers.sg/video/building-secure-ios-apps-you-don-t-have-to-learn-it-the-hard-way-ios-conf-sg-2020--3932
https://www.youtube.com/playlist?list=PLeUGLKUYzh_ixxt6PoRiWoJsoGtS-JmKR
https://www.youtube.com/playlist?list=PLeUGLKUYzh_jqfcSaNt9iE_5yZWVxCKFU
https://www.slideshare.net/snyff/entomology-101
https://www.slideshare.net/MichaelFelch/offensive-python-for-pentesting
https://github.com/ustayready/python-pentesting
https://bsidessf.org/schedule
https://bsidessf2020.sched.com/event/Ybiw/phishy-little-liars-pretexts-that-kill
https://github.com/dxa4481/AttackingAndDefendingTheGCPMetadataAPI
https://github.com/FortyNorthSecurity/EyeWitness/issues/458
https://blog.ripstech.com/2020/exploiting-hibernate-injections/
https://www.blackhillsinfosec.com/the-rdp-through-ssh-encyclopedia/
https://windowscybersec.com/2020/02/28/computer-accounts-can-move-laterally-too/
https://0xsp.com/offensive/red-ops-techniques/bypass-endpoint-with-xlm-weaponization
https://netsec.expert/2020/02/06/write-a-crypter-in-any-language.html
https://github.com/the-xentropy/xencrypt
https://www.secjuice.com/make-your-own-custom-osint-bookmarklet-tools-part-ii/
https://medium.com/swlh/hacking-the-web-with-fiddler-72d026eee6bd
https://osintcurio.us/2020/03/02/how-to-trace-social-media-users-across-multiple-platforms/
https://www.trustedsec.com/blog/intro-to-macros-and-vba-for-script-kiddies/
https://en.hackndo.com/kerberos-silver-golden-tickets/
https://en.hackndo.com/service-principal-name-spn/

Writeups

Pentest writeups

DNS exfiltration case study & Dora the DNS explorer

Responsible(ish) disclosure writeups

Emoji to Zero-Day: Latin Homoglyphs in Domains and Subdomains #Web

qdPM v9.1 Authenticated RCE Exploit #Web #FileUpload

CVE-2020-2555: RCE Through a Deserialization Bug_in Oracle’s WebLogic Server #RCE

#Deserialization

Authentication bypass by supplying a regex as a session token in parse-server #Web
Local Privilege Escalation In EA’s Origin Client #Windows

Data Tampering Issue in Spot.im Application (Write Up) #Web

Attention to Details : Finding Hidden IDORs #Web

Bug bounty writeups

statistics (Hackerone, $500)

Delete All Data of Any User (Nextcloud, $250)

Got Bounty with Account takeover (ATO ) Unicode-Case Mapping Collision !

Account Hijack using Authorization bypass $$$$

SQL Injection Via Stopping the redirection to a login page

SSRF on PDF generator.

Exploiting an SSRF: Trials and Tribulations

Tools

£

ports: Templating script @Rhynorater uses to generate bug bounty reports
Cnames: Take a list of resolved subdomains and output any corresponding CNAMES en masse
h2i: Converts a hostname (or URI) to IP address using your local resolver

Fufluns: Easy to use APK/IPA Mobile App Inspector (experimental)

ArchiveFuzz: Hunt down the secrets from the WebArchives for Fun and Profit

Common Password Permutations: A script to produce a word list based on mangling a single word

for password-guessing tests


https://insinuator.net/2020/03/dns-exfiltration-case-study/
https://github.com/hnzlmnn/dora
https://www.soluble.ai/blog/public-disclosure-emoji-to-zero-day
https://medium.com/@tobinmshields/qdpm-v9-1-authenticated-rce-exploit-f4b84e19df00
https://www.zerodayinitiative.com/blog/2020/3/5/cve-2020-2555-rce-through-a-deserialization-bug-in-oracles-weblogic-server
https://twitter.com/albinowax/status/1235558692084494341
https://twitter.com/404death/status/1230913023356764161
https://blog.evanricafort.com/2020/02/data-tampering-issue-in-spotim.html
https://medium.com/@aseem.shrey/attention-to-details-a-curious-case-of-multiple-idors-5a4417ba8848
https://hackerone.com/reports/696266
https://hackerone.com/reports/696266
https://hackerone.com/reports/220385
https://medium.com/cyberverse/got-bounty-with-account-takeover-ato-unicode-case-mapping-collision-d23a7785e1be
https://medium.com/cyberverse/got-bounty-with-account-takeover-ato-unicode-case-mapping-collision-d23a7785e1be
https://medium.com/cyberverse/got-bounty-with-account-takeover-ato-unicode-case-mapping-collision-d23a7785e1be
https://medium.com/@bhaveshthakur2015/account-hijack-using-authorization-bypass-which-made-me-richer-by-ba9dace72682
https://medium.com/@St00rm/sql-injection-via-stopping-the-redirection-to-a-login-page-52b0792d5592
https://medium.com/@michan001/ssrf-on-pdf-generator-36b81e16d67b
https://medium.com/a-bugz-life/exploiting-an-ssrf-trials-and-tribulations-14c5d8dbd69a
https://twitter.com/Rhynorater/status/1235214934151135232
https://github.com/cybercdh/cnames
https://github.com/cybercdh/h2i
https://github.com/wargio/fufluns
https://github.com/devanshbatham/ArchiveFuzz
https://github.com/abiwaddell/CPP-Common-Password-Permutations

e Common-substr: Go script to extract the most common substrings from an input text. Built for

password cracking
e As3nt: Another Subdomain ENumeration Tool

e AutomatedHunter: Google Chrome Extension that automates testing GET parameters for LFI, RFI,
SQLi and Open redirect

e PowerExfil: A collection of data exfiltration scripts for Red Team assessments

e Abaddon: Wavestone's red team operations management software

Misc. pentest & bug bounty resources

2019 Gravitational Security Audit Results #PentestReports

e The CORS Demos

e Web Application Hacker’'s Handbook Extras

e Recon Cheat Sheet

e Dorks for Google, Shodan and BinaryEdge

e Cyber Security Resources by SCSP

e Pentesting-cookbook

Articles

RFC 8725: J[SON Web Token Best Current Practices

e A Security Review of SharePoint Site Pages & TL;DR

e Serverless (in)security

e Abusing Slack for Offensive Operations

e Threat Alert: New Attack Vector Targeting Your Cloud Environment

e A Safe Excel Sheet Not So Safe

News

Bug bounty & Pentest news

e DoD VDP Annual Report 2019 (Geo-blocking used. If not accessible, use a VPN or proxy)

e Announcing PowerShell 7.0

e Dark Mode in ZAP’'s Weekly Release

e What's new in Burp Suite Pro/Community 2020.2


https://github.com/sensepost/common-substr
https://github.com/cinerieus/as3nt
https://github.com/M507/AutomatedHunter
https://github.com/1N3/PowerExfil
https://github.com/wavestone-cdt/abaddon
https://blog.doyensec.com/2020/03/02/gravitational-audit.html
https://digi.ninja/blog/cors_demos.php
https://github.com/six2dez/wahh_extras/blob/master/wahh_extras_all.md
https://www.hackerone.com/sites/default/files/2020-03/2019-recon-cheat-sheet.pdf
https://github.com/iGotRootSRC/Dorkers
https://github.com/scspcommunity/Cyber-Sec-Resources
https://github.com/tasooshi/pentesting-cookbook
https://www.rfc-editor.org/rfc/rfc8725.html
https://www.mdsec.co.uk/2020/03/a-security-review-of-sharepoint-site-pages/
https://twitter.com/irsdl/status/1234427636270739457
https://medium.com/securing/serverless-in-security-8cd9555d0f22
https://posts.specterops.io/abusing-slack-for-offensive-operations-2343237b9282
https://blog.aquasec.com/threat-alert-cloud-computing-security
https://isc.sans.edu/forums/diary/A+Safe+Excel+Sheet+Not+So+Safe/25868/
https://twitter.com/DC3VDP/status/1233442964866813952
https://devblogs.microsoft.com/powershell/announcing-powershell-7-0/
https://www.zaproxy.org/blog/2020-03-04-dark-mode-in-the-weekly-release/
https://twitter.com/Burp_Suite/status/1234883025470619648

¢ Introducing Joinable Programs: Expanding the Pathway to Program Eligibility

e BSides Cairo: The security conference that's building information sharing from the ground up

e Support Ethical Hackers (Petition)

Reports

e DMARC email authentication: Increased adoption obscures poor enforcement problem

e Akamai 2020 State of the Internet / Security: Financial Services - Hostile Takeover Attempts

e 2020 CrowdStrike Global Threat Report

e Verizon 2020 Mobile Security Index Report

Vulnerabilities

e High severity regex bugs discovered in Parse Server

e Siri and Google Assistant hacked in new ultrasonic attack

e Android security: Google patches a dangerous flaw in these phones

e Solar panels expose home WiFi networks to password theft, remote attacks

e Zoho Fixes No-Auth RCE Zero-Day in ManageEngine Desktop Central

e Zero-Day Bug Allowed Attackers to Register Malicious Domains

Breaches & Attacks

e Next-Gen Ransomware Packs a ‘'Human' Punch, Microsoft Warns

e Microsoft OneNote Used To Sidestep Phishing Detection

e Hackers are actively exploiting zero-days in several WordPress plugins

e Active Scans for Apache Tomcat Ghostcat Vulnerability Detected, Patch Now

Clearview

e A not so Clearview?: Lack of authentication in API silently fixed

e @fs0c131y's analysis of the Clearview Al Android app

e Apple has blocked Clearview Al’s iPhone app for violating its rules

Other news

e FuzzBench: Fuzzer Benchmarking as a Service

e Company that Apple is suing releases Android for iPhone


https://www.bugcrowd.com/blog/introducing-joinable-programs/
https://portswigger.net/daily-swig/bsides-cairo-the-security-conference-thats-building-information-sharing-from-the-ground-up
https://twitter.com/ChloeMessdaghi/status/1233904393168154624
https://portswigger.net/daily-swig/dmarc-email-authentication-increased-adoption-obscures-poor-enforcement-problem
https://www.akamai.com/us/en/resources/our-thinking/state-of-the-internet-report/global-state-of-the-internet-security-ddos-attack-reports.jsp
https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf
https://enterprise.verizon.com/resources/reports/2020-msi-report.pdf
https://portswigger.net/daily-swig/high-severity-regex-bugs-discovered-in-parse-server
https://nakedsecurity.sophos.com/2020/03/02/siri-and-google-assistant-hacked-in-new-ultrasonic-attack/
https://www.zdnet.com/article/android-security-google-patches-dangerous-mediatek-flaw-for-tons-of-phones/
https://portswigger.net/daily-swig/solar-panels-expose-home-wifi-networks-to-password-theft-remote-attacks
https://www.bleepingcomputer.com/news/security/zoho-fixes-no-auth-rce-zero-day-in-manageengine-desktop-central/
https://www.bleepingcomputer.com/news/security/zero-day-bug-allowed-attackers-to-register-malicious-domains/
https://threatpost.com/next-gen-ransomware-packs-a-human-punch-microsoft-warns/153501/
https://threatpost.com/microsoft-onenote-sidestep-phishing-detection/153436/
https://www.zdnet.com/article/hackers-are-actively-exploiting-zero-days-in-several-wordpress-plugins/
https://www.bleepingcomputer.com/news/security/active-scans-for-apache-tomcat-ghostcat-vulnerability-detected-patch-now/
https://www.pentestpartners.com/security-blog/a-not-so-clearview/
https://twitter.com/fs0c131y/status/1234905205189287937
https://techcrunch.com/2020/02/28/apple-ban-clearview-iphone/
https://security.googleblog.com/2020/03/fuzzbench-fuzzer-benchmarking-as-service.html
https://www.zdnet.com/article/company-that-apple-is-suing-releases-android-for-iphone/

e Microsoft, Google Offer Free Remote Work Tools Due to Coronavirus

e Let's Encrypt scrambles to manage fallout from digital certificate system bug

e Why ‘free’ Wi-Fi isn't really free

e Tech support scammers hacked back by vigilante

e Have |l Been S0Id? No, trusted security website HIBP off the table, will remain independent

e Chinese security firm says CIA hacked Chinese targets for the past 11 years

e Brave deemed most private browser in terms of ‘phoning home’. The new Microsoft Edge and the

Yandex Browser deemed the most data greedy.

Non technical

Helpful Red Team Operation Metrics

e Meet our Security Expert: Ahmad Ashraff

e Q&A with Hacker Personality Shivam Vashisht

e A Tour Around the Bug Bounty Zoo

e How to start a personal bug bounty blog!

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 02/28/2020 to 03/06/2020.

Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.bleepingcomputer.com/news/software/microsoft-google-offer-free-remote-work-tools-due-to-coronavirus/
https://portswigger.net/daily-swig/lets-encrypt-scrambles-to-manage-fallout-from-digital-certificate-system-bug
https://nakedsecurity.sophos.com/2020/03/03/why-free-wi-fi-isnt-really-free/
https://nakedsecurity.sophos.com/2020/03/04/tech-support-scammers-hacked-back-by-vigilante/
https://www.theregister.co.uk/2020/03/03/have_i_been_pwned_no_longer_being_sold/
https://www.zdnet.com/article/chinese-security-firm-says-cia-hacked-chinese-targets-for-the-past-11-years/
https://www.zdnet.com/article/brave-deemed-most-private-browser-in-terms-of-phoning-home/
https://www.zdnet.com/article/brave-deemed-most-private-browser-in-terms-of-phoning-home/
https://medium.com/red-teaming-with-a-blue-team-mentaility/helpful-red-team-operation-metrics-fabe5e74c4ac
https://medium.com/thebugbounty/meet-our-security-expert-ahmad-ashraff-f983031ee997
https://www.hackerone.com/blog/qa-hacker-personality-shivam-vashisht
https://medium.com/swlh/a-tour-around-the-bug-bounty-zoo-c63ccbf4d7cd
https://us20.campaign-archive.com/?u=9644b6e6c0558cb3849b83293&id=a08689ff09
https://twitter.com/PentesterLand/timelines/1235500997952356353
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

