
Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 31 of January to 07 of February.

Our favorite 5 hacking items

1. Tools of the week

“– Quiver & Introduction

– PlaystoreDownloader”

The first tool tries to solve the inconvenience all bug hunters and pentesters face: Having to use so many

different tools, to remember their command line options, to juggle between terminals and note-taking

apps, copy-pasting commands…

Quiver allows you to run recon scripts or single commands organized into categories with auto-

completion, and to access markdown notes from the terminal. This last feature is really interesting. It

makes it possible to manage a markdown knowledge base that can be accessed from both GUI (with an

app like Joplin) and CLI.

The second tool is handy for Android application tests. It helps download APKs directly from the Google

Play Store using the command line. Practical if you want to automate APK downloads.

2. Video of the week

“@Th3G3nt3lman Shares His Recon Methodology and How He Consistently Collects $15,000

Bounties! & Summary notes”

This is a must watch if you want to up your recon game. @Th3G3nt3lman shares so many good gems,

especially on how he differentiates himself, and finds assets/bugs that everyone has missed.

He has a full-time job and hunts for only 4/5 hours a week. Using strategies like quick/smart assets

enumeration (e.g. building custom short lists) helps him make the most of his time.  This clearly shows

that time is no excuse!

3. Tutorial of the week

“Expanding the Attack Surface: React Native Android Applications”

Bug Bytes #57 – Th3G3nt3lman’s Secret

Recon Methods, Checkmarx VS API’s &

Vulns in React Native Apps
BY INTIGRITI FEBRUARY 11, 2020 LAST UPDATED ON JULY 30, 2025

https://github.com/stevemcilwain/quiver
https://medium.com/@gulfsteve/quiver-4e675585f7ca
https://github.com/ClaudiuGeorgiu/PlaystoreDownloader
https://www.youtube.com/watch?v=X1fwTcfp_so
https://www.youtube.com/watch?v=X1fwTcfp_so
https://pastebin.com/dyNMPAAJ
https://blog.assetnote.io/bug-bounty/2020/02/01/expanding-attack-surface-react-native/
https://www.intigriti.com/


Assetnote’s specialty is reconnaissance. So it is worth listening when they’re talking about expanding

attack surface.

This tutorial shows how to extract JavaScript from React Native Android apps (without decompiling with

dex2jar). Then how to analyze it and find juicy information (think endpoints, API keys, Firebase

credentials, etc).

4. Conference of the week

“Meetups at Checkmarx: API Security Concerns (Part II)”

This is an excellent talk about API security testing. @InonShkedy covers multiple vulnerability types

including mass assignments, CSRF (and how to combine them), BOLA, 2 complex account takeovers he

found, etc.

The company he works for, @traceableai, also shared 31 tips on API security & pentesting.

These are both awesome resources for anyone who wants to dive into API security.

5. Tip of the week

“When testing for SSRF, change the HTTP version from 1.1 to HTTP/0.9 and remove the host header

completely. This has worked to bypass several SSRF fixes in the past”

Cool SSRF technique shared by @thedawgyg. Switching to HTTP/0.9 allows you to remove the Host header

(because it is not required in this version as opposed to HTTP/1.1). This can help bypass fixes.

Other amazing things we stumbled upon this

week

Videos

Debrief on the Arrest of Coalfire Pen Testers in Iowa with Brian Krebs

Bug In Focus: Remote Code Execution (RCE)

10 Minute Tip: Viewing LinkedIn Profiles Anonymously

Cyber Security Salaries, Skills and Stress (ft. Exabeam)

How to use Portspoof (Cyber Deception) – John Strand

Podcasts

Darknet Diaries EP 58: OxyMonster

Security Now 752 – The Little Red Wagon

Risky Business #571 — Is Joshua Schulte The Shadow Brokers?

Security Weekly News #9 – Iranian Campaign, Twitter Conspiracy, Bangladesh Hacked

Application Security Weekly #94 – Xbox Bounty Program, Magento Patch, RCE in OpenSMTPD

https://www.youtube.com/watch?v=wY6q583JWLc
https://medium.com/bugbountywriteup/31-tips-api-security-pentesting-480b5998b765
https://twitter.com/thedawgyg/status/1224450254205927432
https://twitter.com/thedawgyg/status/1224450254205927432
https://www.youtube.com/watch?v=mYy3ZfpL4BE&feature=youtu.be
https://www.youtube.com/watch?v=P_ZQKeXf-gM&feature=youtu.be
https://www.youtube.com/watch?v=bIAdx3CAjtM
https://www.youtube.com/watch?v=fuXkYg9Zkto
https://www.youtube.com/watch?v=SrCPwpyt0AE
https://darknetdiaries.com/episode/58/
https://www.youtube.com/watch?v=S8NVo4nHtuA
https://risky.biz/RB571/
https://www.youtube.com/watch?v=TlqVuZlBVgo
https://www.youtube.com/watch?v=9XeF0y_i-GE


Webinars & Webcasts

Employee, Contractor, Consultant: Which Work Model is Best For You?

Slides only

Frans Rosén Keynote at BSides Ahmedabad

Modern Web Security: The Art of Creating and Breaking Assertions

Don’t Cross Me! Same Origin Policy and all the “cross” vulns: XSS, CSRF, and CORS

Revisiting ReDoS: A Rough Idea of Data Exfiltration by ReDoS and Side-channel Techniques

Democratizing Electron.js Security

Tutorials

Medium to advanced

Extending BloodHound Part 1 – GPOs and User Right Assignment

Taking over Windows Workstations thanks to LAPS and PXE

Persistence – WaitFor

Red Teamer’s Cookbook: BYOI (Bring Your Own Interpreter)

Defense and Detection for Attacks Within Azure

Adding a Backdoor to AD in 400 Milliseconds

Beginners corner

Simple Remote Code Execution Vulnerability Examples for Beginners

Content Security Policy (CSP) Bypasses

It’s Okay, We’re All On the SameSite

Introduction to mobile network intrusions from a mobile phone

Android: How to Bypass Root Check and Certificate Pinning

A Gray Hacker’s Intro to Wireshark

Forwarding Reverse Shells Through A Jump Box Using SSH

Reverse engineering my router’s firmware with binwalk

Hacking with WSL2

https://www.sans.org/webcasts/employee-contractor-consultant-work-model-you-113085
https://www.slideshare.net/bsidesahmedabad/frans-rosn-keynote-at-bsides-ahmedabad
https://doyensec.com/resources/Villamil-Modern-Web-Security-Assertions.pdf
https://speakerdeck.com/ropnop/dont-cross-me-same-origin-policy-and-all-the-cross-vulns-xss-csrf-and-cors
https://speakerdeck.com/lmt_swallow/revisiting-redos-a-rough-idea-of-data-exfiltration-by-redos-and-side-channel-techniques
https://doyensec.com/resources/Covalence-2020-Carettoni-DemocratizingElectronSecurity.pdf
https://riccardoancarani.github.io/2020-02-06-extending-bloodhound-pt1/
https://www.securityinsider-wavestone.com/2020/01/taking-over-windows-workstations-pxe-laps.html
https://pentestlab.blog/2020/02/04/persistence-waitfor/
https://www.blackhillsinfosec.com/red-teamers-cookbook-byoi-bring-your-own-interpreter/
https://posts.specterops.io/detecting-attacks-within-azure-bdc40f8c0766
https://www.secframe.com/blog/persistence-in-400-milliseconds
https://medium.com/@ozguralp/simple-remote-code-execution-vulnerability-examples-for-beginners-985867878311
http://ghostlulz.com/content-security-policy-csp-bypasses/
https://blog.secureideas.com/2020/02/its-okay-were-all-on-the-samesite.html
https://medium.com/mobile-stacks-and-networks-security/introduction-to-mobile-network-intrusions-from-a-mobile-phone-9a8e909cc276
https://medium.com/@cintainfinita/android-how-to-bypass-root-check-and-certificate-pinning-36f74842d3be
https://medium.com/python-for-the-utopian/wireshark-for-fun-or-profit-eef012de945f
https://medium.com/@ryanwendel/forwarding-reverse-shells-through-a-jump-box-using-ssh-7111f1d55e3a
https://embeddedbits.org/reverse-engineering-router-firmware-with-binwalk/
https://medium.com/@gulfsteve/hacking-with-wsl2-ede3e649e08d


Writeups

Challenge writeups

Forwarding Shells Through A Jump Box Using SSH

Facebook’s BountyCon 2020 CTF Writeup

All h1-415-ctf writeups and the winners’ writeups: p4fg & manoelt

Pentest writeups

CVE-2019-12180 – ReadyAPI & SoapUI command execution via malicous project file

Straight Outta Script Kiddie Zone : Deep dive on how to get a SYSTEM shell on Windows

A bug and a misconfigured file share: a tale in two parts

Exploiting LDAP Server NULL Bind

Forging SWIFT MT Payment Messages for fun and pr… research!

Responsible(ish) disclosure writeups

From CSRF to RCE and WordPress-site takeover: CVE-2020-8417 #Web

SpringBoot ‘DevTools’ Insecure Deserialization — Analysis & Exploit #Web

Bug bounty writeups

Critical Security Flaw Found in WhatsApp Desktop Platform Allowing Cybercriminals Read From

The File System Access (Facebook, $12,500)

Responsible Disclosure: Breaking out of a Sandboxed Editor to perform RCE (HackerEarth)

Exploiting Insecure Firebase Database! & Insecure-Firebase-Exploit script

An Unexpected Bounty — Email Bounce Issues

Site wide CSRF on a popular program

H1514 Remote Code Execution on kitcrm using bulk customer update of Priority

Products (Shopify, $15,000)

Gitlab (CodeQL) writeups: Netty HTTP Response Splitting ($1,500), CSRF in Spring

apps ($1,800), LDAP injectionin Java ($3,000), Use of insecure protocol in Java (Maven) ($2,300)

Disclose Any Store products, Files, Purchase Orders Via Email through Shopify Stocky APP (Shopify,

$2,000)

See more writeups on The list of bug bounty writeups.

https://www.ryanwendel.com/2020/02/02/forwarding-shells-through-a-jump-box-using-ssh/
https://blog.shoebpatel.com/2020/01/31/Facebooks-BountyCon-2020-CTF-Writeup/
https://hackerone.com/h1-415-ctf/hacktivity?filter=type:public
https://p4fg.github.io/h1_415_2020/
https://hackerone.com/reports/776634
https://techblog.mediaservice.net/2020/02/cve-2019-12180-readyapi-soapui-command-execution-via-malicous-project-file/
https://medium.com/@shelld0n/straight-outta-script-kiddie-zone-deep-dive-on-how-to-get-a-system-shell-on-windows-fe97236e27e1
https://anvilventures.com/blog/tale_in_two_parts.html
https://www.n00py.io/2020/02/exploiting-ldap-server-null-bind/
https://labs.f-secure.com/blog/forging-swift-mt-payment-messages
https://blog.wpsec.com/csrf-to-rce-wordpress/
https://medium.com/@_ahmadsherif/springboot-devtools-insecure-deserialization-analysis-exploit-2c4ac77c285a
https://www.perimeterx.com/tech-blog/2020/whatsapp-fs-read-vuln-disclosure/
https://www.perimeterx.com/tech-blog/2020/whatsapp-fs-read-vuln-disclosure/
https://jatindhankhar.in/blog/responsible-disclosure-breaking-out-of-a-sandboxed-editor-to-perform-rce/
https://blog.securitybreached.org/2020/02/04/exploiting-insecure-firebase-database-bugbounty/
https://github.com/MuhammadKhizerJaved/Insecure-Firebase-Exploit
https://medium.com/@keshavaarav22/an-unexpected-bounty-email-bounce-issues-b9f24a35eb68
https://fellchase.blogspot.com/2020/02/site-wide-csrf-on-popular-program.html
https://hackerone.com/reports/422944
https://hackerone.com/reports/422944
https://hackerone.com/reports/761222
https://hackerone.com/reports/785120
https://hackerone.com/reports/785120
https://hackerone.com/reports/787113
https://hackerone.com/reports/767348
https://hackerone.com/reports/763994


Tools

If you don’t have time

OWASP D4N155: Intelligent and dynamic wordlist using OSINT

Scripts and snippets for ffuf payloads & TL;DR

Fuzz-lightyear & Automated IDOR Discovery through Stateful Swagger Fuzzing

More tools, if you have time

SEcraper: Search engine scraper tool in Bash. Uses Ask, Bing & Yahoo search engines

Wildcheck: A Go script for detecting wildcard domains based on Amass’s wildcards detector

Gwdomains: Subdomain wildcard filtering tool

Dufflebag: Search exposed EBS volumes for secrets

Codeza: Python script that scans URLs listed in a file and returns Content-Length, Status-Code, Title,

Forms & those potentially vulnerable to DOM XSS

Codict & Introduction: A framework to learn and assess source code

Eslinter: A Burp Suite extension that extracts JavaScript and lints them with ESLint

FockCache: Minimalized Test Cache Poisoning

Injectus: CRLF and open redirect fuzzer

Berserko: Burp Suite extension to perform Kerberos authentication

PrivescCheck: Privilege Escalation Enumeration Script for Windows

OverwriteStrings & Introduction: Overwrite Strings in an executable to avoid detection

Misc. pentest & bug bounty resources

Actual XSS in 2020

PolyShell: a Bash/Batch/PowerShell polyglot

HACK THEM ALL

List of Attack Vectors

Application-Security-Engineer-Interview-Questions

Challenges

Can you spot the vulnerability? #CodeReview

https://github.com/OWASP/D4N155
https://github.com/ffuf/ffuf-scripts
https://twitter.com/joohoi/status/1223987162900836352
https://github.com/Yelp/fuzz-lightyear
https://engineeringblog.yelp.com/2020/01/automated-idor-discovery-through-stateful-swagger-fuzzing.html
https://github.com/zerobyte-id/SEcraper
https://github.com/theblackturtle/wildcheck
https://github.com/fuzzerk/gwdomains
https://github.com/BishopFox/dufflebag
https://github.com/TROUBLE-1/codeza
https://github.com/MohitDabas/codict
http://securityviacode.in/view_article/Codict:+Source+Code+Assessment+and+Programming+references,Learning+Framework
https://github.com/parsiya/eslinter
https://github.com/tismayil/fockcache
https://github.com/BountyStrike/Injectus
https://github.com/nccgroup/Berserko
https://github.com/itm4n/PrivescCheck
https://github.com/fashionproof/OverwriteStrings
https://medium.com/@markmotig/overwrite-strings-in-an-exe-av-evasion-maybe-f28935078911
https://netsec.expert/2020/02/01/xss-in-2020.html
https://github.com/llamasoft/polyshell
https://github.com/k2haxor/HACK-THEM-ALL
http://www.tecapi.com/public/relative-vulnerability-rating-gui.jsp
https://github.com/security-prince/Application-Security-Engineer-Interview-Questions
https://twitter.com/intigriti/status/1225777839775133696


Articles

DOM Clobbering strikes back

Obfuscated javascript, scam emails, and American Express

Wacom drawing tablets track the name of every application that you open

Inside a malicious Chrome Extension

Ghost in the shell: Investigating web shell attacks

Symantec Endpoint Protection Bypass + Meterpreter Pivoting

AD Privilege Escalation Exploit: The Overlooked ACL & Who Can See LAPS Passwords?

Challenges in IoT security

Warzone: Behind the enemy lines

The return of the spoof part 1: Parent process ID spoofing & Part 2: Command line spoofing

News

Bug bounty & Pentest news

Google Chrome to Block Mixed Content Downloads, Prevents MiTM Attacks

Chrome 80 released with silent notification popups, support for same-site cookies

TLS 1.0/1.1 end-of-life countdown heads into the danger zone

Leap Day Twitch Stream: Free online conference on 29 Feb 2020

University Students: Join Us at BountyCon: Apply before February 29 2020

Bug hunter finds cryptocurrency-mining botnet on DOD network

Safe Harbor, or Thrown to the Sharks by Voatz?

Recognizing Security Researchers in 2020

Announcing Bugcrowd’s 2020 Incentive Programs!

2019 in review by Dropbox, Shopify & Facebook

Reports

Unit 42 CTR: Sensitive Data Exposed in GitHub

Combatting Stress and Burnout in Cyber Security – From Surviving to Thriving

Vulnerabilities

https://portswigger.net/research/dom-clobbering-strikes-back
https://blog.jonlu.ca/posts/deobfuscating-amex-scammer?ref=nsj31020
https://robertheaton.com/2020/02/05/wacom-drawing-tablets-track-name-of-every-application-you-open/
https://medium.com/@krautonsecurity/inside-a-malicious-chrome-extension-aa7c9d1a2fd2
https://www.microsoft.com/security/blog/2020/02/04/ghost-in-the-shell-investigating-web-shell-attacks/
https://cyberstruggle.org/symantec-end-point-protection-bypass-meterpreter-pivoting/
https://www.secframe.com/blog/ad-privilege-escalation-the-overlooked-acl
https://www.secframe.com/blog/when-can-you-see-a-laps-password
https://www.pentestpartners.com/security-blog/challenges-in-iot-security/
https://research.checkpoint.com/2020/warzone-behind-the-enemy-lines/
https://blog.nviso.eu/2020/01/31/the-return-of-the-spoof-part-1-parent-process-id-spoofing/
https://blog.nviso.eu/2020/02/04/the-return-of-the-spoof-part-2-command-line-spoofing/
https://www.bleepingcomputer.com/news/google/google-chrome-to-block-mixed-content-downloads-prevents-mitm-attacks/
https://www.zdnet.com/article/chrome-80-released-with-silent-notification-popups-support-for-same-site-cookies/
https://portswigger.net/daily-swig/tls-1-0-1-1-end-of-life-countdown-heads-into-the-danger-zone
https://www.dianainitiative.org/leap-day-twitch-stream/
https://www.facebook.com/notes/facebook-bug-bounty/university-students-join-us-at-bountycon/3223617890985748/
https://www.zdnet.com/article/bug-hunter-finds-cryptocurrency-mining-botnet-on-dod-network/
https://magazine.cointelegraph.com/2020/02/07/safe-harbor-or-thrown-to-the-sharks-by-voatz/
https://msrc-blog.microsoft.com/2020/02/03/recognizing-security-researchers-in-2020/
https://www.bugcrowd.com/blog/announcing-bugcrowds-2020-incentive-programs/
https://blogs.dropbox.com/tech/2020/02/dropbox-bug-bounty-program-has-paid-out-over-1000000/
https://engineering.shopify.com/blogs/engineering/bug-bounty-year-review-2019
https://www.facebook.com/notes/facebook-bug-bounty/a-look-back-at-2019-bug-bounty-highlights/3231769013503969/
https://unit42.paloaltonetworks.com/github-data-exposed/
https://www.crest-approved.org/wp-content/uploads/StressBurnout-2020.pdf


Nasty Linux, macOS sudo bug found and fixed

Academics steal data from air-gapped systems using screen brightness variations

TeamViewer stored user passwords encrypted, not hashed, and the key is now

public & DecryptTeamViewer

Tesla and other autopilot-driven cars tricked with 2D projections

Spotlight shone on Microsoft Azure vulnerability

Critical Cisco ‘CDPwn’ Protocol Flaws Explained: Podcast

Breaches & Attacks

Emotet can spread to poorly secured Wi-Fi networks and computers on them

Ransomware installs Gigabyte driver to kill antivirus products

New ransomware doesn’t just encrypt data. It also meddles with critical infrastructure

Malware stew cooked up on Bitbucket, deployed in attacks worldwide

Twitter says an attacker used its API to match usernames to phone numbers

Hackers deface Facebook’s official Twitter and Instagram accounts

Other news

Android Flash Tool Lets You Install Android Using a Browser

Police Warning: Cyber Criminals Are Using Cleaners to Hack Your Business

Google says it accidentally sent some users’ private videos to strangers

How to create fake traffic jams in Google Maps with bucket full of smartphones

Government spyware company spied on hundreds of innocent people

What is WireGuard? Why Linux Users Going Crazy Over it?

Non technical

Staying Motivated with a –^ uı�ɹq spɹ�ʍʞɔ�q

[EN] – Starting BugBounty : From noob to beginner

A Graduate’s Thoughts: How to Get Started in Information Security and Cyber Security

Mobile Security 101: Common Threats and How to Protect Yourself Against Them

Pen Testing Ships. A year in review

How To Become More Successful and Achieve your Dreams ?

https://www.zdnet.com/article/nasty-linux-macos-sudo-bug-found-and-fixed/
https://www.zdnet.com/article/academics-steal-data-from-air-gapped-systems-using-screen-brightness-variations/
https://whynotsecurity.com/blog/teamviewer/
https://whynotsecurity.com/blog/teamviewer/
https://github.com/V1V1/DecryptTeamViewer
https://www.zdnet.com/article/tesla-and-other-autopilot-driven-cars-tricked-with-2d-projections/
https://portswigger.net/daily-swig/spotlight-shone-on-microsoft-azure-vulnerability
https://threatpost.com/behind-cdpwn-discovering-critical-cisco-protocol-flaws/152530/
https://www.helpnetsecurity.com/2020/02/06/emotet-spread-wi-fi-networks/
https://www.zdnet.com/article/ransomware-installs-gigabyte-driver-to-kill-antivirus-products/
https://arstechnica.com/information-technology/2020/02/new-ransomware-intentionally-meddles-with-critical-infrastructure/
https://www.zdnet.com/article/malware-stew-cooked-up-on-bitbucket-deployed-in-attacks-worldwide/
https://www.zdnet.com/article/twitter-says-an-attacker-used-its-api-to-match-usernames-to-phone-numbers/
https://www.zdnet.com/article/hackers-deface-facebooks-official-twitter-and-instagram-accounts/
https://www.bleepingcomputer.com/news/google/android-flash-tool-lets-you-install-android-using-a-browser/
https://www.cbronline.com/cybersecurity/threats/cyber-criminals-cleaners/
https://www.cnbc.com/2020/02/04/google-accidentally-sent-some-users-private-videos-to-strangers.html
https://twitter.com/LukasStefanko/status/1224046246316429314
https://nakedsecurity.sophos.com/2020/01/30/government-spyware-company-spied-on-hundreds-of-innocent-people/
https://itsfoss.com/wireguard/
https://cavonac.blogspot.com/2020/01/staying-motivated.html
https://www.jomar.fr/posts/2019/12/en-starting-bugbounty-from-noob-to-beginner/
https://medium.com/heck-the-packet/a-graduates-thoughts-how-to-get-started-in-information-security-and-cyber-security-d01a1efaed0f
https://securitytrails.com/blog/mobile-security-101
https://www.pentestpartners.com/security-blog/pen-testing-ships-a-year-in-review/
https://medium.com/bug-bounty-hunting/how-to-become-more-successful-and-achieve-your-dreams-17cd1d3c0613


Hacking Tool Developers

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 01/31/2020 to 02/07/2020.

The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.

Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://www.concise-courses.com/kali-linux-developers/
https://twitter.com/PentesterLand/timelines/1223194967176368128
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

