
Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 20 to 27 of December.

Our favorite 5 hacking items

1. Video of the week

“-@Arneswinnen Talks About Full Time Bug Hunting, Burp Suite Plugins, and Recon”

I haven’t had the time to watch this whole video, but it is in my top work priorities given who the

interviewee is.

@Arneswinnen literally made it rain bounties at Intigriti’s 1337UP1119 live hacking event. The bugs he

found were out of this world. So, it is awesome to get to know more about him, his thought process, how

he manages bug bounty full-time while still having a life, etc.

2. Writeup of the week

“– Microsoft Edge (Chromium) – EoP via XSS to Potential RCE

– Hunting in the Dark – Blind XXE”

The first writeup might make you want to get into browser hacking. $40,000 for XSS on Microsoft Edge!

The Second writeup is about a blind XXE, how it was found and used for port scanning and identifying

files existing on the target.

This serves as a great example of OOB attack, perfect for reading after this week’s tutorial �

3. Article of the week

“A Phonetic Approach to Calculate Linguistic Information in Text”

This is really cool research by @s0md3v. He created an algorithm that detects valid linguistic data in a

given text based on linguistics. In other words, it can differentiate between random and meaningful text.

From his benchmark, it is fast and more accurate that algorithms based on Shannon Entropy. But there is

no need to understand the math to appreciate that the idea is very interesting for Web security testing.

One useful application is finding API tokens scattered in strings, as shown in this demo.
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https://www.youtube.com/watch?v=DNG_gXtcvRY
https://twitter.com/intigriti/status/1210567473860362240
https://leucosite.com/Edge-Chromium-EoP-RCE
https://blog.zsec.uk/blind-xxe-learning/
https://github.com/s0md3v/MyPapers/tree/master/A%20Phonetic%20Approach%20to%20Calculate%20Linguistic%20Information%20in%20Text
https://twitter.com/s0md3v/status/1208572708901900288
https://www.intigriti.com/


4. Tutorial of the week

“Out-of-band Attacks”

This is an good introduction to out of band attacks. It includes examples of blind XSS, blind SQL injection,

blind command injection, SSTI, and also how to exfiltrate data using DNS.

It’s worth reading if you want to learn about the OOB technique.

5. Non technical item of the week

“OSINT Movie Time for the Holidays”

This is the first time I see a list about OSINT movies. It’s a nice change from classic hacker movies.

I’ve also heard good things on “Don’t f**k with cats” and Bellingcat’s documentary. So, movies added to

watchlist!

Other amazing things we stumbled upon this

week

Videos

“How to Get Started with Bug Bounty” – Resource Lists & Advice

Advanced PHP Deserialization – Phar Files

Hacking My Instagram Account

Mastering Shodan Search Engine Filters – OSINT [5]

Podcasts

Security Now 746 – A Decade of Hacks

Darknet Diaries EP 54: NotPetya

7MS #393: Interview with Peter Kim

7MS #392: LAPS Reloaded

The Privacy, Security, & OSINT Show 150-Password Managers Revisited

Hacker Culture Roundtable

Paul’s Security Weekly #631 – Blue Team Tactics and Techniques & The State of Penetration

Testing

Webinars & Webcasts

Don’t Patch – Transformative Security Programs go Beyond the Vulnerability (Free registration

required)

https://omercitak.com/out-of-band-attacks-en/
https://medium.com/@sector035/osint-movie-time-for-the-holidays-7a5f74f18f44
https://www.youtube.com/watch?v=hDYqWZ11njU&feature=youtu.be
https://www.youtube.com/watch?v=fHZKSCMWqF4
https://www.youtube.com/watch?v=zXIR-23e91M
https://www.youtube.com/watch?v=HHzGs5a5Bd0&feature=youtu.be
https://www.youtube.com/watch?v=qIG_m_7C2KI
https://darknetdiaries.com/episode/54/
https://7ms.us/7ms-393-interview-with-peter-kim/
https://7ms.us/7ms-392-laps-reloaded/
https://soundcloud.com/user-98066669/150-password-managers-revisited
https://www.youtube.com/watch?v=IgtFrVQ_M9M
https://www.youtube.com/watch?v=8MAUKoXbkV8
https://www.youtube.com/watch?v=YIGb42tvikg
https://www.youtube.com/watch?v=YIGb42tvikg
https://www.sans.org/webcasts/dont-patch-transformative-security-programs-vulnerability-112720


VyAPI with Riddhi

Let’s Talk About ELK Baby, Let’s Talk about You and AD

Conferences

Analysing vulnerabilities in Smart Contract – By Shrutirupa Banerjiee, During CyberFrat Pune

Meet

BlackAlps 2019, especially:

Google Bug Hunters – Eduardo Vela Nava

How To Find And Prevent Entire Classes Of Security Vulnerabilities – Sam Lanning

Blockchain Vulnerabilities And Exploitation In Practice – Nils Amiet

Tutorials

Medium to advanced

Using Mozilla Rhino to Run JavaScript in Java: Useful if you want to create a @Burp_Suite extension

that runs JavaScript

Jailbreaking – Checkra1n Configuration

How Unix Works: Become a Better Software Engineer

2FA Bypass Techniques — Only Checklists

How to Pivot Into Target Network with SSH

No Shells Required – a Walkthrough on Using Impacket and Kerberos to Delegate Your Way to DA

DNS Beacon through DNSMasq Redirectors

Beginners corner

Make Your Own Google Chrome Extension to Show WWW Again

NetHunter Rootless — Official Kali NetHunter for non rooted phones

Mail Security – SPF – WTF

Guide To Using Reverse Image Search For Investigations

Hacking Git Directories

Source Code Analysis Race Conditions #CodeReview

Automating BURP to find IDORs

Would you notice if you are hacked this way?

https://www.youtube.com/watch?v=BIFujN4pDBQ
https://www.youtube.com/watch?v=c0qOmu3pChc
https://www.youtube.com/watch?v=v_Wzmn1DoV0
https://www.youtube.com/watch?v=v_Wzmn1DoV0
https://www.youtube.com/channel/UCkCV_HJUkI8PsFrX4wpPX4A/videos
https://www.youtube.com/watch?v=DTXUMBc1zEc&feature=youtu.be
https://www.youtube.com/watch?v=7pXvZsMRVig
https://www.youtube.com/watch?v=N81vvq2M-xY
https://parsiya.net/blog/2019-12-22-using-mozilla-rhino-to-run-javascript-in-java/
https://aboutdfir.com/jailbreaking-checkra1n-configuration/
https://neilkakkar.com/unix.html
https://medium.com/@surendirans7777/2fa-bypass-techniques-32ec135fb7fe
https://anubissec.github.io/How-To-Pivot-Into-Target-Network-With-SSH/#
http://blog.redxorblue.com/2019/12/no-shells-required-using-impacket-to.html
http://www.offensiveops.io/red-team/dns-beacon-through-dnsmasq-redirectors/
https://www.bleepingcomputer.com/news/software/make-your-own-google-chrome-extension-to-show-www-again/
https://medium.com/@kalilinux.in/nethunter-rootless-official-kali-nethunter-for-non-rooted-phones-2b7a13b679
https://blog.zsec.uk/mail-tech-spf-pt1/
https://www.bellingcat.com/resources/how-tos/2019/12/26/guide-to-using-reverse-image-search-for-investigations/
https://medium.com/swlh/hacking-git-directories-e0e60fa79a36
http://ghostlulz.com/source-code-analysis-race-conditions/
https://medium.com/cyberverse/automating-burp-to-find-idors-2b3dbe9fa0b8
https://medium.com/bugbountywriteup/would-you-notice-if-you-are-hacked-this-way-db3ba1a512e9


Email to Twitter account

hackndo tutorials translated to English: BloodHound, Get credentials from remote lsass

dumps & Pass the Hash

DNS Admin Privesc in Active Directory (AD)(Windows)

Crack WPA & WPA2 Wi-Fi Passwords with Pyrit

Writeups

Challenge writeups

Write-up LEHACK19

Pentest writeups

Pwning an outdated Kibana with not so sad vulnerabilities

Responsible(ish) disclosure writeups

Cross-Site Scripting on a big bank’s Payment Gateway

WordPress DoS: Rediscovering an Unpatched 0-Day #Web

CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers (‘HTTP Response

Splitting’) #Web

Hackin’ around the Christmas tree #IoT #Android

Reversing Android firmware to get secret codes #Android

CVE-2019-17556: Unsafe deserialization in Apache Olingo #Web #CodeReview

NGINX error_page request smuggling #Web

Firefox IOS QR Code Reader XSS (CVE-2019-17003) #IoS

Bug bounty writeups

Effortlessly finding Cross Site Script Inclusion (XSSI) & JSONP for bug bounty

From broken link to subfolder takeover on Bukalapak

SOP Bypass via browser-cache ($1,500)

How we hacked one of the worlds largest Cryptocurrency Website

Airbnb : Steal Earning of Airbnb hosts by Adding Bank Account/Payment Method (IDOR) ($3,000)

Bugbounty | A Dom Xss ($500)

reCAPTCHA Exploits

https://www.aware-online.com/en/email-to-twitter-account/
https://en.hackndo.com/bloodhound/
https://en.hackndo.com/remote-lsass-dump-passwords/
https://en.hackndo.com/remote-lsass-dump-passwords/
https://en.hackndo.com/pass-the-hash/
https://medium.com/techzap/dns-admin-privesc-in-active-directory-ad-windows-ecc7ed5a21a2
https://null-byte.wonderhowto.com/how-to/crack-wpa-wpa2-wi-fi-passwords-with-pyrit-0196782/
https://github.com/aas-n/leHACK19/blob/master/README.md
https://www.synacktiv.com/posts/pentest/pwning-an-outdated-kibana-with-not-so-sad-vulnerabilities.html
https://medium.com/bugbountywriteup/cross-site-scripting-on-a-big-banks-payment-gateway-a986a2ba5d7
https://labs.arcturus.net/post/WordPress-DoS.html
https://gist.github.com/JLLeitschuh/6792947ed57d589b08c1cc8b666c7737
https://gist.github.com/JLLeitschuh/6792947ed57d589b08c1cc8b666c7737
https://labs.f-secure.com/blog/hackin-around-the-christmas-tree
https://www.areizen.fr/post/reversing_android_firmware_to_get_secret/
https://medium.com/bugbountywriteup/cve-2019-17556-unsafe-deserialization-in-apache-olingo-8ebb41b66817
https://bertjwregeer.keybase.pub/2019-12-10%20-%20error_page%20request%20smuggling.pdf
https://github.com/c0d3G33k/Firefox-QR-Code-Reader-XSS/
https://medium.com/bugbountywriteup/effortlessly-finding-cross-site-script-inclusion-xssi-jsonp-for-bug-bounty-38ae0b9e5c8a
https://medium.com/bugbountywriteup/from-broken-link-to-sub-folder-takeover-on-bukalapak-3aa985e622c4
https://enumerated.wordpress.com/2019/12/24/sop-bypass-via-browser-cache/
https://strynx.org/insecure-crypto-code-execution/
https://www.indoappsec.in/2019/12/airbnb-steal-earning-of-airbnb-hosts-by.html
https://jinone.github.io/bugbounty-a-dom-xss/
https://www.hackerfactor.com/blog/index.php?/archives/862-reCAPTCHA-Exploits.html


Disclosing privately shared gaming clips of any user on Facebook ($2,000)

CRLF injection on Twitter ($2,940)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

KeyFinder: A tool that let you find keys while surfing the web

Sr2t: Parse and convert Nessus, Nmap (and more tools) to XLSX, CSV

Token-Hunter & Introduction: Gather OSINT from GitLab groups and group members. Inspect GitLab

assets like snippets, issues, and comments/discussions for sensitive information like GitLab Personal

Access Tokens, AWS Auth Tokens, Google API Keys, and much more.

Ipconverter: Simple functions to add into .bashrc to convert Ip address into binary, hexadecimal,

decimal, octal formats and viceversa

Asscan: Automated Subnet Scanner

More tools, if you have time

Burp Suite – Secret Finder: Burp Suite extension to discover apikeys/accesstokens and sensitive data

from HTTP response

Git-vuln-finder: Finding potential software vulnerabilities from git commit messages

Aron: A GO script for finding hidden GET & POST parameters

Buster: An advanced tool for email reconnaissance

S3tk: A security toolkit for Amazon S3

huskyCI: Performing security tests inside your CI

Harpoon: A collection post-exploitation scripts for determining if that shell you just got is in a

container, what kind, and ways to escape

Mad-metasploit

RProcDump: Remote process dumping automation. Use it to dump Windows credentials remotely

and extract clear text with Mimikatz offline

ACLight: A script for advanced discovery of Privileged Accounts – includes Shadow Admins

Misc. pentest & bug bounty resources

The top 10 best pentesting tools and extensions in Burp Suite

Automotive Cyber Security: An Introduction: Free online course, starts 20 January 2020

https://bugreader.com/rony@disclosing-privately-shared-gaming-clips-of-any-user-128
https://hackerone.com/reports/446271
https://github.com/momenbasel/keyFinder
https://gitlab.com/0bs1d1an/sr2t
https://gitlab.com/gitlab-com/gl-security/gl-redteam/token-hunter
https://about.gitlab.com/blog/2019/12/20/introducing-token-hunter/
https://github.com/bug-hunter-karna/ipconverter
https://github.com/rekonnain/asscan
https://github.com/m4ll0k/BurpSuite-Secret_Finder
https://github.com/cve-search/git-vuln-finder
https://github.com/m4ll0k/Aron
https://github.com/sham00n/buster
https://github.com/ankane/s3tk
https://github.com/globocom/huskyCI
https://github.com/ProfessionallyEvil/harpoon
https://github.com/hahwul/mad-metasploit
https://github.com/benyG/RProcDump
https://github.com/cyberark/ACLight
https://portswigger.net/testers/penetration-testing-tools
https://www.futurelearn.com/courses/basics-of-automotive-cyber-security


Career Mastery™ Kickstart 2020: Free virtual summit that offers career tips and strategies. January 6

– 23

Google Dorks

JWT-Exploitation: Ruby script for automating JWT token generation for None Algorithm & RS256 to

HS256, might come handy in CTFs & testing application/ APIs

APIsecurity.io Issue 63: Microsoft and Google dropping Basic Auth, Thinkrace exposing 47mln+

devices

Roadmap for Application Security

Facebook Matrix: Formulas for Searching Facebook

Top 5 Private Search Engines

Challenges

15 minute Web CTF by @GrahamBleaney

Articles

Crossing The Borders : The illegal trade of HTTP requests

Opening Up the Samsung Q60 series smart TV: For anyone interested in Smart TV hacking but not

knowing where to start

Building Android Spyware / Xombie APK

Using WebRTC ICE Servers for Port Scanning in Chrome, Online demo, turnscan.js

source & JSFiddle

Mass Surveillance, is an (un)Complicated Business

War Never Changes: Attacks Against WPA3’s Enhanced Open — Part 2: Understanding OWE & Part

1: How We Got Here

News

Bug bounty & Pentest news

The Empire (3.0) Strikes Back

These are the kind of reports, which are very discouraging.

CeWLer can now be built independently of CO2

Reports

Living off the land: Attackers leverage legitimate tools for malicious ends

https://careermasterykickstart.com/
https://osintcurio.us/2019/12/20/google-dorks/
https://github.com/ni8walk3r/JWT-Exploitation
https://apisecurity.io/issue-63-microsoft-google-dropping-basic-auth-thinkrace-exposing-47mln-devices/
https://apisecurity.io/issue-63-microsoft-google-dropping-basic-auth-thinkrace-exposing-47mln-devices/
https://github.com/security-prince/Resources-for-Application-Security
https://plessas.net/facebookmatrix
https://securitytrails.com/blog/top-private-search-engines
https://twitter.com/GrahamBleaney/status/1205218765408882688
https://medium.com/bugbountywriteup/crossing-the-borders-the-illegal-trade-of-http-requests-57da188520ca
https://labs.f-secure.com/blog/samsung-q60r-smart-tv-opening-up-the-samsung-q60-series-smart-tv/
https://artikrh.github.io/posts/building-android-spyware
https://medium.com/tenable-techblog/using-webrtc-ice-servers-for-port-scanning-in-chrome-ce17b19dd474
https://jacob-baines.github.io/turnscan.js/index.html
https://github.com/jacob-baines/turnscan.js
https://github.com/jacob-baines/turnscan.js
https://jsfiddle.net/L3h8cy9x/
https://objective-see.com/blog/blog_0x52.html
https://posts.specterops.io/war-never-changes-attacks-against-wpa3s-enhanced-open-part-2-understanding-owe-90fdc29126a1
https://posts.specterops.io/war-never-changes-attacks-against-wpa3s-enhanced-open-part-1-how-we-got-here-71f5a80e3be7
https://posts.specterops.io/war-never-changes-attacks-against-wpa3s-enhanced-open-part-1-how-we-got-here-71f5a80e3be7
https://www.bc-security.org/post/the-empire-3-0-strikes-back
https://twitter.com/ehsahil/status/1210182186181316609
https://twitter.com/JGillam/status/1209603100962623488
https://www.symantec.com/blogs/threat-intelligence/living-land-legitimate-tools-malicious


The Rising Tide of E-commerce Fraud: Methods, Patterns, and Defensive Measures

2019 Global Security Attitude Survey

Vulnerabilities

Google Chrome impacted by new Magellan 2.0 vulnerabilities

Twitter Fixes Bug that Enabled Takeover of Android App Accounts

A Twitter app bug was used to match 17 million phone numbers to user accounts

Breaches & Attacks

Operation Wocao : Shining a light on one of China’s hidden hacking groups & – Chinese Hackers

Bypassing Two-Factor Authentication

Canadian banks targeted in a massive phishing campaign

Frankfurt shuts down IT network following Emotet infection

Wyze Exposes User Data via Unsecured ElasticSearch Cluster

Report: 267 million Facebook users IDs and phone numbers exposed online

Twitter shuts down Saudi state-backed information operations

Other news

Smartphone location data can be used to identify and track anyone

Congress passes anti-robocall bill

How Close Did Russia Really Come to Hacking the 2016 Election? & TL;DR

Cisco Self-Signed Certificate Expiration on Jan. 1, 2020: What You Need to Know

Serious Security: The decade-ending “Y2K bug” that wasn’t

No, Spotify, you shouldn’t have sent mysterious USB drives to journalists

The Hacker Who Took Down a Country

2020 Pentest Predictions: Platforms, Sprints, and Analytics

Most useful gadgets of 2019

Swig Security Review 2019: Part I & Part II

The Cybersecurity Stories We Were Jealous of in 2019

30 years of ransomware: How one bizarre attack laid the foundations for the malware taking over

the world

https://info.signalsciences.com/hubfs/resources/report-rising-tide-ecommerce-fraud.pdf
https://go.crowdstrike.com/rs/281-OBQ-266/images/Survey2019GlobalSecurityAttitude.pdf
https://www.zdnet.com/article/google-chrome-impacted-by-new-magellan-2-0-vulnerabilities/
https://threatpost.com/twitter-fixes-bug-that-enabled-takeover-of-android-app-accounts/151393/
https://techcrunch.com/2019/12/24/twitter-android-bug-phone-numbers/
https://www.fox-it.com/nl/actueel/whitepapers/operation-wocao-shining-a-light-on-one-of-chinas-hidden-hacking-groups/
https://www.schneier.com/blog/archives/2019/12/chinese_hackers_1.html
https://www.schneier.com/blog/archives/2019/12/chinese_hackers_1.html
https://research.checkpoint.com/2019/canadian-banks-targeted-in-a-massive-phishing-campaign/
https://www.zdnet.com/article/frankfurt-shuts-down-it-network-following-emotet-infection/
https://www.bleepingcomputer.com/news/security/wyze-exposes-user-data-via-unsecured-elasticsearch-cluster/
https://www.comparitech.com/blog/information-security/267-million-phone-numbers-exposed-online/
https://www.zdnet.com/article/twitter-shuts-down-saudi-state-backed-information-operations/
https://nakedsecurity.sophos.com/2019/12/23/smartphone-location-data-can-be-used-to-identify-and-track-anyone/
https://nakedsecurity.sophos.com/2019/12/23/congress-passes-anti-robocall-bill/
https://www.politico.com/news/magazine/2019/12/26/did-russia-really-hack-2016-election-088171
https://twitter.com/KimZetter/status/1210246393085825024
https://blog.rapid7.com/2019/12/21/cisco-self-signed-certificate-expiration-on-2020-01-01-what-you-need-to-know/
https://nakedsecurity.sophos.com/2019/12/23/serious-security-the-decade-ending-y2k-bug-that-wasnt/
https://techcrunch.com/2019/12/23/spotify-usb-drives-journalists/
https://www.bloomberg.com/news/features/2019-12-20/spiderman-hacker-daniel-kaye-took-down-liberia-s-internet
https://blog.cobalt.io/2020-pentest-predictions-platforms-sprints-and-analytics-7aa3f8e6bf4a
https://www.zdnet.com/article/most-useful-gadgets-of-2019/
https://portswigger.net/daily-swig/swig-security-review-2019-part-i
https://portswigger.net/daily-swig/swig-security-review-2019-part-ii
https://www.vice.com/en_us/article/j5yyep/the-cybersecurity-stories-we-were-jealous-of-in-2019
https://www.zdnet.com/article/30-years-of-ransomware-how-one-bizarre-attack-laid-the-foundations-for-the-malware-taking-over-the-world/
https://www.zdnet.com/article/30-years-of-ransomware-how-one-bizarre-attack-laid-the-foundations-for-the-malware-taking-over-the-world/


Non technical

7 types of virus – a short glossary of contemporary cyberbadness

Defend Against SIM Swapping

CTF Design Guidelines

4 Steps to Communicate Anything Clearly, According to a Scientist Who Teaches Quantum Physics

to Kids

Comparing Offensive Security Tooling and Gun Control

Should there be restrictions on the release of hacking tools?

Misconceptions Regarding “Offensive Security Tools”

Ransomware: Towards an Economic Equilibrium

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 12/20/2019 to 12/27/2019.

Curated by Pentester Land & Sponsored by Intigriti

Disclaimer:

The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.

Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://nakedsecurity.sophos.com/2019/12/28/7-types-of-virus-a-short-glossary-of-contemporary-cyberbadness/
https://www.secjuice.com/defend-against-sim-swapping/
https://docs.google.com/document/d/1QBhColOjT8vVeyQxM1qNE-pczqeNSJiWOEiZQF2SSh8/preview#heading=h.pe7birogw4db
https://www.inc.com/scott-mautz/4-steps-to-communicate-anything-clearly-according-to-a-scientist-who-teaches-quantum-physics-to-kids.html
https://www.inc.com/scott-mautz/4-steps-to-communicate-anything-clearly-according-to-a-scientist-who-teaches-quantum-physics-to-kids.html
https://danielmiessler.com/blog/comparing-offensive-security-tooling-and-gun-control/
https://www.scriptjunkie.us/2019/12/should-there-be-restrictions-on-the-release-of-hacking-tools/
https://lockboxx.blogspot.com/2019/12/misconceptions-regarding-offensive.html
https://swagitda.com/blog/posts/ransomware-towards-an-economic-equilibrium/
https://twitter.com/PentesterLand/timelines/1209382659069272065
http://twitter.com/pentesterland
http://twitter.com/intigriti/
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

