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Getting Your First Bug & Tab Tricks
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@ Want to read the latest version? Visit the link below:
https://www.intigriti.com/researchers/blog/bug-bytes/bug-bytes-50-null-bytes-worth-40k-getting-your-first-bug-tab-tricks

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a
comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 13 to 20 of December.

intigriti news

.@Randstad just launched a responsible disclosure program with an a-ma-zing scope! Check it out
https://t.co/Xf0qiCPmVq #HackWithintigriti pic.twitter.com/jc5cTWgTet

— Intigriti (@intigriti) December 19, 2019

Our favorite 5 hacking items

1. Tutorials of the week

- From checkrain to Frida: iOS App Pentesting Quickstart on iOS 13
- Anyone Can Check for Magecart with Just the Browser
- Ngrok your DockerSploit

These are excellent tutorials to learn about:

e iOS app pentesting. It's THE tutorial you were waiting for. Everything is explained: Jailbreak with
checkrain, installing Frida and Objection, proxying traffic with Burp, bypassing certificate pinning
with SSL Kill Switch 2, bypass Jailbreak detection, etc.

e Detecting Magecart. Useful for penetration testers who want to know which indicators to keep an eye
for to detect infected sites.

e The poor man's VPS setup. Useful for tests involving reverse shells and out of band vulnerabilities. No
credit card required.

2. Writeup of the week

Filling in the Blanks: Exploiting Null Byte Buffer Overflow for a $40,000 Bounty ($40,000)

| have a bad memory of buffer overflows from my university days. But this writeup describes a type of
overflows that is relatively easy to understand and exploit remotely on Web apps.
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@samwcyo was trying to re-register existing usernames. He tried adding special characters (like null byte,
CRLF characters, spaces, Unicode...) hoping that they would be removed during the registration process.

The vulnerability is that each null byte inserted was replaced with random data, e.g.:
e Request: POST /register?username=victim%00@domain.com
e Response: username victimldL@domain.com
So, injecting multiple null bytes (victim%00%00%00@domain.com) made the server return chunks of

memory that contained very sensitive data (SSH keys, passwords, usernames, etc).

3. Videos of the week

Finding Your First Bug: Getting Started on a Target (Part 1) & Part 2

@InsiderPhD continues to delight us with new video tutorials on “Finding your first bug”. This series is
excellent for anyone starting out in bug bounties or who wants to get into Web app penetration testing.
A lot of things are covered from creating your own testing methodology to recon, note taking, what to
look for, etc.

4. Tip of the week

Nine tips for better tab management

This is for firefox users, especially those of us who always have 20+ tabs open. The 9 features mentioned
include synchronization between devices, sending tabs to another device, muting tabs, etc.
| find this very helpful for organizing tabs (and reducing anxiety).

5. Tools of the week

- Silver
- Flumberbuckets & Introduction

Two cool Python tools to help with recon automation. Silver by @sOmd3v is a wrapper around Masscan,
Nmap and Vulners. Flumberbuckets by @fellchase is for S3 bucket hunting.

Other amazing things we stumbled upon this
week

Videos

Learning Server Side Request Forgery (SSRF)_Basics Using Portswigger's Web Security Academy

e Docker For Pentesting On Windows [Cybersecurity]

e Cybertalk - EP4 - IDA Pro, Malware Analysis & Python Libraries

e 20C Presents: Brain Damage On The Mic Don’t Manage

e How to find vulnerabilities by source code review and how to write scripts to exfiltrate data

e White box pentesting and exploit development part 2
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https://www.youtube.com/watch?v=-xbbvAKGXK8&feature=youtu.be
https://www.youtube.com/watch?v=y23l5P4-HAk
https://blog.mozilla.org/firefox/nine-tips-for-better-tab-management/
https://github.com/s0md3v/Silver
https://github.com/fellchase/flumberboozle
https://fellchase.blogspot.com/2019/12/releasing-flumberbuckets-s3-bucket-enumeration-tool.html
https://www.youtube.com/watch?v=324cZic6asE&feature=youtu.be
https://www.youtube.com/watch?v=8luFiVJxg_I
https://www.youtube.com/watch?v=IMAle9o_AvU
https://vimeo.com/379158420
https://www.youtube.com/watch?v=eQ1I0wzS8p0
https://www.youtube.com/watch?v=ABm0yKG58OY

Podcasts

e Security Now 745 - PlunderVolt
e Darknet Diaries EP 55: NoirNet
e Hack Naked News #246

e SwigCast, Episode 4: MAGECART

e Coalcast Episode S1E9 - Brad Woodward

Webinars & Webcasts
e Hacking Common AD Misconfigurations (Free registration required)

e Top 5 Mobile Security Stories of 2019 / Article

Conferences
e THREAT CON 2019

e 7 habits of highly effective adversaries (Joe Gray)

Tutorials

Medium to advanced

Use Telegram bot as a Penetration Testing Framework

e Abusing Electron apps to bypass macOS's security controls

e Persistence - Application Shimming

e Demystifying AWS' AssumeRole and sts:Externalld

Streamlining BloodHound Analytics & bloodhound-playbook

Beginners corner

e Security Headers: Whys and Hows

e Root Detection Bypass With Frida

e SSL Pinning Bypass — Android PenTesting

e OAuth 2.0: Explained

e MITM: Gaining Access to Instagram Photos
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https://www.youtube.com/watch?v=gC675IXJvnA
https://darknetdiaries.com/episode/55/
https://www.youtube.com/watch?v=7gKhccf90q4
https://portswigger.net/daily-swig/swigcast-episode-4-magecart
http://coalcast.libsyn.com/coalcast-episode-s1e9-brad-woodward
https://www.youtube.com/watch?v=YZF6mXf2cTk&t=979s
https://www.sans.org/webcasts/hacking-common-ad-misconfigurations-112785
https://www.trustedsec.com/events/webinar-popping-shells-instead-of-alert-boxes-weaponizing-xss-for-fun-and-profit/
https://github.com/hoodoer/WP-XSS-Admin-Funcs
https://www.youtube.com/watch?v=kII8P1ke9bE
https://blog.zimperium.com/top-5-mobile-security-stories-of-2019/
https://www.youtube.com/playlist?list=PLi85BaSNE5jtJy6c-5L7SXpVtfGjfXKHa
https://www.youtube.com/watch?v=CXTPzqbz4nY&feature=youtu.be
https://medium.com/@SofianeHamlaoui/use-telegram-bot-as-a-penetration-testing-framework-a309c41dbc40
https://wojciechregula.blog/post/abusing-electron-apps-to-bypass-macos-security-controls/
https://pentestlab.blog/2019/12/16/persistence-application-shimming/
https://research.nccgroup.com/2019/12/18/demystifying-aws-assumerole-and-stsexternalid/
https://riccardoancarani.github.io/2019-12-08-streamlining-bloodhound-analytics/
https://github.com/RiccardoAncarani/bloodhound-playbook
https://blog.federacy.com/security-headers-the-whys-and-hows/
https://medium.com/@sarang6489/root-detection-bypass-with-frida-4a78ad075d09
https://medium.com/@sarang6489/ssl-pinning-bypass-android-pentesting-edaa38017975
https://medium.com/@milinddaftari/oauth-2-0-explained-d001e5c98ee7
https://medium.com/@abraham.yeransian/mitm-gaining-access-to-instagram-photos-66e12844d4be

How DNS Cache Poisoning Attacks Work

Pass the Hash (in French)

Writeups

Challenge writeups

Taking SQL Injections further (Blind Second Order SQL Injection + TMHC CTF Shitter Writeup)

Responsible(ish) disclosure writeups

TP-Link Archer Router Vulnerability Voids Admin Password, Can Allow Remote Takeover #Web

[Exploitation] D-Link DAP-1860 Vulnerability #RCE # Web #CodeReview

Kids Tracker Watches: CloudPets, exploiting athletes and hijacking reality TV #AP| #loT

eGain Web API Email Header Injection

CVE-2019-17555: DoS via Retry-After header in Apache Olingo #CodeReview

From iPhone to NT AUTHORITY\SYSTEM #Windows #PrivilegeEscalation

From dropbox(updater) to NT AUTHORITY\SYSTEM #Windows #PrivilegeEscalation

Signal Desktop Windows Elevation of Privilege Vulnerability #Windows #PrivilegeEscalation

Bug bounty writeups

Abusing feature to steal your tokens

Hacking GitHub with Unicode’s dotless ‘i'.

4 Google Cloud Shell bugs explained

[Google VRP] SSRF in Google Cloud Platform StackDriver

BreakingApp - WhatsApp Crash & Data Loss Bug

Uncontrolled Resource Consumption in any Markdown field using Mermaid on GitLab ($1,000)

Git flag injection - local file overwrite to remote code execution ($12,000)

Group search leaks private MRs, code, commits ($7,000)

Group search with Elastic search enable leaks unrelated data ($7,000)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time

ReconCobra: Complete Automated pentest framework for Information Gathering
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https://www.netsparker.com/blog/web-security/how-dns-cache-poisoning-attacks-work/
https://beta.hackndo.com/pass-the-hash/
https://0x00sec.org/t/taking-sql-injections-further-blind-second-order-sql-injection-tmhc-ctf-shitter-writeup/18122
https://securityintelligence.com/posts/tp-link-archer-router-vulnerability-voids-admin-password-can-allow-remote-takeover/
https://chung96vn.wordpress.com/2019/11/15/d-link-dap-1860-vulnerabilities/
https://www.pentestpartners.com/security-blog/kids-tracker-watches-cloudpets-exploiting-athletes-and-hijacking-reality-tv/
https://medium.com/maverislabs/cve-2019-17123-cbc946c99f8
https://medium.com/bugbountywriteup/cve-2019-17555-dos-via-retry-after-header-in-apache-olingo-5b4a46cb6bde
https://decoder.cloud/2019/12/12/from-iphone-to-nt-authoritysystem/
https://decoder.cloud/2019/12/18/from-dropboxupdater-to-nt-authoritysystem/
https://blog.mirch.io/2019/12/18/signal-desktop-windows-lpe/
https://medium.com/@rootxharsh_90844/abusing-feature-to-steal-your-tokens-f15f78cebf74
https://eng.getwisdom.io/hacking-github-with-unicode-dotless-i/
https://offensi.com/2019/12/16/4-google-cloud-shell-bugs-explained-introduction/
https://ngailong.wordpress.com/2019/12/19/google-vrp-ssrf-in-google-cloud-platform-stackdriver/
https://research.checkpoint.com/2019/breakingapp-whatsapp-crash-data-loss-bug/
https://hackerone.com/reports/670572
https://hackerone.com/reports/658013
https://hackerone.com/reports/692252
https://hackerone.com/reports/708820
https://github.com/haroonawanofficial/ReconCobra

CustomHeader: Automatic Add New Header To Entire BurpSuite HTTP Requests

FindScript: Scrape Google and Github to find JS or similar files from a given URL

@tomnomnom's unfurl

More tools, if you have time

Online Generate Test Data in CSV or J]SON

SecretX: Extracting APIs and keys from a list of URLs using regex

Cypher Injection Scanner: Burp Suite Extension that detects Cypher code injection in applications
using Neo4j databases

Dnstwister: Online domain name permutation engine

Credcheck & Introduction: Credentials Checking Framework

Scout: URL fuzzer in Go for discovering undisclosed files and directories on a web server
Koala Toolkit: Bug bounty toolkit for Docker

alpyntest: A Docker image embedding modern Python3 pentest tools (impacket, pypykatz, Isassy,

ntimrecon, enum4linuxpy, ldapsearch-ad, CrackMapExec...) to avoid dependencies wreckage on your

system
Rubeus2ccache: Generates ccache files directly from Rubeus dump output

Search-SMB: A wrapper shell script for CrackMapExec that will grab all the SMB shares and search
readable ones for your search term

Misc. pentest & bug bounty resources

Cheatsheet for finding vulnerable PHP code using grep #CodeReview

KelvinSecurity OSINT & Penetration Testing

Awesome CTF

APlsecurity.io Issue 62: Vulnerabilities in Amazon Ring Neighbors and Droom, WebSocket API
security

Bloodhound Custom Queries

AWS Cyber Range

Challenges

Lesser Known Web Attack Lab

A mini challenge, can you read the file at ‘data/flag’?

Mini #CodeReview challenge by @LaNMaSteR53
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https://github.com/mirfansulaiman/CustomHeader
https://github.com/0x41CoreDump/FindScript
https://dfir.blog/unfurl/
https://github.com/obsidianforensics/unfurl
https://dfir.blog/introducing-unfurl/
https://twitter.com/_RyanBenson/status/1205255504693301248?s=20
https://twitter.com/_RyanBenson/status/1205255504693301248?s=20
http://convertcsv.com/generate-test-data.htm
https://github.com/xyele/secretx
https://portswigger.net/bappstore/72f7b61e22f64ef5882dff6054df5ac7
https://dnstwister.report/
https://github.com/secxena/credcheck
https://medium.com/@secxena/credcheck-a-credential-pentesting-framework-2152c4f9c8b4
https://github.com/liamg/scout
https://github.com/alexfgrdo/koala
https://github.com/yaap7/miSCripts/tree/master/alpyntest
https://github.com/curi0usJack/rubeus2ccache
https://github.com/plaverty9-r7/Search-SMB
https://github.com/dustyfresh/PHP-vulnerability-audit-cheatsheet
https://blog.kelvinsecurity.com/osint/
https://blog.kelvinsecurity.com/penetration-testing/
https://apsdehal.in/awesome-ctf/
https://apisecurity.io/issue-62-vulnerabilities-in-amazon-ring-neighbors-and-droom-websocket-api-security/
https://apisecurity.io/issue-62-vulnerabilities-in-amazon-ring-neighbors-and-droom-websocket-api-security/
https://twitter.com/Haus3c/status/1205500426889629696
https://github.com/secdevops-cuse/CyberRange
https://github.com/weev3/LKWA
https://twitter.com/_staaldraad/status/1205385009621864453
https://twitter.com/LaNMaSteR53/status/1205238080871043073

e New XSS challenge by @rodoassis

e XSS challenge by @Abdulahhusam & hint

Articles
e Weaponizing BURP to work as an evil SSRF Confluence Server.
e GraphQL Batching Attack

e Bots and Crawlers — The automation of information gathering

e Crypto Scam Investigation: Using Spiderfoot HX For OSINT Automation

e Javascript Anti Debugging — Some Next Level Sh*t (Part 1 — Abusing SourceMappingURL)

e Investigating PrivEsc Methods in AWS

e Phishing Concept #1

e Winbox in the Wild

e Undocumented Catalina file access change

e TikTok — Using OSINT to Discover New Leads

News

Bug bounty & Pentest news

e BountyCon 2020

e Trace Labs Global Missing CTF llI: An OSINT CTF for Missing Persons

e Apple Security Bounty

e Announcing updates to our Patch Rewards program in 2020

e Bugcrowd Launches CrowdStream and In-Platform Coordinated Disclosure

e How Kali deals with the upcoming Python 2 End-of-Life

Reports

e Operation Wocao: Shining a light on one of China’s hidden hacking groups

Vulnerabilities
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https://twitter.com/rodoassis/status/1207752526604505089
https://twitter.com/Abdulahhusam/status/1206184880654168065
https://twitter.com/Abdulahhusam/status/1206994258642833409
https://medium.com/@Master_SEC/weaponizing-burp-to-work-as-an-evil-ssrf-confluence-server-e077d71b4ef2
https://lab.wallarm.com/graphql-batching-attack/
https://medium.com/@speeddragon/bots-and-crawlers-the-automation-of-information-gathering-e5afc88fb625
https://nixintel.info/osint-tools/crypto-scam-investigation-using-spiderfoot-hx-for-osint-automation/
https://medium.com/@weizmangal/javascript-anti-debugging-some-next-level-sh-t-part-1-abusing-sourcemappingurl-da91ff948e66
https://know.bishopfox.com/research/privilege-escalation-in-aws
https://gainsec.com/2019/12/14/phishing-concept-1/
https://medium.com/tenable-techblog/winbox-in-the-wild-9a2ee4946add
https://lapcatsoftware.com/articles/macl.html
https://medium.com/@osint/tiktok-using-osint-to-discover-new-leads-f7e6c27601d1
https://www.facebook.com/whitehat/ctf/bountycon2020
https://www.eventbrite.ca/e/trace-labs-global-missing-ctf-iii-an-osint-ctf-for-missing-persons-tickets-86554822805
https://developer.apple.com/security-bounty/
https://security.googleblog.com/2019/12/announcing-updates-to-our-patch-rewards.html
https://portswigger.net/web-security/access-control
https://www.bugcrowd.com/blog/bugcrowd-launches-crowdstream-and-in-platform-coordinated-disclosure/
https://www.kali.org/news/python-2-end-of-life/
https://www.zdnet.com/article/cybersecurity-this-password-stealing-hacking-campaign-is-targeting-governments-around-the-world/?platform=hootsuite&utm_campaign=hacking_campaign
https://www.zdnet.com/article/cybersecurity-this-password-stealing-hacking-campaign-is-targeting-governments-around-the-world/?platform=hootsuite&utm_campaign=hacking_campaign
https://www.cnet.com/roadshow/news/2019-automotive-cyber-hack-security-study-upstream/
https://www.fox-it.com/en/news/whitepapers/operation-wocao-shining-a-light-on-one-of-chinas-hidden-hacking-groups/

e Plundervolt - stealing secrets by starving your computer of voltage

e F-Secure: Wireless presentation system riddled with flaws
e Npm patches two serious bugs

e Alexa, Google Home Eavesdropping Hack Not Yet Fixed

o All it takes to fool facial recognition at airports and border crossings is a printed mask,
researchers found

e Hackers Could Use Smart Displays to Spy on Meetings

e Onein every 172 active RSA certificates are vulnerable to attack

e We Tested Ring's Security. It's Awful

e Hackers keep dumping Ring credentials online ‘for the giggles’

Breaches & Attacks

¢ Hiding malware downloads in Taylor Swift pics! New SophosLabs report

e Getinline! 38,000 students and staff forced to queue for new passwords
e A thief stole unencrypted hard drives filled with 29,000 Facebook employees’ information

e Ryuk ransomware implicated in City of New Orleans shutdown

Other news
e Doxed credit card data has two hours max before it's nabbed
e Google charts progress in developing Site Isolation browser technology
e A guide to DNS-over-HTTPS - how a new web protocol aims to protect your privacy online

e Edward Snowden’s book profits must go to the government, judge rules

e Mozilla mandates 2FA security for Firefox developers

e Decade retrospective: Cybersecurity from 2010 to 2019

e The Verge's gadgets of the decade

Non technical

e Top 10 Best Hacking Films of All Time

e Breaking out of the Shellcode: Jeff Moss on Mr. Robot and hacking movies

e Two-Factor Authentication vs. Multi-Factor Authentication: Differences Explained

e 9 tips for not getting spied on while traveling

© Intigriti


https://nakedsecurity.sophos.com/2019/12/16/plundervolt-stealing-secrets-by-starving-your-computer-of-voltage/
https://portswigger.net/daily-swig/f-secure-wireless-presentation-system-riddled-with-flaws
https://nakedsecurity.sophos.com/2019/12/16/npm-patches-two-serious-bugs/
https://threatpost.com/alexa-google-home-eavesdropping-hack-not-yet-fixed/151164/?fbclid=IwAR1aVKSavCWYj47kD8bbWvEnVuTtwmoqufYdCLV_UUzlHD0H4TjKBGMEgvE
https://www.businessinsider.sg/facial-recognition-fooled-with-mask-kneron-tests-2019-12/
https://www.businessinsider.sg/facial-recognition-fooled-with-mask-kneron-tests-2019-12/
https://www.wired.com/story/dten-video-conferencing-vulnerabilities/
https://www.zdnet.com/article/1-in-every-172-active-rsa-certificates-are-vulnerable-to-exploit/
https://www.zdnet.com/article/web-cache-deception-attacks-still-impact-websites-with-substantial-user-populations/
https://twitter.com/josephfcox/status/1207023781203582977
https://www.zdnet.com/article/hackers-keep-dumping-ring-credentials-online-for-the-giggles/
https://nakedsecurity.sophos.com/2019/12/19/hiding-malware-downloads-in-taylor-swift-pics-new-sophoslabs-report/
https://nakedsecurity.sophos.com/2019/12/19/get-in-line-38000-students-and-staff-forced-to-queue-for-new-passwords/
https://www.theverge.com/2019/12/13/21020736/facebook-theft-unencrypted-drives-employee-payroll-security
https://portswigger.net/daily-swig/ryuk-ransomware-implicated-in-city-of-new-orleans-shutdown
https://nakedsecurity.sophos.com/2019/12/18/doxed-credit-card-data-has-two-hours-max-before-its-nabbed/
https://portswigger.net/daily-swig/google-charts-progress-in-developing-site-isolation-browser-technology
https://portswigger.net/daily-swig/a-guide-to-dns-over-https-how-a-new-web-protocol-aims-to-protect-your-privacy-online
https://www.theverge.com/2019/12/18/21028600/edward-snowden-book-profits-government-judge-ruling-memoir-sales
https://nakedsecurity.sophos.com/2019/12/17/mozilla-mandates-2fa-security-for-firefox-developers/
https://www.zdnet.com/article/decade-retrospective-cybersecurity-from-2010-to-2019/
https://www.theverge.com/2019/12/10/20997215/best-gadgets-decade-2010s-list-roundup-apple-iphone-tesla-amazon-samsung
https://portswigger.net/daily-swig/top-10-best-hacking-films-of-all-time
https://portswigger.net/daily-swig/breaking-out-of-the-shellcode-jeff-moss-on-mr-robot-and-hacking-movies
https://securitytrails.com/blog/two-factor-auth-vs-multi-factor-auth
https://finance.yahoo.com/news/9-tips-for-not-getting-spied-on-while-traveling-145214227.html

e Get Organized Like a Villain

e Bugbounty management, a bad example
e What is CVE? - Common Vulnerabilities and Exposures

e Write Your Passwords in a Notebook and How To Memorialize and Access Deceased Loved Ones’
Online Accounts

e Why Constraints Are Good for Innovation

e Open Source Spotlight: DOMPurify with Mario Heiderich

e Twas the Week Before Hackmas

e How to effectively break up your time for maximum productivity

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 12/13/2019 to 12/20/2019.

Disclaimer:
The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.
Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://www.darkreading.com/vulnerabilities---threats/get-organized-like-a-villain/a/d-id/1336504
http://10degres.net/bug-bounty-management-a-bad-example/
https://securitytrails.com/blog/what-is-cve
https://www.secjuice.com/access-memorialize-deceased-online-accounts/
https://www.secjuice.com/access-memorialize-deceased-online-accounts/
https://hbr.org/2019/11/why-constraints-are-good-for-innovation
https://www.browserstack.com/blog/open-source-spotlight-dompurify-with-mario-heiderich/
https://www.blackhillsinfosec.com/twas-the-week-before-hackmas/
https://medium.com/@nancylinchen/how-to-effectively-break-up-your-time-for-maximum-productivity-82c0d6ce280a
https://twitter.com/PentesterLand/timelines/1206659020892848133
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

