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Bug Bytes #44 — New platform, new
programs and a $25K HEAD CSRF

BY INTIGRITI - NOVEMBER 12, 2019 + LAST UPDATED ON JULY 30, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 01 to 08 of November.

Intigriti news
e We've launched our brand new platform, check it out!

e KULeuven launched 2 new public programs:

e www.kuleuven.be (responsible disclosure)

e Online enrollment for students (up to €2.500 bounty)

Our favorite 5 hacking items

1. Conference of the week

“Piercing The Veil: Server Side Request Forgery Attacks On Internal Networks - Alyssa Herrera &
Other Hack.lu 2019 talks"

The slides for this talk were published months ago, and | was really hoping for the talk to be public too.
Alyssa is known for focusing on server-side bugs, especially SSRF.
So, this is a must watch for anyone who wants to learn about this bug class. It is also a good example on

the kind of thinking and focus you need to find critical bugs and become an expert at a specific topic.

2. Writeup of the week

“Bypassing GitHub's OAuth flow & TL;DR ($25,000)"

Who would have thought that playing with HTTP methods could bypass OAuth on GitHub and yield a
$25,000 bounty?!

The bug exists because the same controller handles both GET & POST requests, and using a HEAD
request instead is unexpected.

The controller relies on the HTTP method to determine whether it will grant access to the app or serve an
OAuth authorization page. @not_aardvark used the HEAD method. It was routed as GET (Rails behavior)
and at the same time, the controller treated it as an authenticated POST request, bypassing

authorization.
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https://intigriti.com/
https://www.intigriti.com/programs/kuleuven/kuleuven-wwwkuleuvenbe/detail
https://www.intigriti.com/programs/kuleuven/onlineinschrijvingenbetalingstoepassing
https://www.youtube.com/watch?v=7J-5mTc2e8A&feature=youtu.be
https://administraitor.video/edition/Hack.lu/2019
https://docs.google.com/presentation/d/1FIfKRgO_o2l4r9-o66B7vUBv28DsXk9jfLW0YBLYABA/edit#slide=id.p
https://blog.teddykatz.com/2019/11/05/github-oauth-bypass.html
https://twitter.com/homakov/status/1192489206565740546
https://www.intigriti.com/

3. Non technical item of the week

“Deliberate Practice: What It Is and How to Use It"

It is very easy for hackers to get distracted by all the information and topics out there and keep hopping
from one subject to another. If you think you have the Shiny Object Syndrome, or if you find yourself
spending a lot of time learning and practicing without seeing the results you would expect, then you
probably need “deliberate practice”.

This article is a great introduction to this concept, with many resources to go further.

4. Tip of the week

going to answer this once and only once: if you have time to waste on YouTube/Reddit you have
time to learn how to hack. | go to bed an hour later and wake up an hour earlier by @nahamsec”

Every time | hear of some accomplishement by bug hunters like @nahamsec, @stokfredrik, @nnwakelam,
etc, | can't help but wonder how they do it all.

A lot of bug hunters juggle between multiple jobs and/or passions. It is what | do myself, but self-doubt
creeps up sometimes: Why does it take me so much time to learn X? It seems easier for Y person... Is it
just about the talent/intelligence you're born with? Is it because they don't have a family life like you? Or
because they don't need to sleep as much as you do?

@nahamsec shares his unambiguous take on the matter: sleep one hour later and wake up an hour
earlier. Make the time and stop with the excuses!

5. Resource of the week

“IntelX Tools"

This is not a new site, but I've just discovered it while looking for good OSINT resources. And it is amazing
whether you do OSINT, or reconnaissance for pentest/bug bounty.
It has a lot of categories: Email, Domain, IP, Username, Person, Phone Number, File... For each one, you

can find a lot of tools at the same place and search them all at once.

Other amazing things we stumbled upon this
week

Videos

e Live Bug Bounty Recon Session on Verizon Media's Yahoo.com with @phwd

e The Anatomy of C2

e SQL Injection PHP Code Review [22] #CodeReview

e PHP command Injection Vulnerability Code review [23] #CodeReview

e Reflected Cross Site Scripting PHP Code Review [24] #CodeReview

e CISSP vs. CEH, Cybersecurity Degrees, CTFs vs. Real-Life - Cybertalk with HackerSploit
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https://jamesclear.com/deliberate-practice-theory
https://twitter.com/NahamSec/status/1191828784808415232
https://twitter.com/NahamSec/status/1191828784808415232
https://twitter.com/NahamSec/status/1191828784808415232
https://intelx.io/tools
https://www.youtube.com/watch?v=7G1bxTDq2M4&feature=youtu.be
https://www.youtube.com/watch?v=LIFea7n9XUs
https://www.youtube.com/watch?v=q5NqY2RRLj0
https://www.youtube.com/watch?v=bfLQjZmD5jY&feature=youtu.be
https://www.youtube.com/watch?v=X4qdiM6ugwk
https://www.youtube.com/watch?v=MChCnrWI104

e Common Linux Privilege Escalation: Exploiting Sudo Access & Exploiting Sudo Access

e Sudo Vulnerability CVE 2019-14287 |_Privilege escalation in kali Linux

Podcasts

e 7MS #386: Interview with Ryan Manship and Dave Dobrotka - Part 4

e Security Now 739 - DOH and Bluekeep

e Risky Business #561 — Report: NSO exploits used against politicians, senior military targets

e Hackable? 34 - False Charges

[ ]
—

dyBug Podcast - Working Remotely

e Hack Naked News #240

e Application Security Weekly #83

Webinars & Webcasts

e Research on the dangers of copy/pasting code

e Attacking and Defending Cloud Metadata Services

Conferences

Secure Coding Workshop
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BsidesTLV 2019

Does remote work really work?

Slides only

e Fast Recon-NG [from global to granular] [and how | got a P1 in Google VRP]

e A Purple-Team View of Serverless and GraphQL & The Hard Way: Security Learnings from Real-
world GraphQL

o Breaking & Pwning Docker Containers & Kubernetes Clusters - All Day DevOps 2019

e Mix and match to bypass the same-origin policy

o ATT&CKing #Koadic with EQL

e An Analysis Of the BlueKeep Vulnerability
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https://www.youtube.com/watch?v=4nCnh6BHcUg
https://www.youtube.com/watch?v=4nCnh6BHcUg
https://www.youtube.com/watch?v=XpoHv4MZl5Y
https://7ms.us/7ms-386-interview-with-ryan-manship-and-dave-dobrotka-part-4/
https://www.youtube.com/watch?v=Hu2t7Bq2sdY
https://risky.biz/RB561/
https://hackablepodcast.com/episodes/false-charges
https://ladybug.dev/episode/working-remotely/
https://www.youtube.com/watch?v=xLfCkZo2fKk
https://www.youtube.com/watch?v=v7VGbCU71Es
https://www.thesecuredeveloper.com/post/research-on-the-dangers-of-copy-pasting-code
https://www.sans.org/webcasts/attacking-defending-cloud-metadata-services-112240
https://www.youtube.com/watch?v=1ghIH_Myu4U
https://www.youtube.com/watch?v=fpUZJxFK72k
https://www.youtube.com/playlist?list=PLkNlAwTF5yEvQPGXdLVNJncd13heoBN5t
https://www.youtube.com/watch?v=CTWgKyLk6mo
https://omespino.com/fastreconGG-bugswat2019.pdf
https://drive.google.com/file/d/1dW3kg41YUaxQN-knUwv4NWTO0DyVgdC_/view
https://www.abhaybhargav.com/from-the-trenches-diy-security-perspectives-of-graphql/
https://www.abhaybhargav.com/from-the-trenches-diy-security-perspectives-of-graphql/
https://speakerdeck.com/madhuakula/breaking-and-pwning-docker-containers-and-kubernetes-clusters-all-day-devops-2019
https://robwu.nl/s/bugswat2019rw.pdf
https://docs.google.com/presentation/d/1Wq76DqLzrF2-qxnhWTSXzmuHjBdXoND2tzMw2zeopfs/edit#slide=id.p1
https://github.com/straightblast/Presentations/blob/master/Sp4rkCon_by_the_Bay_2019/sp4rkcon_btb2019_bluekeep.pdf

Tutorials

Medium to advanced

Serving custom HTML on private collaborator domain

Vulnerability hunting with Semmle QL: DOM XSS

Publicly Exposed AWS SNS Topics

Android Frida hooking: disabling FLAG_SECURE

Hacking Tricks: Identifying Outgoing TCP Port for Reverse Shell

How to Use CCAT: An Analysis Tool for Cisco Configuration Files

Persistence - Scheduled Tasks & PowerShell Profile

Part 2: Living Off The Land

Finding and Identifying JScript/VBScript Callable COM Objects

Beginners corner

A Deep Dive On The Most Critical APl Vulnerability — BOLA

How to easily find Reflected XSS vulnerabilities!

How to Set up Certificate-Based SSH for Bug Hunting (+ bonus!)

How to make Firefox an essential tool for OSINT

OSINT Investigations on TikTok & TikTok Bookmarklet Tools

Spot Fake Businesses & Find the Signature of CEOs with OSINT

Same-Origin Policy And Cross-Origin Resource Sharing (CORS)

Better Privacy: Encrypting DNS

Writeups

Challenge writeups

Pentest writeups

XML Signature Validation Bypass in simpleSAMLphp and xmlseclibs

Responsible(ish) disclosure writeups

Microsoft Office for Mac cannot properly disable XLM macros

Text-To-Speech speaks pwned #Android #PrivilegeEscalation
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https://teamrot.fi/2019/11/04/1692/
https://msrc-blog.microsoft.com/2019/11/06/vulnerability-hunting-with-semmle-ql-dom-xss/
https://tutorgeeks.blogspot.com/2019/11/publicly-exposed-aws-sns-topics.html
https://www.securify.nl/nl/blog/SFY20191103/android-frida-hooking_-disabling-flag_secure.html
http://maycon.hacknroll.io/hacking-tricks/2019/11/06/trick-check-outgoing-ports-en.html
https://www.blackhillsinfosec.com/how-to-use-ccat-an-analysis-tool-for-cisco-configuration-files/
https://pentestlab.blog/2019/11/04/persistence-scheduled-tasks/
https://pentestlab.blog/2019/11/05/persistence-powershell-profile/
https://liberty-shell.com/sec/2019/11/06/living-off-the-land-pt2/
https://www.trustedsec.com/blog/finding-and-identifying-jscript-vbscript-callable-com-objects/
https://medium.com/@inonst/a-deep-dive-on-the-most-critical-api-vulnerability-bola-1342224ec3f2
https://0xsha.io/posts/python-3-7-asyncio-for-hackers
https://gist.github.com/0xsha/3c297e3c179835e1da8eb9196bc5e956
https://medium.com/@rrubymann/how-to-easily-find-reflected-xss-vulnerabilities-6377ab6f3e1f
https://medium.com/@c0ldbr3w/how-to-set-up-certificate-based-ssh-for-bug-hunting-bonus-ef4af95fca05
https://blogpirate.net/2019/10/31/how-to-make-firefox-an-essential-tool-for-osint/
https://www.secjuice.com/osint-investigations-on-tiktok/
https://github.com/sinwindie/OSINT/blob/master/TikTok/Bookmarklet%20Tools
https://null-byte.wonderhowto.com/how-to/spot-fake-businesses-find-signature-ceos-with-osint-0197460/
https://blog.hackedu.io/same-origin-policy-and-cross-origin-resource-sharing/
https://www.secjuice.com/encrypting-dns-for-privacy/
https://www.hackmanit.de/en/blog-en/82-xml-signature-validation-bypass-in-simplesamlphp-and-xmlseclibs
https://kb.cert.org/vuls/id/125336/
https://blog.flanker017.me/text-to-speech-speaks-pwned/

e Breaching the perimeter - Phantom]s Arbitrary file read #Web

e CVE-2019-12415: XML processing vulnerability in Apache POI #Web

e Insecure Defaults in Adobe’s Mobile SDKs #Mobile

e CVE-2019-1414 — a Local Command Execution in Visual Studio Code #PrivilegeEscalation #RCE

e Backend SQL Injection in BigTree CMS 4.4.6 #Web #CodeReview

Bug bounty writeups

e SSRF & DNS Rebinding on private program

e MiTM / Logic flaw on Shopify ($13,337)

e Information disclosure on Shopify ($1,000)

e |Information disclosure on HackerOne ($2,500)

e Privilege escalation on Ubiquiti Inc. ($16,109)

e Stored XSS via CSV file upload on Shopify ($1,000)

e Token for changing email leaked on Shopify ($500)

See more writeups on The list of bug bounty writeups.

Tools
If you don’t have time

e Jandroid & Introduction: A tool for template matching against apps. Current use case is to identify

potential logic bug exploit chains on Android

e LiveTargetsFinder: Generates lists of live hosts and URLs for targeting, automating the usage of

MassDNS, Masscan and nmap to filter out unreachable hosts and gather service information

e Github-endpoints.py: Search endpoints on GitHub for a given (sub)domain

More tools, if you have time

Getallurls: Fetch known URLs from AlienVault's Open Threat Exchange, the Wayback Machine, and

Common Crawl

e BlackWidow: A Python based web application scanner to gather OSINT and fuzz for OWASP

vulnerabilities on a target website (by the creator of Sn1per)

e Paramuda: A python tool designed to enumerate hidden parameters on a target URL through a

wordlist. It is designed to scan for URL by counting the existence of the payload in the response body

e SRLabs Gobuster: File & directry bruteforcer based on Gobuster with enhanced false positives

detection
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https://www.darkmatter.ae/blogs/breaching-the-perimeter-phantomjs-arbitrary-file-read/
https://medium.com/bugbountywriteup/cve-2019-12415-xml-processing-vulnerability-579fdbfbaa18
https://wwws.nightwatchcybersecurity.com/2019/11/06/insecure-defaults-in-adobes-mobile-sdks/
https://iwantmore.pizza/posts/cve-2019-1414.html
https://blog.ripstech.com/2019/sql-injection-big-tree/
https://jin0ne.blogspot.com/2019/11/bugbounty-simple-ssrf.html
https://hackerone.com/reports/423467
https://hackerone.com/reports/423506
https://hackerone.com/reports/685909
https://hackerone.com/reports/544928
https://hackerone.com/reports/423454
https://hackerone.com/reports/229619
https://github.com/FSecureLABS/Jandroid
https://labs.f-secure.com/blog/automating-pwn2own-with-jandroid
https://github.com/allyomalley/LiveTargetsFinder/
https://twitter.com/gwendallecoguic/status/1191418487606071297
https://github.com/lc/hacks/tree/master/getallurls
https://github.com/1N3/BlackWidow
https://github.com/SeifElsallamy/paramuda
https://opensource.srlabs.de/projects/srlabs-gobuster

e Frida Android Helper: Several handy commands to facilitate common Android pentesting tasks

e Droidlysis: Property extractor for Android apps. It automatically disassembles apps and looks for

various properties within the package or its disassembly

e WitnessMe: Web Inventory tool, takes screenshots of webpages using Pyppeteer (headless

Chrome/Chromium) and provides some extra bells & whistles to make life easier
e NTLM Challenger: Parse NTLM over HTTP challenge messages

e _amerka GUI & Introduction: Internet of Things/Industrial Control Systems reconnaissance tool

e PostMessage Fuzz Tool & PostMessage Xss Fuzz using Chrome App

Misc. pentest & bug bounty resources

e OSINT tools and resources bookmark collection

e The Cyber Mentor Discord Server

e EC2 Security Strategy

e Build a new Windows Domain with a (semi) easy button & Alternative

e Exchange-AD-Privesc

e OWASP Firmware Security Testing Methodology

Challenges

e Privilege Escalation in AWS - Labs & Slides

Articles

e Bypassing Angular]S bind HTML

e #ProTips: Bug Bounty Hunting with Random Robbie

e Anatomy of Scalable Vector Graphics (SVG) Attack Surface on the Web

e HTTP smuggling via fake WebSocket connection

e Intro to Chrome's (g)old features & If you are ever able to upload files to a site and want to XSS

e Bypassing a Firewall with Encrypted DNS Tunneling

e The Ethereal Beauty of a Missing Header

e Security assessment techniques for Go projects

e (2 Over RDP Virtual Channels
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https://github.com/Hamz-a/frida-android-helper
https://github.com/cryptax/droidlysis
https://github.com/byt3bl33d3r/WitnessMe
https://github.com/b17zr/ntlm_challenger
https://github.com/woj-ciech/Kamerka-GUI
https://medium.com/@woj_ciech/hack-the-planet-with-%EA%93%98amerka-gui-ultimate-internet-of-things-industrial-control-systems-5ff7d9686b29
https://github.com/kiranreddyrebel/PostMessage_Fuzz_Tool
https://medium.com/@testingweb624/postmessage-xss-fuzz-using-chrome-app-378637c05040
https://twitter.com/nixintel/status/1191626200856301569
https://twitter.com/thecybermentor/status/1190867995201069056
https://asecure.cloud/g/strategy_ec2_security/
http://shadowtrackers.net/blog/build-a-new-windows-domain-with-a-semi-easy-button
https://twitter.com/MilanGabor/status/1191116204964024321?s=20
https://github.com/gdedrouas/Exchange-AD-Privesc
https://github.com/scriptingxss/owasp-fstm
https://github.com/nemo-wq/privilege_escalation
https://portswigger.net/research/bypassing-angularjs-bind-html
https://securitytrails.com/blog/bug-bounty-hunting
https://www.fortinet.com/blog/threat-research/scalable-vector-graphics-attack-surface-anatomy.html
https://github.com/0ang3el/websocket-smuggle
https://shhnjk.blogspot.com/2019/07/intro-to-chromes-gold-features.html
https://twitter.com/sirdarckcat/status/1191309272614875138
https://twitter.com/sirdarckcat/status/1191309272614875138
https://twitter.com/sirdarckcat/status/1191309272614875138
https://www.samiser.xyz/blog/2019/11/4/bypassing-firewall-encrypted-dns-tunneling/
https://tyranidslair.blogspot.com/2019/11/the-ethereal-beauty-of-missing-header.html
https://blog.trailofbits.com/2019/11/07/attacking-go-vr-ttps/
https://ijustwannared.team/2019/11/07/c2-over-rdp-virtual-channels/

News

Bug bounty & Pentest news

e The end for BugBountyNotes

browser to perform all navigation while scanning. This new approach will provide a robust basis

for future capabilities.

e Coalfire arrests: Charges against US pen testers reduced but not dropped & The Primary

Documents relating to the Coalfire Pentest in lowa

e Facebook Portal survives Pwn20wn hacking contest, Amazon Echo got hacked

e Hacking the Singapore Government: A Q&A With A Top Hacker & MINDEF 2.0 Results

Reports

e Strategies for Building and Growing Strong Cybersecurity Teams

e Spear Phishing: A Law Enforcement and Cross-Industry Perspective

e Site Isolation bypass discovered in Google Chrome’s Payment Handler API

e Smartphone and speaker voice assistants can be hacked using lasers

e Exclusive: Bitdefender Discovers Ring Doorbell Vulnerability

Breaches & Attacks

e BlueKeep Attacks Have Arrived, Are Initially Underwhelming

An inside look at WP-VCD, today’s largest WordPress hacking operation

Other news

e Open source tool predicts which security vulnerabilities are most likely to be exploited

e How data breaches affect stock market share prices

e Undercover reporter tells all after working for a Polish troll farm

e Huawei calls hackers to Munich for secret bug bounty meeting
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https://medium.com/@zseano/the-end-for-bugbountynotes-4a78876ced5c
https://twitter.com/Burp_Suite/status/1191655350837161984
https://twitter.com/Burp_Suite/status/1191655350837161984
https://twitter.com/Burp_Suite/status/1191655350837161984
https://portswigger.net/daily-swig/coalfire-arrests-charges-against-us-pen-testers-reduced-but-not-dropped
https://twitter.com/TinkerSec/status/1192036192205856769
https://twitter.com/TinkerSec/status/1192036192205856769
https://www.zdnet.com/article/facebook-portal-survives-pwn2own-hacking-contest-amazon-echo-got-hacked/
https://www.hackerone.com/blog/hacking-singapore-government-qa-top-hacker-mindef-20-results
https://www.isc2.org/Research/Workforce-Study
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.zdnet.com/article/apple-mail-on-macos-leaves-parts-of-encrypted-emails-in-plaintext/
https://portswigger.net/daily-swig/site-isolation-bypass-discovered-in-google-chromes-payment-handler-api
https://nakedsecurity.sophos.com/2019/11/06/smartphone-and-speaker-voice-assistants-can-be-hacked-using-lasers/
https://www.pcmag.com/news/370934/exclusive-bitdefender-discovers-ring-doorbell-vulnerability
https://threatpost.com/bluekeep-attacks-have-arrived-are-initially-underwhelming/149829/
https://www.bleepingcomputer.com/news/security/trendmicro-employee-sold-customer-info-to-tech-support-scammers/
https://threatpost.com/twitter-employees-spied-saudi-arabia/150010/
https://www.bleepingcomputer.com/news/security/specially-crafted-zip-files-used-to-bypass-secure-email-gateways/
https://www.zdnet.com/article/an-inside-look-at-wp-vcd-todays-largest-wordpress-hacking-operation/
https://portswigger.net/daily-swig/open-source-tool-predicts-which-security-vulnerabilities-are-most-likely-to-be-exploited
https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/
https://nakedsecurity.sophos.com/2019/11/04/undercover-reporter-tells-all-after-working-for-a-polish-troll-farm/
https://techcrunch.com/2019/11/05/huawei-secret-bug-bounty-meeting/

e DNS-over-HTTPS will eventually roll out in all major browsers, despite ISP opposition

e A guide to cryptojacking - how to prevent your computer from being turned into a money-making
ool

|~

Non technical

Dirsearch wordlists - how big is too big?

e What nobody tells you about documentation

e What's the Difference Between a URI and a URL?

e How to Make Better Infosec Presentation Slides

e How to Look and Sound Confident During a Presentation

Gartner: Of the 4 manager types, only 1 boosts employee performance 26%

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 11/01/2019 to 11/08/2019.

Disclaimer:The views and opinions expressed in this article are those of the curators and do not

necessarily reflect the position of intigriti.Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://www.zdnet.com/article/dns-over-https-will-eventually-roll-out-in-all-major-browsers-despite-isp-opposition/
https://portswigger.net/daily-swig/a-guide-to-cryptojacking-how-to-prevent-your-computer-from-being-turned-into-a-money-making-tool
https://portswigger.net/daily-swig/a-guide-to-cryptojacking-how-to-prevent-your-computer-from-being-turned-into-a-money-making-tool
https://www.reddit.com/r/bugbounty/comments/ds3ban/dirsearch_wordlists_how_big_is_too_big/
https://www.divio.com/blog/documentation/
https://danielmiessler.com/study/url-uri/
https://medium.com/katies-five-cents/how-to-make-better-infosec-presentation-slides-f3dd59ae4263
https://hbr.org/2019/10/how-to-look-and-sound-confident-during-a-presentation
https://www.ciodive.com/news/gartner-of-the-4-manager-types-only-1-boosts-employee-performance-26/565523/
https://twitter.com/PentesterLand/timelines/1191660405757747200
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

