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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 25th of October to 1st of November.

Our favorite 5 hacking items

1. Podcast of the week

: “Episode #1 ft. STOK”

This podcast is made by Fisher and is A-M-A-Z-I-N-G! It makes you feel like you are at a live hacking event,
sitting with two seasoned bug bounty hunters discussing all kinds of subjects. The podcast is about how
to pronounce CSRF, how @stokfredrik overcame his depression, his research on race condition
vulnerabilities and much more.

It is perfect for you when you feel like listening to something relaxing but still informational and related to

bug bounties.

2. Writeup of the week

“Abusing HTTP hop-by-hop request headers”

This is some cool research on hop-by-hop headers. These are headers that are used by proxies and not
forwarded to the end server.

@nj_dav discovered a way to abuse them and basically remove other request headers. This can have
unexpected results like authentication bypass, Cache poisoning DoS, etc.

The premise is simple to understand, but it would be interesting to practice this attack and take the

research further by testing on common WAFs.

3. Tips of the week

“What do you do when doing blackbox web testing that may be obvious to you but not so obvious to
other people?”



https://anchor.fm/bugbountypodcast/episodes/Episode-1---STK-e84lj9/a-au8bg2
https://twitter.com/Regala_
https://nathandavison.com/blog/abusing-http-hop-by-hop-request-headers
https://twitter.com/nnwakelam/status/1189686653645971457
https://twitter.com/nnwakelam/status/1189686653645971457
https://www.intigriti.com/

This is an excellent question asked by @nnwakelam. Doing “not so obvious” tests is the best way to
differentiate yourself and avoid duplicates.

The thread includes some very interesting responses, for instance: “Continuously scanning for surface will
net you more $$$% in the long run. Looking at an asset once defeats the purpose of a BB, it might as well
be a penetration test at that point”.

It's good to know all these strategies and test them especially if stuck in dup'zone.

4. Video of the week

: “Live Bug Bounty Recon Session on Verizon Media’s Yahoo.com W/ @Securinti”

@securinti is most known for his crazy logic bugs. Since he is killing it at live hacking events and mostly
shares unique creative bugs, it is interesting to get to know his mindset and approach. A recommended

watch!

5. Conferences of the week

“~ Global AppSec Amsterdam 2019
- SAINTCON 2019
- Security@ 2019”

Wow, there are too many interesting talks to list and comment on here.

Let's just say that Global AppSec and SAINTCON both offer a lot of talks on a large variety of topics and
many of them are really captivating.

Security@ has two panels | find interesting for bug bounty hunters: one with bug bounty millionaires
@nnwakelam, @thedawgyg and @santi_lopezz99. And another one on hacking the talent gap with
@dOnut and @yaworsk.

Other amazing things we stumbled upon this
week

Videos

e What to Expect in an Ethical Hacking Interview

e Developing Continuous Recon - !project, Continuous Reconnaissance and Red Teaming, Natlas &

Context

e hacker:HUNTER - Wannacry: The Marcus Hutchins Story - All 3 Chapters

Podcasts

e Darknet Diaries EP 50: Operation Glowing Symphony

e Security Now 738 - A Foregone Conclusion

e Risky Business #560 — Facebook sues NSO Group

e InfoSec Career Podcast - Episode 3: Interview with Robin Wood


https://www.youtube.com/watch?v=19FzYvBGJjU&feature=youtu.be
https://www.youtube.com/playlist?list=PLpr-xdpM8wG9X8a_fqWx39ZBJJqiukQmC
https://www.youtube.com/playlist?list=PL6cQ3smzyfmoCUipz0430PlinOLje_yia
https://www.hackerone.com/security-at/2019
https://www.youtube.com/watch?v=nrewE1mLlaU
https://www.twitch.tv/videos/496893307?filter=archives&sort=time
https://docs.google.com/presentation/d/1bpRw088oTXSZ8cZlL6kBpmO0bKD-GTUoQTMRYE3GDLQ/edit#slide=id.g522c24683b_0_273
https://github.com/natlas/natlas
https://twitter.com/0xdade/status/1177032969136926720?s=20
https://www.youtube.com/watch?v=vveLaA-z3-o
https://darknetdiaries.com/episode/50/
https://www.youtube.com/watch?v=8Y9fpJl7OMU
https://risky.biz/RB560/
https://www.paladinsec.com/interview-with-robin-wood/

Application Security Weekly #82 - Bug Bounties, Pentesting, & Scanners

Hack Naked News #239

Paul’'s Security Weekly - Format String Vulnerabilities

Webinars & Webcasts

Infosecgirls Session by Andra: Hacking into developers’ security consciousness

Windows User Enumeration, Living off the land (free registration required)

Life in Docker Containers - The Big Picture & Part Il

Conferences

BSides DC

MITRE ATT&CKcon 2.0 Day One & Day Two

Slides only

EYEBALLER
C# Workshop

Building a Product Security Team

KazHackStan Doing The 10T Penetration Testing - Yogesh Ojha
Let's Make Windows Defender Angry: Antivirus can be an oracle!

[Attack]tive Directory #ActiveDirectory

Tutorials

Medium to advanced

Exploiting prototype pollution - RCE in Kibana (CVE-2019-7609)

Modern Wireless Tradecraft Pt | — Basic Rogue AP Theory — Evil Twin and Karma Attacks

Persistence - Port Monitors, Netsh Helper DLL & BITS Jobs

Process Injection - Part Il

Beginners corner

Security testing guide for JSON / REST APIs #1/3

Race Condition in Web Applications



https://www.youtube.com/watch?v=iTsGeS-Ofdo
https://www.youtube.com/watch?v=sI8NsSinJ-g
https://www.youtube.com/watch?v=dJTANsVBo1U
https://www.youtube.com/watch?v=APnotQPRqMU
https://www.sans.org/webcasts/windows-user-enumeration-living-land-111720
https://www.youtube.com/watch?v=ZTvENd4B5nU
https://www.youtube.com/watch?v=DYaW7nXfwu8
https://www.youtube.com/playlist?list=PLWeT8XI0Y0X7-Ii8KweUqe3r47HV26TVW
https://www.youtube.com/watch?v=xiUvOGr7Zfg
https://www.youtube.com/watch?v=L3KxKAGSJp4
https://know.bishopfox.com/hubfs/191022-Research-Eyeballer-eBook-final.pdf
https://github.com/redcanaryco/wwhf/blob/master/2019/Slides/Wild%20West%20Hacking%20Fest%20Workshop%20C%23%202019.pdf
https://www.first.org/resources/papers/conf2017/Building-a-Product-Security-Team_The-Good-the-Bad-and-the-Ugly-Lessons-from-the-Field.pdf
https://www.slideshare.net/YogeshOjha4/kazhackstan-doing-the-iot-penetration-testing-yogesh-ojha
https://speakerdeck.com/icchy/lets-make-windows-defender-angry-antivirus-can-be-an-oracle
https://drive.google.com/file/d/1EsjBpAsJQUuMruQd-t8P117VpALnoK0J/view
https://research.securitum.com/prototype-pollution-rce-kibana-cve-2019-7609/
https://posts.specterops.io/modern-wireless-attacks-pt-i-basic-rogue-ap-theory-evil-twin-and-karma-attacks-35a8571550ee
https://pentestlab.blog/2019/10/28/persistence-port-monitors/
https://pentestlab.blog/2019/10/29/persistence-netsh-helper-dll/
https://pentestlab.blog/2019/10/30/persistence-bits-jobs/
https://3xpl01tc0d3r.blogspot.com/2019/10/process-injection-part-iii.html
https://medium.com/@d0znpp/security-testing-guide-for-json-rest-apis-1-3-38eddba67098
https://lab.wallarm.com/race-condition-in-web-applications/

Investigating TikTok Accounts

Hacking JSON Web Tokens (JWTs)

Practical Approaches for Testing and Breaking JWT Authentication & Reddit discussion

GitHub Wiki - Access Restriction

How to Detect CVEs Using Nmap Vulnerability Scan Scripts

Intro to Software Defined Radio and GSM/LTE

Writeups

Challenge writeups

How | solved the Unlockme APK Challenge at cOcOn XIl (Dome CTF) #Android

NorzhCTF 2019 & RedHackCTF 2019 - Windows AD - Game of Pwn #ActiveDirectory

Video walkthrough for Web Security Academy challenges

Pentest writeups

Jira Username Enumeration (CVE-2019-8446)

Responsible(ish) disclosure writeups

Abusing the SYLK file format #Phishing

Vulnerabilities Leading to RCE in LabKey Server Biomedical Research Platform #Web #RCE

Vulnerability in EU cross-border authentication software (eIDAS Node) #Web

#Web #CodeReview

Stealing private keys from a secure file sharing service #Crypto #Web

Moxa EDR-810 Command Injection and Logs disclosure #Router #Web

Breaking a smart lock #loT #Android

RouterQS: Chain to Root #Router

WebLogic EJBTaglibDescriptor XXE Vulnerability Analysis(CVE-2019-2888) #Web #CodeReview

Proof of Concept for “WordPress <=5.2.3: viewing unauthenticated posts” (CVE-2019-17671) #Web
#PatchDiffing

2019-10092)” #Web #PatchDiffing


https://inteltechniques.com/blog/2019/10/27/investigating-tiktok-accounts/
https://medium.com/swlh/hacking-json-web-tokens-jwts-9122efe91e4a
https://mazinahmed.net/blog/breaking-jwt/
https://www.reddit.com/r/netsec/comments/dn10q2/practical_approaches_for_testing_and_breaking_jwt/
https://tutorgeeks.blogspot.com/2019/10/github-wiki-access-restriction.html
https://securitytrails.com/blog/nmap-vulnerability-scan
https://www.blackhillsinfosec.com/intro-to-software-defined-radio-and-gsm-lte/
https://www.riddhishree.com/posts/unlockme-apk-challenge-at-cocon12/
https://haax.fr/en/writeups/norzhctf-2019-redhack-2019/game-of-pwn/
https://www.youtube.com/channel/UCfchiSwWibUyS2USW9NQSWw
https://www.shielder.it/blog/exploiting-an-old-novnc-xss-cve-2017-18635-in-openstack/
https://www.doyler.net/security-not-included/jira-username-enumeration
https://outflank.nl/blog/2019/10/30/abusing-the-sylk-file-format/
https://rhinosecuritylabs.com/application-security/labkey-server-vulnerabilities-to-rce/
https://sec-consult.com/en/blog/2019/10/vulnerability-in-eu-cross-border-authentication-software-eidas-node/
https://shells.systems/rconfig-v3-9-2-authenticated-and-unauthenticated-rce-cve-2019-16663-and-cve-2019-16662/
https://timvisee.com/blog/stealing-private-keys-from-secure-file-sharing-service/
https://www.randorisec.fr/moxa-edr-810-command-injection-logs-disclosure/
https://rossmarks.uk/blog/breaking-a-smart-lock/
https://medium.com/tenable-techblog/routeros-chain-to-root-f4e0b07c0b21
https://medium.com/@knownsec404team/weblogic-ejbtaglibdescriptor-xxe-vulnerability-analysis-cve-2019-2888-bd649f5fcfa6
https://0day.work/proof-of-concept-for-wordpress-5-2-3-viewing-unauthenticated-posts/
https://0day.work/proof-of-concept-for-apache-httpd-limited-cross-site-scripting-in-mod_proxy-error-page-cve-2019-10092/
https://0day.work/proof-of-concept-for-apache-httpd-limited-cross-site-scripting-in-mod_proxy-error-page-cve-2019-10092/

o WordPress Visualizer plugin XSS and SSRF #Web #CodeReview

e (CVE-2019-1306: Are you my Index? #RCE #Deserialization #.NET

o Drive By RCE Exploit in Pimcore 6.2.0 #Web #CodeReview #RCE

Bug bounty writeups

e Through stopping the redirect in /admin/* the attacker able to bypass Authentication & HowTo

e XSS and CSRF bypass

e Information disclosure

e CVE-2019-3396 found with Google dorks

e Stored XSS on Shopify ($1,000)

e CORS misconfiguration / CSRF on Grammarly ($750)

e (lickjacking on Twitter ($1,120)

e Unrestricted file upload on Central Security Project

Tools

If you don’t have time
e BugReplay: Browser extension to record bugs with network traffic and JS console (commercial tool)
e XORpass: Encoder to bypass WAF filters using XOR operations

e Femida: Burp extension for automated blind-xss testing (both passive & active)

e UhOh365: A script that can see if an email address is valid in Office365 (user/email enumeration).
This does not perform any login attempts, is unthrottled and is useful for social engineering

assessments to find which emails exist and which don't. See Reddit discussion on the weakness

exploited by this tool

More tools, if you have time

e Decoder Improved (update): Burp extension that includes all Decoder modes plus other features

e Cloud-service-enum & Introduction: Cloud enumeration scripts to validate which cloud tokens (API

keys, OAuth tokens and more) can access which cloud service (for AWS, Azure & GCP)
e userrecon-py: Username recognition on various websites

e Amazon-AWS-Hack: Fully Automated Remote Hacking Tool for Amazon AWS

e Is-website-vulnerable: CLI tool that finds publicly known security vulnerabilities in a website's

frontend JavaScript libraries


https://nathandavison.com/blog/wordpress-visualizer-plugin-xss-and-ssrf
https://www.zerodayinitiative.com/blog/2019/10/23/cve-2019-1306-are-you-my-index
https://blog.ripstech.com/2019/driveby-rce-exploit-pimcore/
https://hackerone.com/reports/683957
https://twitter.com/ElMrhassel/status/1187773425118527488
https://mastomi.id/articles/2019-10/xss-to-account-takeover
https://flex0geek.blogspot.com/2019/10/leak-can-i-take-user-information-please.html
https://medium.com/vault-infosec/how-i-hacked-50-companies-in-6-hrs-7ec0368a9196
https://hackerone.com/reports/423454
https://hackerone.com/reports/629892
https://hackerone.com/reports/643274
https://hackerone.com/reports/683965
https://www.bugreplay.com/
https://github.com/devploit/XORpass
https://github.com/wish-i-was/femida
https://github.com/Raikia/UhOh365
https://www.reddit.com/r/netsec/comments/dm0afc/release_of_uhoh365_stealthy_office365_email/f4wewd0/
https://portswigger.net/bappstore/0a05afd37da44adca514acef1cdde3b9
https://github.com/NotSoSecure/cloud-service-enum/
https://www.notsosecure.com/cloud-services-enumeration-aws-azure-and-gcp/
https://github.com/decoxviii/userrecon-py
https://github.com/haroonawanofficial/Amazon-AWS-Hack
https://github.com/lirantal/is-website-vulnerable

e OffensiveCloudDistribution: Leverage the ability of Terraform and AWS to distribute large security

scans across numerous cloud instances
e Jwtear: Module command-line tool to parse, create and manipulate JWT tokens for hackers

e TSQL example scripts for identifying insecure use of global temp tables in SQL Server as an

unprivileged login
e SauronEye: A search tool built to aid red teams in finding files containing specific keywords
e pl2Cracker: A simple tool to brute force a password for a password-protected PFX/P12 file
e CloudUnflare: Find origin IP address for Cloudflare Bypass using CompleteDNS DNS History

e SharplLoginPrompt & Introduction: Post exploitation credential gathering tool. Useful for getting the

current user’s username & password without touching Isass and having administrator credentials on

the system. Instead, it creates a login prompt to phish credentials.

Misc. pentest & bug bounty resources

e Open Source Intelligence Techniques - 7th Edition (2019) (~ $46, not paid to advertise it but it looks

interesting for OSINT, especially for the self-reliance credo)

e How to Secure Your App - The ULTIMATE Reference

e Command Injection Payload List

e Awesome iOS Application Security

¢ Android Pentesting CheatSheet

e Ten Books to Start Your Penetration Testing Journey

e Arabic Web Application Penetration Testing Course & Github repo

e DNS Cheatsheet & DNS Record crash course

e Hacking Tools Cheat Sheet

e APIsecurity.io Issue 55: Vulnerabilities in eIDAS and Cisco routers, Instagram APl program locked

down

Challenges
e Sadcloud & Introduction: Tool to spin up intentionally insecure AWS infrastructure with Terraform

e White-box-pentesting lab to demonstrate pass-the-hash, blind sgl and SSTI vulnerabilities

e https://twitter.com/troublel1 raunak/status/1189917440274157569



https://github.com/jordanpotti/OffensiveCloudDistribution
https://github.com/KINGSABRI/jwtear
https://twitter.com/_nullbind/status/1189267863774859264
https://twitter.com/_nullbind/status/1189267863774859264
https://github.com/vivami/SauronEye
https://github.com/allyomalley/p12Cracker
https://github.com/greycatz/CloudUnflare
https://completedns.com/
https://github.com/shantanu561993/SharpLoginPrompt
https://medium.com/@shantanukhande/post-exploitation-creds-5a8de8676792
https://twitter.com/IntelTechniques/status/1188822896400928769
https://twitter.com/IntelTechniques/status/1188823333770387456
https://appsecforums.com/topic/65/how-to-secure-your-app-the-ultimate-reference
https://www.peerlyst.com/posts/command-injection-payload-list-ismail-tasdelen
https://enciphers.com/awesome-ios-application-security/
https://blog.dixitaditya.com/android-pentesting-cheatsheet/?fbclid=IwAR1q4FsAU5JhEYQWU5sH8rB5LBkTq6kHqxLNUxXcfOU4AjIn7DO8DETV3-g
https://alphacybersecurity.tech/ten-books-to-start-your-penetration-testing-jouney/
https://www.youtube.com/playlist?list=PLv7cogHXoVhXvHPzIl1dWtBiYUAL8baHj
https://github.com/zigoo0/ArabicWebAppsPentesting
https://chrisachard.com/cheatsheets/dns-cheatsheet.pdf
https://twitter.com/chrisachard/status/1188870256971915265
https://blog.compass-security.com/wp-content/uploads/2019/10/hacking_tools_cheat_sheet_v1.0.pdf
https://apisecurity.io/issue-55-vulnerabilities-eidas-cisco-routers-instagram-api-program-locked/
https://apisecurity.io/issue-55-vulnerabilities-eidas-cisco-routers-instagram-api-program-locked/
https://github.com/nccgroup/sadcloud
https://www.nccgroup.trust/us/about-us/newsroom-and-events/blog/2019/october/sadcloud/
https://github.com/TROUBLE-1/White-box-pentesting
https://twitter.com/trouble1_raunak/status/1189917440274157569

Articles

An analysis and thought about recently PHP-FPM RCE(CVE-2019-11043), TL;DR of the bug & [How to
set up a CVE-2019-11043 testing lab with LXD system containers]

Get out of the limited OWASP TOP-10/SANS TOP-25/Bug Bounty mindset

Patching Android apps: what could possibly go wrong

Burp Suite Team Collaborator Plugin

De-anonymization via Clickjacking in 2019

Fuzzer gets us new functions to bypass PHP disable_functions

HTTP Desync Attacks in the Wild and How to Defend Against Them

Open Redirects In Improperly Configured mod_rewrite Rules (PoC for CVE-2019-10098?)

News

Bug bounty & Pentest news

Turbo Intruder 1.0.15 has a major quality of life enhancement: it now remembers your window

size! Also you can use ctrl+enter to start/stop attacks.

@mubix is giving away 3 OSCP Vouchers

Slack Increases Minimum Bounties for High and Critical Bugs for 30 Days

Facebook, Mozilla and Cloudflare announce new TLS Delegated Credentials standard: New TLS

protocol extension will shorten the window an attacker has to perform a man-in-the-middle
attack.

Introducing http://canidisclose.it, the largest directory for security contacts. Made for security

researchers attempting to disclose vulnerabilities, the list contains over 2,000 organization

contacts

Developers: Get Ready for New SameSite=None; Secure Cookie Settings

Coalfire’s CEO statement & The Coalfire employees have pleaded not guilty to reduced trespassing

charges and are requesting a jury trial. Their attorney said they won't rest until their names are

cleared.

Pwn20wn to launch industrial control systems contest at 2020 Miami event

Reports

JavaScript frameworks security report 2019

The State of Retail Cybersecurity - 2019 Edition

State of Stolen Credentials in the Dark Web from Fortune 500 Companies



http://blog.orange.tw/2019/10/an-analysis-and-thought-about-recently.html
https://blog.detectify.com/2019/10/31/cve-2019-11043-nginx-php-fpm-exploit/
http://raviramesh.info/mindset.html
https://blog.silentsignal.eu/2019/10/21/patching-android-apps-what-could-possibly-go-wrong/
https://www.aon.com/cyber-solutions/aon_cyber_labs/burp-suite-team-collaborator-plugin/
https://m417z.com/De-anonymization-via-Clickjacking-in-2019/
https://blog.bi0s.in/2019/10/26/Web/bypass-disable-functions/
https://www.imperva.com/blog/http-desync-attacks-and-defence-methods/
https://0day.work/open-redirects-in-improperly-configured-mod_rewrite-rules-poc-for-cve-2019-10098/
https://twitter.com/albinowax/status/1189929747016552453
https://twitter.com/albinowax/status/1189929747016552453
https://twitter.com/mubix/status/1189292427540140033
https://www.hackerone.com/blog/slack-increases-minimum-bounties-high-and-critical-bugs-30-days
https://www.zdnet.com/article/facebook-mozilla-and-cloudflare-announce-new-tls-delegated-credentials-standard/
https://www.zdnet.com/article/facebook-mozilla-and-cloudflare-announce-new-tls-delegated-credentials-standard/
https://www.zdnet.com/article/facebook-mozilla-and-cloudflare-announce-new-tls-delegated-credentials-standard/
https://twitter.com/jackhcable/status/1189268547140309003
https://twitter.com/jackhcable/status/1189268547140309003
https://twitter.com/jackhcable/status/1189268547140309003
https://blog.chromium.org/2019/10/developers-get-ready-for-new.html
https://www.coalfire.com/News-and-Events/Press-Releases/Coalfire-CEO-Tom-McAndrew-statement
https://twitter.com/annaspoerre/status/1189209576186503172
https://twitter.com/annaspoerre/status/1189209576186503172
https://twitter.com/annaspoerre/status/1189209576186503172
https://portswigger.net/daily-swig/pwn2own-to-launch-industrial-control-systems-contest-at-2020-miami-event
https://snyk.io/blog/javascript-frameworks-security-report-2019/
https://www.bugcrowd.com/resources/reports/state-of-retail-cybersecurity-2019/
https://www.immuniweb.com/blog/stolen-credentials-dark-web-fortune-500.html

Vulnerabilities

o Office for Mac Users Warned of Malicious SYLK Files

e Project Zero discloses UXSS in Safari WebKit

e Security researcher gets access to all FurryTail pet feeders around the world

e Five months after returning rental car, man still has remote control

¢ Android bug lets hackers plant malware via NFC beaming

e Major vulnerability patched in the EU’s eIDAS authentication system

e RCE vulnerability impacts XML developer environments

e ELK Stack: Exploit for Kibana remote code execution flaw released on GitHub

Breaches & Attacks
e Office 365 Users Targeted by Voicemail Scam Pages #Phishing

e Nasty PHP7 remote code execution bug exploited in the wild

e Massive stolen credit card sale features 1.3m mostly Indian records

o BlueKeep attacks are happening, but it's not a worm

e On Halloween night, Google discloses Chrome zero-day exploited in the wild

e Confirmed: North Korean malware found on Indian nuclear plant’s network

e Ransomware with a difference as hackers threaten to release city data: @thegrugq’s old
prediction coming true

Other news

e How NSO Group Helps Countries Hack Targets

e This is how malicious Android apps avoid Google's security vetting

e A guide to spear-phishing - how to protect against targeted attacks

e Hackers who extorted Uber and LinkedIn plead guilty

e The scariest hacks and vulnerabilities of 2019

e Remember that competition for non-hoodie hacker pics? Here's their best entries

Non technical

e Bug Bounty Programs: Enterprise Implementation



https://threatpost.com/office-for-mac-malicious-sylk-files/149823/
https://portswigger.net/daily-swig/project-zero-discloses-uxss-in-safari-webkit
https://www.zdnet.com/article/security-researcher-gets-access-to-all-furrytail-pet-feeders-around-the-world/
https://arstechnica.com/information-technology/2019/10/five-months-after-returning-rental-car-man-still-has-remote-control/
https://www.zdnet.com/article/android-bug-lets-hackers-plant-malware-via-nfc-beaming/
https://www.zdnet.com/article/major-vulnerability-patched-in-the-eus-eidas-authentication-system/
https://portswigger.net/daily-swig/rce-vulnerability-impacts-xml-developer-environments
https://portswigger.net/daily-swig/elk-stack-exploit-for-kibana-remote-code-execution-flaw-released-on-github
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/office-365-users-targeted-by-voicemail-scam-pages/
https://www.zdnet.com/article/nasty-php7-remote-code-execution-bug-exploited-in-the-wild/
https://portswigger.net/daily-swig/massive-stolen-credit-card-sale-features-1-3m-mostly-indian-records
https://www.zdnet.com/article/bluekeep-attacks-are-happening-but-its-not-a-worm/
https://www.zdnet.com/article/halloween-scare-google-discloses-chrome-zero-day-exploited-in-the-wild/
https://www.zdnet.com/article/confirmed-north-korean-malware-found-on-indian-nuclear-plants-network/
https://nakedsecurity.sophos.com/2019/10/28/johannesburg-hit-by-second-malware-attack/
https://twitter.com/thegrugq/status/1188082201964859404
https://twitter.com/thegrugq/status/1188082201964859404
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