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Spread Sheet Conversions & EdOverflow’s
CSP tool

BY INTIGRITI - OCTOBER 22, 2019 - LAST UPDATED ON JULY 30, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 11 to 18 of October.

Our favorite 5 hacking items

1. Video of the week

“Lets be a dork and read .js files with zseano”

JavaScript analysis is a very important step when testing the security of a website. If, like me, you never
were a programmer and struggle with this, then this video is a must!

@zseano walks us through what to look for in them and how, plus an introduction to Google and Github
dorks.

2. Resource of the week

“XXE Cheat Sheet - Securityldiots”

This is a nice cheetsheet to help with XXE detection, exploitation and Out-Of-Band exploitation, and WAF

bypass. A good reference!

3. Article of the week

“A Tale of Exploitation in Spreadsheet File Conversions”

Do you remember this awesome video snippet with @daeken where he was clapping because obviously
some kind of exploit or bug worked? It turns out that he was working on a Ghostscript payload in
LibreOffice, in collaboration with @bbuerhaus, @smiegles, and @erbbysam.

It did work, and this is the writeup of the whole research that led to that bug. It touches on many topics:
Ghostscript, fingerprinting LibreOffice, LFD, SSRF... This is worth reading and a great example of research
in Web app security.

4. Non technical item of the week

: “Awell curated 60s playlist for those slow Saturday mornings”
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https://www.youtube.com/watch?v=0jM8dDVifaI
https://securityidiots.com/Web-Pentest/XXE/XXE-Cheat-Sheet-by-SecurityIdiots.html
https://buer.haus/2019/10/18/a-tale-of-exploitation-in-spreadsheet-file-conversions/
https://twitter.com/daeken/status/1185307251277467648
https://twitter.com/stokfredrik/status/1182938497398784000
https://www.intigriti.com/

This is a really cool playlist. 100% Stok, only happy vibes.
I've been listening only to Deep House & Electro mixes (from Kygo, Dj Drop G...), so this is a refreshing

change.

5. Tool of the week

nCspr

Retrieving a list of whitelisted hosts from CSP headers is not a new recon technique. But the novelty with
this tool from @EdOverflow is that it automates the process.

You can get a list of hosts with a one-liner, and feed it to your other tools.

Other amazing things we stumbled upon this
week

Videos

e Live Bug Bounty Recon Session and Creating a Recon Database for Yahoo W/ @Daeken

e Playing with SQLMap and Solving Hacker101's “Photo Gallery” CTF Level

e ATalein Red Teaming - Joe

e Windows Privilege Escalation Video Series

e BUGCROWD BUGBASH SF 2019 Vlog (Hacking Atlassian)

Podcasts

e Security Now 736 - CheckM8

e Darknet Diaries Ep 49: Elliot

e Paul's Security News #623

Conferences

e SecTor 2019, especially:
e Step by step AWS Cloud Hacking

e The Tools of a Web App Pentester

e Hashes, hashes everywhere, but all | see is plaintext

e Serverless Security Top 10 Risks

e OAuth - Everything You Wanted to Know but Not Really!

e OWASP Global AppSec Amsterdam, especially:
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https://github.com/EdOverflow/csp
https://www.youtube.com/watch?v=lRoqx3XKC4A&feature=youtu.be
https://www.youtube.com/watch?v=zk6EYGGsEuM
https://www.twitch.tv/videos/493286443
https://www.youtube.com/playlist?list=PLi0kul0fEhZ9LNZN0-A3nX2xcx2R70JwN
https://www.youtube.com/watch?v=g42pD8P4ZZ8&feature=youtu.be
https://www.youtube.com/watch?v=dYSlTIqyn3I
https://darknetdiaries.com/episode/49/
https://www.youtube.com/watch?v=j1CyuSDRuF8
https://sector.ca/schedule/
https://sector.ca/sessions/step-by-step-aws-cloud-hacking/
https://sector.ca/sessions/the-tools-of-a-web-app-pentester/
https://sector.ca/sessions/hashes-hashes-everywhere-but-all-i-see-is-plaintext/
https://sector.ca/sessions/serverless-security-top-10-risks/
https://sector.ca/sessions/using-static-and-runtime-analysis-to-understand-third-party-applications/
https://sector.ca/sessions/oauth-everything-you-wanted-to-know-but-not-really/
https://www.youtube.com/user/OWASPGLOBAL/videos

e HTTP Desync Attacks: Smashing Into The Cell Next Door

e How | Could Have Stolen Your Photos From Google
e The Insecurity Caused By Trusting Your Client-Side Storage

e Mobile- Or Attacker-Friendly? A Security Evaluation Of Mobile-First Websites

e [In]secure Deserialization, And How [Not] To Do It

Contract Security Verification Standard (SCSVS)

e 44con 2019, especially:
e Owning The Cloud Through SSRF

e The Billion Dollar 1oT Attack No One Knows About

e Sniffing Routes to Pwnage: An Intro to Bloodhound & Slides

Slides only

e Prototype Pollution in Kibana

e Flash click2play in Web Browsers and other Horror Stories

e “Hands-On BloodHound” Workshop

e Bypassing Python 3.8 Audit Hooks

Tutorials

Medium to advanced

A Thorough Introduction to PASETO

e Advisories 1-2: Azure AD and Common WS-Trust MFA Bypass explained

e Revisiting Email Spoofing

e Stupid Unix Tricks

e Share Wi-Fi Adapters Across a Network with Airserv-Ng

e SMB LFI Exploitation

e MacOS Red Teaming 210: Abusing Pkgs for Privilege Escalation

e Simple Trick For Red Teams

Cracking Passwords with Umlauts

Beginners corner

e Taking Control of Your Passwords: How to use Github as your password manager
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https://www.youtube.com/watch?v=upEMlJeU_Ik
https://www.youtube.com/watch?v=MeFT3teyyHE
https://www.youtube.com/watch?v=6pEeJ37LfXo
https://www.youtube.com/watch?v=ntA4I-pKjQs
https://www.youtube.com/watch?v=Y0QxwRyqlh8
https://www.youtube.com/watch?v=ZRYLDpRBz6k
https://www.slideshare.net/wojdwo/web-apps-vs-blockchain-dapps-smart-contracts-tools-vulns-and-standards
https://securing.github.io/SCSVS/
https://securing.github.io/SCSVS/
https://www.youtube.com/user/44contv/videos
https://www.youtube.com/watch?v=QQNgc9KuG-I
https://www.youtube.com/watch?v=JI5n3LQLkys
https://www.youtube.com/watch?v=EKv2c85aNeg&t=1h34m08s
https://www.slideshare.net/AndrewGill6/sniffing-routes-to-pwnage-an-intro-to-bloodhound
https://slides.com/securitymb/prototype-pollution-in-kibana/
https://docs.google.com/presentation/d/1C4ymBShCdL2uSm6cQFrJBhie3ZHRpDITIFMuJcvlcG0/edit#slide=id.g5c2daf6640_0_0
https://github.com/SadProcessor/HandsOnBloodHound
https://github.com/daddycocoaman/SlidePresentations/tree/master/2019
https://developer.okta.com/blog/2019/10/17/a-thorough-introduction-to-paseto
https://securecloud.blog/2019/10/08/advisories-1-2-azure-ad-and-common-ws-trust-mfa-bypass-explained/
https://alex.kaskaso.li/post/revisiting-email-spoofing
https://sneak.berlin/20191011/stupid-unix-tricks/
https://null-byte.wonderhowto.com/how-to/share-wi-fi-adapters-across-network-with-airserv-ng-0196095/
https://innogen-security.com/smb-lfi-allow_url_include-allow_url_fopen/
https://lockboxx.blogspot.com/2019/10/macos-red-teaming-210-abusing-pkgs-for.html
https://secrary.com/Random/RedTeamTrick/
https://www.blackhillsinfosec.com/cracking-passwords-with-umlauts/
https://danielmoore-info.github.io/jekyll/update/2019/10/15/take-control-of-your-passwords.html

o Lxd Privilege Escalation

e API Hacking GraphQL

e The difference between Cross-Site and Server-Side Request Forgery

Writeups
Challenge writeups

e Orange Tsai's HITCON CTF 2019 Quals Web Challenges (source code & solutions)

e Decoding an incomplete QRCode - Intigriti Hacking Challenge at bruCON

e Writeup of a prototype manipulation challenge (like the Kibana exploit)

e XSS challenge: Theory of Browser Evolution

Pentest writeups

e Getting started with AMF Flash Application Penetration Testing!

e Pwning Cisco Devices Using Smart Install Exploitation Tool (siet.py)

e Studying “Study the Great Nation”: Cure53’s report on an app by the Chinese Communist Party

Responsible(ish) disclosure writeups
e Gila CMS Upload Filter Bypass and RCE #Web

o Office 365 network attacks - Gaining access to emails and files via an insecure Reply URL #Web

e Few click RCE via GitHub Desktop macOS client with Gatekeeper bypass and custom URL handlers
#RCE #MacOSX

e From Stackoverflow to CVE, with some laughs along the way: Kubernetes vulnerable to “Billion
Laughs” #Web #DoS

Bug bounty writeups
e Reflected XSS on Shopify ($2,000)

e SQL injection on Zoho #CodeReview

e OTP bypass on Razer ($1,000)
e 2FA bypass ($250)
o CSRF

See more writeups on The list of bug bounty writeups.
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https://www.hackingarticles.in/lxd-privilege-escalation/
http://ghostlulz.com/api-hacking-graphql/
https://resources.infosecinstitute.com/the-difference-between-cross-site-and-server-side-request-forgery/
https://github.com/orangetw/My-CTF-Web-Challenges/
https://addaxsoft.com/blog/hacking/decoding-an-incomplete-qrcode-intigriti-hacking-challenge-at-brucon/
https://twitter.com/TheXC3LL/status/1184506769105719296
https://eqqn.github.io/2019/10/10/RTFM_quals_XSS.html
https://nerdint.blogspot.com/2019/10/getting-started-with-amf-flash.html
https://medium.com/@abdirahman_hish/pwning-cisco-devices-using-smart-install-exploitation-tool-siet-py-a46b13139a4c
https://www.opentech.fund/news/studying-study-the-great-nation/
https://rastating.github.io/gila-cms-upload-filter-bypass-and-rce/
https://dirkjanm.io/office-365-network-attacks-via-insecure-reply-url/
https://theevilbit.github.io/posts/few_click_rce_via_github_desktop_macos_client_with_gatekeeper_bypass_and_custom_url_handlers/
https://raesene.github.io/blog/2019/10/15/From-stackoverflow-to-CVE/
https://hackerone.com/reports/709336
https://medium.com/@frycos/finding-sql-injections-fast-with-white-box-analysis-a-recent-bug-example-ca449bce6c76
https://medium.com/@anandadhakal13/how-i-was-able-to-bypass-otp-token-requirement-in-razer-the-story-of-a-critical-bug-fc63a94ad572
https://medium.com/@manralhemant10/how-i-bypassed-2-factor-authentication-899750421331
https://smaranchand.com.np/2019/10/an-inconsistent-csrf/

Tools
e SSRF Sheriff: A simple SSRF-testing sheriff written in Go

e TheJSON Web Token Toolkit

e DOMDig: DOM XSS scanner for Single Page Applications

e Burpee: A python module that accepts an HTTP request file and returns a dictionary of headers and
post data

e xmlrpc-bruteforcer: Fast XMLRPC brute forcer targeting WordPress written in Python 3. It can brute
force 1000 passwords per second

e Linkedin2username: OSINT tool. Generate username lists for companies on LinkedIn

e PoshADCS: A proof of concept on attack vectors against Active Directory by abusing Active Directory
Certificate Services (ADCS)

e Net-GPPPassword: .NET implementation of Get-GPPPassword. Retrieves the plaintext password and

other information for accounts pushed through Group Policy Preferences.

Misc. pentest & bug bounty resources

New NetSec Focus channel for bug bounty
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#CyberpunkisNow Weekly Resource List: Week 41, 2019: OSINT resources by @hackermaderas

loT Pentesting - Approach & Methods

Challenges
e SQL injection lab
* Typeuggling lab

e Hacking-Lab

Articles

e Angular]S CSP bypass in 56 characters

e Bypassing the WebARX Web Application Firewall (WAF)

e DNS Security: Threat Modeling DNSSEC, DoT, and DoH
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https://github.com/teknogeek/ssrf-sheriff
https://github.com/ticarpi/jwt_tool
https://github.com/fcavallarin/domdig
https://github.com/xscorp/Burpee
https://github.com/kavishgr/xmlrpc-bruteforcer
https://github.com/initstring/linkedin2username
https://github.com/cfalta/PoshADCS
https://twitter.com/StanHacked/status/1183726865678327814
https://twitter.com/netsecfocus/status/1183010381939302401
https://apisecurity.io/issue-53-vulnerabilities-in-twitterkit-justdial-voi-e-scooters/
https://medium.com/@hackermaderas/cyberpunkisnow-weekly-resource-list-week-41-2019-294c3909602
https://syhack.wordpress.com/2019/09/23/iot-pentesting-approach-methods/
https://twitter.com/notsosecure/status/1184076775321722882
https://twitter.com/trouble1_raunak/status/1184090483435294721
https://github.com/knassar702/hacking-lab
https://portswigger.net/research/angularjs-csp-bypass-in-56-characters
https://hackking.net/threads/asp-net-request-querystring-xss-filter-bypass-convert-reflected-xss-to-stored-xss.17/
https://osandamalith.com/2019/10/12/bypassing-the-webarx-web-application-firewall-waf/
https://www.netmeister.org/blog/doh-dot-dnssec.html

News

Bug bounty & Pentest news

o Firefox’'s New WebSocket Inspector

e Mozilla Rolls Out Code Injection Attack Protection in Firefox

e We have a small message for the hackers playing with us. (YesWeHack)

e List of All Cybersecurity Conferences to Attend in 2020

e Encouraging Native Bug Bounty Research (Facebook)

e Expanding Bug Bounty Program for Third-Party Apps (Facebook)

e HackerOne released a refresh of HackerOne user profiles

Reports

e A Look at the Pricing of Cybercrime Goods, Services

e Internet Organised Crime Threat Assessment (IOCTA).2019

Vulnerabilities
e Linux SUDO Bug Lets You Run Commands as Root, Most Installs Unaffected

e Firefox vulnerable to trivial CSP bypass

e What was wrong with Alexa? How Amazon Echo and Kindle got KRACKed

e Google's Pixel 4 face unlock has one major privacy weakness

Donald Trump’s

Breaches & Attacks

e Attackers Hide Backdoors and Cryptominers in WAV Audio Files

Other news
e Germany’s cyber-security agency recommends Firefox as most secure browser

e We asked a hacker to try and steal a CNN tech reporter’s data. Here's what happened

e Millions of computers at risk as Windows 7 nears end of life

e 350+ hackers hunt down missing_people in first such hackathon
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https://hacks.mozilla.org/2019/10/firefoxs-new-websocket-inspector/
https://www.bleepingcomputer.com/news/security/mozilla-rolls-out-code-injection-attack-protection-in-firefox/
https://blog.yeswehack.com/2019/10/17/we-have-a-small-message-for-our-hunters/
https://securitytrails.com/blog/cybersecurity-conferences
https://www.facebook.com/notes/team-yes-to-the-top/encouraging-native-bug-bounty-research/2952131621467711
https://www.facebook.com/notes/facebook-bug-bounty/expanding-bug-bounty-program-for-third-party-apps/2952152714798935/
https://twitter.com/jobertabma/status/1184512417427939328
https://www.flashpoint-intel.com/blog/a-look-at-the-pricing-of-cybercrime-goods-services/
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2019
https://www.bleepingcomputer.com/news/linux/linux-sudo-bug-lets-you-run-commands-as-root-most-installs-unaffected/
https://portswigger.net/daily-swig/firefox-vulnerable-to-trivial-csp-bypass
https://www.welivesecurity.com/2019/10/17/alexa-how-amazon-echo-kindle-got-kracked/
https://www.theverge.com/2019/10/17/20919390/google-pixel-4-face-unlock-eyes-closed-privacy-eye-contact
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://www.zdnet.com/article/samsung-to-patch-s10-fingerprint-sensor-bug-next-week/
https://www.comparitech.com/blog/vpn-privacy/debug-mode-exposes-credentials/
https://www.comparitech.com/blog/vpn-privacy/debug-mode-exposes-credentials/
https://www.bleepingcomputer.com/news/security/attackers-hide-backdoors-and-cryptominers-in-wav-audio-files/
https://www.zdnet.com/article/germanys-cyber-security-agency-recommends-firefox-as-most-secure-browser/
https://edition.cnn.com/2019/10/18/tech/reporter-hack/index.html
https://portswigger.net/daily-swig/millions-of-computers-at-risk-as-windows-7-nears-end-of-life
https://nakedsecurity.sophos.com/2019/10/15/350-hackers-hunt-down-missing-people-in-first-such-hackathon/

e Planes, gates, and bags: How hackers can hijack your local airport

e Pen testers find mystery black box connected to ship’s engines

Non technical

e Why Successful 10T Bug Bounties Are So Rare

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 10/11/2019 to 10/18/2019.

Curated by Pentester Land & Sponsored by Intigriti

Disclaimer:The views and opinions expressed in this article are those of the curators and do not
necessarily reflect the position of intigriti.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://www.zdnet.com/article/planes-gates-and-bags-how-hackers-can-hijack-your-local-airport/
https://nakedsecurity.sophos.com/2019/10/17/pen-testers-find-mystery-black-box-connected-to-ships-engines/
https://www.infosecurity-magazine.com/infosec/why-successful-iot-bug-bounties/#.XZ3MjrlpVMA.twitter
https://twitter.com/PentesterLand/timelines/1183740608042721280
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

