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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a
comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.
This issue covers the week from 09 to 16 of August.

Our favorite 5 hacking items

1. Slides of the week

Bounty hunters: how do you organize your notes on targets, especially when switching targets back
and forth and doing it for a long time?

This is a cool Twitter thread. Fisher (@Regala_) prompted the question about how other bug hunters
organize their notes, and many hunters responded.

Tools mentioned include a private Github repo, simple notes and folders, SwiftnessX, OneNote, a
whiteboard for logic flaws, Google Docs, XMind, etc.

It's nice to get a peak at what others are using!

2. Writeup of the week

: Clickjacking DOM XSS on Google.org

This is a good read to learn about you can go from self-XSS to a valid XSS by leveraging clickjacking.
The technique is nice to know in case you're stuck with self-XSS and want to increase its impact.
@ThomasOrlita does an awesome job explaining all technical details as well as how he was able to find
this on Google: he focused on Google Crisis Map, an old project that doesn't seem to be used much
anymore.

3. Tutorial of the week

: Improve Your Reconnaissance Performance By Using GNU Parallel

This is a concise tutorial about GNU Parallel. You might already know about it. But if you don’t and want
to speed up your Bash scripts, this is the quickest way to learn about it and start using it today.

Parallel is interesting because it bring multi-threading to Bash. So if you want to iterate any tests on
network protocols or targets (for recon, network pentesting...), Parallel allows you to go faster than if you
use a while or for loop.
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4. Tool of the week

BurpSuite-Team-Extension

This new Burp extension is a must if you're planning on collaboration with another Web app tester.

It allow you to share live/historical proxy requests, scope and reapeater/intruder payloads with each
other in real time!

This is so useful for both bug bounty / pentest collaboration, and for education and mentorship.

You might also want to check out the other tools previously shared by the same author, Tanner Barnes
(@StaticFlow).

5. Resource of the week

Paged out!

Paged out! is a new free zine that features short articles on a variety of topics. It reminds me a bit of

PoC| | GTFO and Phrack.

This first issue has articles on no less than 12 categories: Algorithmics, Assembly, Electronics, File formats,
OS internals, Phreaking, Programming, Radio, Retro (retro games), Reverse engineering, Sec/Hack (Web
app security, reverse shells, Windows exploitation...) & SysAdmin.

I love that there is something for everyone. Personally, my focus is on pages 17, 52 and 62 because I'm
more interested in Web app security.

If you would like to submit an article, the next submission deadline is October 20th.

Other amazing things we stumbled upon this
week

Videos

Owning the Clout through SSRF & PDF Generators - Defcon 27 - (SSRF on ads.snapchat.com)

e Live chat with @nahamsec, @stokfredrik, 5wOrdFish & @daeken

e Live chat with @nahamsec, @stokfredrik, @fransrosen & @avlidienbrunn

e Live chat with @nahamsec & @stokfredrik

e Web App Testing; Episode 1 - Enumeration

Podcasts

Security Now 727 - BlackHat & DefCon

e Risky Business #551 — Post Vegas edition, more news than we can handle

e 7MS #376: Tales of SQL Injection Pwnage (starting at 14 min 05s)

e Security In Five Episode 557 - Apple Steps Up Their Bug Bountry Program To $1 Million

e 7MS #377: DIY Pentest Dropbox Tips

e PSW #616 - Blue Team To Red Team, Offensive Security - Tony Punturiero

e PSW #616 - Security News
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https://7ms.us/7ms-377-diy-pentest-dropbox-tips/
https://www.youtube.com/watch?v=CGFC22xL6BE
https://www.youtube.com/watch?v=Bht0j8rvM9M

Webinars & Webcasts

Black Hat, DEF CON, and BSides 2019: Highlights and Emerging Industry Trends

Conferences

BSides Las Vegas 2019 (live streams)

Demystifying Frida & Slides

Hacker Days: Raining shells in AWS by chaining vulnerabilities & Slides

Security in open source projects & Slides

Slides only

DEF CON 27 Media Server

Abusing MSSQL Part Il

Tutorials

Medium to advanced

Uploading web.config for Fun and Profit 2

Intercepting traffic from Android Flutter applications

BloodHound Tips and Tricks

Offensive Lateral Movement

Making it Rain shells in Kubernetes
Using CloudFront to Relay Cobalt Strike Traffic

Linux for Pentester: scp Privilege Escalation

Linux for Pentester: pip Privilege Escalation

Beginners corner

DNS - Setting the Record Straight
Interactive SSRF tutorial that reconstructs the recent Capital One data breach

AWS NS Takeover - From 101 to Detection and Exploitation!

JSON and Common Web Encodings Demystified

Clickjacking Attacks: What They Are and How to Prevent Them

Configuring A Droplet For Recon
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https://blog.rapid7.com/2019/08/14/black-hat-def-con-and-bsides-2019-highlights-and-emerging-industry-trends/
https://www.youtube.com/channel/UCpNGmljppAJbTIA5Msms1Pw/videos
https://www.youtube.com/watch?v=kd05JjCqViY
https://enciphers.com/wp-content/uploads/2019/08/Demistyfying-frida.pdf
https://www.youtube.com/watch?v=JCVjfAslV90
https://ibreak.software/2019/08/raining-shells-in-aws-by-chaining-vulnerabilities-owasp-bay-area-meetup/
https://media.ccc.de/v/froscon2019-2361-security_in_open_source_projects
https://medium.com/@jmortegac/security-in-open-source-projects-2abb6628233f
https://media.defcon.org/DEF%20CON%2027/
https://github.com/3xpl01tc0d3r/Abusing-MSSQL/blob/master/Abusing%20MSSQL%20Part%20II.pptx
https://soroush.secproject.com/blog/2019/08/uploading-web-config-for-fun-and-profit-2/
https://blog.nviso.be/2019/08/13/intercepting-traffic-from-android-flutter-applications/
https://medium.com/@riccardo.ancarani94/bloodhound-tips-and-tricks-e1853c4b81ad
https://hausec.com/2019/08/12/offensive-lateral-movement/
https://raesene.github.io/blog/2019/08/10/making-it-rain-shells-in-Kubernetes/
https://www.blackhillsinfosec.com/using-cloudfront-to-relay-cobalt-strike-traffic/
https://www.hackingarticles.in/linux-for-pentester-scp-privilege-escalation/
https://www.hackingarticles.in/linux-for-pentester-pip-privilege-escalation/
https://blog.zsec.uk/dns-deepdive/
https://application.security/
https://medium.com/@shivsahni2/aws-ns-takeover-356d2a293bca
https://osintcurio.us/2019/08/15/json-and-common-web-encodings-demystified/
https://www.netsparker.com/blog/web-security/clickjacking-attacks/
https://www.afslabs.net/blog/articles/Configuring-A-Droplet-For-Recon

e Regex For Noobs (like me!) - An lllustrated Guide

e ARP Cache Poisoning using Scapy

Writeups
Challenge writeups

e Recon Village CTF @ Defcon 27

Pentest writeups

e LLMNR Poisoning and WPAD Spoofing

Responsible(ish) disclosure writeups

e Recognizing basic security flaws in local password managers #PasswordManager

e Zero to Root in 60 seconds #0OS #PrivilegeEscalation

e Unauthenticated option changes in WordPress Simple 301 Redirects Addon Bulk Uploader plugin
#Web #CodeReview

e Why you shouldn’t do client-sided checks; EE's gifting system #Web

e How Not To Do Cross-Site Request Forgery Protection - The Netgear Nighthawk M1 # Web

e Subdomain takeover - Chapter two: Azure Services #Web

e The Year of Linux on the Desktop (CVE-2019-14744) #0S #RCE

Bug bounty writeups

e 0OS command injection on Twitter ($20,160)

e Authentication flaw on Grammarly ($2,500)

e Authentication flaw on Shopify ( Android) ($500)

e Open redirect on OX App Suite ($900)

e |Information disclosure via Github on Twitter ($1,540)

e Subdomain takeover on Starbucks ($2,000)

¢ Information disclosure via Travis Logs on Tron Foundation ($100)

e Stored XSS & Account takeover on Medium ($1,000)

e Stored XSS & Account takeover

e Privilege escalation using Webhooks
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https://www.janmeppe.com/blog/regex-for-noobs/
https://medium.com/datadriveninvestor/arp-cache-poisoning-using-scapy-d6711ecbe112
https://k3ramas.blogspot.com/2019/08/recon-village-ctf-defcon-27.html
https://medium.com/bugbountywriteup/llmnr-poisoning-and-wpad-spoofing-69bfd8d8c504
https://palant.de/2019/08/12/recognizing-basic-security-flaws-in-local-password-managers/
https://maxpl0it.com/zero-to-root-in-60-seconds/
https://blog.nintechnet.com/unauthenticated-option-changes-in-wordpress-simple-301-redirects-addon-bulk-uploader-plugin/
https://daleys.space/writeup/2019/05/02/ee-unlimited-data.html
https://www.pentestpartners.com/security-blog/how-not-to-do-cross-site-request-forgery-protection-the-netgear-nighthawk-m1/
https://blog.cystack.net/subdomain-takeover-chapter-two-azure-services/
https://zero.lol/2019-08-11-the-year-of-linux-on-the-desktop/
https://hackerone.com/reports/591295
https://hackerone.com/reports/665722
https://hackerone.com/reports/637194
https://hackerone.com/reports/537840
https://hackerone.com/reports/612231
https://hackerone.com/reports/661751
https://hackerone.com/reports/638401
https://medium.com/@reiss.r/writing-my-medium-blog-to-complete-account-takeover-e65d455c16b
https://gauravnarwani.com/how-i-xssed-admin-account/
https://medium.com/@ronak_9889/privilege-escalation-using-api-endpoint-fce841caaff3

Tools

If you don’t have time

e Httprebind: Automatic tool for DNS rebinding-based SSRF attacks

e PyFunnels & Introduction: Data Normalization for InfoSec Workflows

e |PRotate Burp_Extension & Introduction: Burp extension that changes your source IP address using
the AWS API Gateway, to bypass IP based blocking

More tools, if you have time

e rapid7 OSINT
e NSBrute: Python script that automatically takes over domains vulnerable to NS subdomain takeover

e GraphQL Raider

° AES: Web Auto Enum & Scanner

e Rhodiola & Introduction: Generating Personalized Wordlists with NLP For Password Guessing Attacks

e Nray: Afree, distributed & platform independent port scanner
e PBDataRecon: Pastebin Analysis and Storage Tool

e Lure & Introduction: User Recon Automation for GoPhish

Misc. pentest & bug bounty resources

e SVG SSRF Cheatsheet

e BugBountyTemplate: A simple Cherry Tree template that can be used to organize bug bounties

e Top 25 Reddits - SubReddits Communities [Information Security]

Challenges

e Secure Coding Dojo - Security Code Review 101

Articles

From email to phone number, a new OSINT approach & email2phonenumber: A OSINT tool to
obtain a target's phone number just by having his email address

e Attacking Sites Using CSRF

e RCE in Jira(CVE-2019-11581)
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https://github.com/daeken/httprebind
https://github.com/packetvitality/PyFunnels
https://www.blackhillsinfosec.com/pyfunnels-data-normalization-for-infosec-workflows/
https://github.com/RhinoSecurityLabs/IPRotate_Burp_Extension
https://rhinosecuritylabs.com/aws/bypassing-ip-based-blocking-aws/
https://github.com/tg12/rapid7_OSINT
https://github.com/shivsahni/NSBrute/blob/master/NSBrute.py
https://portswigger.net/bappstore/4841f0d78a554ca381c65b26d48207e6
https://github.com/Shiva108/WAES
https://github.com/tearsecurity/rhodiola
https://utkusen.com/blog/generating-personalized-wordlists.html
https://twitter.com/michael_eder_/status/1161730867217281024
https://github.com/PBDataRecon/PBDataRecon
https://github.com/highmeh/lure
https://www.appsecconsulting.com/blog/lure-phishing-target-recon-for-gophish
https://github.com/allanlw/svg-cheatsheet
https://github.com/DFC302/BugBountyTemplate
https://www.yeahhub.com/top-25-reddits-subreddits-communities-information-security/
https://trendmicro.github.io/SecureCodingDojo/codereview101/
https://www.martinvigo.com/email2phonenumber/
https://github.com/martinvigo/email2phonenumber
https://medium.com/swlh/attacking-sites-using-csrf-ba79b45b6efe
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/attacksurfacemapper-automate-and-simplify-the-osint-process/
https://medium.com/@ruvlol/rce-in-jira-cve-2019-11581-901b845f0f

News

Bug bounty & Pentest news

Nmap Defcon Release! 80+ improvements include new NSE scripts/libs, new Npcap,_etc.

Backslash Powered Scanner can now detect proxy subfolder escapes using @orange_8361's path
normalization research from last year - just enable ‘experimental folder attacks'’

Santiago Lopez (@santi_lopezz99). got 179 bounties and 282 reports in one night... Whaaat?!

Azure Security Lab: a new space for Azure research and collaboration

Reports

Huge Survey of Firmware Finds No Security Gains in 15 Years

New Research: Lessons from Password Checkup in action

Vulnerabilities

Clickjacking Evolves to Hook Millions of Top-Site Visitors

British Airways sending vulnerable check-in links
Hacked devices can be turned into acoustic weapons

Vulnerability in Microsoft CTF protocol goes back to Windows XP

HTTP/2 pinged by DDoS vulnerabilities

August 2019 Microsoft Remote Desktop Services (RDP) Patches: What You Need to Know
(Dejablue)

Breaches & Attacks

Digital camera ransomware threat may extend to other vendors

Other news

How a ‘NULL’ License Plate Landed One Hacker in Ticket Hell

Mozilla joins Google in making Extended Validation a browser footnote
Facebook got humans to listen in on some Messenger voice chats

What a security researcher learned from monitoring traffic at Defcon

Confidential company documents exposed in public sandboxes
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https://twitter.com/bonsaiviking/status/1160956511646076930
https://twitter.com/albinowax/status/1161654404539437056
https://twitter.com/albinowax/status/1161654404539437056
https://www.cyberscoop.com/securedrop-dhs-vulnerability-disclosure-def-con/
https://hackerone.com/hackathons/h1-702-2019/live
https://msrc-blog.microsoft.com/2019/08/05/azure-security-lab-a-new-space-for-azure-research-and-collaboration/
https://securityledger.com/2019/08/huge-survey-of-firmware-finds-no-security-gains-in-15-years/
https://security.googleblog.com/2019/08/new-research-lessons-from-password.html
https://www.fireeye.com/blog/threat-research/2019/08/apt41-dual-espionage-and-cyber-crime-operation.html
https://threatpost.com/clickjacking-millions-top-sites/147367/
https://www.wandera.com/mobile-security/british-airways-vulnerability/
https://nakedsecurity.sophos.com/2019/08/13/hacked-devices-can-be-turned-into-acoustic-weapons/
https://www.zdnet.com/article/vulnerability-in-microsoft-ctf-protocol-goes-back-to-windows-xp/
https://portswigger.net/daily-swig/http-2-pinged-by-ddos-vulnerabilities
https://blog.rapid7.com/2019/08/13/august-2019-microsoft-remote-desktop-services-rdp-patches-what-you-need-to-know/
https://www.tripwire.com/state-of-security/featured/more-million-people-biometric-data-exposed-security-breach/
https://portswigger.net/daily-swig/digital-camera-ransomware-threat-may-extend-to-other-vendors
https://www.wired.com/story/null-license-plate-landed-one-hacker-ticket-hell/
https://portswigger.net/daily-swig/mozilla-joins-google-in-making-extended-validation-a-browser-footnote
https://nakedsecurity.sophos.com/2019/08/15/facebook-got-humans-to-listen-in-on-some-messenger-voice-chats/
https://www.cnet.com/news/what-a-security-researcher-learned-from-monitoring-traffic-at-defcon/
https://blog.cylab.co/2019/08/16/confidential-company-documents-exposed-in-public-sandboxes/

Hacker gets a whopping 14 years in prison for running Scan4You service

These Legit-Looking iPhone Lightning Cables Will Hijack Your Computer

Non technical

e The Difference Between Data, Information, and Intelligence

e Hacker Jeopardy, Wrong Answers Only Edition

e DNS Root Servers: What Are They and Are There Really Only 13?

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 08/09/2019 to 08/16/2019.

Curated by Pentester Land & Sponsored by IntigritiCurated by Pentester Land & Sponsored by
IntigritiDisclaimer:

The views and opinions expressed in this article are those of the curators and do not necessarily reflect
the position of intigriti.
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intigriti.com/demo intigriti.com hello@intigriti.com
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https://danielmiessler.com/blog/difference-data-information-intelligence/
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