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Bug Bytes #27 - Secretz, Privilege
Escalation on New Relic & How To Keep
Your Bugs Organised
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

This issue covers the week from 05 to 12 of July.

Our favorite 5 hacking items

1. Tips of the week

- 10 tips that are helpful if you are not finding vulns/bugs
- Why http://1.0.0.1 is the same as http://1.1
- How to use Tmux/Screen AFTER you've started Nmap”

These tweets are so good that | had to mention all four. They're about:

How to exit VIM, and more importantly how to make “:!Q" (which isn't currently an option) quit it too

e Awesome advice to improve your environment and methodology, and start finding vulns/bugs

e Why some SSRF payloads include IP addresses like 1.1.1, and how routers know that it means 1.1.0.1

and not 1.1.1.0. I've been wondering about that and the answer was... RTFM!

e What to do when you're hours into an Nmap scan and you forgot to start it in a Tmux/Screen session

(Genius!)

2. Writeup of the week

. “Privilege escalation via mass assignment on New Relic”

If testing for mass assignment isn’t currently part of your methodology, this is an excellent opportunity to
learn about it and start testing for it.

@albinowax was bug hunting on New Relic. He found that free accounts didn't have access to the API. But
this restriction could be bypassed by intercepting a POST request to change your name and adding this
parameter: account[allow_api_accessj=true.

He also tells us how he guessed the parameter’'s name:

. “If you find a request updating/editing an object, be sure to run Param Miner on it - it might just
: find you a mass assignment vulnerability”



https://twitter.com/rootrolls/status/1147921030884708352
https://twitter.com/pdp/status/1147928550307258368
https://twitter.com/0xInfection/status/1148267196306427904
https://twitter.com/hakluke/status/1149209144416583680
https://hackerone.com/reports/267781
https://twitter.com/albinowax/status/1148601371177967617
https://twitter.com/albinowax/status/1148601371177967617
https://www.intigriti.com/

3. Webinar of the week

=
= o

= “Securing Your Cloud Infrastructure | Security and Research Company (SECARMY)"

After last week’s intro to cloud for pentesters and bug hunters, SECARMY returns with a sequel on
common cloud security misconfigurations and their mitigations.

More specifically, this one is about SSRF and LFI on AWS, why they occur, how to detect them, how to leak
AWS credentials and what companies can do to prevent it.

4, Tool of the week

: “Secretz”

A few weeks ago, @EdOverflow published the article “Cl Knew There Would Be Bugs Here” — Exploring

Continuous Integration Services as a Bug Bounty Hunter. He did the research with a few other hackers,

and they developed a tool to automate fetching Travis Cl build logs.

It allowed them to quickly look for sensitive information in Cl logs and earn many bounties. It was
awesome to read about that but they didn't release it because they didn't want to cause service
disruptions to Cl platforms.

| guess they've changed their minds because they've just released Secretz!

It minimizes the large attack surface of Travis Cl by automatically fetching repos, builds, and logs for any
given organization. So it's a really neat tool to add to your arsenal.

5. Non technical item of the week

: “How to better organize your notes while hunting for bugs”

Who doesn't like peeking at how other hackers organize their notes?
@GouveaHeitor shares here how he uses SwiftnessX to defines payloads, report templates and libraries /
checklists. It's worth looking at his screenshots if you feel like your pentest/bug bounty notes could be

better organized.

Other amazing things we stumbled upon this
week

Videos
e Lets discuss SSRF/RCE.

e Wireshark Tips May 2019

Network Pentesting Course

¢ Information Gathering With Shodan

e Hacking with intruder



https://www.youtube.com/watch?v=ha-zvFeoz_c
https://github.com/lc/secretz
https://edoverflow.com/2019/ci-knew-there-would-be-bugs-here
https://edoverflow.com/2019/ci-knew-there-would-be-bugs-here
https://heitorgouvea.me/stories/2019/06/11/organize-your-notes-bug-bounty/
https://www.youtube.com/watch?v=v4irLWODut8
https://www.youtube.com/playlist?list=PLaOe6Z6A_V4xtjkZAjRZlB0OeLedCdW3f
https://www.youtube.com/watch?v=WnN6dbos5u8&feature=youtu.be
https://github.com/hmaverickadams/Beginner-Network-Pentesting
https://github.com/hmaverickadams/Beginner-Network-Pentesting
https://www.youtube.com/watch?v=_DlGhlUkbwk&pbjreload=10
https://www.youtube.com/watch?v=bYtiltwdyZk&t=546s
https://www.youtube.com/watch?v=u0RppDmw1So

e Emirates NBD - Anti Phishing

Podcasts

e Security Now 722 - Gem Hack & Ghost Protocol

e Risky Business #547 — Zoom-gate, massive GDPR fines, ship hack warnings and more

e ThugCrowd S2:E6 - @hackgnar - BLECTF

e 7MS #371: Tales of Internal Pentest Pwnage - Part 4

e Darknet Diaries Ep 42: Mini-Stories: Vol 2

e Smashing Security 136: Oops, we created Iran’s hacking exploit

e Security In Five Podcast - Episode 534 - Mozilla Is Tagged With 2019 Internet Villian, | Say Congrats

e Business Security Weekly #135 - Science, Ben Franklin, & Lessons

e Hack Naked News #226

e Paul's Security Weekly #611 - Porn Pirating, Zoom RCE, & Huawei

e Paul’s Security Weekly #611 - Blue/Purple Teaming (defense)

e Application Security Weekly #68

Webinars & Webcasts

e An Intro to Application Whitelisting Bypasses

Conferences
e BSides Bristol 2019

e Introduction to Go

Slides only
e Android Apps - How easy is it to tear them apart and steal your data?

e TyphoonCon 2019 slides, especially:

e NTLM Relay Risk Is Coming: A New Exploit Technique Makes It Reborn

e Once Upon aTime in the West - A story on DNS Attacks

e A Drone Tale, All Your Drones Are Belong To Us

o Effective Patch Analysis for Microsoft Updates



https://vimeo.com/344959412
https://www.youtube.com/watch?v=Qg12FAbeVOc
https://risky.biz/RB547/
https://www.twitch.tv/videos/450680173
https://7ms.us/7ms-371-tales-of-internal-pentest-pwnage-part-4/
https://darknetdiaries.com/episode/42/
https://www.smashingsecurity.com/136
http://securityinfive.libsyn.com/episode-534-mozilla-is-tagged-with-2019-internet-villian-i-say-congrats
https://www.youtube.com/watch?v=8YLSXpFNImM
https://www.youtube.com/watch?v=4r-jemNk0P0
https://www.youtube.com/watch?v=ijdemKM8Igw
https://www.youtube.com/watch?v=KlMZVir5l-s
https://www.youtube.com/watch?v=YBkgkecWsF0
https://register.gotowebinar.com/recording/8680927275830752513
https://www.youtube.com/channel/UC6dLKcZ9on-EMva5G6q7HdQ/videos
https://twitter.com/francesc/status/1148274856867196928
https://slides.com/riddhishreechaurasia/breaking-an-android-app-in-7-steps/
https://typhooncon.com/typhooncon-2019/speakers
https://raw.githubusercontent.com/ssd-secure-disclosure/typhooncon2019/master/Yongtao%20Wang%20%26%20Yang%20Zhang%20-%20NTLM%20Relay%20Risk%20Is%20Coming_%20A%20New%20Exploit%20Technique%20Makes%20It%20Reborn.pdf
https://github.com/ssd-secure-disclosure/typhooncon2019/raw/master/Valentina%20Palacin%20-%20DNSAttacks-OnceUponATimeInTheWest.pptx
https://github.com/ssd-secure-disclosure/typhooncon2019/raw/master/Paolo%20Stagno%20-%20A%20Drone%20Tale.pdf
https://doc.dustri.org/reverse/Brian%20Pak%20-%20Effective%20Patch%20Analysis%20for%20Microsoft%20Updates%20-%20Power%20of%20Community%20-%202016.11.pdf

Tutorials

Medium to advanced

How to write idempotent Bash scripts

Abusing PHP query string parser to bypass IDS, IPS, and WAF

1IS Application vs. Folder Detection During Blackbox Testing

XSS Auditors - Abuses, Updates and Protection

Mobile Hacking: Using Frida to Monitor Encryption

Advanced Frida Witchcraft: Turning an Android Application into a Voodoo Doll

Android 8.1 in gemu and Burp Suite SSL interception

Hiding in the shadows at Members attribute

Linux for Pentester: git Privilege Escalation, Pip Privilege Escalation & Sed Privilege Escalation

Using macOS Internals for Post Exploitation

Beginners corner

How to hack any Payment Gateway?

Linux Fu: Named Pipe Dreams

Introducing Rustbuster — A Comprehensive Web Fuzzer and Content Discovery Tool

Collecting Contacts from zoominfo.com & Zoominfo-scraper

What is a Man-in-the-Middle Attack and How To Avoid It?

How you can transfer files with Whois command.

Escaping restricted Linux shells like a boss

Writeups

Challenge writeups

bnv - Google CTF 2019 Write-up (Video)

CloudGoat Official Walkthrough Series: “rce_web_app”

Pentest writeups

Path Traversal on multilingual feature


https://arslan.io/2019/07/03/how-to-write-idempotent-bash-scripts/
https://www.secjuice.com/abusing-php-query-string-parser-bypass-ids-ips-waf/
https://soroush.secproject.com/blog/2019/07/iis-application-vs-folder-detection-during-blackbox-testing/
https://www.netsparker.com/blog/web-security/xss-auditors/
https://www.trustedsec.com/2019/07/mobile-hacking-using-frida-to-monitor-encryption/
https://www.nccgroup.trust/us/about-us/newsroom-and-events/blog/2019/june/advanced-frida-witchcraft-turning-an-android-application-into-a-voodoo-doll/
https://astr0baby.wordpress.com/2019/07/09/android-8-1-in-qemu-and-burp-suite-ssl-interception/
https://medium.com/@huykha10/hiding-in-the-shadows-e3c32b89fc1c
https://www.hackingarticles.in/linux-for-pentester-git-privilege-escalation/
https://www.hackingarticles.in/linux-for-pentester-pip-privilege-escalation/
https://www.hackingarticles.in/linux-for-pentester-sed-privilege-escalation/
https://medium.com/red-teaming-with-a-blue-team-mentaility/using-macos-internals-for-post-exploitation-b5faaa11e121
https://medium.com/bugbountywriteup/how-to-hack-any-payment-gateway-1ae2f0c6cbe5
https://hackaday.com/2019/07/12/linux-fu-named-pipe-dreams/
https://iwantmore.pizza/posts/rustbuster.html
https://blog.netspi.com/collecting-contacts-from-zoominfo-com/
https://github.com/NetSPI/HTTPScrapers/tree/master/Zoominfo
https://blog.detectify.com/2019/07/11/content-security-policy-csp-explained-including-common-bypasses/
https://www.netsparker.com/blog/web-security/man-in-the-middle-attack-how-avoid/
https://logs.andykawa.me/how-to-transfer-files-with-whois
http://www.hackingmonks.net/2019/07/escaping-restricted-linux-shells-like.html
https://www.youtube.com/watch?v=0fdpFQXWVu4
https://rhinosecuritylabs.com/aws/cloudgoat-walkthrough-rce_web_app/
https://medium.com/@frostnull/path-traversal-on-multilingual-feature-8e9b649de914

Here's a quick #RedTeam (or rather #PenTest) walk-through of how | went from [Zero To Root]

while testing an e-commerce website

Responsible(ish) disclosure writeups

Zoom Zero Day: 4+ Million Webcams & maybe an RCE? Just get them to visit your website! #Web

Unsafe password reset in GLPI < 9.4.1 #Web #CodeReview

Stored XSS in GLPI <9.4.3 #Web #CodeReview

Twitter Email Verification Bug let Hackers Impersonate Identities and Access Accounts on 3rd

Party Services! #Web

RCE Exploits of Redis Based on Master-Slave Replication #Web

iOS URL Scheme Susceptible to Hijacking #Mobile

Attacks on applications of k-anonymity for password retrieval: “Despite being promoted as

protecting passwords, the model of k-anonymity used by Have | Been Pwned may allow a third-party
server to learn user passwords. Affects password managers including 1Password and Bitwarden”
#Web

Second order SQL injection in ZoneMinder #Web

Vulnerabilities in Nexus Repository left thousands of artifacts exposed #Web

U-XSS in OperaMini for iOS Browser (0-Day) #Browser #Mobile

Motorola - Directory Traversal Investigation #l1o0T

Security Advisory: Targeting AD FS With External Brute-Force Attacks & TL;DR #ActiveDirectory

Bug bounty writeups

Improper access control on VHX ($1,500)

Business logic flaw on Upserve ($3,500)

Blind SQL injection on Tube8 ($2,500)

Forced browsing on HackerOne ($500)

Privilege escalation on Maximum ($500)
Jenkins RCE ($8,000)
Open redirect / OAuth token theft / Account takeover on Airbnb

Cleartext password in LocalStorage ($1,500)

IDOR / Account takeover ($2,650)

XSS on Google


https://twitter.com/AlJaber/status/1149387037692375040
https://twitter.com/AlJaber/status/1149387037692375040
https://medium.com/bugbountywriteup/zoom-zero-day-4-million-webcams-maybe-an-rce-just-get-them-to-visit-your-website-ac75c83f4ef5
https://www.synacktiv.com/ressources/advisories/GLPI_9.4.0_unsafe_reset.pdf
https://www.synacktiv.com/ressources/advisories/GLPI_9.4.0_stored_XSS.pdf
https://seekurity.com/blog/general/twitter-email-verification-bug-let-hackers-impersonate-identities-and-access-accounts-on-3rd-party-services/
https://seekurity.com/blog/general/twitter-email-verification-bug-let-hackers-impersonate-identities-and-access-accounts-on-3rd-party-services/
https://paper.seebug.org/977/
https://blog.trendmicro.com/trendlabs-security-intelligence/ios-url-scheme-susceptible-to-hijacking/
https://cablej.io/blog/k-anonymity/
https://www.qbit.nl/blog/second-order-sql-injection-in-zoneminder/
https://www.twistlock.com/labs-blog/vulnerabilities-nexus-repository-left-thousands-artifacts-exposed/
https://blog.rakeshmane.com/2019/07/u-xss-in-operamini-for-ios-browser-0-day.html
https://blog.sean-wright.com/motorola/
https://blog.preempt.com/security-advisory-targeting-ad-fs-with-external-brute-force-attacks
https://twitter.com/simakov_marina/status/1148644457048354816
https://hackerone.com/reports/452559
https://hackerone.com/reports/364843
https://hackerone.com/reports/363815
https://hackerone.com/reports/565736
https://hackerone.com/reports/240821
https://medium.com/@janijay007/story-of-my-biggest-bounty-evecommand-execution-on-jenkin-a73f5242b1e2
https://xpoc.pro/oauth-authentication-bypass-on-airbnb-acquisition-using-weird-1-char-open-redirect/
https://medium.com/@ruvlol/cleartext-password-in-localstorage-writeup-245294762829
https://medium.com/@sakyb7/tale-of-account-takeover-sensitive-info-disclosure-broken-access-control-cea0a5e3a1fd
https://thesecurityexperts.wordpress.com/2019/07/11/xss-on-google-custom-search-engine/

AWS misconfiguration

See more writeups on The list of bug bounty writeups.

Tools

ScreenToGif: Allows you to record a selected area of your screen, edit and save it as a gif or video!.

Useful for recording PoCs

Qsreplace: A Go script to replace or append to query string values in URLs. Can be used in

combination with waybackurls to generate URLs for fuzzing with a particular payload
JWTrek: JWT Token C# Bruteforcer (HS256) (pure bruteforce, no wordlist yet)

Android-App-Testing: Python3 scripts to help automate the installation of Burp Suite certificates on

Android devices

Venemy: OSINT tool for Venmo. It grabs profile information, friends lists & transactions

BADministration & Introduction: Tool to leverage SolarWinds Orion servers from an offensive

standpoint
RedTeamCSharpScripts: C# Scripts for Red teaming

Kali Linux Tools Interface: A graphical interface to use tools in Kali by the browser

Misc. pentest & bug bounty resources

APlsecurity.io Issue 39: Vulnerable local Zoom webservers on 4+ mln Macs

Infosec Income Questionnaire (Responses)

Pepenote

Useful-Python-Snippets

Collection of CSP bypasses

Bug bounty resources

AWS Security Resources

AWS AZURE Google Cloud Penetration Testing and Security

Windows

Null Pune (Discord channel)

Red Team Phishing with Gophish.md

Awesome Mainframe Hacking

Awesome-Cellular-Hacking



https://medium.com/@pratyush1337/information-disclosure-via-misconfigured-aws-to-aws-bucket-takeover-6a6a66470d0e
https://github.com/NickeManarin/ScreenToGif
https://twitter.com/TomNomNom/status/1148160904451825664
https://github.com/jo555/JWTrek
https://github.com/laconicwolf/Android-App-Testing
https://github.com/mportatoes/venemy
https://github.com/ThunderGunExpress/BADministration
https://ijustwannared.team/2019/07/13/badministration-solarwinds/
https://github.com/Mr-Un1k0d3r/RedTeamCSharpScripts
https://github.com/lucasfrag/Kali-Linux-Tools-Interface
https://apisecurity.io/issue-39-vulnerable-local-zoom-webservers-4-mln-macs/
https://docs.google.com/spreadsheets/d/19SDu4bjcLYFOr0fw3UGh-KeJp6IU1ApchVaTzZqhBuc/edit#gid=744824158
https://www.octority.com/pepenote/
https://github.com/Ak-wa/Useful-Python-Snippets
http://sebastian-lekies.de/csp/bypasses.php
https://github.com/SmitherSec/bug-bounty-resources
https://gist.github.com/chanj/6c48c059ad4b72a60bf3
https://medium.com/@mancusomjm/aws-azure-google-cloud-penetration-testing-resources-ca4b2bf1a4a6
https://github.com/areyou1or0/Windows
https://discordapp.com/invite/K7qyvbp
https://gist.github.com/ozzi-/2f123483f76533ee82e3736c4fec1a4f
https://github.com/samanL33T/Awesome-Mainframe-Hacking/
https://github.com/W00t3k/Awesome-Cellular-Hacking

Challenges
e WCTF 2019 & Solution (It's a new web exploitation technique dubbed the ‘Antivirus Oracle’)

e Secarmy CTF 2.0 Junior

Articles

e Think Twice Before Adopting Security By Obscurity in Kotlin Android Apps

e Getting your head under the hood and out of the sand: Automotive security testing

e Cyber Kill Chain - Part 1

e Nuclear Meltdown with Critical ICS Vulnerabilities

e Abusing Common Cluster Configuration for Privileged Lateral Movement

used too

News

Bug bounty & Pentest news

e Comingsoon on Burp Suite: Burp Repeater for Web sockets

e @Hacker0x01 is hiring Security Analyst for the Triage team in APAC & they're also hiring in EMEA &
the USA

e SMB1 is disabled by default in Samba 4.11

e Chrome has started warning users about lookalike URLs

Reports

e Cybersecurity is the biggest threat to the world economy over the next decade, CEOs say

e 2018 Cyber Incident & Breach Trends Report

Vulnerabilities

e 'Zoom's performance has been fantastic... thanks to half their customers uninstalling it’

e Apple disables Walkie Talkie app due to vulnerability that could allow iPhone eavesdropping

e Bug.in Anesthesia Respirators Allows Cyber-Tampering



https://twitter.com/t0nk42/status/1147447400736292864
https://westerns.tokyo/wctf2019-gtf/wctf2019-gtf-slides.pdf
https://twitter.com/albinowax/status/1148223272540082178
https://ctf.sec.army/
https://medium.com/@jsoverson/hacking-javascript-with-javascript-6adbeaba22e9
https://blog.trailofbits.com/2019/07/08/fuck-rsa/
https://medium.com/@david.valles/security-testing-of-thick-client-application-15612f326cac
https://www.nowsecure.com/blog/2019/07/11/think-twice-before-adopting-security-by-obscurity-in-kotlin-android-apps/
https://www.pentestpartners.com/security-blog/getting-your-head-under-the-hood-and-out-of-the-sand-automotive-security-testing/
https://redteamzone.com/part1-CyberKillChain/
https://medium.com/tenable-techblog/nuclear-meltdown-with-critical-ics-vulnerabilities-8af3a1a13e6a
https://www.lares.com/abusing-common-cluster-configuration-privileged-lateral-movement/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/executing-code-using-microsoft-teams-updater/
https://twitter.com/MrUn1k0d3r/status/1148355911297187843
https://twitter.com/MrUn1k0d3r/status/1148355911297187843
https://twitter.com/Burp_Suite/status/1148241806376808448
https://twitter.com/ITSecurityguard/status/1148998298994429952
https://twitter.com/ITSecurityguard/status/1149690097689694208
https://twitter.com/ITSecurityguard/status/1149690097689694208
https://twitter.com/NerdPyle/status/1148296347449036800
https://twitter.com/mikko/status/1148160626310746117
https://www.cnbc.com/2019/07/09/cybersecurity-biggest-threat-to-world-economy-ceos-say.html
https://www.internetsociety.org/resources/ota/2019/2018-cyber-incident-breach-trends-report/
https://portswigger.net/daily-swig/zooms-performance-has-been-fantastic-thanks-to-half-their-customers-uninstalling-it
https://techcrunch.com/2019/07/10/apple-disables-walkie-talkie-app-due-to-vulnerability-that-could-allow-iphone-eavesdropping/
https://threatpost.com/anesthesia-respirators-cyber-tampering/146405/

e Interview of @logicbomb_1 by @HuffPostindia over his recent finding in UPSRTC (the biggest fleet

of buses in North India)_exposing millions of user’s Pll data

e Two pentesters, one glitch: Firefox browser menaced by ancient file-snaffling bug, er, feature

e Hackers Hijacked VR Chatrooms to Manipulate Users’ Reality

e Logitech Unifying Receivers Vulnerable to Key Injection Attacks

e GE Aviation server exposed in DNS misconfiguration

Breaches & Attacks

Android malware silently infects 25m users in India

e Cyberattack lands ship in hot water

e Magecart crooks claim 17k victims with ‘spray and pray’ tactics

e Backdoor discovered in Ruby strong_password library

Malicious apps/sites

e Latest FinSpy Modules Lift Data from Secure Messaging Apps & The list of targetted apps

e Rogue Android apps ignore your permissions & Paper: 50 Ways to Leak Your Data: An Exploration
of Apps’ Circumvention of the Android Permissions System

Other news

e GDPR superpowers lead to whopper ICO fines for BA, Marriott: US $229.34 million million for

British Airways & US $123 million for Marriott

e Facebook to be slapped with $5 billion fine for privacy lapses, say reports

e “Mozilla aren’t villains after all” - ISPs back down after public outcry

e Google Home Silently Captures Recordings of Domestic Violence and More

e Top VPNs secretly owned by Chinese firms

e Metasploit Can Be Directly Used For Hardware Penetration Testing Now

e How to enable DNS-over-HTTPS (DoH).in Firefox

Non technical

e Remote-work resources

e Bugbounty : how to win the race against black-hat hackers ?

e Data Driven Bug Bounty


https://twitter.com/logicbomb_1/status/1148602360643620868
https://twitter.com/logicbomb_1/status/1148602360643620868
https://www.theregister.co.uk/2019/07/09/mozilla_firefox_local_files_bug/
https://www.vice.com/en_us/article/8xz33p/hackers-hijacked-vr-chatrooms-to-manipulate-users-reality
https://www.bleepingcomputer.com/news/security/logitech-unifying-receivers-vulnerable-to-key-injection-attacks/
https://portswigger.net/daily-swig/ge-aviation-server-exposed-in-dns-misconfiguration
https://portswigger.net/daily-swig/android-malware-silently-infects-25m-users-in-india
https://nakedsecurity.sophos.com/2019/07/11/cybersecurity-attack-lands-ship-in-hot-water/
https://portswigger.net/daily-swig/magecart-crooks-claim-17k-victims-with-spray-and-pray-tactics
https://nakedsecurity.sophos.com/2019/07/09/backdoor-discovered-in-ruby-strong_password-library/
https://threatpost.com/finspy-modules-secure-messaging-apps/146372/
https://twitter.com/msuiche/status/1148986538354716672
https://nakedsecurity.sophos.com/2019/07/10/android-apps-sidestepping-permissions-to-access-sensitive-data/
https://www.ftc.gov/system/files/documents/public_events/1415032/privacycon2019_serge_egelman.pdf
https://www.ftc.gov/system/files/documents/public_events/1415032/privacycon2019_serge_egelman.pdf
https://nakedsecurity.sophos.com/2019/07/11/gdpr-superpowers-lead-to-whopper-ico-fines-for-ba-marriott/
https://www.cnbc.com/2019/07/12/ftc-fines-facebook-5-billion-for-privacy-lapses.html
https://nakedsecurity.sophos.com/2019/07/11/mozilla-arent-villains-after-all/
https://threatpost.com/google-home-recordings-domestic-violence/146424/
https://www.computerweekly.com/news/252466203/Top-VPNs-secretly-owned-by-Chinese-firms
https://gbhackers.com/metasploit-can-be-directly-used-for-hardware-vulnerability-testing-now/
https://www.zdnet.com/google-amp/article/how-to-enable-dns-over-https-doh-in-firefox/
https://about.gitlab.com/company/culture/all-remote/resources/
https://medium.com/@eric_therond/bug-bounty-how-to-win-the-race-against-black-hat-hackers-dabe82eb12b8
https://programanalys.is/data-driven-bug-bounty/
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