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@TomNomnom, @jon_bottarini’'s hunt for
hidden features & Rock-ON
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 14 to 21 of June.

Our favorite 5 hacking items

1. Conference of the week

“VIM tutorial: linux terminal tools for bug bounty pentest and redteams with @tomnomnom”

Oh my! We're really spoilt this week between this video tutorial with @tomnomnom and @nahamsec's
recon tips video (see below).
@tomnomnom shares so many tips that are worthy to discover whether your are a beginner or seasoned

bug hunter. This includes the tools he uses for recon (including custom ones like assetfinder and html-

tool), BASH basics, how to manually search for secrets in Git repos, how to use (and exit) VIM and a lot
more.

This is a must watch if you're into Web app security!

2. Writeup of the week

“Using Burp Suite match and replace settings to escalate your user privileges and find hidden
features ($500)"”

@jon_bottarini shares here a technique that allowed multiple times to access unreleased beta and admin
features (i.e. escalate his privileges).

The idea is that if you see the server always returning some “false” value, you can use Burp Suite’s match
and replace rule to change the server's response body from “false” to “true”. Sometimes this triggers
client-side code that was hidden or unaccesible.

Similarly, you can replace “userlevel”:READONLY with “userlevel!”ADMIN, or “subscription/evel”:"BASIC”
with “subscriptionlevel”:"PROFESSIONAL”.

Pretty straightforward. Must try now!

3. Resource of the week

“Collection of bug bounty tips”



https://twitter.com/pentesterland
https://www.youtube.com/watch?v=l8iXMgk2nnY
https://github.com/tomnomnom/assetfinder
https://github.com/tomnomnom/hacks/tree/master/html-tool
https://github.com/tomnomnom/hacks/tree/master/html-tool
https://www.jonbottarini.com/2019/06/17/using-burp-suite-match-and-replace-settings-to-escalate-your-user-privileges-and-find-hidden-features/
https://www.jonbottarini.com/2019/06/17/using-burp-suite-match-and-replace-settings-to-escalate-your-user-privileges-and-find-hidden-features/
https://twitter.com/intigriti/status/1141990112659722240
https://www.intigriti.com/

This is a remarkable Twitter feed initiated by @intigriti who asked hackers to share their best bug bounty

tip. A lot of people chimed in. Here are some of my favorite responses:

e ‘“Create daily diffs of JavaScript files to find new features, endpoints and keep an eye on endpoints
that disappear but still work, they might conflict with the future design of the product and induce a

vulnerability.”

e “Sometimes your target asks you to pay to access an account/premium features. If they use services
like “Stripe”, try paying with “test cards” and check if you can have a premium account/features, for

free!”

e “Change the host header to “localhost”, its IPv4/IPv6 equivalents or even better the internal IP of the

server!” and “if you get a 403 with that, adding X-Fowarded-For:localhost might do the trick! :)"

e “If http://bugbountytarget.com&nbsp; does not verify e-mail addresses, try signing up with a

@bugbountytarget.com email address! You may get access to special features or discounts!”

4. Tool of the week

: “Rock-ON"

If you're currently doing your recon manually, this will be a very handy tool. It's a wrapper around many
staple tools and looks like a good basis to build upon and customize to your own needs.

| already have a custom recon tool. But regular readers of this newsletter know by now that | lo-o-ove

going through repos like this one. | look for any good ideas that can be replicated and improve my own

scripts.

5. Tutorial of the week

“How to: Burp _OpenVPN"

Bookmark this one. It will be really helpful if you need to direct all (and only) your Burp traffic through a
remote VPN.

This is a little more complicated than running a VPN on your local machine, but sometimes you don't have
a choice. Bug bounty program and pentest client can require that you use a remote VPN.

So check out this awesomly detailed guide. You will need PuTTY, OpenVPN, one VPS or two (if you have a

dynamic IP) and the Switchy Omega browser extension.

Other amazing things we stumbled upon this
week

Videos

The Truth About Recon (Bug Bounty Tips)

Interview with The Blind Hacker

Exploiting Android Through ADB With PhoneSploit

PowerShell Empire Complete Tutorial For Beginners - Mimikatz & Privilege Escalation



http://bugbountytarget.com&nbsp/
https://github.com/SilverPoision/Rock-ON
https://honoki.net/2019/06/21/how-to-burp-and-openvpn/
https://www.youtube.com/watch?v=amihlWTtkMA
https://www.youtube.com/watch?v=KOeWU62Ts4Y
https://www.youtube.com/watch?v=ONHxcGMdkM0
https://www.youtube.com/watch?v=52xkWbDMUUM

e Configuring the proxy

Podcasts

404 Podcast Not Found #1 /w John Hammond

e Security Now 719 - Exim Under Siege

e 7MS #366: Tales of Internal Pentest Pwnage - Part 3

e Hackable? 27 - Face the Fax

e Purple Teaming, SCYTHE - Paul’s Security Weekly #609

e Yubico, Tufin, & Venmo - Hack Naked News #223

Webinars & Webcasts

e So, You Wanna Be a Pen Tester? 3 Paths to Consider

e Web App Testing 101 - Getting the Lay of the Land

e ADayin the Life of a Pen Tester & Episode 2

Conferences

e SUE2019 - Entering NIPRNET: SSRF, cloud attacks & case study on abusing jira to gain internal
network access on the US DoD (by @Alyssa_Herrera)

e How To Frida Good

Slides only

e The parts of JWT security nobody talks about

e Internet-Scale analysis of AWS Cognito Security

e Fridamania in Security - Using Frida as an Attacker

e lronPython... OMF v2.0 - An introduction to BYOI Payloads (Bring Your Own Interpreter)

Tutorials

Medium to advanced

e Pentesting Meteor Applications with Burp Suite

e Subdomain takeover via Ngrok service


https://www.youtube.com/watch?v=x6iRmf8pLu8
https://www.youtube.com/watch?v=zeOJxGC_CGs&feature=youtu.be
https://www.youtube.com/watch?v=44X1osObEiU
https://7ms.us/7ms-366-tales-of-internal-pentest-pwnage-part-3/
https://hackablepodcast.com/episodes/face-the-fax
https://risky.biz/HF1/
https://www.youtube.com/watch?v=AWdOGx6o2_0
https://www.youtube.com/watch?v=eoUr_Z9RMJg
https://www.sans.org/webcasts/so-wanna-pen-tester-3-paths-106920/success
https://www.sans.org/webcasts/web-app-testing-101-lay-land-111210/success
https://www.youtube.com/watch?v=YW3l1qBw9do
https://www.youtube.com/watch?v=8G6Qh8I6vu4
https://vimeo.com/332217057
https://slideslive.com/38916544/how-to-frida-good
https://pragmaticwebsecurity.com/talks/jwtsecurity.html
https://speakerdeck.com/andresriancho/internet-scale-analysis-of-aws-cognito-security
https://github.com/0xdeadbeefJERKY/presentations/blob/master/Fridamania-in-Security.pdf
https://github.com/byt3bl33d3r/Slides/blob/master/HIP2019_IronPython_OMFG_v2.0_.pptx
https://www.gremwell.com/node/945
https://blog.pareshparmar.com/subdomain-takeover-ngrok/

o Deploy a private Burp Collaborator Server in Azure

e Attacking Docker Environments

e Active Directory Enumeration with PowerShell

e How to access RDP over SSH tunnel

e Antivirus Evasion with Python

Beginners corner

e Simplifying Password Spraying & Spray

Linux for Pentester: CAT Privilege Escalation

Linux for Pentester: xxd Privilege Escalation

Linux for Pentester: Time Privilege Escalation

OCSP: File transfer recipe for delicious post exploitation - Part 1 & Part 2

Writeups
Challenge writeups

e [CTF Write-up] Midnightsun CTF Finals Marcololo (web. mid)

e Facebook CTF 2019 Challenges: Source code & solutions

e Solving each and every fb-ctf challenge PART 1 - Write-up of all the challenges which were in fb-ctf

web category

Pentest writeups
e Whoal! This is not a vulnerability

e Inadequate Management of Active Directory Puts USPTQ’s Mission at Significant Cyber Risk

Responsible(ish) disclosure writeups

e Hacking thousands of websites via third-party JavaScript libraries

e Why we shouldn’t use sequential booking references

e Chaining Three Bugs to Get RCE in Microsoft AttackSurfaceAnalyzer

e Remote Code Execution via Ruby on Rails Active Storage Insecure Deserialization

e How | hacked into a website to prepare for my finals

e Ewon Flexy loT Router. A Deep dive

e Sharing the Secrets: Pwning an industrial loT router


https://medium.com/bugbountywriteup/deploy-a-private-burp-collaborator-server-in-azure-f0d932ae1d70
https://morphuslabs.com/attacking-docker-environments-a703fcad2a39
https://www.exploit-db.com/docs/english/46990-active-directory-enumeration-with-powershell.pdf
https://medium.com/@eviatargerzi/how-to-access-rdp-over-ssh-tunnel-c0829631ad44
https://medium.com/bugbountywriteup/antivirus-evasion-with-python-49185295caf1
https://medium.com/@jbonatelli/simplifying-password-spraying-580719970159
https://github.com/Greenwolf/Spray
https://www.hackingarticles.in/linux-for-pentester-cat-privilege-escalation/
https://www.hackingarticles.in/linux-for-pentester-xxd-privilege-escalation/
https://www.hackingarticles.in/linux-for-pentester-time-privilege-escalation/
https://medium.com/@dr.spitfire/ocsp-file-transfer-recipe-for-delicious-post-exploitation-832331cffd9f
https://medium.com/@dr.spitfire/ocsp-file-transfer-recipe-for-delicious-post-exploitation-a407e00f7346
https://dreadlocked.github.io/2019/06/15/midnightsunctf-marcololo/
https://github.com/fbsamples/fbctf-2019-challenges
https://medium.com/bugbountywriteup/solving-each-and-every-fb-ctf-challenge-part-1-4bce03e2ecb0
https://medium.com/bugbountywriteup/solving-each-and-every-fb-ctf-challenge-part-1-4bce03e2ecb0
https://medium.com/@dr.spitfire/whoa-this-is-not-a-vulnerability-3450843af72b
https://www.oversight.gov/sites/default/files/oig-reports/2019-06-13_USPTO%20AD%20Security%20Final%20Report.pdf
https://dmsec.io/hacking-thousands-of-websites-via-third-party-javascript-libraries/
https://www.pentestpartners.com/security-blog/why-we-shouldnt-use-sequential-booking-references/
https://parsiya.net/blog/2019-06-18-chaining-three-bugs-to-get-rce-in-microsoft-attacksurfaceanalyzer/
https://www.zerodayinitiative.com/blog/2019/6/20/remote-code-execution-via-ruby-on-rails-active-storage-insecure-deserialization
https://medium.com/@mhamedkchikech/how-i-hacked-into-a-website-to-prepare-for-my-finals-41b91655d6d4
https://www.pentestpartners.com/security-blog/ewon-flexy-iot-router-a-deep-dive/
https://www.pentestpartners.com/security-blog/sharing-the-secrets-pwning-an-industrial-iot-router/

e Operation Crack: Hacking IDA Pro Installer PRNG from an Unusual Way

e Fortinet FortiCam FCM-MB40 - Multiple Vulnerabilities

Bug bounty writeups
e SSRF on Snapchat (video)

e DOM XSS on Shopify, ($500)

e Authorization flaw on Shopify ($500)

e Blind XSS on Google

e Parameter pollution

e IDOR/ Payment tampering

e AWS flaw on Dropbox ($1,500)
e Cookie theft ($900)
e About a Sucuri RCE...and How Not to Handle Bug Bounty Reports ($750)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time
e Redirector: Online open redirect / SSRF payload generator

e Droidstatx: Python tool that generates an Xmind map with all the information gathered and any
evidence of possible vulnerabilities identified via static analysis. The map itself is an Android
Application Pentesting Methodology component, which assists Pentesters to cover all important

areas during an assessment.
e Konan: Advanced Web Application Dir Scanner

e Prithvi: Report Generation Tool

More tools, if you have time

e T1tI3: A simple python script which can check HTTP status of branch of URLs/Subdomains and grab
URLs/Subdomain title

e Detect-techs.py: A simple tool written in python3 used to read a list of websites and enumerate

WordPress sites, you can change WordPress to any other technology and use it

e EnumUserlnFiles.sh: Script for searching usernames in files (nearly all filesystem) for getting sensitive

files


https://devco.re/blog/2019/06/21/operation-crack-hacking-IDA-Pro-installer-PRNG-from-an-unusual-way-en/
https://xor.cat/2019/06/19/fortinet-forticam-vulns/
https://www.youtube.com/watch?v=E-dfcK0YtjE
https://hackerone.com/reports/602767
https://hackerone.com/reports/528940
https://appio.dev/vulns/googleplex-com-blind-xss/
https://smaranchand.com.np/2019/06/parameter-pollution-issue-in-api-resulting-xxx/
https://medium.com/@Vibhurushi_Chotaliya/idor-payment-fraud-99d330879c0d
https://medium.com/@protector47/how-i-earned-1-500-in-just-15-mins-due-to-amazon-s3-bucket-misconfiguration-953b28242f95
https://medium.com/@osamaavvan/stealing-cookies-to-login-in-any-account-52ca33df0318
https://www.rcesecurity.com/2019/06/about-a-sucuri-rce-and-how-not-to-handle-bug-bounty-reports/
https://twitter.com/intigriti/status/1141313758222016512
https://github.com/clviper/droidstatx
https://github.com/m4ll0k/Konan
https://www.vegabird.com/prithvi/
https://github.com/rudSarkar/T1tl3
https://gist.github.com/persian64/6894af719de803e700a183b5f5d76f2d
https://github.com/uzeyirdestan/oscp/blob/master/linux/scripts/enumUserInFiles.sh

Oxsp-Mongoose: Privilege Escalation Enumeration Toolkit (ELF 64/32 ), fast, intelligent enumeration
with Web API integration

Constole: Scan for and exploit Consul agents

Sliver: A general purpose cross-platform implant framework that supports C2 over Mutual-TLS,
HTTP(S), & DNS

Slackor & Introduction: A Golang implant that uses Slack as a command and control server

Misc. pentest & bug bounty resources

Distrotest.net: Online operating system tester. Try 200+ Linux distributions without downloading or

installing them
Runbooks: Command references, posts, and resources for different topics
Probable Wordlists - Version 2.0

APlsecurity.io Issue 36: Vulnerabilities at TP-Link, Venmo, Amcrest, and GateHub

League of Bounties

Bug-Bounty-Bookmarks

Grep cheatsheet

Best Hacker and Security Blogs to Read

Scalable Scanning and Automatic Classification of TLS Padding Oracle Vulnerabilities

OSCP-Like vms for HackTheBox and VulnHub

Application Security 101: Learn buffer overflows starting from CPU architecture, memory layout,

programming & assembly

CPR-Zero: Check Point Research Vulnerability Repository

Articles

Dynamic Discovery of Mass Assignment Vulnerabilities

Week in OSINT #2019-24: Interesting section about Facebook graph search changes

New Kids On The Block (Part 1)

Introduction to AWS IAM Privilege Escalation - Escalating AWS IAM Privileges with an
Undocumented CodeStar API

Security of mobile OAuth 2.0

A Primer for On-Site CTFs



https://github.com/lawrenceamer/0xsp-Mongoose
https://github.com/TestingPens/Constole
https://github.com/BishopFox/sliver
https://github.com/Coalfire-Research/Slackor
https://www.coalfire.com/The-Coalfire-Blog/June-2019/Introducing-Slackor
https://distrotest.net/
https://github.com/sneakerhax/Runbooks
https://github.com/berzerk0/Probable-Wordlists
https://apisecurity.io/issue-36-tp-link-amcrest-venmo-gatehub/
https://twitter.com/LooseSecurity/status/1140664032745140224
https://awesomeaakash.github.io/2019/06/18/Bug-Bounty-Bookmarks/
https://twitter.com/TryCatchHCF/status/1140014047930257410?s=20
https://medium.com/@vickieli/best-hacker-and-security-blogs-to-read-d716c43e0494
https://github.com/RUB-NDS/TLS-Padding-Oracles/blob/master/TlsPaddingOracleScanning.pdf
https://docs.google.com/spreadsheets/d/1dwSMIAPIam0PuRBkCiDI88pU3yzrqqHkDtBngUHNCw8/edit?usp=sharing
https://beaujeant.gitbook.io/appsec101/
https://cpr-zero.checkpoint.com/
https://www.lanmaster53.com/2019/06/14/dynamic-discovery-mass-assignment/
https://medium.com/week-in-osint/week-in-osint-2019-24-4fcd17ca908f
https://www.secjuice.com/new-kids-on-the-block/
https://rhinosecuritylabs.com/aws/escalating-aws-iam-privileges-undocumented-codestar-api/
https://rhinosecuritylabs.com/aws/escalating-aws-iam-privileges-undocumented-codestar-api/
https://habr.com/en/company/mailru/blog/456702/
https://blog.welcomethrill.house/2019/06/a-primer-for-on-site-ctfs.html

e What You Need To Know About TCP “SACK Panic”

e Covert Keylogging: Sniping your Typing

e Bypassing Antivirus with Golang - Gopher it!

News

Bug bounty news

e New on Web Security Academy: SSRF course & labs

e New Bugcrowd Researcher Collaboration: Reward Splitting & Joint Submissions

e Speakers Wanted: Security@ San Francisco 2019

e Graph’'s not dead & SearchBook: A Firefox extension for executing some Graph-like searches against
Facebook

e @naffy made roughly $550k USD in 365 days on 187 bugs & Spreadsheet of his bugs for the last 12
months

Reports

e Vulnerabilities and threats in mobile applications 2019

Vulnerabilities

e Oracle Warns of New Actively-Exploited WebLogic Flaw

o Netflix researcher spots TCP SACK flaws in Linux and FreeBSD

e Millions of Dell PCs Vulnerable to Flaw in Third-Party Component

e Widely used medical infusion pump can be remotely hijacked

e Used Nest cams were letting previous owners spy on you

o Pass the salt! Popular CMSs aren’t securing passwords properly

e A bug in Wi-Fi ‘extenders’ could give a hacker full control over the devices

e Major HSM vulnerabilities impact banks, cloud providers, governments

Breaches & Attacks

e Malware sidesteps Google permissions policy with new 2FA bypass technique

e Mozilla releases fix for high-impact Firefox zero-day

e Mozilla Fixes Second Actively-Exploited Firefox Flaw

e NASA hacked because of unauthorized Raspberry Pi connected to its network


https://isc.sans.edu/diary/25046
https://www.pentestpartners.com/security-blog/covert-keylogging-sniping-your-typing/
https://labs.jumpsec.com/2019/06/20/bypassing-antivirus-with-golang-gopher-it/
https://twitter.com/albinowax/status/1142070231596261376
https://www.bugcrowd.com/blog/bugcrowd-researcher-collaboration/
https://www.hackerone.com/blog/speakers-wanted-security-san-francisco-2019
https://techblog.mediaservice.net/2019/06/facebook-graphs-not-dead/
https://github.com/sowdust/searchbook/
https://twitter.com/nnwakelam/status/1139640401596305408
https://twitter.com/nnwakelam/status/1140034261916909569
https://twitter.com/nnwakelam/status/1140034261916909569
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/Mobile-Application-Vulnerabilities-and-Threats-2019-eng.pdf
https://threatpost.com/oracle-warns-of-new-actively-exploited-weblogic-flaw/145829/
https://nakedsecurity.sophos.com/2019/06/19/netflix-researcher-spots-tcp-sack-flaws-in-linux-and-freebsd/
https://threatpost.com/millions-of-dell-pcs-vulnerable-to-flaw-in-third-party-component/145833/
https://nakedsecurity.sophos.com/2019/06/17/widely-used-medical-infusion-pump-can-be-remotely-hijacked/
https://nakedsecurity.sophos.com/2019/06/21/used-nest-cams-were-letting-previous-owners-spy-on-you/
https://nakedsecurity.sophos.com/2019/06/19/popular-content-platforms-putting-passwords-at-risk/
https://www.cyberscoop.com/wi-fi-extenders-remote-code-ibm-xforce/
https://www.zdnet.com/article/major-hsm-vulnerabilities-impact-banks-cloud-providers-governments/
https://www.welivesecurity.com/2019/06/17/malware-google-permissions-2fa-bypass/
https://portswigger.net/daily-swig/mozilla-releases-fix-for-high-impact-firefox-zero-day
https://threatpost.com/mozilla-fixes-second-actively-exploited-firefox-flaw/145893/
https://www.zdnet.com/article/nasa-hacked-because-of-unauthorized-raspberry-pi-connected-to-its-network/

Personal data of 2.7 million people leaked from Desjardins

Millions of Venmo transactions scraped (again)

Supply Chain Hackers Snuck Malware Into Videogames

SIM swap horror story: I've lost decades of data and Google won't lift a finger

Malicious apps/sites

Other news

e Chrome adds features to improve protection against deceptive websites

e Facebook’s Libra cryptocurrency is big news but will it be secure?

e Samsung asks users to please virus-scan their TVs

Non technical

e Research and Organization on the go and refinement when time permits

e BugBounty Insider

e Security, turns out it's hard

e The biggest data breaches of the last 15 years

e My Home Office

e Building blocks

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 06/14/2019 to 06/21/2019.

Subscribe to the newsletter here!

Disclaimer:
The views and opinions expressed in this article are those of the curators and do not necessarily reflect
the position of intigriti.Curated by Pentester Land & Sponsored by Intigriti

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.cbc.ca/news/canada/montreal/desjardins-data-breach-1.5183297
https://nakedsecurity.sophos.com/2019/06/19/millions-of-venmo-transactions-scraped-again/
https://www.wired.com/story/supply-chain-hackers-videogames-asus-ccleaner/
https://www.zdnet.com/article/sim-swap-horror-story-ive-lost-decades-of-data-and-google-wont-lift-a-finger/
https://portswigger.net/daily-swig/chrome-adds-features-to-improve-protection-against-deceptive-websites
https://nakedsecurity.sophos.com/2019/06/20/facebooks-libra-cryptocurrency-is-big-news-but-will-it-be-secure/
https://arstechnica.com/gadgets/2019/06/samsung-please-virus-scan-your-tv/
https://medium.com/@markmotig/research-and-organization-on-the-go-and-refinement-when-time-permits-3d25763d3586
https://www.secjuice.com/bug-bounty-insider/
https://medium.com/@thegrugq/security-turns-out-its-hard-e678c5350bc7
https://betanews.com/2019/06/17/15-biggest-data-breaches/?utm_content=94441830&utm_medium=social&utm_source=twitter&hss_channel=tw-2466013141
https://medium.com/@9bplus/my-home-office-f531f662fc51
https://blog.pentesterlab.com/building-blocks-cbdbebc5f1ad
https://twitter.com/PentesterLand/timelines/1142005110618435584
https://newsletter.intigriti.com/
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

