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Bug Bytes #216 — SQL injections, Android
XSS and Writing Quality Reports

BY TRAVISINTIGRITI - NOVEMBER 2, 2023 - LAST UPDATED ON APRIL 4, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the week from October 23rd to October 29th
Intigriti News

e XSS Challenge is currently down but stay tuned for updates

e What's the least helpful advice that someone can get when starting out in bug bounty?

e Top 3 tools for automating SSRF vulnerabilities!

e Attention Belgium! Join us at our Open Port event on 2nd November! Get free swag, free food tour

Intigriti's Antwerp HQ, meet and collaborate with other hackers! Wether you're beginner,

intermediate or advanced level, all are welcome at the open port event

From my notebook

1. Automating Boolean SQL Injection and Evading Filters

2. Execution of Arbitrary JavaScript in Android Application

3. Cisco I0S XE CVE-2023-20198 and CVE-2023-20273: WebUI Internals, Patch Diffs, and Theory
Crafting

4. Best Practices for Writing Quality Vulnerability Reports

5. How | Hacked 1000 + Tesla Cars using OSINT

ideos | Q3*

e The Russian cyberattack that crippled Ukraine

e HackTheBox - Gofer & Binary Analysis of notes [HackTheBox Gofer]



https://tweetdeck.twitter.com/
https://x.com/intigriti/status/1718231886533677328?s=20
https://x.com/intigriti/status/1717863929739702284?s=20
https://x.com/intigriti/status/1716858061057327449?s=20
https://x.com/intigriti/status/1716858061057327449?s=20
https://x.com/intigriti/status/1716858061057327449?s=20
https://www.youtube.com/watch?v=mF8Q1FhnU70
https://infosecwriteups.com/execution-of-arbitrary-javascript-in-android-application-b797cf5f62ef?source=rss----7b722bfd1b8d---4
https://www.horizon3.ai/cisco-ios-xe-cve-2023-20198-theory-crafting/
https://www.horizon3.ai/cisco-ios-xe-cve-2023-20198-theory-crafting/
https://itnext.io/best-practices-for-writing-quality-vulnerability-reports-119882422a27
https://infosecwriteups.com/how-i-hacked-1000-tesla-cars-using-osint-4cd837b8c530?source=rss----7b722bfd1b8d---4
https://www.youtube.com/watch?v=EDqG4bJphMg
https://www.youtube.com/watch?v=waKs935HxNE
https://www.youtube.com/watch?v=z4KZCwbTNy0
https://www.intigriti.com/

e How to Use Docker in 2023

e Hacking with Haiku Part 3

e (Cloud Security with Microsoft 365 Developer Tenants

e The Beginner’s Guide to Blind XSS (Cross-Site Scripting)

e Did the World Bank's servers get breached?

e AWS Security Hub: Getting Started & Practical Demo

e Thousands of remote IT workers discovered to be North Korean Spies

e RagnarlLocker Ransomware Seized by Law Enforcement

e Password Managers and Secure Passwords

e Let's Hack Together! Follow Along Livestream w/ Gerald Auger, PhD

e STRIDE Threat Modeling for Beginners - In 20 Minutes
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e Renniepak Interview & Intigriti LHE Recap (Ep. 42)

e @Shenetworks: Leveraging Content Creation to Build a Career in Cybersecurity
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hey Hired Him to Snoop a Target, but Something Felt Very Wrong_Darknet Diaries Ep. 99: The
RY.
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e Cloud Security Tools from Cloud Pentest Lab | DeRF |Stratus Red Team

e Cyber sloppiness, and why does Google really want to hide your IP address?

e SN 945: The Power of Privilege - New cURL vulnerabilities, CVSS 10.0 Cisco Nightmare, So long
VBScript!

e Risky Business #726 — Okta owned while Cisco takes a massive L

e 220 - Windows Kernel Bugs, Safari Integer Underflow, and CONSTIFY


https://www.youtube.com/watch?v=VBF1wxgjwU8
https://www.youtube.com/watch?v=p4FxMXxq8Wg
https://www.youtube.com/watch?v=OtCg1nlG_NY
https://www.youtube.com/watch?v=MjtMLbRw0lI
https://www.youtube.com/watch?v=cEwe1NpDFk4
https://www.youtube.com/watch?v=f17l2v5v9g4
https://www.youtube.com/watch?v=l_-mFu019dA
https://www.youtube.com/watch?v=QRn9gDP7yKc
https://www.youtube.com/watch?v=867tece6KZk
https://www.youtube.com/watch?v=NrTM9Xyx2Dw
https://www.youtube.com/watch?v=rEnJYNkUde0
https://www.youtube.com/watch?v=HDyOD67c7NA
https://www.youtube.com/watch?v=4l5WtxtQTQk
https://www.youtube.com/watch?v=3iAlCImWD2w
https://www.youtube.com/watch?v=3iAlCImWD2w
https://www.youtube.com/watch?v=ALTNJ4gGz_4
https://cloudsecuritypodcast.libsyn.com/ep149-cloud-security-share-responsibility-share-fate-shared-faith
https://www.smashingsecurity.com/345
https://twit.tv/shows/security-now/episodes/945
https://twit.tv/shows/security-now/episodes/945
https://risky.biz/RB726
https://dayzerosec.com/podcast/220.html
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e Beginner

e Simple Tips for Bug Bounty Beginners: Finding Open Redirect Bugs

e Looking for Broken Access Control Vulnerabilities in websites

e What To Do After Choosing a Target? Part 01 | Bug Bounty

e Mastering SQL Injection on DVWA Low Security with Burp Suite: A Comprehensive Guide—
StackZero

e How to Crack Windows Passwords with John the Ripper

A Guide to LFI Discovery: Uncover Vulnerabilities and Enhance Web Security | Bug bounty
e Intermediate
e On Path Attacks: File Transfer Capture with Ettercap and Wireshark

e Broken Object Level Authorization Vs. Broken Functionality Level Authorization | APl Hacking
1

e Reverse SSH SOCKS proxy via Alpine image

e Delving into the Depths of NoSQL Injection: A Research Odyssey
e Bypass Android Applications Debug and Root Detection via debugger.

e Bug Hunting: An Extension that Makes the Job Easier

e Exploring Host Header Vulnerabilities with headi

e Advanced

e EC2 User-data to RCE

e Akamai Bypass! Advanced XSS

e Secure Code Review #1: Basics (Getting Started)

e Unleashing Memcached: The Double-Edged Sword of Speed and Vulnerability

(Jrike ups 0

e Security Research


https://medium.com/@anishnarayan/simple-tips-for-bug-bounty-beginners-finding-open-redirect-bugs-cdd11c57af38?source=rss------bug_bounty-5
https://infosecwriteups.com/looking-for-broken-access-control-vulnerabilities-in-websites-a44c7e765295?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/what-to-do-after-choosing-a-target-part-01-bug-bounty-0e7eda23d324?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/mastering-sql-injection-on-dvwa-low-security-with-burp-suite-a-comprehensive-guide-stackzero-1aca6de8c071?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/mastering-sql-injection-on-dvwa-low-security-with-burp-suite-a-comprehensive-guide-stackzero-1aca6de8c071?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-to-crack-windows-passwords-with-john-the-ripper-685dc1f6f09b?source=rss----7b722bfd1b8d---4
https://medium.com/@facu.tha/a-guide-to-lfi-discovery-uncover-vulnerabilities-and-enhance-web-security-bug-bounty-4567f27eebbf?source=rss------bug_bounty-5
https://infosecwriteups.com/on-path-attacks-file-transfer-capture-with-ettercap-and-wireshark-60007cc03216?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/broken-object-level-authorization-vs-broken-functionality-level-authorization-api-hacking-aa360dcb0986?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/broken-object-level-authorization-vs-broken-functionality-level-authorization-api-hacking-aa360dcb0986?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/reverse-ssh-socks-proxy-via-alpine-image-8fb49a41bf9d?source=rss------bug_bounty-5
https://infosecwriteups.com/delving-into-the-depths-of-nosql-injection-a-research-odyssey-f1afda14f7eb?source=rss----7b722bfd1b8d---4
https://medium.com/@shubhamsonani/hacking-with-precision-bypass-techniques-via-debugger-in-android-apps-27fd562b2cc0?source=rss------bug_bounty-5
https://medium.com/@hasirhamdan77/bug-hunting-an-extension-that-makes-the-job-easier-e19b7f9aeab5?source=rss------bug_bounty-5
https://medium.com/@aswinchandran274/exploring-host-header-vulnerabilities-with-headi-bafb5d9ff11e?source=rss------bug_bounty-5
https://medium.com/@xploiterd/ec2-user-data-to-rce-f601264a75c2?source=rss------bug_bounty-5
https://infosecwriteups.com/akamai-bypass-advanced-xss-8daedb0068f6?source=rss------bug_bounty-5
https://infosecwriteups.com/secure-code-review-1-basics-getting-started-04e1e83e0050?source=rss----7b722bfd1b8d---4
https://medium.com/@kandar.souvik6/unleashing-memcached-the-double-edged-sword-of-speed-and-vulnerability-a103169a28d2?source=rss------bug_bounty-5

e 3 new NGINX ingress controller Kubernetes related vulnerabilities

e Compromising F5 BIGIP with Request Smuggling

e (Citrix Bleed: Leaking Session Tokens with CVE-2023-4966

e RCE in Progress WS_FTP Ad Hoc via IIS HTTP Modules (CVE-2023-40044)

e CVE-2023-33466 - Exploiting Healthcare Servers with Polyglot Files

e (CVE-2021-27198

e Bugs
e A Quick Price Manipulation

e $1120: ATO Bug.in Twitter's

e XSS on the Oauth callback URL with CSP bypass leading to zero-click account takeover

e How | got Access to Auth0 Management API !!

e BBP#1 (BugBountyProgram Story) Zolo

e $1000 Bug using simple Graphgl Introspection query

e Beyond Error Messages: Super Admin Deletion due to Broken Access Control (€€€)

e Budget Change: IDOR 1000% Bug
e Open redirect & rXSS via profile image
e Business Logic Errors on a Local VDP progra

e Admin Panel Bypass Using Google Password Manager

e One Bug at a Time: Patent Pirating using IDOR | RE'ing US Patent and Trademark Office for

fun

e A web cache deception chained to a CSRF, the recipe

e Securing Data: How | Quickly Accessed 3000 Student Records in under 5 Minutes

e Business Logic Errors on a Porn Site—$$$$ Bounty

e The Story of How | Hacked My Favorite Coffee Shop

e CTF challenges
e Tryhackme: Brooklyn Nine Nine Walkthrough
e SQL Injection by Default in Grafana (HTB—Jupiter)

e Aero HTB | Windows 11 RCE & PrivESC | Themebleed | CLFS

e HTB: Gofer

e QueryQuake: Shaking Grafana through Postgres!


https://www.armosec.io/blog/cve-2023-5043-nginx-ingress/
https://www.praetorian.com/blog/refresh-compromising-f5-big-ip-with-request-smuggling-cve-2023-46747/
https://fourcore.io/blogs/threat-hunting-browser-credential-stealing
https://blog.assetnote.io/2023/10/24/citrixbleed-CVE-2023-4966/
https://blog.assetnote.io/2023/10/04/rce-progress-ws-ftp/
https://www.shielder.com/blog/2023/10/cve-2023-33466-exploiting-healthcare-servers-with-polyglot-files/
https://www.securifera.com/blog/2023/10/25/cve-2021-27198/
https://infosecwriteups.com/a-quick-price-manipulation-14c9244d7dca?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/1120-ato-bug-in-twitters-e6d30aa4e0e8?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/xss-on-the-oauth-callback-url-with-csp-bypass-leading-to-zero-click-account-takeover-c6c870b234bd?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-got-access-to-auth0-management-api-44d32fa6c477?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/bbp-1-bugbountyprogram-story-zolo-913eb508a007?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/1000-bug-using-simple-graphql-introspection-query-b68da8260877?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/beyond-error-messages-super-admin-deletion-due-to-broken-access-control-cabb66f873c3?source=rss----7b722bfd1b8d---4
https://medium.com/@a13h1/budget-change-idor-1000-bug-94505c6b38e3?source=rss------bug_bounty-5
https://noorhomaid.medium.com/open-redirect-rxss-via-profile-image-7fca16ead85b?source=rss------bug_bounty-5
https://medium.com/@NadirSensoy/business-logic-errors-on-a-local-vdp-program-85ecb049c09f?source=rss------bug_bounty-5
https://medium.com/@hasnafasif80/admin-panel-bypass-using-google-password-manager-60727b25be27?source=rss------bug_bounty-5
https://medium.com/@atomiczsec/one-bug-at-a-time-patent-pirating-using-idor-reing-us-patent-and-trademark-office-for-fun-813f6c389e44?source=rss------bug_bounty-5
https://medium.com/@atomiczsec/one-bug-at-a-time-patent-pirating-using-idor-reing-us-patent-and-trademark-office-for-fun-813f6c389e44?source=rss------bug_bounty-5
https://infosecwriteups.com/a-web-cache-deception-chained-to-a-csrf-the-recipe-9e9a5b5f53aa?source=rss------bug_bounty-5
https://medium.com/@facu.tha/securing-data-how-i-quickly-accessed-3000-student-records-in-under-5-minutes-c2d2bf96c576?source=rss------bug_bounty-5
https://medium.com/@vflexo/business-logic-errors-on-a-porn-site-bounty-bceef1ddfc4b?source=rss------bug_bounty-5
https://christmex.medium.com/the-story-of-how-i-hacked-my-favorite-coffee-shop-341092cf3eeb?source=rss------bug_bounty-5
https://chinmaytalad.medium.com/tryhackme-brooklyn-nine-nine-walkthrough-d15b5fe20b6b?source=rss------bug_bounty-5
https://infosecwriteups.com/sql-injection-by-default-in-grafana-htb-jupiter-6b7b8825fdaa?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/aero-htb-windows-11-rce-privesc-themebleed-clfs-36e0379d5e68?source=rss----7b722bfd1b8d---4
https://0xdf.gitlab.io/2023/10/28/htb-gofer.html
https://medium.com/@josh.beck2006/queryquake-shaking-grafana-through-postgres-b2daa3831a6c?source=rss------bug_bounty-5
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Fadi002/de4py: toolkit for python reverse engineering

foozzi/discoshell: a simple discovery script that uses popular tools like subfinder, amass, puredns,

alterx, massdns and others

Hakky54/certificate-ripper: A CLI tool to extract server certificates

fin3ss3g0d/CosmicRakp: CVE-2013-4786 Go exploitation tool

PatchaPalooza - A Comprehensive Tool That Provides An Insightful Analysis Of Microsoft's

Monthly Security Updates

CloudPulse - AWS Cloud Landscape Search Engine

Arsenal - Just A Quick Inventory And Launcher For Hacking Programs

LooneyPwner - Exploit Tool For CVE-2023-4911, Targeting The ‘Looney Tunables’ Glibc

Vulnerability In Various Linux Distributions

PathFinder - Tool That Provides Information About A Website

Puncia - Subdomain And Exploit Hunter Powered By Al

PostlLeaks Tool that searches for sensitive data in public Postman API assets

Have you found a WordPress that the home page redirects to an authentication page? It could be

used by Internal teams as a CMS, knowledge sharing, etc

| often find IDORs by searching in JS Files for interesting endpoints
Forgotten assets =
If you find a framework that uses Cargo 4.1.1 version

If you discover a node.js template area, you should try triggerable node payload



https://github.com/Fadi002/de4py
https://github.com/foozzi/discoshell
https://github.com/foozzi/discoshell
https://github.com/Hakky54/certificate-ripper
https://github.com/fin3ss3g0d/CosmicRakp
http://www.kitploit.com/2023/10/patchapalooza-comprehensive-tool-that.html
http://www.kitploit.com/2023/10/patchapalooza-comprehensive-tool-that.html
http://www.kitploit.com/2023/10/cloudpulse-aws-cloud-landscape-search.html
http://www.kitploit.com/2023/10/arsenal-just-quick-inventory-and.html
http://www.kitploit.com/2023/10/looneypwner-exploit-tool-for-cve-2023.html
http://www.kitploit.com/2023/10/looneypwner-exploit-tool-for-cve-2023.html
http://www.kitploit.com/2023/10/pathfinder-tool-that-provides.html
http://www.kitploit.com/2023/10/puncia-subdomain-and-exploit-hunter.html
https://github.com/cosad3s/postleaks
https://x.com/bsysop/status/1716615536715657267?s=20
https://x.com/bsysop/status/1716615536715657267?s=20
https://x.com/Moblig_/status/1717597200035790987?s=20
https://x.com/_Zer0Sec_/status/1717727219454197817?s=20
https://x.com/ynsmroztas/status/1716551134825906522?s=20
https://x.com/ynsmroztas/status/1717905620001521773?s=20

e Saw 403's > Read JS files > Collected endpoints via GAP/Scripts + heavy OSINT > Tested further for

Access Control issues > Exposed Pll/Confidential content

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://x.com/_Zer0Sec_/status/1716983020349989240?s=20
https://x.com/_Zer0Sec_/status/1716983020349989240?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

