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Bug Bytes #213 - Hacking a Prison, XSS on
steroids, CAIDO free for students and
Bogus CVEs

BY TRAVISINTIGRITI -+ OCTOBER 4, 2023 - LAST UPDATED ON APRIL 4, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the week from September 25th to October 1st
Intigriti News

e Yahoo picks Intigriti to run crowdsourced bug bounty programme

e We're joining forces with TCM Security to educate the next generation of bug bounty talent

e Here are top 3 most popular tools for RCE vulnerabilities

e JWT algorithm confusion? What can we do when the server doesn't expose a public key

From my notebook

1. Bug Bounty Stories (EP2): Hacking a Prison - NahamSec shows us why reading the javascript is

important

2. Bounty of an Insecure WebView (Part 1): XSS, but with Steroids - A fun XSS in a mobile apps

WebView causes an interesting XSS vector

3. CAIDO launches a student plan! - If you're a student you can get CAIDO for free, simply email them

proof of student status

4. The bogus CVE problem [LWN.net] - While the CVE system is crucial for tracking vulnerabilities, not

every entry is submitted in good faith

5. Input Validation: Necessary but Not Sufficient; It Doesn't Target the Fundamental Issue - Input

validation is an important method for stopping some vulnerabilities, but that doesn’t mean it's

akkways the right choice!

ideos | Q3*


https://www.computerweekly.com/news/366553653/Yahoo-picks-Intigriti-to-run-crowdsourced-bug-bounty-programme
https://x.com/intigriti/status/1709140838285033924?s=20
https://x.com/intigriti/status/1707712162104217682?s=20
https://x.com/intigriti/status/1707415757473173908?s=20
https://www.youtube.com/watch?v=wssXMwFxAVo
https://infosecwriteups.com/bounty-of-an-insecure-webview-part-1-xss-but-with-steroids-1a41cf654048?source=rss------bug_bounty-5
https://caido.io/student-plan
https://lwn.net/Articles/944209/
https://discuss.secdim.com/t/input-validation-necessary-but-not-sufficient-it-doesnt-target-the-fundamental-issue/1172
https://www.intigriti.com/

e How to become a CISO?

e Authentication Vulnerabilities - Lab #11 Password reset poisoning via middleware | Long Version

e Being careful with brute-forcing identifiers #bugbounty #bugbountytips #bugbountyhunter

e Learn to Code with Al

e $28K Apple Shortcuts IDOR

e The Truth Behind The SONY Hack

e ThemeBleed Exploit Analysis (CVE-2023-38146)

e The Penetration Test That Went Horribly Wrong_Darknet Diaries Ep. 95: Jon & Brian's Big

Adventure

e You don't always have to predict the identifier #bugbounty #bugbountytips #bugbountyhunter

e How Al and ML is changing cybersecurity?

e MGM and Caesars Hacked! Crypto Scam costs Mark Cuban Big Time, & more!

e Top hunters think about everything when submitting a report #bugbounty #bugbountytips

e Hackumentary Ep 1: Jonathan James - The boy who hacked Nasa

o Unveiling Vulnerabilities: Exploring Tech and Human Weaknesses within Organizations

e Charting Your Path in Cybersecurity: Navigating Certifications, Degrees, and Education

e Find and Exploit Server-Side Template Injection (SSTI)

e Do not forget about this attack scenario #bugbounty #bugbountytips #bugbountyhunter

e Start doing cloud pentesting in GCP?

Poo\cas’rs e i

e Mobile Hacking Maestro Sergey Toshin (Ep. 38)

e Jakoby’'s Journey

e Risky Biz News: More in-the-wild 0day for Firefox, Chrome

e Stealing your car’s identity.

e 215 - DEF CON, HardwearlO, Broken Caching, and Dropping Headers



https://www.youtube.com/watch?v=iHexZ_vbnMU
https://www.youtube.com/watch?v=UuDXth4NDNQ
https://www.youtube.com/watch?v=U5vcTu6DHx8
https://www.youtube.com/watch?v=NZPaAMDqTwY
https://www.youtube.com/watch?v=YZW_NpCN4kg
https://www.youtube.com/watch?v=NS-QWs3o8uk
https://www.youtube.com/watch?v=CdzgD-eMOnY
https://www.youtube.com/watch?v=1isotvePASY
https://www.youtube.com/watch?v=1isotvePASY
https://www.youtube.com/watch?v=d3KWICJBUiE
https://www.youtube.com/watch?v=p0qge1wUYQ4
https://www.youtube.com/watch?v=6oyJjIm8vEc
https://www.youtube.com/watch?v=lMqyKx0nnHM
https://www.youtube.com/watch?v=eKEv7SsEzTs
https://www.youtube.com/watch?v=MLQxN2TQSME
https://www.youtube.com/watch?v=15d9oHCFqQg
https://www.youtube.com/watch?v=x_1A9rCxREs
https://www.youtube.com/watch?v=XQby6YSCq3w
https://www.youtube.com/watch?v=k4Vu78aWAXw
https://www.youtube.com/watch?v=W6UWw0L01sE
https://www.youtube.com/watch?v=th94zQg5nYw
https://risky.biz/RBNEWS202
https://thecyberwire.com/podcasts/hacking-humans/261/notes
https://dayzerosec.com/podcast/215.html

e EP140 System Hardening at Google Scale: New Challenges, New Solutions

Totoriols

e Beginner

Ways | followed to Bypass ‘403'—Your checklist

How to Discover APl Subdomains? | APl Hacking |.

How to Setup crAPl in ubuntu server and make it network accessible
Input Sanitization Techniques for Secure Coding

Burpsuite vs Caido: Why You Should give Caido a try

IDOR. Autorize. Broken Access Control.

HTTP Security Headers

Race condition 101-Everything you need to know about race condition attacks

e Intermediate

Mass hunting for misconfigured S3 buckets

The Art of Monitoring Bug Bounty Programs

How To Hack 2FA/MFA—An Important Cybersecurity Topic

Hacking htmx applications

Path Traversal Vulnerabilities: A Beginner’s Guide

Free awesome VPS for bug hunting process

AWS Cloud Security Checklist (Cloud Security)

e Advanced

DevSecOps—Docker Security (with Syft and Grype)

NucleiFuzzer: Automating XSS Detection for Unrivaled Security

Creating custom AXIOM modules

NoSQL injection



https://cloudsecuritypodcast.libsyn.com/ep140-system-hardening-at-google-scale-new-challenges-new-solutions
https://infosecwriteups.com/ways-i-followed-to-bypass-403-your-checklist-fa3fc1256d2a?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-to-discover-api-subdomains-api-hacking-41ef91d00846?source=rss----7b722bfd1b8d---4
https://medium.com/@fantomeofgames74/how-to-setup-crapi-in-ubuntu-server-and-make-it-network-accessible-5175bbf8ac8e?source=rss------bug_bounty-5
https://securitycipher.medium.com/input-sanitization-techniques-for-secure-coding-76aff4b8e0ce?source=rss------bug_bounty-5
https://medium.com/@Nightbloodz/burpsuite-vs-caido-why-you-should-give-caido-a-try-30c6e048e60a?source=rss------bug_bounty-5
https://gebutcher.medium.com/idor-autorize-broken-access-control-bf5e85c5de82?source=rss------bug_bounty-5
https://securitycipher.medium.com/http-security-headers-455073d70bff?source=rss------bug_bounty-5
https://saminbinh.medium.com/race-condition-101-everything-you-need-to-know-about-race-condition-attacks-efe5b655632f?source=rss------bug_bounty-5
https://infosecwriteups.com/mass-hunting-for-misconfigured-s3-buckets-99e5f158cdc0?source=rss------bug_bounty-5
https://infosecwriteups.com/the-art-of-monitoring-bug-bounty-programs-4a229085ae74?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-to-hack-2fa-mfa-an-important-cybersecurity-topic-89b5bd30eb7?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/hacking-htmx-applications-f8d29665faf?source=rss----7b722bfd1b8d---4
https://cyberw1ng.medium.com/xml-external-entity-xxe-injection-in-web-app-penetration-testing-2023-3eaa79b32c82?source=rss------bug_bounty-5
https://bytebusterx.medium.com/path-traversal-vulnerabilities-a-beginners-guide-fe85fbf6f1c1?source=rss------bug_bounty-5
https://medium.com/@zomasec/free-awesome-vps-for-bug-hunting-process-247cdd1ca39d?source=rss------bug_bounty-5
https://securitycipher.medium.com/aws-cloud-security-checklist-cloud-security-1167a2c3edaa?source=rss------bug_bounty-5
https://infosecwriteups.com/devsecops-docker-security-with-syft-and-grype-4b6140fd551d?source=rss----7b722bfd1b8d---4
https://medium.com/@pentesterclubpvtltd/nucleifuzzer-automating-xss-detection-for-unrivaled-security-e3dec085463a?source=rss------bug_bounty-5
https://infosecwriteups.com/the-power-of-axiom-part-4-b52c122b321e?source=rss------bug_bounty-5
https://portswigger.net/web-security/nosql-injection

(Jrike Ups 0

e Security Research
e Screen Leakage
e The development of multi ransomware killswitch!

e Liferay Portal RCE | CVE-2020-7961

e Chrome's Vulnerability: When a Single Click Exposes Your Deepest Secrets (CVE-2020-6547)

e Details QA should share when reporting a bug for efficient resolution

unusable

e Getting RCE in Chrome with incorrect side effect in the JIT compiler

e Survive Access Key Deletion with sts:GetFederationToken
e Malicious npm Packages Strike Again: Exfiltrating Kubernetes Configurations and SSH Keys

e Finding Hidden API Endpoints Using Path Prediction

e Exploiting ASP.NET TemplateParser - Part I: Sitecore (CVE-2023-35813)

e The De Vinci of DirtyPipe Local Privilege Escalation - CVE-2022-0847
e CVE-2023-36664: Command injection with Ghostscript PoC + exploit

e A Deep Dive into DNS Debugging

Analysis of CVE-2023-38831 Zero-Day vulnerability in WinRAR

e Bugs

e RCE on Application’s Tracking Admin Panel

e Frontend Fumbles: The 250% Curious Case of API Key Permissions.

e |DOR and Mass Assignment attacks leads to Full Account Takeover of Internal Employees

e You can add extra zeroes. XSS bypass on a private bug bounty program

e Exploiting Keepass

e How Could a Self-XSS end with $$$$

e Backend takeover due to JS based authentication.

e Decrypting Requests, Manipulating Responses to Gaining Super Admin Access

e The Art of Identifying X$$ & WAF Bypass Fuzzing Technique

e Easy Bugs Easy Bounty



https://infosecwriteups.com/screen-leakage-a7ddc08caed7?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/the-development-of-multi-ransomware-killswitch-d7fde564f9ef?source=rss----7b722bfd1b8d---4
https://0xweb01.medium.com/liferay-portal-rce-cve-2020-7961-ebd116b4b9fc?source=rss------bug_bounty-5
https://medium.com/@garkolym/chromes-vulnerability-when-a-single-click-exposes-your-deepest-secrets-cve-2020-6547-cb9729c51c63?source=rss------bug_bounty-5
https://medium.com/requestly/details-qa-should-share-when-reporting-a-bug-for-efficient-resolution-fca8fef1e2bf?source=rss------bug_bounty-5
https://www.mobile-hacker.com/2023/09/27/get-persistent-reverse-shell-from-android-app-without-visible-permissions-to-make-device-unusable/
https://www.mobile-hacker.com/2023/09/27/get-persistent-reverse-shell-from-android-app-without-visible-permissions-to-make-device-unusable/
https://github.blog/2023-09-26-getting-rce-in-chrome-with-incorrect-side-effect-in-the-jit-compiler/
https://hackingthe.cloud/aws/post_exploitation/survive_access_key_deletion_with_sts_getfederationtoken/
https://www.cyber-oracle.com/p/malicious-npm-packages-strike-again
https://danaepp.com/finding-hidden-api-endpoints-using-path-prediction
https://code-white.com/blog/exploiting-asp.net-templateparser-part-1/
https://www.vicarius.io/vsociety/posts/the-de-vinci-of-dirtypipe-local-privilege-escalation-cve-2022-0847
https://www.vicarius.io/vsociety/posts/cve-2023-36664-command-injection-with-ghostscript-poc-exploit
https://www.checklyhq.com/blog/dns-debugging-deep-dive/
https://blog.securelayer7.net/analysis-of-cve-2023-38831-zero-day-vulnerability-in-winrar/
https://infosecwriteups.com/rce-on-applications-tracking-admin-panel-fdc7e8320366?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/frontend-fumbles-the-250-curious-case-of-api-key-permissions-f2736d1d541c?source=rss----7b722bfd1b8d---4
https://rdnzx.medium.com/idor-and-mass-assignment-attacks-leads-to-full-account-takeover-of-internal-employees-a59cd998e568?source=rss------bug_bounty-5
https://medium.com/@snoopy101/you-can-add-extra-zeroes-xss-bypass-on-a-private-bug-bounty-program-77440495e448?source=rss------bug_bounty-5
https://roadtooscp.medium.com/exploiting-keepass-e0b5691f1409?source=rss------bug_bounty-5
https://7odamoo.medium.com/how-could-self-xss-end-with-b8342555cf3e?source=rss------bug_bounty-5
https://medium.com/@Unix_Sec/backend-takeover-due-to-js-based-authentication-2d0ec3ea6bf1?source=rss------bug_bounty-5
https://4bdoz.medium.com/decrypting-requests-manipulating-responses-to-gaining-super-admin-access-b42228619010?source=rss------bug_bounty-5
https://secureitmania.medium.com/the-art-of-identifying-x-waf-bypass-fuzzing-technique-7cc59417aa1c?source=rss------bug_bounty-5
https://realm3ter.medium.com/easy-bugs-easy-bounty-677b39122b9a?source=rss------bug_bounty-5

e Uncovering Critical Security Gaps: How | Gained Admin Privileges

e How | exploited CVE-2023-36845 and got root access in one domain.
e Response Manipulation to Account Takeover

e |nvisible Indirect Injection On ChatGPT-4

e APl Endpoints Manipulation for Fun & Profit

e |IDOR | My first P2 that Lead to Full Pll Exposure

e My Bug Bounty failures

e Mixin Network’s $20 Million Bug Bounty: A Crypto Tale of Redemption

e CTF challenges

e CloudSEK—Nullcon Cyber Security CTF 2023

e HTB Machine Stocker

e 10.2 Lab: Basic SSRF against another back-end system | 2023

e HTB: Format

e Domain Detection, Tunneling Tactics, and Shellshock Dominance: An iCSI CTF Challenge.

e HTB: Aero

’Bo\ S

e Exploring TLSX by Projectdiscovery: A Powerful Tool for Security Enthusiasts

e Injectus: Your Gateway to Open Redirection Testing

o SocketSleuth: Improving security testing for WebSocket applications

e Skyhook - A Round-Trip Obfuscated HTTP File Transfer Setup Built To Bypass IDS Detections

e Pinkerton - An JavaScript File Crawler And Secret Finder Developed In Python

e AtlasReaper - A Command-Line Tool For Reconnaissance And Targeted Write Operations On

Confluence And Jira Instances

e Promptmap - Automatically Tests Prompt Injection Attacks On ChatGPT Instances

e CloudRecon - CloudRecon is a suite of tools for red teamers and bug hunters to find ephemeral

and development assets in their campaigns and hunts.

e SSRFire - Automated SSRF Finder



https://medium.com/@sidduanitha99/uncovering-critical-security-gaps-how-i-gained-admin-privileges-ffad3f303488?source=rss------bug_bounty-5
https://royzsec.medium.com/how-i-exploited-cve-2023-36845-and-got-root-access-in-one-domain-d17f9e5cab4a?source=rss------bug_bounty-5
https://medium.com/@omranisecurity/response-manipulation-to-account-takeover-f5a1dfe1d878?source=rss------bug_bounty-5
https://angrybird0x01.medium.com/invisible-indirect-injection-on-chatgpt-4-4fd96b8be84?source=rss------bug_bounty-5
https://laz0rde.medium.com/api-endpoints-manipulation-for-fun-profit-73ee9622b297?source=rss------bug_bounty-5
https://sl4x0.medium.com/idor-my-first-p2-that-lead-to-full-pii-exposure-47fa4ed18a09?source=rss------bug_bounty-5
https://medium.com/@Nightbloodz/my-bug-bounty-failures-8256fa9b8dfd?source=rss------bug_bounty-5
https://medium.com/coinmonks/mixin-networks-20-million-bug-bounty-a-crypto-tale-of-redemption-%EF%B8%8F-%EF%B8%8F-84338e30c39c?source=rss------bug_bounty-5
https://infosecwriteups.com/cloudsek-nullcon-cyber-security-ctf-2023-9f2f21c36210?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/htb-machine-stocker-b9ef41da3417?source=rss----7b722bfd1b8d---4
https://cyberw1ng.medium.com/10-2-lab-basic-ssrf-against-another-back-end-system-2023-53fb4dbbf34d?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/09/30/htb-format.html
https://medium.com/@josh.beck2006/domain-detection-tunneling-tactics-and-shellshock-dominance-an-icsi-ctf-challenge-cf53832bae3f?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/09/28/htb-aero.html
https://medium.com/@sherlock297/exploring-tlsx-by-projectdiscovery-a-powerful-tool-for-security-enthusiasts-86d5e965999c?source=rss------bug_bounty-5
https://medium.com/@aswinchandran274/injectus-your-gateway-to-open-redirection-testing-3c1a3fd5fd4a?source=rss------bug_bounty-5
https://snyk.io/blog/socketsleuth-improving-security-testing-for-websocket-applications/
http://www.kitploit.com/2023/09/skyhook-round-trip-obfuscated-http-file.html
http://www.kitploit.com/2023/09/pinkerton-javascript-file-crawler-and.html
http://www.kitploit.com/2023/09/atlasreaper-command-line-tool-for.html
http://www.kitploit.com/2023/09/atlasreaper-command-line-tool-for.html
http://www.kitploit.com/2023/09/promptmap-automatically-tests-prompt.html
https://github.com/g0ldencybersec/CloudRecon
https://github.com/g0ldencybersec/CloudRecon
https://github.com/ksharinarayanan/SSRFire

—\-(ps =

when you hunt and the program language is PHP try access to any .php endpoint and test

parameter ‘id’ and ‘list[select]’ for sql injection vulnerability.
CVE-2023-0126 Pre-authentication path traversal vulnerability in SMA1000

Always try to understand and analyze every request you see in Burp History. Indeed, the API Calls

When testing a target, forget the fact that others have also tested it. Assume it is new, and check
for all vulnerabilities

Database Credentials Disclosure via Enabled Laravel Debug Mode

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://x.com/a7mad__n1/status/1707218220250235282?s=20
https://x.com/a7mad__n1/status/1707218220250235282?s=20
https://x.com/thecybertix/status/1707268135907475495?s=20
https://x.com/sl4x0/status/1706871871570940307?s=20
https://x.com/Br0k3n_1337/status/1706973245612970281?s=20
https://x.com/Br0k3n_1337/status/1706973245612970281?s=20
https://x.com/fattselimi/status/1706685821992964316?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

