
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.

This issue covers the week from September 18th to September 24th

Intigriti News

It’s CHALLENGE O’CLOCK!

XXE! Automate or search for it manually

Exploiting SQL Injection vulnerabilities!

From my notebook

1. Hacker Tweets Explained

2. Tokyo Hacking & Interview with 0xLupin (Ep. 37)

3. IDOR – how to predict an identifier? Bug bounty case study

4. 22.6k+ GitHub Stars Note-Taking App Hit by XSS Vulnerability

5. Build It Before Breaking It !!

India hacks Pakistani websites post-terrorist attack

How is cloud pentesting different to config review? (shorts)

How to Look For Virtual Hosts // How To Bug Bounty

Data Security RoadMap in 2023

Application Security vs Cloud Security (shorts)

Bug Bytes #212 – XSS Payloads, IDOR

prediction and Cloud Security
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https://x.com/intigriti/status/1706302419640979819?s=20
https://x.com/intigriti/status/1706243897046032786?s=20
https://x.com/intigriti/status/1705183806259380702?s=20
https://www.youtube.com/watch?v=3zShGLEqDn8
https://www.youtube.com/watch?v=dRipv2ZfGbw
https://www.youtube.com/watch?v=wx5TwS0Dres
https://infosecwriteups.com/22-6k-github-stars-note-taking-app-hit-by-critical-xss-vulnerability-842da56ae265?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/build-it-before-breaking-it-5d8c5b8171fc?source=rss----7b722bfd1b8d---4
https://www.youtube.com/watch?v=ym-9lozDDlw
https://www.youtube.com/watch?v=y81XSOXY2dQ
https://www.youtube.com/watch?v=lUUL2dNQI5M
https://www.youtube.com/watch?v=TIECTyOcQwE
https://www.youtube.com/watch?v=2g120rfGcqU
https://www.intigriti.com/


Michael Taggart’s Journey in Education and Information Security

GCP Service Account explained! (shorts)

Authentication Vulnerabilities – Lab #10 Offline password cracking | Short Version

I Explored Ransomware Cybercrime on the Dark Web

How to Stop an Army of 14 Million Zombie Computers�Darknet Diaries Ep. 94: Mariposa Botnet

Hacking a vice presidential Yahoo account (shorts)

Which Visual Studio Code Extensions Can Be Hacked?

Cloud Pentesting: AWS vs GCP (shorts)

Run ANY Linux Program In Memory

Automated Password Hacking (for the lazy hacker)

Directory Traversal / File Read Into Zip with Python [HackTheBox Snoopy]

HackTheBox – Snoopy

How “Mimikatz” works (shorts)

Tesla insiders leaked tons of data! #shorts #cybersecurity #infosec (shorts)

UK changing laws to stop security patches to software to make spying easier! #cybersecurity

#privacy(shorts)

Start doing cloud pentesting in GCP? (shorts)

Do not forget about this attack scenario #bugbounty #bugbountytips #bugbountyhunter (shorts)

Sherrod DeGrippo on Why She Loves Cyber Crime

Risky Business #722 — Microsoft embraces Zero Trust… Authentication?

SN 940: When Hashes Collide – Secure-wipe best practices, browser identity segregation, bye bye

Twitter (X)

Episode 393 – Can you secure something you don’t own?

https://www.youtube.com/watch?v=UoQQdcZKnKE
https://www.youtube.com/watch?v=xrCx0Kb2TLk
https://www.youtube.com/watch?v=RFt3YbGDkQ4
https://www.youtube.com/watch?v=seB4a3Oph34
https://www.youtube.com/watch?v=SCp0MQKtG7Q
https://www.youtube.com/watch?v=x3aJDMkio1E
https://www.youtube.com/watch?v=1zGwA1qMGvM
https://www.youtube.com/watch?v=lFvKsw9U2vc
https://www.youtube.com/watch?v=7dc29U9DeIE
https://www.youtube.com/watch?v=WGewfvluu_8
https://www.youtube.com/watch?v=2a4OJeSZ_N0
https://www.youtube.com/watch?v=6tn30O0SjVQ
https://www.youtube.com/watch?v=FJcamaH654w
https://www.youtube.com/watch?v=2ehQdqajcDc
https://www.youtube.com/watch?v=teyeXfNaiFQ
https://www.youtube.com/watch?v=teyeXfNaiFQ
https://www.youtube.com/watch?v=k4Vu78aWAXw
https://www.youtube.com/watch?v=XQby6YSCq3w
https://open.spotify.com/episode/42wfwdf2fGqg5tvtE5QGct
https://risky.biz/RB722
https://twit.tv/shows/security-now/episodes/940
https://twit.tv/shows/security-now/episodes/940
https://opensourcesecuritypodcast.libsyn.com/episode-393-can-you-secure-something-you-dont-own


Beginner

Unmasking Directory Traversal: Navigating Vulnerabilities in Web Applications

Guarding the Cosmos: The Dark Secrets of Your WordPress `wp-config.php` File

Bruteforcing Files and Directories is Easy… Right?

Extracting Sensitive Data from HTML and JS Files.

[CORS] Easy peasy lemon squeezy

Race Condition Vulnerabilities: A Hands-On Primer — Part 1

Intermediate

Injecting Danger: Understanding Server-Side Template Exploits

The Introduction to AXIOM

The Ultimate SQLmap Tutorial: Master SQL Injection and Vulnerability Assessment!

Automating Reconnaissance with Sling Shot R3con — powered by project Discovery tools

Mastering Reconnaissance with Project Discovery

Cloud Security: Protecting Your Digital Oasis in the Cloud

Behind the Hack: The Mechanics of SQL Injection Attacks

Advanced

How a Simple Spreadsheet Can Hack Your Computer | CSV Injection

How to use Burp Suite Like a PRO?

Ethical Hacker’s Passive Reconnaissance Toolkit

Find Bugs While Sleeping ? Get Phone Notifications When A Bug Is Found

Understanding CVE-2023–24329 -Python urlparse Function

New ways to inject system CA certificates in Android 14

https://infosecwriteups.com/unmasking-directory-traversal-navigating-vulnerabilities-in-web-applications-techniques-e5a75c1f6753?source=rss----7b722bfd1b8d---4
https://medium.com/@24bkdoor/guarding-the-cosmos-the-dark-secrets-of-your-wordpress-wp-config-php-file-6cdf377a4746?source=rss------bug_bounty-5
https://medium.com/@dub-flow/bruteforcing-files-and-directories-is-easy-right-581a35bfa02a?source=rss------bug_bounty-5
https://medium.com/@A0g/extracting-sensitive-data-from-html-and-js-files-be67ce33c569?source=rss------bug_bounty-5
https://infosecwriteups.com/cors-easy-peasy-lemon-squeezy-51f489ff390a?source=rss------bug_bounty-5
https://infosecwriteups.com/race-condition-vulnerabilities-a-hands-on-primer-part-1-397686cceafd?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/injecting-danger-understanding-server-side-template-exploits-710f48811715?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/the-power-of-axiom-part-1-185200680bd9?source=rss----7b722bfd1b8d---4
https://imran-niaz.medium.com/the-ultimate-sqlmap-tutorial-master-sql-injection-and-vulnerability-assessment-3914334c351b?source=rss------bug_bounty-5
https://medium.com/@enessyibrahim/automating-reconnaissance-with-sling-shot-r3con-powered-by-project-discovery-tools-2d6b870641da?source=rss------bug_bounty-5
https://medium.com/@enessyibrahim/mastering-reconnaissance-with-project-discovery-99d7a21e299a?source=rss------bug_bounty-5
https://infosecwriteups.com/cloud-security-protecting-your-digital-oasis-in-the-cloud-805d4b29c51d?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/behind-the-hack-the-mechanics-of-sql-injection-attacks-9d35a34e8371?source=rss----7b722bfd1b8d---4
https://medium.com/@ghostxploiter/how-a-simple-spreadsheet-can-hack-your-computer-csv-injection-98f4a26c4957?source=rss------bug_bounty-5
https://imran-niaz.medium.com/how-to-use-burp-suite-like-a-pro-48270498464a?source=rss------bug_bounty-5
https://infosecwriteups.com/ethical-hackers-passive-reconnaissance-toolkit-e2ea6f2957a3?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/find-bugs-while-sleeping-get-phone-notifications-when-a-bug-is-found-b06ef95a6df7?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/understanding-cve-2023-24329-python-urlparse-function-7c064dee5639?source=rss----7b722bfd1b8d---4
https://httptoolkit.com/blog/android-14-install-system-ca-certificate/


Security Research

Exploit Analysis: Request-Baskets v1.2.1 Server-side Request Forgery (SSRF)

CVE-2023–39612: CSP bypasss + XSS to achieve Admin Account Takeover + Remote Command

Execution

Defeating Visual Studio Code embedded reverse shell

Critical DICOM Server Misconfigurations Lead to Exposure of 1.6M Medical Records

The WebP 0day

Multiple Memory Corruption Vulnerabilities

LUCR-3: Scattered Spider Getting SaaS-y in the Cloud

The indomitable maintainer spirit versus the indifferent cruelty of JavaScript

Writing API exploits using Postman Flows

Wind River VxWorks tarExtract directory traversal vulnerability

Fileless Remote Code Execution on Juniper Firewalls – Blog

Account Takeover in Canvas Apps served in Comet due to failure in Cross-Window-Message

Origin validation

I hacked macOS! (CVE-2022-32947)

Bugs

Reverse Search IDOR approach to Exposure of all Organizational Sensitive Information.

$1,250 worth of Host Header Injection

Csrf with content type change.

Discovering 7 Open Redirect Bypasses and 3 XSS Bypasses Within a Single Program

Cross-site Scripting (XSS) On Small Crm Portal CVE-2023–43331

Subdomain Takeover

How I Earned My Place Among Ferrari’s Elite-16 in the Hall of Fame

Broken access control (username or email enumeration)

Uncovering a Critical Vulnerability in Samsung Mobile Security: A Bug Bounty Journey

My debut with a Critical Bug: How I found my first bug (API misconfiguration)

My $1000 Bounty Bug: How I Stopped Companies from Losing Money with an IDOR Flaw

Stored XSS in Admin Panel

How 2 Cute Bugs offered me a reward of 650€

Discovering PII with Google Dorking: My Journey of Finding Vulnerabilities in Government

Website

Tricky 2FA Bypass Leads to 4 digit Bounty $$$$

Unlocking Premium CV Features: My Journey to Downloading CVs for Free

How I Got 4 SQLI Vulnerabilities At One Target Manually Using The Repeater Tab

https://infosecwriteups.com/exploit-analysis-request-baskets-v1-2-1-server-side-request-forgery-ssrf-688fffd1f424?source=rss----7b722bfd1b8d---4
https://febinj.medium.com/cve-2023-39612-csp-bypasss-xss-to-achieve-admin-account-takeover-remote-command-execution-in-b0488dce64ec?source=rss------bug_bounty-5
https://febinj.medium.com/cve-2023-39612-csp-bypasss-xss-to-achieve-admin-account-takeover-remote-command-execution-in-b0488dce64ec?source=rss------bug_bounty-5
https://www.reddit.com/r/netsec/comments/16pjfsx/defeating_visual_studio_code_embedded_reverse/
https://socradar.io/critical-dicom-server-misconfigurations-lead-to-exposure-of-16m-medical-records/
https://blog.isosceles.com/the-webp-0day/
https://pulsesecurity.co.nz/advisories/hdf5-memory-corruption
https://permiso.io/blog/lucr-3-scattered-spider-getting-saas-y-in-the-cloud
https://semgrep.dev/blog/2023/discontinuation-of-node-vm2/
https://danaepp.com/writing-api-exploits-using-postman-flows
https://www.pentagrid.ch/en/blog/wind-river-vxworks-tarextract-directory-traversal-vulnerability/
https://vulncheck.com/blog/juniper-cve-2023-36845
https://ysamm.com/?p=783
https://ysamm.com/?p=783
https://asahilina.net/agx-exploit/
https://infosecwriteups.com/reverse-search-idor-approach-to-exposure-of-all-organizational-sensitive-information-954220b96a59?source=rss------bug_bounty-5
https://medium.com/@salman_bugskipper/1-250-worth-of-host-header-injection-96563a2ac7e8?source=rss------bug_bounty-5
https://medium.com/@spettyial/oops-this-target-has-csrf-protection-b48db18b99aa?source=rss------bug_bounty-5
https://0xm5awy.medium.com/discovering-7-open-redirect-bypasses-and-3-xss-bypasses-within-a-single-program-using-same-8e87581e1a75?source=rss------bug_bounty-5
https://kartik001.medium.com/cross-site-scripting-xss-on-small-crm-portal-cve-2023-43331-d6668e97ef6?source=rss------bug_bounty-5
https://medium.com/@Xt3sY/subdomain-takeover-d734da4d2d41?source=rss------bug_bounty-5
https://mshibilmp.medium.com/how-i-earned-my-place-among-ferraris-elite-16-in-the-hall-of-fame-951e95ae3dc8?source=rss------bug_bounty-5
https://medium.com/@ahany8591/broken-access-control-username-or-email-enumeration-a6e9493fffb5?source=rss------bug_bounty-5
https://medium.com/@garkolym/uncovering-a-critical-vulnerability-in-samsung-mobile-security-a-bug-bounty-journey-95d614ba1841?source=rss------bug_bounty-5
https://infosecwriteups.com/my-debut-with-a-critical-bug-how-i-found-my-first-bug-api-misconfiguration-2f7cadc89669?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/my-1000-bounty-bug-how-i-stopped-companies-from-losing-money-with-an-idor-flaw-2366984a6c40?source=rss----7b722bfd1b8d---4
https://medium.com/@guravtushar231/stored-xss-in-admin-panel-a38d1feb9ec4?source=rss------bug_bounty-5
https://medium.com/@anirudhkrishna012/how-2-cute-bugs-offered-me-a-reward-of-650-7f13abf36c65?source=rss------bug_bounty-5
https://medium.com/@rudrakshaagadekar2003/discovering-pii-with-google-dorking-my-journey-of-finding-vulnerabilities-in-government-website-74a045c776ed?source=rss------bug_bounty-5
https://medium.com/@rudrakshaagadekar2003/discovering-pii-with-google-dorking-my-journey-of-finding-vulnerabilities-in-government-website-74a045c776ed?source=rss------bug_bounty-5
https://medium.com/@roohaa_n/tricky-2fa-bypass-leads-to-4-digit-bounty-3a148bc7d4a?source=rss------bug_bounty-5
https://medium.com/@ishfaqfariq.infosec/unlocking-premium-cv-features-my-journey-to-downloading-cvs-for-free-461147e6ae63?source=rss------bug_bounty-5
https://medium.com/@bug4y0u/how-i-got-4-sqli-vulnerabilities-at-one-target-manually-using-the-repeater-tab-ed4eb1f84147?source=rss------bug_bounty-5


OTP Bypass leads to Account Creation

Weird LFI and escalating the impact from High to Critical

One click Account Takeover & IDOR leaks all user information

API Information Disclosure Leading to Admin Account Takeover

OTP Bypass via Source Page Inspection

How i found an Stored XSS on Google Books

No Rate Limit for Forgot Password

Privilege Escalation: How I Earned $500 by Discovering the Ability to Delete Documents as a

Student

Bypassing ML based phishing and spam detection using evasion

Webinar Pro or Not: The $500 Access Control Bug

Hacking into gRPC-Web

CTF challenges

PatriotCTF 2023-My phone! (Crypto+OSINT)

PatriotCTF 2023-Capybara (Forensics) & what is Morse Code?

HTB: Snoopy

OnlyForYou HTB | LFR | RCE | Cypher Injection (Neo4j) graph database | pip3 download code

execution

Haylxon: Take screenshots of urls/websites from terminal new release �

Automating Reconnaissance with Sling Shot R3con — powered by project Discovery tools

MFMokbel/Crawlector: Crawlector is a threat hunting framework designed for scanning websites

for malicious objects.

HTMLSmuggler – HTML Smuggling Generator And Obfuscator For Your Red Team Operations

SMShell – Send Commands And Receive Responses Over SMS From Mobile Broadband Capable

Computers

Surf – Escalate Your SSRF Vulnerabilities On Modern Cloud Environments

https://medium.com/@b.jaga17122001/otp-bypass-leads-to-account-creation-2102d3c13c53?source=rss------bug_bounty-5
https://medium.com/@snoopy101/weird-lfi-and-escalating-the-impact-from-high-to-critical-3e804f5366e9?source=rss------bug_bounty-5
https://kresec.medium.com/one-click-account-takeover-idor-leaks-all-user-information-863bd951c5e?source=rss------bug_bounty-5
https://medium.com/@katmaca2014/api-information-disclosure-leading-to-admin-account-takeover-840acc31e562?source=rss------bug_bounty-5
https://medium.com/@katmaca2014/otp-bypass-via-source-page-inspection-3c6ac90a0fb5?source=rss------bug_bounty-5
https://medium.com/@cavdarbashas/how-i-found-an-stored-xss-on-google-books-732d9eb64e36?source=rss------bug_bounty-5
https://medium.com/@rajurepalle18/no-rate-limit-for-forgot-password-abf00e8cb1d2?source=rss------bug_bounty-5
https://infosecwriteups.com/privilege-escalation-how-i-earned-500-by-discovering-the-ability-to-delete-documents-as-a-student-8cdf9eab1375?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/privilege-escalation-how-i-earned-500-by-discovering-the-ability-to-delete-documents-as-a-student-8cdf9eab1375?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/bypassing-ml-based-phishing-and-spam-detection-using-evasion-2e0f1356dd9a?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/webinar-pro-or-not-the-500-access-control-bug-5cf28cd80543?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/hacking-into-grpc-web-a54053757a45?source=rss------bug_bounty-5
https://infosecwriteups.com/patriotctf-2023-my-phone-crypto-osint-9c04ad0ffa99?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/patriotctf-2023-capybara-forensics-what-is-morse-code-a7aaef748340?source=rss----7b722bfd1b8d---4
https://0xdf.gitlab.io/2023/09/23/htb-snoopy.html
https://infosecwriteups.com/onlyforyou-htb-lfr-rce-cypher-injection-neo4j-graph-database-pip3-download-code-execution-7855193b3d5c?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/onlyforyou-htb-lfr-rce-cypher-injection-neo4j-graph-database-pip3-download-code-execution-7855193b3d5c?source=rss----7b722bfd1b8d---4
https://www.reddit.com/r/bugbounty/comments/16pebfh/haylxon_take_screenshots_of_urlswebsites_from/
https://medium.com/@enessyibrahim/automating-reconnaissance-with-sling-shot-r3con-powered-by-project-discovery-tools-2d6b870641da?source=rss------bug_bounty-5
https://github.com/MFMokbel/Crawlector
https://github.com/MFMokbel/Crawlector
http://www.kitploit.com/2023/09/htmlsmuggler-html-smuggling-generator.html
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http://www.kitploit.com/2023/09/smshell-send-commands-and-receive.html
http://www.kitploit.com/2023/09/surf-escalate-your-ssrf-vulnerabilities.html


Mastering BTL1: Journey, Tips, and Insights for Cyber Defenders

that was very quick and amazing LFI

Good morning! I’ve been using this payload for over a year to discover XSS via open redirect

DB credentials are stored in the file

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://infosecwriteups.com/blue-team-level-1-btl1-training-course-exam-review-and-tips-march-2023-7bb00597b5ad?source=rss----7b722bfd1b8d---4
https://x.com/GodfatherOrwa/status/1703796987550957916?s=20
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https://x.com/NoRed0x/status/1704116743289872624?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

