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Bug Bytes #211 - Hacking Casinos,
Microsoft's Key Mishap, Read the Docs and
ImageMagick Strikes Again
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.

This issue covers the week from September 5th to September 10th

Intigriti News

We've got 2 spare tickets for @nullcon Goa 2023, courtesy of @redbull

Our dev friend found one of his first coding projects on an old backup drive that he made back in

2007 for his first school project

Top 4 tools to automate SQL Injection vulnerabilities!

Let's see how we can solve the first JWT “expert” lab, focusing on algorithm confusion

Some great insights from @VoysNL on why you might want to launch a bug bounty program, and

how to make it a success!

@odanorge has just launched their public bug bounty program with @intigriti, paying up to €4,000
for valid vulnerabilities!

From my notebook

1.

Bug Bounty Stories (EP1): Hacking An Online Casino - Slightly different format of video, but a really

interesting look into NahamSec's process

Results of Major Technical Investigations for Storm-0558 Key Acquisition - Oops from Microsoft

API Security Testing using Al in Postman - Really good guide on using Postman for APl hacking,

instead of or with Burp

Tricky Unauthenticated RCE on WordPress Media Library Assistant Plugin using a good old

Imagick - Oh ImageMagick my old friend what you have you done this time

Episode 35: King of Collaboration: Douglas Day - ArchAngelDDay talks about how he finds bugs, his

approach and auth testing


https://x.com/intigriti/status/1701616654239604951?s=20
https://x.com/intigriti/status/1700812791160983554?s=20
https://x.com/intigriti/status/1700812791160983554?s=20
https://x.com/intigriti/status/1700458599108018291?s=20
https://x.com/intigriti/status/1699794647877656794?s=20
https://x.com/intigriti/status/1699732531472421324?s=20
https://x.com/intigriti/status/1699732531472421324?s=20
https://x.com/intigriti/status/1698753860322599097?s=20
https://x.com/intigriti/status/1698753860322599097?s=20
https://www.youtube.com/watch?v=2eIDxVrk4a8
https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/
https://danaepp.com/api-security-testing-using-ai-in-postman
https://www.reddit.com/r/netsec/comments/16aicnz/lfirce_vulnerability_in_wordpress_media_library/
https://www.reddit.com/r/netsec/comments/16aicnz/lfirce_vulnerability_in_wordpress_media_library/
https://ctbb.show/s1e35
https://www.intigriti.com/

ideos | @ 3*

e Learn Active Directory Kerberoasting

e How The Pirate Bay Became a Religion, Political Party, and (Almost) a Country Darknet Diaries
Ep.92

Podco.s*s ey

e Risky Biz News: Microsoft explains how it lost its signing key

e UL NO. 397: Propaganda in a Box, Glacier-like Security, AGI by 20282, Ancient Wisdom via Al, and
Newsletter Differentiation

e Powerlifting and PowerShell: A Discussion with Jake Hildreth

e Risky Business #720 — How cloud identity provider federation features can get you mega-owned

e Deciphering Privacy in the Age of Al: An Expert Discussion

e SN 938: Apple Says No - Topics coming to Android, Apple security research, browser extension

vulnerabilities
e Yuri Diogenes Discusses Building a Career in Cybersecurity

e EP137 Next 2023 Special: Conference Recap - Al, Cloud, Security, Magical Hallway Conversations

e 137: Predator

Totoriols &

e Beginner

e Unveiling the Web's Vulnerability: An Introduction to Cross-Site Scripting (XSS)


https://www.youtube.com/watch?v=tRCvagjqx3c
https://www.youtube.com/watch?v=eFQFW5JgUjE
https://www.youtube.com/watch?v=eFQFW5JgUjE
https://risky.biz/RBNEWS196
https://omny.fm/shows/unsupervised-learning/ul-no-397-propaganda-in-a-box-glacier-like-securit
https://omny.fm/shows/unsupervised-learning/ul-no-397-propaganda-in-a-box-glacier-like-securit
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/Powerlifting-and-PowerShell-A-Discussion-with-Jake-Hildreth-e291k6a
https://risky.biz/RB720
https://shows.acast.com/the-bluehat-podcast/episodes/deciphering-privacy-in-the-age-of-ai-an-expert-discussion
https://twit.tv/shows/security-now/episodes/938
https://twit.tv/shows/security-now/episodes/938
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/Yuri-Diogenes-Discusses-Building-a-Career-in-Cybersecurity-e28u1mp
https://cloudsecuritypodcast.libsyn.com/ep137-next-2023-special-conference-recap-ai-cloud-security-magical-hallway-conversations
https://darknetdiaries.com/episode/137
https://medium.com/@kamil.gorny99/unveiling-the-webs-vulnerability-an-introduction-to-cross-site-scripting-xss-35c1ef473bf9?source=rss------bug_bounty-5

e Unleashing Precision: Burp Suite’s Intruder Tool in the World of Ethical Hacking

e BurpSuite 101

e How DNS Works—DNS Zone Transfer

4-way handshake in wireless communication

e [ntermediate

e The Hidden SQL Injection Techniques That Google Doesn’t Want You To Know

CVE-2023-38831 - WIinRAR Zero-Day Vulnerability manually Exploit

e A Comprehensive approach for testing for SQL Injection Vulnerabilities

e Understanding SSTI and Building Payloads in Jinja2 Introduction
e For Newbies: Simple Examples of LDAP Injection Vulnerabilities

e Hacking a Windows Machine by Hiding a RAT Inside the File

e Exploiting CORS misconfigurations

e SAST & DevSecOps for Java

e Advanced

e How to deploy & debug smart contracts with Foundry (Part 2)

e Diagramming Smart Contract for Security Auditing | Sm4rty

e Securing Microservices: Application Architecture for Distributed Systems

e Recovering access to an AWS EC2 instance using SSM

(Jrike Ups 0

e Security Research

e bcrypt at 25: A retrospective on password security

e SpoofiOS devices with Bluetooth pairing messages using Android

e Orbeon Forms: The Final Form? On A Journey To RCE

e BLASTPASS: NSO Group iPhone Zero-Click, Zero-Day Exploit Captured in the Wild

e Nagios Plugins: Hacking Monitored Servers with check by _ssh and Argument Injection: CVE-
2023-37154

e Paranoids Vulnerability Research: Ivanti Issues Security Alert


https://medium.com/@jonathonkischuk91/unleashing-precision-burp-suites-intruder-tool-in-the-world-of-ethical-hacking-8718f6244476?source=rss------bug_bounty-5
https://medium.com/@omccarth333/burpsuite-101-87881162ffaf?source=rss------bug_bounty-5
https://bot2root.medium.com/how-dns-works-dns-zone-transfer-a7ac53f5b21e?source=rss------bug_bounty-5
https://infosecwriteups.com/4-way-handshake-in-wireless-communication-9e3d869f18be?source=rss----7b722bfd1b8d---4
https://medium.com/@qaafqasim/the-hidden-sql-injection-techniques-that-google-doesnt-want-you-to-know-e366a0d8f444?source=rss------bug_bounty-5
https://rahadchowdhury.medium.com/cve-2023-38831-winrar-zero-day-vulnerability-manually-exploit-45e5a5a504d?source=rss------bug_bounty-5
https://infosecwriteups.com/a-comprehensive-approach-for-testing-for-sql-injection-vulnerabilities-23c8772ffba9?source=rss------bug_bounty-5
https://infosecwriteups.com/-e91b4e65a4b2?source=rss------bug_bounty-5
https://infosecwriteups.com/for-newbies-simple-examples-of-ldap-injection-vulnerabilities-cbf231431923?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/hacking-a-windows-machine-by-hiding-a-rat-inside-the-file-68b8748e4e71?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/exploiting-cors-misconfigurations-ffb538698600?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/sast-devsecops-for-java-9fd47ab7d174?source=rss----7b722bfd1b8d---4
https://coinsbench.com/how-to-deploy-debug-smart-contracts-with-foundry-part-2-12c98f287ee?source=rss------bug_bounty-5
https://sm4rty.medium.com/diagramming-smart-contract-for-security-auditing-sm4rty-33baa26a8574?source=rss------bug_bounty-5
https://infosecwriteups.com/securing-microservices-application-architecture-for-distributed-systems-534f61678ae8?source=rss----7b722bfd1b8d---4
https://blog.appsecco.com/recovering-access-to-an-aws-ec2-instance-using-ssm-8f5e85b29039?source=rss----e2adb3957733---4
https://blog.apnic.net/2023/08/02/bcrypt-at-25-a-retrospective-on-password-security/
https://www.mobile-hacker.com/2023/09/07/spoof-ios-devices-with-bluetooth-pairing-messages-using-android/
https://labs.watchtowr.com/orbeon-forms-the-final-form/
https://citizenlab.ca/2023/09/blastpass-nso-group-iphone-zero-click-zero-day-exploit-captured-in-the-wild/
https://joshua.hu/nagios-hacking-cve-2023-37154
https://joshua.hu/nagios-hacking-cve-2023-37154
https://www.yahooinc.com/paranoids/paranoids-vulnerability-research-ivanti-issues-security-alert

e Boot Unguarded: x86 Trust Anchor Downfalls to The Leaked OEM Internal Tools and Signing
Keys

e Atale about a Red Team exercise and the Forcepoint Endpoint One DLP client

e Apache Superset Part Il: RCE, Credential Harvesting and More

e Main Analytical Frameworks for Cyber Threat Intelligence

e eBPF Offensive Capabilities - Get Ready for Next-gen Malware - Sysdig

e Android 14 blocks all modification of system certificates, even as root

e Analyzing a Facebook Profile Stealer Written in Node js

e Uncovering Web Cache Deception: A Missed Vulnerability in the Most Unexpected Places

e Bugs
e A casual hunt of the day : Open Redirect at one of the largest MNCs
e Login Page Bypass With Google Hacking Database

e Bypassed Input Escaping for XSS

e How | placed into Apple Hall of Fame in 5 Minutes.

e Finding Loose Comparison in the wild (Unga Bunga Bugs Part-1)

e How | Find APl disclosure $$$

e Subdomain takeover via Frill.co

e Information Disclosure exposes The Correct Answers through Debug in Quiz Scoring

e Bug Bounty Chronicles: an SQL death spiral

e Single XSS with Earn $600

e Leaked Database and SMTP credentials through .env file

e Wifi Soft Unibox Administration 3.0 Login Page Exploit

e Unveiling RCE on Dutch Government Website
e Bypass Mobile Phone verification using Mobile website

e How | was able to find an information disclosure on the Google Tag manager

e How I got $$$ from my First valid Bug

e How | was able to find PHP info page on the website

e My debut with a Critical Bug: How | found my first bug (APl misconfiguration)

e The Art of Brute force with Facebook (Oculus) White-Hat Security Team

e Chaining low impact bugs leads to 0 click Mass ATO

e Again? Subdomain takeover via ideanote.io
e Story of Stored Blind XSS

e Revealing a Security Flaw: How | Discovered a Data Leak.



https://hardenedlinux.org/blog/2023-09-07-boot-unguarded-x86-trust-anchor-downfalls-to-the-leaked-oem-internal-tools-and-signing-keys/
https://hardenedlinux.org/blog/2023-09-07-boot-unguarded-x86-trust-anchor-downfalls-to-the-leaked-oem-internal-tools-and-signing-keys/
https://www.vicarius.io/vsociety/posts/3372
https://www.horizon3.ai/apache-superset-part-ii-rce-credential-harvesting-and-more/
https://socradar.io/main-analytical-frameworks-for-cyber-threat-intelligence/
https://sysdig.com/blog/ebpf-offensive-capabilities/
https://httptoolkit.com/blog/android-14-breaks-system-certificate-installation/
https://www.trendmicro.com/en_us/research/23/i/analyzing-a-facebook-profile-stealer-written-in-node-js.html
https://www.canva.dev/blog/engineering/when-url-parsers-disagree-cve-2023-38633/
https://blog.agilehunt.com/blogs/security/web-cache-deception-attack-on-404-page-exposing-pii-data-to-unauthenticated-users
https://infosecresearcher.medium.com/a-casual-hunt-of-the-day-open-redirect-at-one-of-the-largest-mncs-2d97a11c8ec1?source=rss------bug_bounty-5
https://medium.com/@sahilkushwaha275/login-page-bypass-with-google-hacking-database-2c1e3a55224e?source=rss------bug_bounty-5
https://medium.com/@kush.kira/bypassed-input-escaping-for-xss-d39b7b7ab284?source=rss------bug_bounty-5
https://abineshm.medium.com/how-i-placed-into-apple-hall-of-fame-in-5-minutes-823bf612632e?source=rss------bug_bounty-5
https://n1ghtmar3.medium.com/finding-loose-comparison-in-the-wild-unga-bunga-bugs-part-1-537c0e78dfe4?source=rss------bug_bounty-5
https://medium.com/@abinjohn1238901/how-i-find-api-disclosure-6a1247c28f24?source=rss------bug_bounty-5
https://kresec.medium.com/subdomain-takeover-via-frill-co-d2d0a8cdc1c1?source=rss------bug_bounty-5
https://medium.com/@alb-soul/information-disclosure-exposes-the-correct-answers-through-debug-in-quiz-scoring-ed69742e37a?source=rss------bug_bounty-5
https://medium.com/@hacktheplanet/bug-bounty-chronicles-an-sql-death-spiral-386883f11f49?source=rss------bug_bounty-5
https://medium.com/@yeyinthtet305/single-xss-with-earn-600-c1199f5c7fce?source=rss------bug_bounty-5
https://medium.com/@nithissh/leaked-database-and-smtp-credentials-through-env-file-d003df418313?source=rss------bug_bounty-5
https://medium.com/@shubhamrooter/wifi-soft-unibox-administration-3-0-login-page-exploit-a3baa369ffb1?source=rss------bug_bounty-5
https://medium.com/@nayeems3c/unveiling-rce-on-dutch-government-website-f001a1c5b4fb?source=rss------bug_bounty-5
https://jowin922.medium.com/bypass-mobile-phone-verification-using-mobile-website-e18c4db87292?source=rss------bug_bounty-5
https://medium.com/@ahalamo18/how-i-was-able-to-find-an-information-disclosure-on-the-google-tag-manager-770f4b6692b1?source=rss------bug_bounty-5
https://medium.com/@nomad8061/how-i-got-from-my-first-valid-bug-17462f94c827?source=rss------bug_bounty-5
https://security-sphinx.medium.com/how-i-was-able-to-find-php-info-page-on-the-website-75f15ba409b0?source=rss------bug_bounty-5
https://medium.com/@jay_rana/my-debut-with-a-critical-bug-how-i-found-my-first-bug-api-misconfiguration-2f7cadc89669?source=rss------bug_bounty-5
https://medium.com/@karthiksoft007/the-art-of-brute-force-with-facebook-oculus-white-hat-security-team-45c79b9aceb1?source=rss------bug_bounty-5
https://medium.com/@haitamelkhorazmi/chaining-low-impact-bugs-leads-to-0-click-mass-ato-4e7016d22121?source=rss------bug_bounty-5
https://kresec.medium.com/again-subdomain-takeover-via-ideanote-io-6c7221161ba?source=rss------bug_bounty-5
https://medium.com/@bug.hun3r/story-of-stored-blind-xss-b7b9b3ff110c?source=rss------bug_bounty-5
https://infosecwriteups.com/revealing-a-security-flaw-how-i-discovered-a-data-leak-45ad132e47e6?source=rss----7b722bfd1b8d---4

e Privilege Escalation to Super Admin

e How | ethically hacked one of the domains of the United Kingdom

e CTF challenges
e HTB: PikaTwoo
e WordPress Infiltration Pen Test Lab (VM Included)
e Lesson Learned writup | | TryHackMe

e Grep writeup | TryHackme

e Blaster writup ~ TryHackMe

’Bo\ S

e Hakluke's Tool Stack

e DorXNG - Next Generation DorX. Built By Dorks, For Dorks

e EmplolLeaks - Finding Leaked Employees Info for the Win

e HTTP-Shell - MultiPlatform HTTP Reverse Shell

e securisec/chepy: Chepy is a python lib/cli equivalent of the awesome CyberChef tool.

e The Power of AXIOM Part 1

e Exploring Narrowlink: Your Swiss Army Knife for Secure Networking

e Enhancing Bug Bounty Workflow with Advanced Google Dorks

e Introduction to OpenVAS—A Vulnerability Scanner

e Tired of using many #Recon tools? | wrote a tool in rust that will help you do fuzzing, reverse dns

lookup


https://infosecwriteups.com/privilege-escalation-to-super-admin-22cb6a09c1d9?source=rss----7b722bfd1b8d---4
https://royzsec.medium.com/how-i-ethically-hacked-one-of-the-domains-of-the-united-kingdom-3b8151450d73?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/09/09/htb-pikatwoo.html
https://medium.com/@josh.beck2006/wordpress-infiltration-pen-test-lab-vm-included-e7af4570747d?source=rss------bug_bounty-5
https://infosecwriteups.com/lesson-learned-writup-tryhackme-78e31a49be08?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/grep-v-1-7-writeup-tryhackme-7589bcb72922?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/blaster-writup-tryhackme-ecfd19ea571e?source=rss----7b722bfd1b8d---4
https://x.com/hakluke/status/1698908905558986829?s=20
http://www.kitploit.com/2023/09/dorxng-next-generation-dorx-built-by.html
http://www.kitploit.com/2023/09/quick-lookup-ptrun-quick-lookup-plugin.html
http://www.kitploit.com/2023/09/emploleaks-finding-leaked-employees.html
http://www.kitploit.com/2023/09/http-shell-multiplatform-http-reverse.html
https://github.com/securisec/chepy
https://ott3rly.medium.com/the-power-of-axiom-part-1-185200680bd9?source=rss------bug_bounty-5
https://infosecwriteups.com/exploring-narrowlink-your-swiss-army-knife-for-secure-networking-71c37ec5b7cd?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/enhancing-bug-bounty-workflow-with-advanced-google-dorks-4e8af7e8102d?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/introduction-to-openvas-a-vulnerability-scanner-cd5bf830e2fe?source=rss----7b722bfd1b8d---4
https://x.com/pwnwriter/status/1700109567718477979?s=20
https://x.com/pwnwriter/status/1700109567718477979?s=20

All my current bug bounty knowledge is gone. Here's how | get it back and make $100k in the first

year:

Hunting #opendir with sqgl files on FOFA Search Engine @fofabot

Account Takeover Through Host Header Injection

Admin Panel Takeover

IDOR leads to Mass Account Takeover of Employees

Account Takeover tip using password resets

How to spot the CVE vulnerability in Ivanti Mobilelron Sentry (CVE-2023-38035)_that affects the
MICS Admin Portal.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://x.com/Rhynorater/status/1699395452481769867?s=20
https://x.com/Rhynorater/status/1699395452481769867?s=20
https://x.com/noexceptcpp/status/1700600383679111333?s=20
https://x.com/0x0SojalSec/status/1700590393388363907?s=20
https://x.com/encrypt3dpoison/status/1698924569762091481?s=20
https://x.com/encrypt3dpoison/status/1699674491742515435?s=20
https://x.com/hatab0x/status/1700051465530655186?s=20
https://x.com/ReconOne_bk/status/1700474247125041456?s=20
https://x.com/ReconOne_bk/status/1700474247125041456?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

