
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.

This issue covers the week from August 28th – September 3rd

Intigriti News

Oda has just launched their public bug bounty program paying up to €4,000 for valid

vulnerabilities!

What’s the first payload you try to test for SSTI

What payload would work in the following vulnerable code snippet?

Do you want to start bug bounty, but struggle to find the right program to hack on?

Intigriti’s August Challenge is over!

3 Labs to practice SQL Injections

From my notebook

1. Zenbleed (CVE-2023-20593)

2. Fake bug bounty writeup exposed (shorts)

3. Web AppSec Interview Questions

4. Initgriti Challenge Coin BSidesLV/DefCon 2023

5. Getting into AWS cloud security research as a n00bcake

Bug Bytes #210 – Zenbleed, Interview

Questions, Challenge Coins and SQL

Injections
BY TRAVISINTIGRITI SEPTEMBER 6, 2023 LAST UPDATED ON APRIL 4, 2025

https://twitter.com/intigriti/status/1698753860322599097?s=20
https://twitter.com/intigriti/status/1698753860322599097?s=20
https://twitter.com/intigriti/status/1698663195664097315?s=20
https://twitter.com/intigriti/status/1697173887744647581?s=20
https://twitter.com/intigriti/status/1696543226088313213?s=20
https://twitter.com/intigriti/status/1696499402561466716?s=20
https://twitter.com/intigriti/status/1696094907125948800?s=20
https://www.youtube.com/watch?v=9EY_9KtxyPg
https://www.youtube.com/watch?v=2req1OQOHxI
https://tib3rius.com/interview-questions.html
https://gusralph.info/initgriti-challenge-coin-bsideslv-defcon-2023/
https://dagrz.com/writing/aws-security/getting-into-aws-security-research/
https://www.intigriti.com/


Turning SQL injection in MySQL into file read (shorts)

Your Computer is For Sale on the Dark Web

The FBI Disrupted a HUGE Malware Strain

How to turn an SQL injection into an RCE? (shorts)

how do you ACTUALLY find a computer’s location?

It’s Okay to Take a Break From it All

$30,000 blind SQL injection chained with blind XSS (shorts)

Trick Hackers with a Fake User

Balancing Bytes and Well-Being: Navigating the World of Young Hackers

Its Okay to Quit

Local SQL injection in Zoom allowed to spy on people (shorts)

HackTheBox – MonitorsTwo

NahamCon CTF 2023 – Museum (Medium) Walkthrough

Ligolo-ng: Pivoting Your Way Through Complex Networks!

Hacker vs Program Manager – $50 is NOT enough for a retest, especially when 1 week+ has

passed… (shorts)

Hacker vs Program Manager – Should 0-Days get paid? (shorts)

Exploit Blind SSRF with Out-of-Band Detection

Bug Bounty: 9 Tips to Writing Good Bug Bounty Reports

Chat w/ Charlie Eriksen, Creator of Jswzl! (Bug Bounty, Cyber, Automation, etc.)

DEFCON 31

DEF CON 31 – Demystifying (& Bypassing) macOS’s Background Task

DEF CON 31 – SODA Machine with DualD

DEF CON 31 – The Internals of Veilid

https://www.youtube.com/watch?v=eCULB_iKqG4
https://www.youtube.com/watch?v=CYv2vKO8j6c
https://www.youtube.com/watch?v=tu6FzFfzhF4
https://www.youtube.com/watch?v=3AxNDtYHvX8
https://www.youtube.com/watch?v=XxMIcyV-wOI
https://www.youtube.com/watch?v=6cxpJmSdB0U
https://www.youtube.com/watch?v=nVQVAsFkX7c
https://www.youtube.com/watch?v=cwaJznO_g2U
https://www.youtube.com/watch?v=z9izBRfJrAs
https://www.youtube.com/watch?v=-lfOWbFw2bI
https://www.youtube.com/watch?v=glk0PMTqKhw
https://www.youtube.com/watch?v=dJfbogs8Yz0
https://www.youtube.com/watch?v=td9eiZ-ndnc
https://www.youtube.com/watch?v=msSpAYT9za8
https://twitter.com/ctbbpodcast/status/1697973977346453596?s=20
https://twitter.com/ctbbpodcast/status/1697973977346453596?s=20
https://twitter.com/ctbbpodcast/status/1697626694801063941?s=20
https://www.youtube.com/watch?v=AzBAHw6FZto
https://youtu.be/W4O4rWBcBwU
https://www.youtube.com/watch?v=dFtZXwR30FU
https://www.youtube.com/watch?v=GOoqEVhvNw8
https://www.youtube.com/watch?v=pmW6lMCEaJc
https://www.youtube.com/watch?v=Kb1lKscAMDQ


Episode 34: Program vs Hacker Debate

Srsly Risky Biz: The UK snoopers’ charter won’t stop security patches

SN 937: The Man in the Middle – WinRAR v6.23, fake flash drives, Voyager2 antenna, Google Topics

The Power of Community: A Conversation with Kevin Johnson

No. 396 – Elon’s Doxxing FSD, ATHI AI Threat Modeling Framework, Cardboard Drones, and GPT

Enterprise

Encore: cross-site scripting (noun) [Word Notes]

EP136 Next 2023 Special: Building AI-powered Security Tools – How We Do It?

Beginner

S3 Bucket Recon

Still exists! Subdomain takeover via surge.sh

Enhancing Bug Bounty Workflow with Advanced Google Dorks

Bug Bounty — Hacking with Subfinder the Right Way

GitHub Dorks: Simplified

Unraveling the IDOR Vulnerability: A Comprehensive Guide to Understanding and Testing

How does Kerberos work – an introduction for beginner.

Intermediate

Exploit Analysis: Request-Baskets v1.2.1 Server-side Request Forgery (SSRF)

Exploring Server-Side Request Forgery (SSRF) within WordPress

How to Exploit a WordPress Plugin Vulnerability: A Case Study of TheCartPress

Defending AWS Assets through Email alerts.

Reverse Engineering: Injection Series Part 4 — Blue Team Labs

What is GraphQL?

https://rss.com/podcasts/ctbbpodcast/1095761
https://risky.biz/SRB47
https://twit.tv/shows/security-now/episodes/937
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/The-Power-of-Community-A-Conversation-with-Kevin-Johnson-e28la4t
https://omny.fm/shows/unsupervised-learning/no-396-elons-doxxing-fsd-athi-ai-threat-modeling-f
https://omny.fm/shows/unsupervised-learning/no-396-elons-doxxing-fsd-athi-ai-threat-modeling-f
https://thecyberwire.com/podcasts/word-notes/6/notes
https://cloudsecuritypodcast.libsyn.com/ep136-next-2023-special-building-ai-powered-security-tools-how-we-do-it
https://securitycipher.medium.com/s3-bucket-recon-2d7c2bbf41ef?source=rss------bug_bounty-5
https://kresec.medium.com/still-exists-subdomain-takeover-via-surge-sh-2be9f235c33b?source=rss------bug_bounty-5
https://infosecwriteups.com/enhancing-bug-bounty-workflow-with-advanced-google-dorks-4e8af7e8102d?source=rss------bug_bounty-5
https://medium.com/hak2sk00l/bug-bounty-hacking-with-subfinder-the-right-way-2aa4197e0067?source=rss------bug_bounty-5
https://medium.com/@da.nysh/github-dorks-simplified-e57bd88133ef?source=rss------bug_bounty-5
https://infosecwriteups.com/unraveling-the-idor-vulnerability-a-comprehensive-guide-to-understanding-and-testing-insecure-e3bd8780bf6e?source=rss----7b722bfd1b8d---4
https://maikroservice.com/how-does-kerberos-work-an-introduction-for-beginner
https://securitylit.medium.com/exploit-analysis-request-baskets-v1-2-1-server-side-request-forgery-ssrf-688fffd1f424?source=rss------bug_bounty-5
https://medium.com/@24bkdoor/exploring-server-side-request-forgery-ssrf-within-wordpress-c461219a75c?source=rss------bug_bounty-5
https://medium.com/codex/how-to-exploit-a-wordpress-plugin-vulnerability-a-case-study-of-thecartpress-8c38236a26f4?source=rss------bug_bounty-5
https://infosecwriteups.com/defending-aws-assets-through-email-alerts-991b6fb3c8ce?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/reverse-engineering-injection-series-part-4-blue-team-labs-8efe326049dc?source=rss----7b722bfd1b8d---4
https://zerodayhacker.com/what-is-graphql/?utm_source=feedly&utm_medium=rss&utm_campaign=what-is-graphql


How to connect wazuh and discord: a Step-By-Step Guide.

Advanced

Creating the perfect bug bounty automation

Machine Learning Vulnerabilities

Mastering Ffuf: Basic and Advanced Commands

Extending Burp Suite for fun and profit – The Montoya way – Part 4 – hn security

Security Research

Spraying the Microsoft Cloud

WinRAR RCE CVE-2023-38831 Zeroday Latest

Leaking File Contents with a Blind File Oracle in Flarum

GDB Baby Step 4: Decoding Multiplication in Assembly with GDB — StackZero

Decoding the Enigma: A Journey into Minesweeper’s Reverse Engineering

Navigating Uncharted Waters: The Cybersecurity Implications of Maritime Vessel Hacking

Unlocking Potential: Exploring Frida & Objection on Non-Jailbroken Devices without

Application

Game Hacking: Hex Editing Save Files for Unlimited Cash

SSD Advisory – File History Service (fhsvc.dll) Elevation of Privilege – SSD Secure Disclosure

Secure FastAPI with eBPF

Introducing Session Hijacking Visual Exploitation (SHVE): An Innovative Open-Source Tool for

XSS Exploitation · Doyensec’s Blog

Mashing Enter to bypass full disk encryption with TPM, Clevis, dracut and systemd

Unpinnable Actions: How Malicious Code Can Sneak into Your GitHub Actions Workflows

Converting Tokens to Session Cookies for Outlook Web Application

Contain Yourself: Staying Undetected Using the Windows Container Isolation Framework

Analysis of Obfuscations Found in Apple FairPlay

Diving into Starlink’s User Terminal Firmware

Thousands of Organizations Vulnerable to Subdomain Hijacking

https://maikroservice.com/how-to-connect-wazuh-and-discord-a-step-by-step-guide
https://labs.detectify.com/2021/11/30/hakluke-creating-the-perfect-bug-bounty-automation/
https://medium.com/@joas.brito/machine-learning-vulnerabilities-40a4ac3cd859?source=rss------bug_bounty-5
https://medium.com/@qaafqasim/mastering-ffuf-basic-and-advanced-commands-60e53bdbffc7?source=rss------bug_bounty-5
https://security.humanativaspa.it/extending-burp-suite-for-fun-and-profit-the-montoya-way-part-4/
https://blueteamops.medium.com/spraying-in-the-microsoft-cloud-f2348ab4790
https://medium.com/@mohammedthoufeeq_25137/winrar-rce-cve-2023-38831-zeroday-latest-4593ebcd6b33?source=rss------bug_bounty-5
https://blog.assetnote.io/2023/08/28/leaking-file-contents-with-a-blind-file-oracle-in-flarum/
https://infosecwriteups.com/gdb-baby-step-4-decoding-multiplication-in-assembly-with-gdb-stackzero-3d0dbae815a9?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/decoding-the-enigma-a-journey-into-minesweepers-reverse-engineering-3a253698eb45?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/navigating-uncharted-waters-the-cybersecurity-implications-of-maritime-vessel-hacking-4a3600c90715?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/unlocking-potential-exploring-frida-objection-on-non-jailbroken-devices-without-application-ed0367a84f07?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/unlocking-potential-exploring-frida-objection-on-non-jailbroken-devices-without-application-ed0367a84f07?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/game-hacking-hex-editing-save-files-for-unlimited-cash-a3d52bc65789?source=rss----7b722bfd1b8d---4
https://ssd-disclosure.com/ssd-advisory-file-history-service-fhsvc-dll-elevation-of-privilege/
https://avi-lumelsky.medium.com/secure-fastapi-with-ebpf-724d4aef8d9e
https://blog.doyensec.com/2023/08/31/introducing-session-hijacking-visual-exploitation.html
https://blog.doyensec.com/2023/08/31/introducing-session-hijacking-visual-exploitation.html
https://pulsesecurity.co.nz/advisories/tpm-luks-bypass
https://www.paloaltonetworks.com/blog/prisma-cloud/unpinnable-actions-github-security/
https://labs.lares.com/owa-cap-bypass/
https://www.reddit.com/r/netsec/comments/1664gb7/contain_yourself_staying_undetected_using_the/
https://nicolo.dev/en/blog/fairplay-apple-obfuscation/
https://blog.quarkslab.com/starlink.html
https://certitude.consulting/blog/en/subdomain-hijacking/


Google Cloud Functions are Secure, only if you know how to use them!

Bugs

A Year of Hunting into Vulnerability Disclosure programs (VDPs)

Bypass WAF by a simple trick gained $1000 bounty

RCE on Tracking Application’s Admin panel

Webinar Pro or Not: The $500 Access Control Bug

Lenskart Data Leak: Unveiling Critical Security Breach in Spring Boot Configuration

How to install Foundry to debug smart contracts

Exposing Critical Vulnerabilities in Grafana

Real World Bug Hunting: Information Disclosure in Error Messages

Host Header Injection / Redirect on Spotify — Bounty $200

Ability to delete other user’s companies

The story of how I was added to the Microsoft Hall of Fame

How I was able to find the P4 vulnerability in the United States Department of Agriculture by

phone.

$100 under 1 hour: Subdomain takeover via firstpromoter.com

how I was able to find information disclosed by reading my old report and understanding the

website

Ability to Deny Subaccounts feature for all users

Exploiting Maltrail v0.53 — Unauthenticated Remote Code Execution (RCE)

How I could view any Facebook Groups Notes media, and they paid me a $10,000

From P4 to P3 using one additional step

I was able to see all user information by manipulating parameters on the website.

How I was able to modify and delete any user’s data file (filestack API)

PII at Your Fingertips: How I Stumbled Upon an Easy-to-Find Data Leakage Vulnerability @

Swisscom

rate-limit Bypass led to 2FA Bypass using brute-force

Exploring the User Registration & Login and User Management System v3.0 SQL Injection

Exploit

Finding Reflected XSS + WAF Bypass As My first Bug!

�Account takeover hidden in Javascript files plus some extra work? my type.

Series of Web Exploits: From Discovery to Disclosure — XSS fun

Uncovering Vulnerabilities: Security Flaws Discovered on the Indian Prime Minister’s Website

CTF challenges

Zipping (Intended + unintended way)— HackTheBox Medium machine — By Amdjed Zerrougu

https://blog.cybervelia.com/p/google-cloud-functions-are-secure
https://medium.com/@vedantroy/a-year-of-hunting-into-vulnerability-disclosure-programs-vdps-a9e528b58393?source=rss------bug_bounty-5
https://0xbartita.medium.com/bypass-waf-by-a-simple-trick-gained-1000-bounty-cfa0fa63779e?source=rss------bug_bounty-5
https://medium.com/@nithissh/rce-on-tracking-applications-admin-panel-c78b65b3d689?source=rss------bug_bounty-5
https://medium.com/@a13h1/webinar-pro-or-not-the-500-access-control-bug-5cf28cd80543?source=rss------bug_bounty-5
https://medium.com/@itsbalvant/lenskart-data-leak-unveiling-critical-security-breach-in-spring-boot-configuration-d523ccb16b81?source=rss------bug_bounty-5
https://medium.com/@bugbountydegen/how-to-install-paradigm-foundry-to-debug-smart-contracts-part-1-8019d4bac613?source=rss------bug_bounty-5
https://medium.com/@24bkdoor/exposing-critical-vulnerabilities-in-grafana-9cddc5ff253a?source=rss------bug_bounty-5
https://medium.com/@bugbountydegen/how-to-install-paradigm-foundry-to-debug-smart-contracts-part-1-8019d4bac613?source=rss------bug_bounty-5
https://medium.com/@nicholastylerlewis/real-world-bug-hunting-information-disclosure-in-error-messages-806e9b5e4258?source=rss------bug_bounty-5
https://mufazmi.medium.com/host-header-injection-redirect-on-spotify-bounty-200-f9b91a88a260?source=rss------bug_bounty-5
https://medium.com/@mostafaaboelnour19/ability-to-delete-other-users-companies-c9850f3436e8?source=rss------bug_bounty-5
https://and0x00.medium.com/the-story-of-how-i-was-added-to-the-microsoft-hall-of-fame-64262a5d8f7f?source=rss------bug_bounty-5
https://royzsec.medium.com/how-i-was-able-to-find-the-p4-vulnerability-in-the-united-states-department-of-agriculture-by-phone-a841fcfe7d1e?source=rss------bug_bounty-5
https://royzsec.medium.com/how-i-was-able-to-find-the-p4-vulnerability-in-the-united-states-department-of-agriculture-by-phone-a841fcfe7d1e?source=rss------bug_bounty-5
https://kresec.medium.com/100-under-1-hour-subdomain-takeover-via-firstpromoter-com-a96c13d84bf1?source=rss------bug_bounty-5
https://security-sphinx.medium.com/how-i-was-able-to-find-information-disclosed-by-reading-my-old-report-and-understanding-the-website-e5a6992f994d?source=rss------bug_bounty-5
https://security-sphinx.medium.com/how-i-was-able-to-find-information-disclosed-by-reading-my-old-report-and-understanding-the-website-e5a6992f994d?source=rss------bug_bounty-5
https://medium.com/@mostafaaboelnour19/ability-to-deny-subaccounts-feature-for-all-users-c39639c7c476?source=rss------bug_bounty-5
https://securitylit.medium.com/exploiting-maltrail-v0-53-unauthenticated-remote-code-execution-rce-66d0666c18c5?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-could-view-any-facebook-groups-notes-media-and-they-paid-me-a-10-000-fe22f8949d7c?source=rss------bug_bounty-5
https://noorhomaid.medium.com/from-p4-to-p3-using-one-additional-step-878c79c36ee3?source=rss------bug_bounty-5
https://security-sphinx.medium.com/i-was-able-to-see-all-user-information-by-manipulating-parameters-on-the-website-ff4aae68c04e?source=rss------bug_bounty-5
https://systemweakness.com/how-i-was-able-to-modify-and-delete-any-users-data-file-filestack-api-7377bc52856f?source=rss------bug_bounty-5
https://medium.com/@husein.ayoub/pii-at-your-fingertips-how-i-stumbled-upon-an-easy-to-find-data-leakage-vulnerability-swisscom-b3c0cff47f24?source=rss------bug_bounty-5
https://medium.com/@husein.ayoub/pii-at-your-fingertips-how-i-stumbled-upon-an-easy-to-find-data-leakage-vulnerability-swisscom-b3c0cff47f24?source=rss------bug_bounty-5
https://medium.com/@0xs4s4/rate-limit-bypass-led-to-2fa-bypass-using-brute-force-628a1e4e077d?source=rss------bug_bounty-5
https://blog.devgenius.io/exploring-the-user-registration-login-and-user-management-system-v3-0-sql-injection-exploit-ea6454f9da05?source=rss------bug_bounty-5
https://blog.devgenius.io/exploring-the-user-registration-login-and-user-management-system-v3-0-sql-injection-exploit-ea6454f9da05?source=rss------bug_bounty-5
https://medium.com/@Thigh_GoD/finding-reflected-xss-waf-bypass-as-my-first-bug-b79671f40de2?source=rss------bug_bounty-5
https://medium.com/@omarahmed_13016/%D9%90account-takeover-hidden-in-javascript-files-plus-some-extra-work-my-type-a2eb8208f049?source=rss------bug_bounty-5
https://medium.com/@24bkdoor/series-of-web-exploits-from-discovery-to-disclosure-xss-fun-27419dbbcd0e?source=rss------bug_bounty-5
https://biswajeetray7.medium.com/uncovering-vulnerabilities-security-flaws-discovered-on-the-indian-prime-ministers-website-7815014451d7?source=rss------bug_bounty-5
https://medium.com/@a.zerrougui/zipping-intended-unintended-way-hackthebox-medium-machine-by-amdjed-zerrougui-4205db9cb237?source=rss------bug_bounty-5


HTB: MonitorsTwo

Authentication Bypass TryHackMe Write-Up

Mailroom HTB | Gitea | XSS | NoSqli | RCE | Exploit Development | Strace

Devel writeup | Hack the box

r3volved/CVEAggregate: Build a CVE library with aggregated CISA, EPSS and CVSS data

What Are They and How Do They Work · HotCakeX/Harden-Windows-Security Wiki

Snawoot/dtlspipe: Generic DTLS wrapper for UDP sessions

Noir – An Attack Surface Detector Form Source Code

DNSWatch – DNS Traffic Sniffer and Analyzer

Poastal – The Email OSINT Tool

Tiny_Tracer – A Pin Tool For Tracing API Calls Etc

You’ve heard of SSRF. You’ve heard of IDOR. But have you heard of SSRDOR?

Exploited a tricky XSS yesterday

Exploiting the unexploitable with lesser known browser tricks

FYI, if you’re testing for SQL injection against apps using MySQL (and its variants), be wary of

these injections:

Just popped another crazy XSS. Check this one out

If you use the command line tool “llm” by@simonw, this is fun 1-liner

10 tips for crushing bug bounties

https://0xdf.gitlab.io/2023/09/02/htb-monitorstwo.html
https://systemweakness.com/authentication-bypass-tryhackme-write-up-2c80a4f069c7?source=rss------bug_bounty-5
https://infosecwriteups.com/mailroom-htb-gitea-xss-nosqli-rce-exploit-development-strace-88152d53d850?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/devel-writeup-hack-the-box-b82fa92b3094?source=rss----7b722bfd1b8d---4
https://github.com/r3volved/CVEAggregate
https://github.com/HotCakeX/Harden-Windows-Security/wiki/BitLocker,-TPM-and-Pluton-%7C--What-Are-They-and-How-Do-They-Work
https://github.com/Snawoot/dtlspipe
http://www.kitploit.com/2023/08/noir-attack-surface-detector-form.html
http://www.kitploit.com/2023/08/dnswatch-dns-traffic-sniffer-and.html
http://www.kitploit.com/2023/08/poastal-email-osint-tool.html
http://www.kitploit.com/2023/09/tinytracer-pin-tool-for-tracing-api.html
https://twitter.com/Rhynorater/status/1696525218091774146?s=20
https://twitter.com/Rhynorater/status/1696862832841916679?s=20
https://speakerdeck.com/filedescriptor/exploiting-the-unexploitable-with-lesser-known-browser-tricks
https://twitter.com/0xTib3rius/status/1697680103872872544?s=20
https://twitter.com/0xTib3rius/status/1697680103872872544?s=20
https://twitter.com/Rhynorater/status/1698059391700701424?s=20
https://twitter.com/rez0__/status/1696583087948210336?s=20
https://hakluke.com/10-tips-for-crushing-bug-bounties/


Stop Studying Hacking

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://hackergod00001.medium.com/stop-studying-hacking-4d720df1a11e?source=rss------bug_bounty-5
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

