
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.

This issue covers the week from August 14th – August 20th

Intigriti News

Our August Challenge

inQL GraphQL testing tip!

XXE Automation Tools

From my notebook

1. Episode 32: The Great Write-up Low-down

2. graphql-wordlist – The only graphql wordlists you’ll ever need.

3. Episode 388 – Video game vulnerabilities

4. Google Online Security Blog: AI-Powered Fuzzing: Breaking the Bug Hunting Barrier

5. Weaponizing ML models for red teams and bounty hunters

How to get started in cybersecurity: HTB Academy – Episode #1, Episode #2, Episode #3

Not All ZIP Files Are Equal

Spoof Your Computer

The Discovery of Zenbleed ft. Tavis Ormandy

Bug Bytes #209 – The only graphQL

wordlist you need, ML bug hunting and

VDP submissions
BY TRAVISINTIGRITI AUGUST 23, 2023 LAST UPDATED ON APRIL 4, 2025

https://twitter.com/intigriti/status/1693571189917045122?s=20
https://twitter.com/intigriti/status/1693196528385462775?s=20
https://twitter.com/intigriti/status/1692484673400680955?s=20
https://rss.com/podcasts/ctbbpodcast/1077981
https://github.com/Escape-Technologies/graphql-wordlist
https://opensourcesecuritypodcast.libsyn.com/episode-388-video-game-vulnerabilities
https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://5stars217.github.io/2023-08-08-red-teaming-with-ml-models/
https://www.youtube.com/watch?v=xfqjYcFAZ9E
https://www.youtube.com/watch?v=4BDFr-ZtlHE
https://www.youtube.com/watch?v=xWP2Jw5Yiio
https://www.youtube.com/watch?v=2jYorjzHsJ8
https://www.youtube.com/watch?v=7ak6-hCnw0I
https://www.youtube.com/watch?v=neWc0H1k2Lc
https://www.intigriti.com/


Hacking the Police

Tracing Automations in HackTheBox Mailroom [Beyond Root]

2023 Roadmap To Your First Cybersecurity Job

The Great Anonymous Scam

DetectDee

Bug Bounty: What is VDP and Why submit FREE BUGS?!

DEFCON 31

DEF CON 31 Recon Village Interview (shorts), Red Team Village Interview (shorts), Car Hacking

Village Interview, Hack the Box Interview, Voting Village Interview

DEF CON 31 Apple TV Spoof – video team (shorts)

Crashing AI at the AI Village | DEF CON 31

Hack in a Box at Hack The Box | DEF CON 31

Hacking the Badge at Hardware Hacking Village | DEF CON 31

the Password Cracking Village | DEF CON 31

Behind the Scenes at QM | DEF CON 31

A Conversation about Hack Red Con with Dan and Ken

Risky Biz News: PowerShell’s official package repo is a supply chain mess

AI versus AI.

AI chat wars, and hacker passwords exposed

NO. 394 — Vegas Recap, CISA MS Alert, China/US AI Fight, Deceased Kid AI, Following vs. Leading

https://www.youtube.com/watch?v=eShloKFECZs
https://www.youtube.com/watch?v=pQrjQLktqss
https://www.youtube.com/watch?v=lWTpglzvXZg
https://www.youtube.com/watch?v=djH2eZMDM6A
https://www.youtube.com/watch?v=78JfOGL0gso
https://youtu.be/xhCt7qW0Mh0
https://www.youtube.com/watch?v=Iw5aDxe3Yog
https://www.youtube.com/watch?v=40R_28PPQ7w
https://www.youtube.com/watch?v=IhNRpLWpxYk
https://www.youtube.com/watch?v=IhNRpLWpxYk
https://www.youtube.com/watch?v=wkkevuRpzaM
https://www.youtube.com/watch?v=TFu2pEWqO_4
https://www.youtube.com/watch?v=rKOsWMOMe0Q
https://www.youtube.com/watch?v=fkNB6LeK5Mk
https://www.youtube.com/watch?v=fJbJSVCKsy4
https://www.youtube.com/watch?v=TBFHPL4M07g
https://www.youtube.com/watch?v=iPVgMJI97OI
https://www.youtube.com/watch?v=lZzq5wPWjl0
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/A-Conversation-about-Hack-Red-Con-with-Dan-and-Ken-e28821c
https://risky.biz/RBNEWS187
https://thecyberwire.com/podcasts/hacking-humans/255/notes
https://www.smashingsecurity.com/335
https://omny.fm/shows/unsupervised-learning/no-394-vegas-recap-cisa-ms-alert-china-us-ai-fight


SN 935: “Topics” Arrives – Firefox multi-account containers, DuckDuckGo email alias, satellite

crowding

EP134 How to Prioritize UX and Security in the Cloud: UX as a Security Capability

Beginner

My top 5 bookmarks that I consistently use for bug bounty and penetration testing.

Exploring Burp Suite’s Features: A Detailed Overview

How i escalate P5 to P3

How to Get Unique Subdomains on Large scope

Web Scraping Made Easy in 10 Minutes

Reconnaissance Strategy and Techniques

AppSec Tales XVI | File Inclusion

Primer on HTTP Security Headers

Intermediate

Reversing WordPress CVEs: Baby Steps

Bypassing XSS Filters: Techniques and Solutions

Security Automation 101

AppSec Tales XVII | SSRF

Bug Hunting on Autopilot, Free VPS Setup

Unlocking the Secrets of Network Security: Advanced Nmap Commands for Effective

Penetration Testing

Defending AWS Assets through Email alerts.

Mastering the Realm of GraphQL Exploitation

Types of RCE in Brief: Exploring Remote Code Execution Vulnerabilities — 7| 2023

Advanced

iOS Pentesting Series Part 3- The Ceasefire

NoSQL Injection Redis

The Overflowing Cookie Jar: A Fun Tech Adventure

Unveiling Vulnerabilities: Host-header injection in OAuth Functionality

https://twit.tv/shows/security-now/episodes/935
https://twit.tv/shows/security-now/episodes/935
https://cloudsecuritypodcast.libsyn.com/ep134-how-to-prioritize-ux-and-security-in-the-cloud-ux-as-a-security-capability
https://medium.com/@atikqur007/5-must-need-bookmark-for-bug-bounty-hunters-penetration-testers-5941e4588488?source=rss------bug_bounty-5
https://infosecwriteups.com/exploring-burp-suites-features-a-detailed-overview-2bacf809c6f8?source=rss----7b722bfd1b8d---4
https://medium.com/@mchklt/how-i-escalate-p5-to-p3-a6e846507ede?source=rss------bug_bounty-5
https://medium.com/@h4x0r_dz/the-right-way-to-get-unique-subdomains-on-large-scope-899f834e702c?source=rss------bug_bounty-5
https://medium.com/@qasim.coder/unleash-the-power-of-data-web-scraping-made-easy-in-10-minutes-e4d10a050e33?source=rss------bug_bounty-5
https://brut-ninja.medium.com/reconnaissance-strategy-and-techniques-ff43ae8f873a?source=rss------bug_bounty-5
https://karol-mazurek95.medium.com/appsec-tales-xvi-file-inclusion-8b3c68d1c9ef?source=rss------bug_bounty-5
https://adityatelange.in/http-security-headers/
https://infosecwriteups.com/reversing-wordpress-cves-baby-steps-1069feb50dd4?source=rss------bug_bounty-5
https://infosecwriteups.com/bypassing-xss-filters-techniques-and-solutions-d6674029f1e9?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/security-automation-101-673d078e6f00?source=rss----7b722bfd1b8d---4
https://karol-mazurek95.medium.com/appsec-tales-xvii-ssrf-35e3a08c278?source=rss------bug_bounty-5
https://infosecwriteups.com/bug-hunting-on-autopilot-free-vps-setup-1036bb1113a?source=rss------bug_bounty-5
https://jamilahmad-dev.medium.com/unlocking-the-secrets-of-network-security-advanced-nmap-commands-for-effective-penetration-testing-2339494e48b3?source=rss------bug_bounty-5
https://jamilahmad-dev.medium.com/unlocking-the-secrets-of-network-security-advanced-nmap-commands-for-effective-penetration-testing-2339494e48b3?source=rss------bug_bounty-5
https://infosecwriteups.com/defending-aws-assets-through-email-alerts-991b6fb3c8ce?source=rss------bug_bounty-5
https://infosecwriteups.com/mastering-the-realm-of-graphql-exploitation-a12ed5e04263?source=rss----7b722bfd1b8d---4
https://cyberw1ng.medium.com/types-of-rce-in-brief-exploring-remote-code-execution-vulnerabilities-7-2023-a138232d7b4b?source=rss------bug_bounty-5
https://kishorbalan.medium.com/ios-pentesting-series-part-3-the-ceasefire-53fcea3bbd70?source=rss------bug_bounty-5
https://medium.com/@umidcyber.s/nosql-injection-redis-1048b4169d3f?source=rss------bug_bounty-5
https://medium.com/@cyberkarthi/the-overflowing-cookie-jar-a-fun-tech-adventure-513818811772?source=rss------bug_bounty-5
https://medium.com/@iamxali/unveiling-vulnerabilities-host-header-injection-in-oauth-functionality-4ec80557ada7?source=rss------bug_bounty-5


Journey into Windows Kernel Exploitation: The Basics

Security Research

Injecting backdoor into ML model

CVE-2023–32315 — Path Traversal in Openfire leads to RCE

SQL injection in Apache Airflow MySQL provider (CVE-2023–22884) — PoC + exploit

Podman API service listening on TCP can be used from websites

The Shellcode Compiler Was Right There All Along… (Part 1)

LABRAT: Stealthy Cryptojacking and Proxyjacking Campaign Targeting GitLab

Third-Party GitHub Actions: Effects of an Opt-Out Permission Model

SAP Security: Vulnerability Analysis By RedRays

LLM Security Series: Nuts and Bolts

A Pain in the NAS: Exploiting Cloud Connectivity to PWN your NAS: Synology DS920+ Edition

Creating Fully Undetectable JavaScript Payloads to Evade Next-Generation Firewalls

NetModule Router Software Race Condition Leads to Remote Code Execution – Pentest Blog

A phishing attempt on Steam that became a Qrljacking research

emptynebuli/StealthBunny: Gadget IoC removal from HAK5’s BashBunny

Istio outboundTrafficPolicy Egress Control Bypass

Bugs

Hijacking Broken Links for $$$

The Ticket Hack: Free travel by hacking the Chennai Metro Rail.

My first Bounty Worth $$$$

Escaping Input Sanitization By Using Bulk Import Features

Change Any User Data on NFT Marketplace crosea.io

An IDOR leads join any group makes me $2,500

Findings in Swiggy’s Codebase: Memory Leak and Google Maps API Key Exposure.

SQLi – US Gov Datadump

Endpoint Allows for Multiple Account Creation

https://blog.neuvik.com/journey-into-windows-kernel-exploitation-the-basics-fff72116ca33
https://infosecwriteups.com/injecting-backdoor-into-ml-model-fbd1bce4daeb?source=rss----7b722bfd1b8d---4
https://vsociety.medium.com/cve-2023-32315-path-traversal-in-openfire-leads-to-rce-fdfaa50fe6f2?source=rss------bug_bounty-5
https://vsociety.medium.com/sql-injection-in-apache-airflow-mysql-provider-cve-2023-22884-poc-exploit-c7d137418eb9?source=rss------bug_bounty-5
https://proofnet.de/publikationen/podman_tcp_api.html
https://sh3llsp4wn.github.io/Shellcode-With-The-Default-Linux-Toolchain/
https://sysdig.com/blog/labrat-cryptojacking-proxyjacking-campaign/
https://www.paloaltonetworks.com/blog/prisma-cloud/github-actions-opt-out-permissions-model/
https://redrays.io/sap-security-vulnerability-analysis-by-redrays/
https://r0075h3ll.github.io/LLM-Security-Series-01/
https://claroty.com/team82/research/a-pain-in-the-nas-exploiting-cloud-connectivity-to-pwn-your-nas-synology-ds920-edition
https://elliotonsecurity.com/creating-fully-undetectable-javscript-payloads-to-evade-next-generation-firewalls/
https://pentest.blog/advisory-netmodule-router-software-race-condition-leads-to-remote-code-execution/
https://voidzone.me/posts/a-phishing-attempt-on-steam-that-became-qrljacking/?21398
https://github.com/emptynebuli/StealthBunny
https://pulsesecurity.co.nz/advisories/istio-egress-bypass
https://devanshchauhan4565.medium.com/hijacking-broken-links-for-4204674606fb?source=rss------bug_bounty-5
https://infosecwriteups.com/the-ticket-hack-free-travel-by-hacking-the-chennai-metro-rail-6ddaf5457ecf?source=rss------bug_bounty-5
https://medium.com/@interesting047/my-first-bounty-worth-a3fec87ce06?source=rss------bug_bounty-5
https://medium.com/@yagizkocer/escaping-input-sanitization-by-using-bulk-import-features-3af98c7a5f3f?source=rss------bug_bounty-5
https://aminudin.medium.com/change-any-user-data-on-nft-marketplace-crosea-io-cd3b28446ae8?source=rss------bug_bounty-5
https://infosecwriteups.com/an-idor-leads-join-any-group-makes-me-2-500-406eb9e463a3?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/findings-in-swiggys-codebase-memory-leak-and-google-maps-api-key-exposure-bf3569ccedca?source=rss----7b722bfd1b8d---4
https://p4n7h3rx.medium.com/sqli-us-gov-datadump-76f3ea2532ff?source=rss------bug_bounty-5
https://medium.com/@samomar_11/endpoint-allows-for-multiple-account-creation-3bdfb01d3bd2?source=rss------bug_bounty-5


Exploit in /mellon/logout?ReturnTo= : 50$~200$

Reflected XSS At U.S. Government

My first Bug finding in Apple website

Stored XSS Filter Bypass in the Skills section

How i earned my first 1000$ in Bug Bounty

Easy 500$ Bug

Exposed .git to bitbucket account owner’s all repository access!

A Journey Close to RCE in Nokia

Critical XSS Vulnerability in Workflowy

CTF challenges

Lab: SQL injection vulnerability allowing login bypass — 2 | 2023

HTB: Mailroom

Keeper Writeup — HackTheBox — By Amdjed Zerrougui

Templates TryHackMe Write-Up

VEnum — Subdomain Enumeration Tool

Commix — Command Injection Exploiter

Intern Showcase: Anonymizing Logs Made Easy with LogLicker

Xsubfind3R – A CLI Utility To Find Domain’S Known Subdomains From Curated Passive Online

Sources

HackBot – A Simple Cli Chatbot Having Llama2 As Its Backend Chat AI

Redeye – A Tool Intended To Help You Manage Your Data During A Pentest Operation

InfoHound – An OSINT To Extract A Large Amount Of Data Given A Web Domain Name

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://medium.com/@tiktok.caperation/exploit-in-mellon-logout-returnto-50-200-13ec8bd7e1be?source=rss------bug_bounty-5
https://medium.com/@teamm2d007/reflected-xss-at-u-s-government-2a5e254b1a23?source=rss------bug_bounty-5
https://medium.com/@akrachliy/my-first-bug-finding-in-apple-website-d1692e9832be?source=rss------bug_bounty-5
https://xalgord.medium.com/stored-xss-filter-bypass-in-the-skills-section-7bf5e33c8ace
https://medium.com/@akrachliy/how-i-earned-my-first-1000-in-bug-bounty-c478ae7ce32d?source=rss------bug_bounty-5
https://medium.com/@tiktok.caperation/easy-500-bug-160f2330541b?source=rss------bug_bounty-5
https://medium.com/@mahmud0x/exposed-git-to-bitbucket-account-owners-all-repository-access-7949b158d7bd?source=rss------bug_bounty-5
https://medium.com/@dogukan.akdogan/a-journey-close-to-rce-in-nokia-dc066edf0ba?source=rss------bug_bounty-5
https://medium.com/@QuiteHacker/critical-xss-vulnerability-in-workflowy-745e37ae5e60?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/lab-sql-injection-vulnerability-allowing-login-bypass-2-2023-c5cd72086a90?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/08/19/htb-mailroom.html
https://medium.com/@a.zerrougui/keeper-writeup-hackthebox-by-amdjed-zerrougui-29ef13ce6059?source=rss------bug_bounty-5
https://medium.com/@josephalan17201972/templates-tryhackme-write-up-c66e616582dd?source=rss------bug_bounty-5
https://sh1vv1.medium.com/venum-subdomain-enumeration-tool-67d499dc3b9a?source=rss------bug_bounty-5
https://medium.com/@aswinchandran274/commix-command-injection-exploiter-2f72cc69e38e?source=rss------bug_bounty-5
https://permiso.io/blog/intern-showcase-anonymizing-logs-made-easy-with-loglicker
http://www.kitploit.com/2023/08/xsubfind3r-cli-utility-to-find-domains.html
http://www.kitploit.com/2023/08/xsubfind3r-cli-utility-to-find-domains.html
http://www.kitploit.com/2023/08/hackbot-simple-cli-chatbot-having.html
http://www.kitploit.com/2023/08/redeye-tool-intended-to-help-you-manage.html
http://www.kitploit.com/2023/08/infohound-osint-to-extract-large-amount.html
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

