
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.

This issue covers the week from June 26th – July 2nd.

Intigriti News

An XSS through your User-Agent header a thread

New Video: JWT Authentication Bypass via jwk Header Injection

Our June Challenge is over! The explanation

From my notebook

1. Reversing Citrix Gateway for XSS and Advisory: Citrix Gateway Open Redirect and XSS (CVE-2023-

24488) – You’ve likely already seen this as it’s hit social media over the weekend but just in case you

missed it!

2. Scale Your Cloud Infrastructure (Hosting CTFs) – Really interesting look to what goes into running a

CTF event!

3. The Power of Bug Bounty Automation with Nenad Zaric – The founder of Trickest talks about

workflows, recon and data for bug bounty hunters!

4. Episode 25: 2xMVH & Multi-million dollar hacker Inhibitor181 – There’s some great strategy/how to

approach a target information in this episode with Inhibitor181, definitely a must listen!

5. Testing GraphQL APIs | Web Security Academy – Portswigger add some GraphQL labs to their free

Web Security Academy

Bug Bounty Secrets

Bug Bytes #206 – Citrix more like Crit-trix

amiright?
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https://twitter.com/intigriti/status/1674392872265691138?s=20
https://youtu.be/t-RfzyW0iqA
https://twitter.com/intigriti/status/1673629196013256706?s=20
https://youtu.be/Marqe2SEYok
https://blog.assetnote.io/2023/06/29/binary-reversing-citrix-xss/
https://blog.assetnote.io/2023/06/29/citrix-xss-advisory/
https://blog.assetnote.io/2023/06/29/citrix-xss-advisory/
https://www.youtube.com/watch?v=GQQsCfMUq4A
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/The-Power-of-Bug-Bounty-Automation-with-Nenad-Zaric-e26c2dm
https://rss.com/podcasts/ctbbpodcast/1016390
https://portswigger.net/web-security/graphql
https://www.youtube.com/watch?v=lC8yQ3YcSuk
https://www.intigriti.com/


5 Hacking Tools I Can’t Live Without

Hacker101 CTF – Photo Gallery (Medium) – Live Walkthrough

Road to Most Valuable Hacker and working while travelling the world

Stealing OAuth Github Tokens with AWS CodeBuild

Browser Exploitation Framework(BEEF)

How Hackers Use netsh.exe For Persistence & Code Execution (Sliver C2)

The most common vulnerabilities found in Bug Bounty! (shorts)

MOVEit Transfer Exploitation (my API presentation recording)

Directory Traversal attacks are scary easy

Finding Your First API Bug (NahamCon 2023)

HackTheBox – Pollution

Hack The Box – Celestial (Medium) – Live Walkthrough

302-Self-Hosted 4: The Next Level

Beware ChatGPT curious: Fleece-ware chabot apps.

The Evolution of Offensive Security: Insights from Dave Mayer

UPS smishing, ChatGPT 101, and storing secret files

The Economics Of Cybersecurity

Rachel Giacobozzi on the Art of Threat Intelligence Storytelling

Hacking Past and Present: A Conversation with Moses Frost

NO. 388 — Context Reflections, Critical Thinking, China’s Decline, and NFC

Episode 381 – WTF Reddit, APIs and risk

https://www.youtube.com/watch?v=JHRzVEvpHSM
https://www.youtube.com/watch?v=HDOm7ZmSjJw
https://www.youtube.com/watch?v=B6QZ6wrFiE0
https://www.youtube.com/watch?v=saVx9rShKvA
https://www.youtube.com/watch?v=WVJM2t3LI5s
https://www.youtube.com/watch?v=lMihdys4jw8
https://www.youtube.com/watch?v=mLUekBFa-g8
https://www.youtube.com/watch?v=3bN0L3iNGw4
https://www.youtube.com/watch?v=99yJtmmtrJU
https://www.youtube.com/watch?v=r9dF9kd9hOo
https://www.youtube.com/watch?v=dQt5iRFtgAY
https://www.youtube.com/watch?v=qB0EBzIjl5k
https://soundcloud.com/user-98066669/302-self-hosted-4-the-next-level
https://thecyberwire.com/podcasts/hacking-humans/249/notes
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/The-Evolution-of-Offensive-Security-Insights-from-Dave-Mayer-e26auss
https://www.smashingsecurity.com/328
https://redcircle.com/shows/597cfd00-b29a-49c6-9622-03c8decfc35f/episodes/f650d0fc-f782-4aa2-a8e0-fec1b464c4a7
https://www.youtube.com/watch?v=aisAA5Kg9iw
https://podcasters.spotify.com/pod/show/phillip-wylie0/episodes/Hacking-Past-and-Present-A-Conversation-with-Moses-Frost-e267k07
https://omny.fm/shows/unsupervised-learning/no-388-context-reflections-critical-thinking-china
https://opensourcesecuritypodcast.libsyn.com/episode-381-wtf-reddit-apis-and-risk


Email From Bounty Program About (New Target Added) 4-5 min later => P1 for a Auth Bypass….

I got lucky and won the first place in Meta Bug Bounty Researcher Conference

I will be taking part in-person LHE event in Las Vegas for the first time after being unable to

attend previous LHEs

I can’t believe people are calling me on Instagram at 2am because they don’t like their triage

decision.

The best time to start bug bounty was 10 years ago. The second best time is now.

I made a simple but super efficient tool to create these kinds of permutations used for fuzzing.

Beginner

Bug Bounty Hunting — Let’s Simulate 2FA Bypass Techniques

OWASP Broken Access Control

A User-Friendly Guide to Subdomain Enumeration for Bug Hunting

Discovering Company Admin Panels: Effective Methods for Bug Bounty & Ethical Hacking

Byte-Sized OSINT Tip: Trufflehog

Byte-Sized OSINT Tip: GitHub

Exploit WordPress with python (E-W-L-1)

Intermediate

Automating recon using ChatGPT

Bug Bounty Hunter — Understanding SAML vulnerabilities (XSW Attacks)

Setup an Android Pen Testing Lab with Frida-Tools, Objection, Frida Server, and Bypass SSL

Pinning

Mobile app security : Bugs which are actually counted

How improper OTP implementation could lead to Account Take Over (Part 4)

Unmasking Server IPs Protected by WAF: Unveiling Hidden Information with CloudBunny

https://twitter.com/GodfatherOrwa/status/1674640259898851328?s=20
https://twitter.com/samm0uda/status/1674991794361352192?s=20
https://twitter.com/haxor31337/status/1674083121875042305?s=20
https://twitter.com/haxor31337/status/1674083121875042305?s=20
https://twitter.com/Masonhck3571/status/1674039627462889475?s=20
https://twitter.com/Masonhck3571/status/1674039627462889475?s=20
https://twitter.com/rez0__/status/1674841566974816256?s=20
https://twitter.com/d3mondev/status/1674070376832290816?s=20
https://medium.com/@batuhanaydinn/bug-bounty-hunting-lets-simulate-2fa-bypass-techniques-ea9a1cc4a2e6?source=rss------bug_bounty-5
https://harshitkumarkoli.medium.com/owasp-broken-access-control-e1fe9df95924?source=rss------bug_bounty-5
https://medium.com/@50h41L/a-user-friendly-guide-to-subdomain-enumeration-for-bug-hunting-9d6bcbb96b80?source=rss------bug_bounty-5
https://medium.com/@qaafqasim/discovering-company-admin-panels-effective-methods-for-bug-bounty-ethical-hacking-11d13b7c85b5?source=rss------bug_bounty-5
https://cyberqueenmeg.medium.com/byte-sized-osint-tip-trufflehog-abe6218e3ea4?source=rss------bug_bounty-5
https://cyberqueenmeg.medium.com/byte-sized-osint-tip-github-cf31b5de2957?source=rss------bug_bounty-5
https://imran-niaz.medium.com/exploit-wordpress-with-python-e-w-l-1-7d8d1cea4d9f?source=rss------bug_bounty-5
https://d-krip.medium.com/automating-recon-using-chatgpt-fac1143c9444?source=rss------bug_bounty-5
https://medium.com/@batuhanaydinn/bug-bounty-hunter-understanding-saml-vulnerabilities-xsw-attacks-8c43c601d2d1?source=rss------bug_bounty-5
https://amjadali110.medium.com/setup-an-android-pen-testing-lab-bypass-ssl-pinning-17897f6abaf3?source=rss------bug_bounty-5
https://amjadali110.medium.com/setup-an-android-pen-testing-lab-bypass-ssl-pinning-17897f6abaf3?source=rss------bug_bounty-5
https://medium.com/@vishwaraj101/mobile-app-security-bugs-which-are-actually-counted-e8bd5edd344f?source=rss------bug_bounty-5
https://medium.com/@mmaulanaabdullah/how-improper-otp-implementation-could-lead-to-account-take-over-part-4-9845a8ba365e?source=rss------bug_bounty-5
https://medium.com/@qaafqasim/unmasking-server-ips-protected-by-waf-unveiling-hidden-information-with-cloudbunny-f276f55f914a?source=rss------bug_bounty-5


Advanced

What is HTTP Parameter Pollution

Security Research

Huobi’s Leaky Bucket Risked Massive Crypto Breach

Hacking Auto-GPT and escaping its docker container | Positive Security

Finding Gadgets for CPU Side-Channels with Static Analysis Tools

CVE-2023-26258 – Remote Code Execution in ArcServe UDP Backup – MDSec

Why ORMs and Prepared Statements Can’t (Always) Win

Process Mockingjay: Echoing RWX In Userland To Achieve Code Execution

Using an Unimpressive Bug in EDK II to Do Some Fun Exploitation

A technical analysis of the SALTWATER backdoor used in Barracuda 0-day vulnerability (CVE-

2023-2868) exploitation

zCamera, 100M+ installation app, from remote compromise to data leaks

Bugs

A $1,000,000 bounty? The KuCoin User Information Leak

How i got more than 100 vulnerabilities in just one site? (zseano-challenge)

How did I get 200$ with WordPress vulnerability!!!

How i was able to get Account Takeover via Insecure Data Storage and WebView With

Exported Activity

Inside the Invite Function: Uncovering a Potential Vulnerability of Invite User

My First Bug account takeover through OTP bypass

CSV Injection

How I get 1000$ bounty for Discovering Account Takeover in Android Application

Weakness of Integration

My First Valid Report and Reward in BugBounty

Unveiling Hidden Treasures: How I Earned my First Information Disclosure Bounty Reward

How I got my first bug bounty in just 5 minutes

https://medium.com/@0UN390/what-is-http-parameter-pollution-a50249869d97?source=rss------bug_bounty-5
https://phillips.technology/blog/huobi-crypto-aws/
https://positive.security/blog/auto-gpt-rce
https://github.com/google/security-research/blob/master/pocs/cpus/spectre-gadgets/README.md
https://www.mdsec.co.uk/2023/06/cve-2023-26258-remote-code-execution-in-arcserve-udp-backup/
https://www.sonarsource.com/blog/why-orms-and-prepared-statements-cant-always-win/
https://www.securityjoes.com/post/process-mockingjay-echoing-rwx-in-userland-to-achieve-code-execution
https://blog.quarkslab.com/for-science-using-an-unimpressive-bug-in-edk-ii-to-do-some-fun-exploitation.html
https://cybergeeks.tech/a-technical-analysis-of-the-saltwater-backdoor-used-in-barracuda-0-day-vulnerability-cve-2023-2868-exploitation/
https://cybergeeks.tech/a-technical-analysis-of-the-saltwater-backdoor-used-in-barracuda-0-day-vulnerability-cve-2023-2868-exploitation/
https://medium.com/@ostorlab/this-article-is-a-technical-deep-dive-showing-how-a-100m-installation-image-application-can-6343ce8ea076
https://medium.com/@Ekenejoseph/a-1-000-000-bounty-the-kucoin-user-information-leak-141fc39614dd?source=rss------bug_bounty-5
https://0xm5awy.medium.com/how-i-got-more-than-100-vulnerabilities-in-just-one-site-zseano-challenge-19bd783fdebf?source=rss------bug_bounty-5
https://medium.com/@nguhuynh.148/how-did-i-get-200-with-wordpress-vulnerability-4ce80f106709?source=rss------bug_bounty-5
https://medium.com/@M0X0101/how-i-was-able-to-get-account-takeover-via-insecure-data-storage-and-webview-with-exported-activity-5308a330ab80?source=rss------bug_bounty-5
https://medium.com/@M0X0101/how-i-was-able-to-get-account-takeover-via-insecure-data-storage-and-webview-with-exported-activity-5308a330ab80?source=rss------bug_bounty-5
https://medium.com/@tanyago/inside-the-invite-function-uncovering-a-potential-vulnerability-of-invite-user-3d613bcc145f?source=rss------bug_bounty-5
https://medium.com/@affanalimuslim/my-first-bug-account-takeover-through-otp-bypass-449e3d761680?source=rss------bug_bounty-5
https://medium.com/@vulnerable19/csv-injection-d1507ff859cf?source=rss------bug_bounty-5
https://medium.com/@amolbhavar/how-i-get-1000-bounty-for-discovering-account-takeover-in-android-application-3c4f54fbde39?source=rss------bug_bounty-5
https://medium.com/@ahmedelmorsy312/weakness-of-integration-bce1520ba672?source=rss------bug_bounty-5
https://noobsixt9.medium.com/my-first-valid-report-and-reward-in-bugbounty-58b91a9909ec?source=rss------bug_bounty-5
https://noobsixt9.medium.com/unveiling-hidden-treasures-how-i-earned-my-first-information-disclosure-bounty-reward-edd3b1ca787f?source=rss------bug_bounty-5
https://medium.com/@richard.fulton.work/how-i-got-my-first-bug-bounty-in-just-5-minutes-eee176a6de17?source=rss------bug_bounty-5


How BAC(Broken Access Control) got me a Pre Account Takeover

DOS attack possible on Reset 2FA feature

[ BUG BOUNTY ] How I Get 2580$ USD From Blind SQL Injection [Indonesian]

Account Takeover: Unraveling IDOR + Stored XSS Flaws in an NFT Marketplace

Stored XSS via Exif Data

My first two valid and rewarded Web Cache Deceptions, earning $2250

CTF challenges

HTB: Pollution

Cracking PicoCTF Challenge: GDB Baby Step 1

How To Crack PicoCTF ASCII FTW With Ghidra

ParaBank walkthrough

GitHub – AdvDebug/NoMoreCookies: Browser Protector against various stealers, written in C# &

C/C++.

Frida 16.1.0 Released

GitHub – mschwager/route-detect: Find authentication (authn) and authorization (authz) security

bugs in web application routes.

GitHub – Anof-cyber/ParaForge: A BurpSuite extension to create a custom word-list of endpoint

and parameters for enumeration and fuzzing

DNS Analyzer – Finding DNS vulnerabilities with Burp Suite

Bug Bounty Hunting — Some Browser Extensions to Get Started

Golddigger – Search Files For Gold

Bropper – An Automatic Blind ROP Exploitation Tool

Artemis – A Modular Web Reconnaissance Tool And Vulnerability Scanner

ReconAIzer – A Burp Suite Extension To Add OpenAI (GPT) On Burp And Help You With Your Bug

Bounty Recon To Discover Endpoints, Params, URLs, Subdomains And More!

DCVC2 – A Golang Discord C2 Unlike Any Other

https://infosecwriteups.com/how-bac-broken-access-control-got-me-a-pre-account-takeover-2481931b7b3a?source=rss------bug_bounty-5
https://medium.com/@lokesh.leads13/disallow-any-hackerone-user-permanent-access-to-his-her-own-hackerone-account-using-vulnerability-147ce9957692?source=rss------bug_bounty-5
https://danangtriatmaja.medium.com/bug-bounty-how-i-get-2580-usd-from-blind-sql-injection-indonesian-ecd285d6082a?source=rss------bug_bounty-5
https://medium.com/@pratiky054/account-takeover-unraveling-idor-stored-xss-flaws-in-an-nft-marketplace-158679660fa7?source=rss------bug_bounty-5
https://medium.com/@0day_exploit/stored-xss-via-exif-data-37b279ceb3e9?source=rss------bug_bounty-5
https://medium.com/@hbenja47/my-first-two-valid-and-rewarded-web-cache-deceptions-earning-2250-c8d2a6968713?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/07/01/htb-pollution.html
https://stackzero.net/gdb-baby-step-1/?utm_source=feedly&utm_medium=rss&utm_campaign=gdb-baby-step-1
https://stackzero.net/picoctf-ascii-ftw/?utm_source=feedly&utm_medium=rss&utm_campaign=picoctf-ascii-ftw
https://zerodayhacker.com/parabank-walkthrough/?utm_source=feedly&utm_medium=rss&utm_campaign=parabank-walkthrough
https://github.com/AdvDebug/NoMoreCookies
https://github.com/AdvDebug/NoMoreCookies
https://frida.re/news/2023/06/23/frida-16-1-0-released/
https://github.com/mschwager/route-detect
https://github.com/mschwager/route-detect
https://github.com/Anof-cyber/ParaForge
https://github.com/Anof-cyber/ParaForge
https://sec-consult.com/blog/detail/dns-analyzer-finding-dns-vulnerabilities-with-burp-suite/
https://medium.com/@batuhanaydinn/bug-bounty-hunting-some-browser-extensions-to-get-started-1caa0ac5be39?source=rss------bug_bounty-5
http://www.kitploit.com/2023/06/golddigger-search-files-for-gold.html
http://www.kitploit.com/2023/07/bropper-automatic-blind-rop.html
http://www.kitploit.com/2023/06/artemis-modular-web-reconnaissance-tool.html
http://www.kitploit.com/2023/06/reconaizer-burp-suite-extension-to-add.html
http://www.kitploit.com/2023/06/reconaizer-burp-suite-extension-to-add.html
http://www.kitploit.com/2023/06/dcvc2-golang-discord-c2-unlike-any-other.html


While testing for CVE-2023-24488 I found various servers behind Akamai and since the original

payload gives a Forbidden response I found this bypass

As recon process I observed few things in dorking site:*.target.*

I found a really interesting rXSS on a @SynackRedTeam target last night.

Today I presented at the @SURF_NL Security and Privacy Conference how I hacked the

#Zouikwatzeggen.nl app. An app that allows 15k employees to report inappropriate behaviour.

Create an alias for pbcopy so that you can just use “c” to copy stdout

File upload tip

WAF Bypass tip

MOVEIt Googledork

Blind XSS in Contact form

CVE-2023-24488 – Citrix Gateway XSS

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://twitter.com/bxmbn/status/1675250259608449026?s=20
https://twitter.com/bxmbn/status/1675250259608449026?s=20
https://twitter.com/ADITYASHENDE17/status/1674742041040023552?s=20
https://twitter.com/kuldeepdotexe/status/1673978515010777091?s=20
https://twitter.com/JonathanBouman/status/1674704440530464768?s=20
https://twitter.com/JonathanBouman/status/1674704440530464768?s=20
https://twitter.com/hakluke/status/1673949774901305345?s=20
https://twitter.com/ADITYASHENDE17/status/1673585969411526658?s=20
https://twitter.com/0xblackbird/status/1674480266646003723?s=20
https://twitter.com/securestep9/status/1674594751952109570?s=20
https://twitter.com/fattselimi/status/1674705919588933640?s=20
https://twitter.com/badhacker0x1/status/1675064725670088704?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

