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Bug Bytes #202 - CAIDO, Finding your first
bug, and OAuth
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from May 22nd to May 28th

Click here to subscribe

Intigriti News

e Every quarter, we create a portrait of the top hackers in our community! Here they are! Congrats
to @0xdIn @haylayyyff and Sklon

e May challenge is over! Were you a winner?

e Exploiting file upload vulnerabilities

e 3 Tools to help you automate file upload vulnerabilities

e Web Shell Upload via Obfuscated File Extension

From my notebook

This week I've been thinking a lot about developing a specialism for hacking, being the kind of hacker who
can find a bug anywhere because they're an expert in a specific class or type of vulnerability, so here are
some resources around that theme from my bookmarks!

1. Web Hacking with Caido - CAIDO is the new Burp replacement everyone is talking about

2. jglnjection [Jason - Hacky Easter 2023] - Really cool injection bug, demonstrated on a CTF

3. Bluetooth device hacking reading list - My number 1 suggestion if you're feeling stuck with your

hacking, get a specialism! Maybe bluetooth and loT could be yours?

4. Narrative over numbers: Andreessen Horowitz's State of Crypto report - This is a great look at why
crypto and web3 have slowed down a bit and if it's all hype

5. Google Fuzzing Forum - tutorials, examples, discussions, research proposals, and other resources

related to fuzzing. - Another great specialism and a whole bunch of resources to learn it



https://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1663577786437517312?s=20
https://twitter.com/intigriti/status/1663577786437517312?s=20
https://twitter.com/intigriti/status/1663509126419210241?s=20
https://twitter.com/intigriti/status/1660571269807349760?s=20
https://twitter.com/intigriti/status/1663113876546674688
https://www.youtube.com/watch?v=GnUfp6z_Vu4
https://www.youtube.com/watch?v=qLVu7rg9btk
https://www.youtube.com/watch?v=S_Gr3kZZ3HY
https://twitter.com/0xor0ne/status/1637174554224205825
https://newsletter.mollywhite.net/p/andreessen-horowitzs-state-of-crypto
https://github.com/google/fuzzing
https://github.com/google/fuzzing
https://www.intigriti.com/

ideos | @ 3*

My YouTube Financials - The Future of LiveOverflow

Finding Your First Bug

The Ultimate Panel to Attending a Cybersecurity Conference

Why You Shouldn't Be An Ethical Hacker Part 3, Why You Shouldn't Be An Ethical Hacker Part 4
(shorts)

Building a Password Cracker in Rust

Learn how I pick locks during physical pentesting work.

Moise: Transitioning from Big4 to Web3 Security

od.ca.STS «reli

Cameron Vincent on Both Sides of Bug Hunting

James Forshaw on Writing Your Own Tools

David Weston on the Importance of Security Research

298-0OSINT Maintenance

Episode 20: Hacker Brain Hacks - Overcoming Bug Bounty's Mental Tolls

214 - Exploiting VMware Workstation and the Return of CSG0-Days

213 - Jellyfin Exploits and TOCTOU Spellcasting

EP122 Firewalls in the Cloud: How to Implement Trust Boundaries for Access Control

Episode 376 - Open Source Summit, who built your open source, and Al


https://www.youtube.com/watch?v=pg6AN9biCvo
https://www.youtube.com/watch?v=nDiXoeeAMWM
https://www.youtube.com/watch?v=F9dV5lH8nvo
https://www.youtube.com/watch?v=jfPxgosTySs
https://www.youtube.com/watch?v=re_9-J0qJC0
https://www.youtube.com/watch?v=c-4jX6SRjQ8
https://www.youtube.com/watch?v=DmJSLGaJBiw
https://www.youtube.com/watch?v=Ap1ouptryuQ
https://www.youtube.com/watch?v=pe3Lw3fCvTE
https://www.youtube.com/watch?v=157FkhV3YdQ
https://www.youtube.com/watch?v=Kln3MmpgFGw
https://www.youtube.com/watch?v=gd0dTyz3yoU
https://www.youtube.com/watch?v=pB-CPLSERZQ
https://soundcloud.com/user-98066669/298-the-osint-maintenance-grind
https://rss.com/podcasts/ctbbpodcast/966055
https://dayzerosec.com/podcast/214.html
https://dayzerosec.com/podcast/213.html
https://cloudsecuritypodcast.libsyn.com/ep122-firewalls-in-the-cloud-how-to-implement-trust-boundaries-for-access-control
https://opensourcesecuritypodcast.libsyn.com/episode-376-open-source-summit-who-built-your-open-source-and-ai

Tweets Q

e 100 (very)short bug bounty rules

e OWASPLLM Top Ten v.1

e There have been hundreds of thousands of FOSS vuln check rules created.

e Jhaddix talks about his personal brand

e Burp Suite has been solid for me, especially Intruder/autorize/autorepeater for automating

custom attacks.

e OSCP got upgrades! But are they good?

e My controversial #BugBounty opinion

otoriols &

e Beginner

e Unveiling Hidden Bugs in Web Apps: Unique Tips!

e Malicious File Upload Checklist
e Introduction to SQL Injection Attacks

e Subdomain Takeover vulnerability and how to find it using a simple technique

¢ Information Disclosure: A Crucial Aspect in Bug Bounty Hunting_| 2023

e What is /etc/passwd group shadow file in Linux

e [ntermediate

e The power of chaining ethical hacking tools such as burp suite, OWASP ZAP, SQLmap and

others
e How to write a perfect Bugbounty report.

e Analyzing JavaScript Files To Find Bugs

e Advanced

e How to TraceBack a Spoofed IP in Real-Time Digital Forensics Case.


https://twitter.com/ArchAngelDDay/status/1661924038875435008?s=20
https://twitter.com/Jhaddix/status/1661477215194816513?s=20
https://twitter.com/Jhaddix/status/1661761352090947586?s=20
https://twitter.com/Jhaddix/status/1661412552809799680?s=20
https://twitter.com/Masonhck3571/status/1661028964733730819?s=20
https://twitter.com/Masonhck3571/status/1661028964733730819?s=20
https://twitter.com/hakluke/status/1661734925949865984?s=20
https://twitter.com/InsiderPhD/status/1662437404609859587?s=20
https://medium.com/@qaafqasim/unveiling-hidden-bugs-in-web-apps-unique-tips-b91459eec4b4?source=rss------bug_bounty-5
https://medium.com/@cicadasec/malicious-file-upload-checklist-24e0b764de95?source=rss------bug_bounty-5
https://medium.com/@Algi.T/introduction-to-sql-injection-attacks-c1c9ae5f5069?source=rss------bug_bounty-5
https://0x3zzat.medium.com/subdomain-takeover-vulnerability-and-how-to-find-it-using-a-simple-technique-c359c34960ea?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/information-disclosure-a-crucial-aspect-in-bug-bounty-hunting-2023-d5b712e5a4ec?source=rss------bug_bounty-5
https://security-sphinx.medium.com/what-is-etc-passwd-group-shadow-file-in-linux-bd7b28f353f3?source=rss------bug_bounty-5
https://thexssrat.medium.com/the-power-of-chaining-ethical-hacking-tools-such-as-burp-suite-owasp-zap-sqlmap-and-others-f11219fd1c96?source=rss------bug_bounty-5
https://thexssrat.medium.com/the-power-of-chaining-ethical-hacking-tools-such-as-burp-suite-owasp-zap-sqlmap-and-others-f11219fd1c96?source=rss------bug_bounty-5
https://medium.com/@tirthp0806/how-to-write-a-perfect-bugbounty-report-6d8765d64260?source=rss------bug_bounty-5
https://realm3ter.medium.com/analyzing-javascript-files-to-find-bugs-820167476ffe?source=rss------bug_bounty-5
https://ajaksecurity.medium.com/how-to-traceback-a-spoofed-ip-in-real-time-digital-forensics-case-8ab033b938f7?source=rss------bug_bounty-5

(Jrike Ups 0

e Security Research

CVE-2023-26818 - Bypass TCC with Telegram in macOS

e (CVE-2023-31070 Broadcom BCM47xx SDK EMF slab-out-of-bounds write

e Blog - What if we had the SockPuppet vulnerability in iOS 16? - Apple Security Research

e (CVE-2023-33617 Writeup

¢ A new OAuth vulnerability may impact hundreds of online services
e Rooting with root cause: finding a variant of a Project Zero bug_| The GitHub Blog

e Dig Discovers Vulnerability in GCP CloudSQL Leads to Data Exposure

e State of DNS Rebinding.in 2023

e Bugs

e Azure DNS Takeover @ Swisscom

e Exploring the Infamous 51% Attack: A Comprehensive Analysis of Blockchain Vulnerabilities |

2023

e How imanaged to get an Easy $$$$ hacking learning website

e The 30000% Bounty Affair.

e Got Access To Server through SQL Injection.

e |IDOR ON EVERYWHERE

e Simple Bugs—Buying Everything for Free!!!

e How | was able to find Job by discovering a vulnerability

e Stored Cross Site Scripting (XSS).via Cross Site Request Forgery (CSRF)

e First Bug: Backup file Found

e Utilizing Historical URLs of an Organization to successfully execute SQL queries—Blind SQLi

e From Broken Object Level Authorization to the Massive Financial Attack

e Price Manipulation Vulnerability: Potential Exploitation in Dating Website

e Finding a Unique Kind of IDOR

e OTP bypass via response manipulation

e XSS Via Qr Code


https://danrevah.github.io/2023/05/15/CVE-2023-26818-Bypass-TCC-with-Telegram/
https://bugprove.com/knowledge-hub/cve-2023-31070-broadcom-bcm-47xx-sdk-emf-slab-out-of-bounds-write/
https://security.apple.com/blog/what-if-we-had-sockpuppet-in-ios16/
https://blog.gbrls.space/blog/cve-2023-33617-writeup/
https://salt.security/blog/a-new-oauth-vulnerability-that-may-impact-hundreds-of-online-services
https://github.blog/2023-05-25-rooting-with-root-cause-finding-a-variant-of-a-project-zero-bug/
https://www.dig.security/post/gcp-cloudsql-vulnerability-leads-to-internal-container-access-and-data-exposure
https://research.nccgroup.com/2023/04/27/state-of-dns-rebinding-in-2023/
https://medium.com/@husein.ayoub/azure-dns-takeover-swisscom-7c6aacb38e8?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/exploring-the-infamous-51-attack-a-comprehensive-analysis-of-blockchain-vulnerabilities-2023-b52af3c9eb04?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/exploring-the-infamous-51-attack-a-comprehensive-analysis-of-blockchain-vulnerabilities-2023-b52af3c9eb04?source=rss------bug_bounty-5
https://mux0xx.medium.com/how-i-managed-to-get-an-easy-hacking-learning-website-a73defd1087f?source=rss------bug_bounty-5
https://medium.com/@gokulsspace/the-30000-bounty-affair-3f025ee6b834?source=rss------bug_bounty-5
https://systemweakness.com/got-access-to-server-through-sql-injection-72e949992ec8?source=rss------bug_bounty-5
https://medium.com/@GemiIang/idor-on-everywhere-fd10e321df62?source=rss------bug_bounty-5
https://medium.com/@rootxvishal/simple-bugs-buying-everything-for-free-7d1129e083c8?source=rss------bug_bounty-5
https://imran-niaz.medium.com/how-i-was-able-to-find-job-by-discovering-a-vulnerability-c5c0913de4?source=rss------bug_bounty-5
https://medium.com/@cyber.jemin/hello-guys-welcome-to-my-another-blog-e63b5c7ed4d4
https://medium.com/@mohamedbentarek111/first-bug-backup-file-found-102c9093680?source=rss------bug_bounty-5
https://hamzaavvan.medium.com/a-unique-tale-of-p1-exposed-graphql-leads-to-mass-user-account-takeovers-da3d379e14b6?source=rss------bug_bounty-5
https://medium.com/@ar_hawk/utilizing-historical-urls-of-an-organization-to-successfully-execute-sql-queries-blind-sqli-3526d9c3863d?source=rss------bug_bounty-5
https://medium.com/@stux/from-broken-object-level-authorization-to-the-massive-financial-attack-93e70f26e30c?source=rss------bug_bounty-5
https://medium.com/@cyber.jemin/price-manipulation-vulnerability-potential-exploitation-in-dating-website-d1a7438c5eeb?source=rss------bug_bounty-5
https://systemweakness.com/finding-a-unique-kind-of-idor-df22374605f6?source=rss------bug_bounty-5
https://medium.com/@cyber.jemin/otp-bypass-via-response-manipulation-196bb03b47ce?source=rss------bug_bounty-5
https://medium.com/@A0g/xss-via-qr-code-8022a1a0309f?source=rss------bug_bounty-5

e How | found Reflected XSS in Users login page on Public Program ?

e How | was able to access data of other users [Insecure Direct Object Reference]
e Unveiling the Hidden Gems: A Bug Bounty Journey of Multiple Discoveries

o | helped the top Indian health benefits management platform from major Pll leak

e 2FA Bypass Using Custom Cookie Parameter

e CTF challenges

e HTB: Absolute

e Secure the Web: Exploring Defense Strategies for Web Realistic Levels 1-4 CTF Challenges

e OverTheWire Bandit: Solving Level 5

’Bo\ S

e GitHub - mthbernardes/codeexplain.nvim: GPT powered nvim plugin that helps you understand

code.
e All-Time Best Tools for Bug Hunting

e PentestGPT - A GPT-empowered Penetration Testing Tool

e rebindMultiA - Tool To Perform a Multiple A Record Rebind Attack

o |sfinder - Fetches JavaScript Files Quickly And Comprehensively

e Kkatoolin3 - Get your favourite Kali Linux tools on Debian/Ubuntu/Linux Mint

e espionage - Collects informations related to domains whois, history, dns records and more

e wgen.io - Generate rich wordlists for targeted attacks online

’\_(ps =

e 10 (very)short tips for bug bounty

e You can now attach notes to requests via the new ‘Organizer’ tab



https://medium.com/@who1am1i999/how-i-found-reflected-xss-in-users-login-page-on-public-program-f2c9f6580ed7?source=rss------bug_bounty-5
https://medium.com/@cyber.jemin/how-i-was-able-to-access-data-of-other-users-insecure-direct-object-reference-93fc5e93ae3e?source=rss------bug_bounty-5
https://maskirovka23.medium.com/unveiling-the-hidden-gems-a-bug-bounty-journey-of-multiple-discoveries-b854a70c0d05?source=rss------bug_bounty-5
https://nav1n.medium.com/i-helped-a-top-indian-health-benefits-management-platform-from-major-pii-leak-by-hacking-their-sql-b42caeca9729?source=rss------bug_bounty-5
https://medium.com/@sharp488/2fa-bypass-using-custom-cookie-parameter-cb270c8557d2?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/05/27/htb-absolute.html
https://infosecwriteups.com/secure-the-web-exploring-defense-strategies-for-web-realistic-levels-1-4-ctf-challenges-993189e6600?source=rss----7b722bfd1b8d---4
https://medium.com/@bettercallmanav/overthewire-bandit-solving-level-5-25b7d5d290c3?source=rss------bug_bounty-5
https://github.com/mthbernardes/codeexplain.nvim
https://github.com/mthbernardes/codeexplain.nvim
https://medium.com/@cicadasec/all-time-best-tools-for-bug-hunting-da18183a3598?source=rss------bug_bounty-5
https://www.kitploit.com/2023/05/pentestgpt-gpt-empowered-penetration.html
http://www.kitploit.com/2023/05/rebindmultia-tool-to-perform-multiple.html
http://www.kitploit.com/2023/05/jsfinder-fetches-javascript-files.html
https://github.com/s-h-3-l-l/katoolin3
https://github.com/iAbdullahMughal/espionage
https://wgen.io/
https://twitter.com/rez0__/status/1661746363070308352?s=20
https://twitter.com/albinowax/status/1661026458880585729?s=20

e My list of resources for beginner hackers!

e LFlin misconfigured rails application

e When hunting for Blind XSS, remember to use a unique identifier for each payload and log your

steps meticulously

e A guide to SSRF vulnerabilities and where to find them

9 bounty Pen"vs)' news & !

e Tesla Whistleblower Leaks 100GB of Data, Revealing Safety Complaints

e Google Cloud Bug Allows Server Takeover From CloudSQL Service

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/hakluke/status/1661688895061340163?s=20
https://twitter.com/krishnsec/status/1661260294352674816?s=20
https://twitter.com/Masonhck3571/status/1661385962994249729?s=20
https://twitter.com/Masonhck3571/status/1661385962994249729?s=20
https://twitter.com/hakluke/status/1660858136943550465?s=20
https://www.darkreading.com/attacks-breaches/whistleblower-leaks-100gb-tesla-data-safety-complaints
https://www.darkreading.com/cloud/google-cloud-bug-server-takeover-cloudsql-service
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

