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Bug Bytes #200 - Al Red Teaming,
Firmware and Reverse Engineering,
Prompt Injection Defence
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from May 8th to May 14th

Click here to subscribe

Intigriti News

e Familiar huh? Let us show you how you can exploit this XSS case

e |f you want to master SSTI exploitation, open this thread!

e The intigriti YouTube channel has officially passed the 15k milestone!

e We've got a few insecure file upload videos for ya'll this week, covering practical labs from

@WebSecAcademy

e Public program alert! We're happy to announce the @PersonioHR program is now open to the

public! Personio is a leading HR software company revolutionizing the way businesses manage

their workforce
From my notebook

1. LMADE $100,000 IN TWO MONTHS!

2. 1tip to improve your pentesting & bug bounty hunting

3. My Internship Journey

4. Al Village at DEF CON announces largest-ever public Generative Al Red Team

5. Issue 219: Money Lover app exposes user data, most web API flaws missed by standard testing



https://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1658421040177901568?s=20
https://twitter.com/intigriti/status/1657003011363819523?s=20
https://twitter.com/intigriti/status/1655901602899718144?s=20
https://twitter.com/intigriti/status/1658123899240955909?s=20
https://twitter.com/intigriti/status/1658123899240955909?s=20
https://twitter.com/intigriti/status/1658487595574374403?s=20
https://twitter.com/intigriti/status/1658487595574374403?s=20
https://twitter.com/intigriti/status/1658487595574374403?s=20
https://www.youtube.com/watch?v=TKIEXwOcbfc
https://www.youtube.com/watch?v=_YfmvWw3EOM
https://blog.appsecco.com/my-internship-journey-647e6cee3278?source=rss----e2adb3957733---4
http://aivillage.org/generative%20red%20team/generative-red-team/
https://apisecurity.io/issue-219-money-lover-app-exposes-user-data-most-web-api-flaws-missed-by-standard-testing/
https://www.intigriti.com/

ideos | @ 3*

e Hacking Complex Passwords with Rules & Munging

e Facebook’s TOP1 bounty hunter doesn’t bother reporting $4,000-$5,00 (shorts)

e What is Clickjacking?

e Browser in the browser attack (shorts)

e Must-Follow Cybersecurity Content Creators (shorts)

e Getting Started in Firmware Analysis & IoT Reverse Engineering

e Securing Al - Prompt Injection Defense

e Magecart Hackers Perfect Fake Checkout Pages

e Hide a Hacker's Reverse Shell in ONE Command

e FIVE Practical Al Uses for Cybersecurity

e Prerequisites | |_Penetration Testing Bootcamp

od.ca. SYS «reli

e Wireless Hacking with Hardware from the SME Kody Kinzie!

e The REAL Value of Cyber Threat Intel (And How To Get It)

e 296-The Argument for a Stock Browser

e The Right Amount of Trauma

e Episode 18: Audit Code, Earn Bounties

e 210 - TPMs and Baseband Bugs



https://www.youtube.com/watch?v=nNvhK1LUD48
https://www.youtube.com/watch?v=5wtHcqEM_8A
https://www.youtube.com/watch?v=sse0Le7sa_g
https://www.youtube.com/watch?v=MYSiVEa29m0
https://www.youtube.com/watch?v=W2m9Lkf214A
https://www.youtube.com/watch?v=-jIuw2Sp5TU
https://www.youtube.com/watch?v=zs86OYea8Wk
https://www.youtube.com/watch?v=VbNPZ1n6_vY
https://www.youtube.com/watch?v=MkvWqz_o-1Y
https://www.youtube.com/watch?v=gzv3d7rvjKA
https://www.youtube.com/watch?v=KAhGnL3D2N8
https://www.youtube.com/watch?v=HG09f9XZIPI
https://www.youtube.com/watch?v=2es5uanZuMA
https://www.youtube.com/watch?v=p0SJBTPVrO8
https://soundcloud.com/user-98066669/296-the-argument-for-a-stock-browser
https://omny.fm/shows/unsupervised-learning/the-right-amount-of-trauma
https://rss.com/podcasts/ctbbpodcast/946530
https://dayzerosec.com/podcast/210.html

e SN 922: Detecting Unwanted Location Trackers - Google Passkeys, Chrome lock icon, Al news

sites, Vint Cerf

e 209 - Bad Ordering, Free OpenAl Credits, and Goodbye Passwords?

e What if Al could rebuild the middle class?

e EP120 Building Secure Cloud and Building Security Products: Finding the Balance

e Risky Biz News: DEFCON attendees will target Al models

e Episode 374 - The event we called left-pad, Episode 77 remaster part 1

Tweets QO

e 1did a few hours of bug bounty for a few nights last week to get a feel.

e Never get too proud to go back to the basics and LEARN like a beginner again.

e Me and my projects since GPT3 is accessible.

o Secret Tip - Keep checking your notes

1

e “We take our security very seriously.”

¢ I'm really baffled how y'all find SQL injections so effortlessly. All you SQLi experts, I'll be in your

DM's today.

otori 0\5 .%

e Beginner

e Master the Art of Linux Firewall: Practical Guide to Iptables

e The Secrets Behind EC2 Takeovers

e Bug Bounty: Automate Blind SQLi

e Search for sensitive data using theHarvester and h8mail tools

e Kickstart Your Bug Bounty Hunting Journey

e Cross-Origin Resource Sharing (CORS).


https://twit.tv/shows/security-now/episodes/922
https://twit.tv/shows/security-now/episodes/922
https://dayzerosec.com/podcast/209.html
https://www.npr.org/sections/money/2023/05/09/1174933574/what-if-ai-could-rebuild-the-middle-class
https://cloudsecuritypodcast.libsyn.com/ep120-building-secure-cloud-and-building-security-products-finding-the-balance
https://risky.biz/RBNEWS143
https://opensourcesecuritypodcast.libsyn.com/episode-374-the-event-we-called-left-pad-episode-77-remaster-part-1
https://twitter.com/irsdl/status/1657320256946274306?s=20
https://twitter.com/ArchAngelDDay/status/1657086274145243137
https://twitter.com/adrien_jeanneau/status/1656728863886516226?s=20
https://twitter.com/krishnsec/status/1657369484716564480?s=20
https://twitter.com/HolyBugx/status/1655512148242571264?s=20
https://twitter.com/Masonhck3571/status/1655970218353754117?s=20
https://twitter.com/Masonhck3571/status/1655970218353754117?s=20
https://stackzero.net/master-the-art-of-linux-firewall-practical-guide-to-iptables/?utm_source=feedly&utm_medium=rss&utm_campaign=master-the-art-of-linux-firewall-practical-guide-to-iptables
https://zonduu.medium.com/the-secrets-behind-ec2-takeovers-706af7dfe86?source=rss------bug_bounty-5
https://ac1d.medium.com/bug-bounty-automate-blind-sqli-3dcc4fa5d5?source=rss------bug_bounty-5
https://medium.com/@figar00110000/search-for-sensitive-data-using-theharvester-and-h8mail-tools-d2a3772d2a32?source=rss------bug_bounty-5
https://medium.com/@lopseg/kickstart-your-bug-bounty-hunting-journey-8b9ec2ea7009?source=rss------bug_bounty-5
https://medium.com/@figar00110000/cross-origin-resource-sharing-cors-how-does-671c39f8af65?source=rss------bug_bounty-5

e The Insider's Guide to Detecting and Preventing XSS Attacks: Tips and Tricks for Web

Developers

e What is path travelsal vulnerability?

e How to not get paid for your submission.

e Bug Bounty Mistakes | Made, So that You Can Avoid

e [ntermediate

e Handlebars Templating: Security Best Practices

e SSRF: What is forgery, and what is exploitable information

e How | Cracked CEH Within 6 Months Only With Free Resources.

e Journey of a Script writer (Tool developer)

e What is a zero-day (0-day) exploit? Real-life examples

e What s insecure deserialization

e Bypass Rate Limit Request (fuzzing/etc...) With TOR

e Understanding LDAP Injection: Crafting Payloads and Mitigation Strategies

e Bypassing Protocol Concatenation in SSRF: Strategies for Testing Vulnerable Applications

e Populating Burp Suite’s Sitemap using SpiderSuite crawler

e Advanced

e Understanding HQL Injection and How to Prevent It

e Exploring Algorithm Confusion Attacks on JWT: Exploiting ECDSA

e The Security Researcher’s Guide to Reporting Vulnerabilities to Vendors

e A guide to writing network templates with Nuclei!

(Jrike ups 0

e Security Research

e Bypass IIS Authorisation with this One Weird Trick - Three RCEs and Two Auth Bypasses in
Sitecore 9.3

e (CVE-2022-26180:qdPM 9.2 CSRF Vulnerability in index.php/myAccount/update URI
e Breaking Down Barriers : CVE-2023-2227

e The printer goes brrrrr, again!



https://mactavish-exe.medium.com/the-insiders-guide-to-detecting-and-preventing-xss-attacks-tips-and-tricks-for-web-developers-b4934813b454?source=rss------bug_bounty-5
https://mactavish-exe.medium.com/the-insiders-guide-to-detecting-and-preventing-xss-attacks-tips-and-tricks-for-web-developers-b4934813b454?source=rss------bug_bounty-5
https://medium.com/@figar00110000/what-is-path-travelsal-vulnerability-c7f7851de861?source=rss------bug_bounty-5
https://www.reddit.com/r/bugbounty/comments/13btbug/how_to_not_get_paid_for_your_submission/
https://ajaksecurity.medium.com/bug-bounty-mistakes-i-made-so-that-you-can-avoid-fa7ad084f8a4?source=rss------bug_bounty-5
https://medium.com/@lopseg/handlebars-templating-security-best-practices-74bea3835770?source=rss------bug_bounty-5
https://www.reddit.com/r/bugbounty/comments/13f3r7k/ssrf_what_is_forgery_and_what_is_exploitable/
https://ajaksecurity.medium.com/how-i-cracked-ceh-within-6-months-only-with-free-resources-f8a7ae37d0a8?source=rss------bug_bounty-5
https://medium.com/@barathrajkumarp/journey-of-a-script-writer-tool-developer-128dfc6e5cb?source=rss------bug_bounty-5
https://medium.com/@figar00110000/what-is-a-zero-day-0-day-exploit-real-life-examples-261c3145cc2a?source=rss------bug_bounty-5
https://medium.com/@figar00110000/what-is-insecure-deserialization-4183daa2fb28?source=rss------bug_bounty-5
https://medium.com/@abbasheybati1/bypass-rate-limit-request-fuzzing-etc-with-tor-3a285f3980d2?source=rss------bug_bounty-5
https://infosecwriteups.com/understanding-ldap-injection-crafting-payloads-and-mitigation-strategies-be90991b7ac8?source=rss----7b722bfd1b8d---4
https://medium.com/@lopseg/bypassing-protocol-concatenation-in-ssrf-strategies-for-testing-vulnerable-applications-6c8f5f04128?source=rss------bug_bounty-5
https://3nock.medium.com/populating-burp-suites-sitemap-using-spidersuite-crawler-1c4baddc6c23?source=rss------bug_bounty-5
https://medium.com/@viehgroup/understanding-hql-injection-and-how-to-prevent-it-66b4aae615cc?source=rss------bug_bounty-5
https://blog.pentesterlab.com/exploring-algorithm-confusion-attacks-on-jwt-exploiting-ecdsa-23f7ff83390f
https://danaepp.com/the-security-researchers-guide-to-reporting-vulnerabilities-to-vendors
https://blog.projectdiscovery.io/writing-network-templates-with-nuclei/
https://blog.assetnote.io/2023/05/10/sitecore-round-two/
https://blog.assetnote.io/2023/05/10/sitecore-round-two/
https://infosecwriteups.com/cve-2022-26180-qdpm-9-2-csrf-vulnerability-in-index-php-myaccount-update-uri-8f84a4dfc140?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/breaking-down-barriers-cve-2023-2227-9ef64c4f4182?source=rss----7b722bfd1b8d---4
https://www.synacktiv.com/en/publications/the-printer-goes-brrrrr-again.html

e Prompt injection explained, with video, slides, and a transcript

e Testing Zero Touch Production Platforms and Safe Proxies - Doyensec’s Blog

e Attacking APIs by tainting data in weird places

e Bugs
e Unveiling the Untold Secrets: Unearthing the Holy Grail of Bug Bounties—How | Hacked EC2
e Bypass SMS Authentication To Account Takeover (Indonesian)

e SQLiUsing Google Dorks

e /Metrics Open Directory Bounty : 50$~200%

e Discovering a Hidden Security Loophole: Rent luxury Cars for a Single Dollar
e One Bug at a Time: My First Paid Bug ($1,000 IDOR)

e Hyperlink Injection Earned Me $200 within 10 minutes

e Automating XSS Detection: How My Setup Earned Me a Few Spots in various Hall of Fames

e RCE due to Dependency Confusion—$5000 bounty!
e Discovery of an XSS on Opera

e How | bypassed the registration validation and logged-in with the company email

e Hacking Chess.com: My Journey to Unlock Premium Bots on the Android App

e My First Bug: Accessing Admin Page via Blind XSS $1000
e Account Takeover via Signup Feature

e Full Account takeover (even for admins)

e Admin Account Takeover worth $5,657

e CTF challenges

e Bypass JWT Authentication | Access Admin Panel

e Network Services 2—Enumerating and Exploiting More Common Network Services &

Misconfigurations
e HTB: Interface

e OverTheWire Bandit: Solving Level 0

e TryHackMe—Res Room Simple Writeup
e Skynet—TryHackMe Room Simple Writeup

e PicoCTF asm3 challenge: Master the Art of Reverse Engineering—StackZero

o Al Hacking Games (Jailbreak CTFs)



https://simonwillison.net/2023/May/2/prompt-injection-explained/
https://blog.doyensec.com/2023/05/04/testing-ztp-platforms-a-primer.html
https://danaepp.com/attacking-apis-by-tainting-data-in-weird-places
https://medium.com/@je.nunezperez/unveiling-the-untold-secrets-unearthing-the-holy-grail-of-bug-bounties-how-i-hacked-ec2-using-22a023e405a9?source=rss------bug_bounty-5
https://revan-ar.medium.com/bypass-sms-authentication-to-account-takeover-74b2f42ad2d8?source=rss------bug_bounty-5
https://jeyabalaji700.medium.com/sqli-using-google-dorks-ebf051091d07?source=rss------bug_bounty-5
https://bugbounty.createaforum.com/bugs-reports/metrics-open-directory-bounty-50$~200$/msg19/#msg19
https://medium.com/@yashsancheti24/discovering-a-hidden-security-loophole-rent-luxury-cars-for-a-single-dollar-706b4a7bf101?source=rss------bug_bounty-5
https://medium.com/@atomiczsec/one-bug-at-a-time-my-first-paid-bug-1-000-idor-4b89b63b2b4b?source=rss------bug_bounty-5
https://amjadali110.medium.com/hyperlink-injection-726d8151b216?source=rss------bug_bounty-5
https://medium.com/@mullangisashank/automating-xss-detection-how-my-setup-earned-me-a-few-spots-in-various-hall-of-fames-cb7f35ebed1e?source=rss------bug_bounty-5
https://chevonphillip.medium.com/rce-due-to-dependency-confusion-5000-bounty-fd1b294d645f?source=rss------bug_bounty-5
https://infosecwriteups.com/discovery-of-an-xss-on-opera-f029f6522ec5?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-i-bypassed-the-registration-validation-and-logged-in-with-the-company-email-14eb12c45fb5?source=rss----7b722bfd1b8d---4
https://medium.com/@icebre4ker/hacking-chess-com-my-journey-to-unlock-premium-bots-on-the-android-app-d8cac9d25094?source=rss------bug_bounty-5
https://bug1ess.medium.com/my-first-bug-accessing-admin-page-via-blind-xss-1000-67d980e62a4b?source=rss------bug_bounty-5
https://aliraza91.medium.com/account-takeover-via-signup-feature-1ea404e79a5?source=rss------bug_bounty-5
https://aliraza91.medium.com/full-account-takeover-even-for-admins-69f710f75e90?source=rss------bug_bounty-5
https://aliraza91.medium.com/admin-account-takeover-worth-5-657-9bf0d765d035?source=rss------bug_bounty-5
https://infosecwriteups.com/bypass-jwt-authentication-access-admin-panel-73b8d73a0f1?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/network-services-2-enumerating-and-exploiting-more-common-network-services-misconfigurations-e1625e1dd604?source=rss------bug_bounty-5
https://infosecwriteups.com/network-services-2-enumerating-and-exploiting-more-common-network-services-misconfigurations-e1625e1dd604?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/05/13/htb-interface.html
https://medium.com/@bettercallmanav/overthewire-bandit-solving-level-0-634404573ee8?source=rss------bug_bounty-5
https://infosecwriteups.com/tryhackme-res-room-simple-writeup-by-karthikeyan-nagaraj-8320a012b7c7?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/skynet-tryhackme-room-simple-writeup-2023-4dbda93fe756?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/picoctf-asm3-challenge-master-the-art-of-reverse-engineering-stackzero-f599745f81c4?source=rss----7b722bfd1b8d---4
https://www.reddit.com/r/netsec/comments/13i3k0j/ai_hacking_games_jailbreak_ctfs/
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Indicator-Intelligence - Finds Related Domains And IPv4 Addresses To Do Threat Intelligence After

Indicator-Intelligence Collects Static Files

SpiderSuite - Advance Web Spider/Crawler For Cyber Security Professionals

Domain-Protect - OWASP Domain Protect - Prevent Subdomain Takeover

Lfi-Space - LFI Scan Tool

DNSRecon - DNS Enumeration Script

PwnFox - A Firefox/Burp Suite extension that provide usefull tools for your security audit.

gitGraber - monitor GitHub to search and find sensitive data in real time for different online

services such as: Google, Amazon (AWS), Paypal, Github, Mailgun, Facebook, Twitter, Heroku,

Want to succeed in bug bounties? Follow these 10 tips!

Stripe, Twilio...

View the recon data for every amass scan that you've ever done by using the db subcommand

Trouble figuring out which ASN belongs to a company?

XSS WAF Bypass using location concatenation

Add “ui_config.properties” and “http://config.properties” files to your wordlist, these files contain

juicy info like secret tokens and passwords

Reflected XSS via Google Dorking

Want to start bug bounties but don’t know where to begin?

If something is suspicious but SQLMap “thinks” it might/might not be vulnerable, manually
confirm/deny before leaving.



http://www.kitploit.com/2023/05/indicator-intelligence-finds-related.html
http://www.kitploit.com/2023/05/indicator-intelligence-finds-related.html
http://www.kitploit.com/2023/05/spidersuite-advance-web-spidercrawler.html
http://www.kitploit.com/2023/05/domain-protect-owasp-domain-protect.html
http://www.kitploit.com/2023/05/lfi-space-lfi-scan-tool.html
https://github.com/darkoperator/dnsrecon
https://github.com/yeswehack/PwnFox
https://github.com/hisxo/gitGraber
https://github.com/hisxo/gitGraber
https://github.com/hisxo/gitGraber
https://twitter.com/hakluke/status/1657506322823229441?s=20
https://twitter.com/hakluke/status/1657084039604363272?s=20
https://twitter.com/nullenc0de/status/1655963741094047745?s=20
https://twitter.com/ShawarkOFFICIAL/status/1656050953660043265?s=20
https://twitter.com/win3zz/status/1657624974851702784?s=20
https://twitter.com/win3zz/status/1657624974851702784?s=20
https://twitter.com/0xNaeem/status/1655870339619102720?s=20
https://twitter.com/drunkrhin0/status/1656580653633376257?s=20
https://twitter.com/_Zer0Sec_/status/1655961303289061379?s=20
https://twitter.com/_Zer0Sec_/status/1655961303289061379?s=20

Found an interesting #XSS where | inject the payload within the image file name and got the

alert!.

Image upload path tip

9 bounty Pen"vs)' news & !

Capture The Bug's Ethical Hacker: Valligayatri Rachakonda

Al Is About to Be Everywhere: Where Will Regulators Be?

WordPress Plug-in Used in 1M+ Websites Patched to Close Critical Bug

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/nav1n0x/status/1657142258259378176?s=20
https://twitter.com/nav1n0x/status/1657142258259378176?s=20
https://twitter.com/0x_rood/status/1656748379651600384?s=20
https://medium.com/@capturethebugs/capture-the-bugs-ethical-hacker-valligayatri-rachakonda-60d26b37da12?source=rss------bug_bounty-5
https://www.darkreading.com/vulnerabilities-threats/ai-is-about-to-be-everywhere-where-will-regulators-be
https://www.darkreading.com/attacks-breaches/wordpress-plugin-used-in-1m-websites-patched-to-close-critical-bug
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

