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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a
comprehensive list of all write-ups, tools, tutorials and resources we should not have missed. You can

sign up for the newsletter here.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week. This issue
covers the week from 11 to 18 of January.
Big thanks to Intigriti for sponsoring this newsletter!

Our favorite 5 hacking items

1. Tool of the week

"

“bugbounty.link

This is a URL shortening service. What's great about it is that it supports any protocol (file, gopher, etc). So

it can be useful to test for SSRF or open redirects, and bypassing filters on certain URI schemes.

2. Writeup of the week

“Reverse engineering games for fun and SSRF - part 1 & Part 2"
This is a great writeup if you want to learn how to hack thick applications. @tampe125 shows how he:
e Hacked an unnamed gaming thick application
e Setitup to go through Burp Proxy as a transparent proxy (by using his local /etc/hosts files)
e Extracted juicy information from the game's logs
e Reverse engineered a custom protocol using the logs
e |dentified an endpoint vulnerable to SSRF
e Edited WebSocket connections to exploit the SSRF
It was only possible to configure Burp as a transparent proxy because the app didn't use certificate

pinning.

3. Non technical item of the week
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https://newsletter.intigriti.com/
http://bugbounty.link/
https://www.nc-lp.com/blog/reverse-engineering-games-for-fun-and-ssrf-part-1
https://www.nc-lp.com/blog/reverse-engineering-games-for-fun-and-ssrf-part-2
https://medium.com/@zseano/are-you-submitting-bugs-for-free-when-others-are-being-paid-welcome-to-bugbounties-9e0fdb40a837
https://www.intigriti.com/

If you're interested in bug bounty, this is an absolute must read! @zseano, a confirmed and experienced
bug hunter, is denouncing some bad practices from bug bounty platforms. For example, some companies
have a paying private program and a public one with the same scope but no rewards (kudos and Hall
of Fame only).

He surprisingly concludes by saying that “bugbounties are overhyped and not sustainable” and that you
should only do bug bounty as a hobby, not full time. He himself counts on quitting full-time bug hunting
this year.

Whether he has an ulterior motive or not, one thing most people would agree on is: don't work for free,

your time is too precious.

4. Tips of the week

“Tip_1: Find yourself using the same non-default wordlists over and over again in Intruder? Add
them into the default list! Intruder menu > Configure predefined payload lists

Tip 2: Sending lots of requests in Repeater and looking for specific text in the response? Use the find
bar but also click the “+” and select “auto-scroll to match when text changes” to jump straight to
what you want!

Tip 3: Hold Ctrl and click a column heading to copy the contents of an entire column to the
clipboard (don’t be put off by the lack Ul acknowledgement)”

| love these Burp tips by @yppip. They might help you save time and avoid doing repetitive actions like
loading your payload files manually every time.
And if you want to see more tips of this kind, @Agarri_FR has ~100 pages of them: video & slides. They

date back a little but a lot of them are still valid.

5. Resource of the week

. “Resources-for-Beginner-Bug-Bounty-Hunters”

This one is for you if you dream of becoming a pro pentester or bug hunter and have absolutely no idea
where to start. It's a short list of resources sorted by different categories: web, networking and
programming basics, XSS and labs.

These are not exhaustive resources that will make you bug hunter of the year.

These are not exhaustive resources, rather basics to master and get a solid foundation as a start.

Other amazing things we stumbled upon this
week

Videos

e Using Burp Suite - Video #1

e #1:The use of Public Data Breach Dumps in Cyber Defense

e WEBCAST: Sacred Cash Cow Tipping 2019, Slides & audio/podcast version
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https://twitter.com/nnwakelam/status/1086196890507640832
https://twitter.com/yppip/status/1085521727155814400
https://twitter.com/yppip/status/1085181991799087106
https://twitter.com/yppip/status/1084843389957431297):%20(on%20Burp%20Intruder
https://www.youtube.com/watch?v=6fRKlf1DsZU
http://www.agarri.fr/docs/HiP2k13-Burp_Pro_Tips_and_Tricks.pdf
https://github.com/nahamsec/Resources-for-Beginner-Bug-Bounty-Hunters
https://www.youtube.com/watch?v=caRgbJZRHzw&feature=youtu.be
https://www.youtube.com/watch?v=V7Q18b9jt_0
https://www.blackhillsinfosec.com/webcast-sacred-cash-cow-tipping-2019/
https://blackhillsinformationsecurity.shootproof.com/gallery/8579747
https://www.blackhillsinfosec.com/podcast-sacred-cash-cow-tipping-2019/

Podcasts

Getting Into Infosec: Marcus Carey - Childhood Builder/Breaker to Navy Cryptologist to Founder

and Mentor: Covers acing interviews, negotiating salary, gaining new skills, learning faster, hacking

back, finishing degrees faster, and other life hacks. Recommended if you want to get into infosec.

Absolute AppSec Ep. #43 - Keith Hoodlet

TrustedSec Podcast Episode 3.7 - Intelligence and an End to USB Espionage?

Black Duck Eggs: Darknet Diaries

Hackable? Presents: Keyless Entry

Conference slides

APKID: PEID for Android Apps

Let's pwn a chinese Web browser!

Automated Security Analysis AWS Clouds

Black Hat Python workshop for Disobey 2019

Threat modelling (from the perspective of a penetration tester)

Tutorials

Medium to advanced

Angular and Angular]S for Pentesters - Part 1

Backdooring Websites with just 35 byte

Dump iOS apps in Javascript (Part I)

Attacking Kubernetes through Kubelet

Kubernetes: unauth kublet APl 10250 basic code exec

Kubernetes: unauth kublet APl 10250 token theft & kubectl

Kubernetes: Kube-Hunter 10255

Beginners corner

Pentesting Android applications by reversing and finding attack surfaces

Active Directory Penetration Testing

Day 19: Getting Started with Frida Tools
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https://gettingintoinfosec.simplecast.fm/marcus-carey-childhood-builderbreaker-to-navy-cryptologist-to-founder-and-mentor
https://gettingintoinfosec.simplecast.fm/marcus-carey-childhood-builderbreaker-to-navy-cryptologist-to-founder-and-mentor
https://www.youtube.com/watch?v=MdwQS4vHkNM
https://www.trustedsec.com/2019/01/trustedsec-podcast-episode-3-7-intelligence-and-an-end-to-usb-espionage/
https://malicious.life/episode/episode-39/
https://player.fm/series/darknet-diaries-2000363/hackable-presents-keyless-entry
https://github.com/enovella/cve-bio-enovella/blob/master/slides/bheu18-enovella-APKID.pdf
https://www.slideshare.net/JuhoNurminen/lets-pwn-a-chinese-web-browser
https://andresriancho.com/automated-security-analysis-aws-clouds/
https://github.com/solita/blackhat-python
https://andresriancho.com/threat-modelling/
https://nvisium.com/blog/2019/01/10/angular-for-pentesters-part-1.html
https://medium.com/@somdevsangwan/backdooring-websites-like-a-ninja-62ac86d60993
https://www.netsparker.com/blog/web-security/acquiring-data-with-css-selectors-and-javascript-on-time-based-attacks/
https://medium.com/0xcc/dump-ios-apps-in-javascript-part-i-f02ac4079e91
https://labs.mwrinfosecurity.com/blog/attacking-kubernetes-through-kubelet/
http://carnal0wnage.attackresearch.com/2019/01/kubernetes-unauth-kublet-api-10250.html
http://carnal0wnage.attackresearch.com/2019/01/kubernetes-unauth-kublet-api-10250_16.html
https://carnal0wnage.attackresearch.com/2019/01/kubernetes-kube-hunter-10255.html
https://medium.com/@tnvo/an-intro-to-pentesting-an-android-phone-464ec4860f39
https://medium.com/@Dmitriy_Area51/active-directory-penetration-testing-d9180bff24a1
https://medium.com/@int0x33/day-19-getting-started-with-frida-tools-3aeb2f0063c3

e Day 14: WebPwn (Automate Web Hacking)- Part 1

Writeups

Challenge writeups

e Intigriti CTF writeups: for the version with the ZIP password & for the version without the ZIP

password

e Red-Team: Java Deserialization — From Discovery to Reverse Shell on Limited Environments

Pentest & Responsible disclosure writeups

e Hacking Fortnite Accounts

e Report: We Tested 5 Popular Web Hosting Companies & All Were Easily Hacked

e Out of Commission: How the Oklahoma Department of Securities Leaked Millions of Files

e Exposed JIRA server leaks NASA staff and project data!

e Hacking Jenkins Part 1 - Play with Dynamic Routing

e When Previewing Becomes Dangerous

e Reverse engineering McDonald's app

e Vulnerability Deep Dive: TP-Link TL-R600VPN remote code execution vulnerabilities

Bug bounty writeups
e AMPScript injection on Uber ($23,000)

e LFl via MySQL client on private program

e Blind XSS on private program

e LFI&IDOR on AntiHack.me

e |DOR on HackerOne

e Open redirect on SEMrush ($100)

e AWS S3 information disclosure on RATELIMITED

See more writeups on The list of bug bounty writeups.

Tools

If you don't have time

e Pktrecon & Explanation: Internal network segment reconnaissance using packets captured from

broadcast and service discovery protocol traffic
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https://medium.com/@int0x33/day-13-webpwn-part-1-ba4e877ecfe0
https://medium.com/@the.bilal.rizwan/intigriti-ctf-writeup-737009900a42
https://twitter.com/rendm2/status/1085669453382205442
https://twitter.com/rendm2/status/1085669453382205442
https://medium.com/abn-amro-developer/java-deserialization-from-discovery-to-reverse-shell-on-limited-environments-fa9d8417c99b
https://research.checkpoint.com/hacking-fortnite/
https://www.websiteplanet.com/blog/report-popular-hosting-hacked/
https://www.upguard.com/breaches/rsync-oklahoma-securities-commission
https://medium.com/@logicbomb_1/bugbounty-nasa-internal-user-and-project-details-are-out-2f2e3580421b
https://blog.orange.tw/2019/01/hacking-jenkins-part-1-play-with-dynamic-routing.html
https://medium.com/@albeckshahar/when-previewing-becomes-dangerous-bf852558e249
https://blog.jacopojannone.com/2019/01/14/mcdonalds-app-reversed.html
https://blog.talosintelligence.com/2019/01/vulnerability-deep-dive-tp-link.html
https://blog.assetnote.io/bug-bounty/2019/01/14/gaining-access-to-ubers-user-data-through-ampscript-evaluation/
https://www.vesiluoma.com/abusing-mysql-clients/
https://generaleg0x01.com/2019/01/13/hackyourform-bxss/
https://medium.com/@tomi_70353/antihack-me-multiple-vulnerabilities-215ec0d6f064
https://hackerone.com/reports/447930
https://hackerone.com/reports/459286
https://hackerone.com/reports/460928
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/k0fin/pktrecon
https://securityweekly.com/2019/01/11/pktrecon-kory-findley-pauls-security-weekly-589/

Recursive-gobuster: A wrapper around gobuster that automatically scans newly discovered

directories

More tools,_ if you have time

Uncaptcha2: Defeat ReCaptcha with 91% accuracy by asking for the audio challenge, downloading

~+

he mp3, forwarding it to Google Speech2Text APl and submiting the answer back...

Resolve_domain_computers.py: Get /etc/hosts entries for computers in Active Directory. Useful for

internal pentests when for whatever reason you can't configure your box to use their DNS server
directly. It uses domain creds to grab a list of hostnames from a DC, resolve their IP addresses, and

gives you /etc/hosts entries.

AEM hacker toolset: Tools to identify vulnerable Adobe Experience Manager (AEM) webapps
s3-monster.py: Script to download fomes from open S3 buckets

IdentYwaf: Blind WAF identification tool

Giggity: Wraps github api for openly available information about an organization, user, or repo

H8mail: Email OSINT and password breach hunting. Use h8mail to find passwords through different

breach and reconnaissance services, or the infamous Breached Compilation torrent
Cardfinder.py: Day 17: Looking for Credit Cards in Files

ad-quick-install: Scripts to quickly setup AD and populate it with unique users (useful for building a
lab

Misc. pentest & bug bounty resources

Penetration Testing Pasties

Pentesting Cheatsheets

APlsecurity.io - Issue 14: Hacked hot tubs, airlines, trading sites; JSON encoding best practices

Databases.today: Useful for recon, looking for leaked credentials or creating your owned

haveibeenpwned database
Mental Health Hackers

Awesome-golang-security

Day 18: Essential CTF Tools

OSINT Framework

Bash scripting cheatsheet

Challenges

The Nixu Challenge: Online recruitment challenge
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https://github.com/epi052/recursive-gobuster
https://github.com/ecthros/uncaptcha2
https://gist.github.com/3xocyte/0cf0daef0efd5971c5a48ea480cb0731
https://github.com/0ang3el/aem-hacker
https://medium.com/@int0x33/day-16-s3-monster-gotta-get-em-all-a39564aab63a
https://github.com/stamparm/identYwaf
https://github.com/needmorecowbell/giggity
https://github.com/khast3x/h8mail
https://medium.com/@int0x33/day-17-looking-for-credit-cards-in-files-a6cc9f44db9e
https://github.com/skahwah/ad-quick-install
http://threatexpress.com/2019/01/penetration-testing-pasties/
https://ired.team/offensive-security-experiments/offensive-security-cheetsheets
https://apisecurity.io/issue-14-hacked-hot-tubs-airlines-trading-sites-json-encoding-best-practices/
https://databases.today/
https://twitter.com/HackersHealth
https://github.com/guardrailsio/awesome-golang-security
https://medium.com/@int0x33/day-18-essential-ctf-tools-1f9af1552214
https://osintframework.com/
https://devhints.io/bash.html
https://thenixuchallenge.com/entry/

e DVFaaS - Damn Vulnerable Functions as a Service: Intentionally Vulnerable Serverless Functions to

understand the specifics of Serverless Security Vulnerabilities

Articles

e The curious case of the Raspberry Pi in the network closet

e Super-systemic loT flaws

e A small sex toy with big problems

e |oT: OFF by default

e Whatis loT and How Do We Secure it?

e EternalSilence: Why your router may be at risk from this NSA tool

News

Bug bounty news

e Announcing Bug Bounty for Open Source Software: EU FOSSA 2 Intigriti bug bounty programs have

started

Breaches & Vulnerabilities

e Android file manager app exposing user data through open port

e .gov security falters during U.S. shutdown: More than 80 TLS certificates used by .gov websites have
expired without being renewed because of the ongoing U.S. federal shutdown. So dozens of

government websites either became insecure or inaccessible (due to HSTS being used).

e Major Security Breach Discovered Affecting Nearly Half of All Airline Travelers Worldwide

e Hackers infect e-commerce sites by compromising their advertising partner

e Exclusive: Hackers Take Control Of Giant Construction Cranes

e Largest collection ever of breached data found (Collection #1)

Malicious apps/sites
e Pre-Installed Android App Impacts Millions with Slew of Malicious Activity
e GoDaddy is sneakily injecting JavaScript into your website and how to stop it

> |f you happen to be a customer in US (which | am not but the website is hosted in a US data centre) then
you are automatically opted into this service and all your website's pages will have this JavaScript injected

into them.

Other
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https://github.com/we45/DVFaaS-Damn-Vulnerable-Functions-as-a-Service
https://blog.haschek.at/2018/the-curious-case-of-the-RasPi-in-our-network.html
https://www.pentestpartners.com/security-blog/super-systemic-iot-flaws/
https://www.kaspersky.com/blog/35c3-insecure-sex-toy/25357/
https://www.pentestpartners.com/security-blog/iot-off-by-default/
https://www.taharamine.net/what-is-iot-how-to-secure-it/
https://www.securityartwork.es/2019/01/14/eternalsilence-why-your-router-may-be-at-risk-from-this-nsa-tool/
https://blog.intigriti.com/2019/01/15/announcing-bug-bounty-for-open-source-software-2/
https://portswigger.net/daily-swig/android-file-manager-app-exposing-user-data-through-open-port
https://news.netcraft.com/archives/2019/01/10/gov-security-falters-during-u-s-shutdown.html
https://www.safetydetective.com/blog/major-security-breach-discovered-affecting-nearly-half-of-all-airline-travelers-worldwide/
https://thehackernews.com/2019/01/magecart-hacking-credit-cards.html
https://www.forbes.com/sites/thomasbrewster/2019/01/15/exclusive-watch-hackers-take-control-of-giant-construction-cranes/#462947be1d0a
https://www.theguardian.com/technology/2019/jan/17/breached-data-largest-collection-ever-seen-email-password-hacking?CMP=fb_a-technology_b-gdntech
https://www.igorkromin.net/index.php/2019/01/13/godaddy-is-sneakily-injecting-javascript-into-your-website-and-how-to-stop-it/

e 2019 will be our last year having a DerbyCon

e Women’'s Immersion Academy 2019: Here's a scholarship to get #cybersecurity training and
certifications!

e USB-C Authentication sounds great, so why are people worried?

e Firefox to disable Flash by default: Adobe Flash Player will be disabled by default in Firefox 69.
Adobe itself is killing off Flash in 2020.

3 for its bug bounty during Pwn20wn

Non technical

e On Bounties and Boffins & Twitter discussion vs Bug bounty programs: Everything you thought

you knew is wrong

e Why I Think the NSA is Releasing a Free Reverse Engineering Tool This Year at RSA

e Capture That Flag!

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 01/11/2019 to 01/18/2019.

Subscribe to the newsletter

Curated by Pentester Land & Sponsored by Intigriti

Disclaimer:

The views and opinions expressed in this article are those of the curators and do not necessarily reflect

the position of intigriti.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://twitter.com/derbycon/status/1084886700164304897
https://www.sans.org/cybertalent/cybersecurity-career/womens-academy
https://portswigger.net/daily-swig/security-concerns-grow-as-windows-7-support-deadline-approaches
https://nakedsecurity.sophos.com/2019/01/14/usb-c-authentication-sounds-great-so-why-are-people-worried/
https://portswigger.net/daily-swig/firefox-to-disable-flash-by-default
https://www.cnet.com/roadshow/news/tesla-bug-bounty-pwn2own-hackers
https://blog.trailofbits.com/2019/01/14/on-bounties-and-boffins
https://twitter.com/HudelC/status/1084794288221884416
https://www.techrepublic.com/article/bug-bounty-programs-everything-you-thought-you-knew-is-wrong/
https://www.techrepublic.com/article/bug-bounty-programs-everything-you-thought-you-knew-is-wrong/
https://danielmiessler.com/blog/why-i-think-the-nsa-is-releasing-a-free-reverse-engineering-tool-this-year-at-rsa/
https://www.lastline.com/blog/capture-that-flag/
https://twitter.com/PentesterLand/timelines/1084381442677899265
https://newsletter.intigriti.com/
http://twitter.com/pentesterland
http://twitter.com/intigriti/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

