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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from May 1st to May 7th

Click here to subscribe

Intigriti News

e The intigriti YouTube channel has officially passed the 15k milestone!

e Top 5 Web Extensions for bug bounty hunting (for Chrome & Firefox)!

From my notebook
1. Offensive Security w/Olivia Gallucci

2. Dependabot Confusion: Gaining Access to Private GitHub Repositories using Dependabot

3. Privilege Escalations through Integrations

4. A smorgasbord of a bug chain: postMessage, JSONP, WAF bypass, DOM-based XSS, CORS, CSRF...

challenging participants to outsmart large language models (e.g. ChatGPT, GPT-3). - Prompt

injection explained

ideos | R 3*

Other Amazing Things

e ChatGPT tries a BASIC Capture The Flag (CTF) Challenge

e Asset Discovery Using Shodan + Giveaway! // Bug Bounty Recon


https://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1655901602899718144?s=20
https://twitter.com/intigriti/status/1654438685058711554?s=20
https://www.youtube.com/watch?v=vOgmax8Hxf4
https://giraffesecurity.dev/posts/dependabot-confusion/
https://blog.stratumsecurity.com/2023/05/04/integration-fails/
https://jub0bs.com/posts/2023-05-05-smorgasbord-of-a-bug-chain/
https://www.aicrowd.com/challenges/hackaprompt-2023
https://www.aicrowd.com/challenges/hackaprompt-2023
https://simonwillison.net/2023/May/2/prompt-injection-explained/?utm_source=hivefive&utm_medium=email&utm_campaign=hive-five-120-title-date-2023-05-08
https://simonwillison.net/2023/May/2/prompt-injection-explained/?utm_source=hivefive&utm_medium=email&utm_campaign=hive-five-120-title-date-2023-05-08
https://www.youtube.com/watch?v=v4YlJ7pUkEw
https://www.youtube.com/watch?v=4CL_8GRNVTE
https://www.intigriti.com/

Hunt for Hackers with Velociraptor

Static Malware Analysis using PEStudio

Here are 3 FREE web hacking resources to learn web hacking! (shorts)

Hack The Box - Juggling Facts (Easy) - Live Walkthrough

InfoSec Unnplugged: Queen of Purple Team with Maril Vernon

Dangerous Codes: SQLi (shorts)

Facebook’s TOP1 bounty hunter about how to not be replaced by Al (shorts)

How long does Facebook’s TOP1 hunter stay on one target (shorts)

What Facebook’s TOP1 bounty hunter does differently (shorts)

Stored, Blind, Reflected and DOM - Everything Cross-Site Scripting

Portswigger Web Academy - Server-Side Template Injection (SSTI)

How | am learning Web3! (Smart Contracts, Security, Bug Bounty)

Hacking an organization with one of the most stealthy and dangerous web attacks

Inside the Mind of the TOP1 Facebook Bug Bounty Hunter

TryHackMe - OWASP Top 10 (2021) - Live Walkthrough

odco.STS |te i

EP119 RSA 2023 - What We Saw, What We Learned, and What We're Excited About

The Reason You Don’t Have Data Privacy

NO. 380 — LLM-Mind-Reading, Automated War, Rusty Sudo, Eliezer Bitterness Theory

207 - Git Config Injection and a Sophos Pre-Auth RCE

SN 921: OSB OMG and Other News! - Age verification, Google Authenticator E2EE, VirusTotal Al,
cURL

Risky Business #704 — Why LLMs aren’t an exploit bonanza

208 - A Timing Side-Channel for Kernel Exploitation and VR in the wake of Rust

Episode 374 - The event we called left-pad, Episode 77 remaster part 1



https://www.youtube.com/watch?v=S8POUZv7pT8
https://www.youtube.com/watch?v=Kz7Aw-2sCWI
https://www.youtube.com/watch?v=Butgz49BBWs
https://www.youtube.com/watch?v=LkKpeH3NUPE
https://www.youtube.com/watch?v=WoX2qBEegmE
https://www.youtube.com/shorts/WTk9UPE5RBA
https://www.youtube.com/watch?v=KkZKnN2JyI4
https://www.youtube.com/watch?v=lvWCBQha-uw
https://www.youtube.com/watch?v=ck1KrWH0S5Q
https://www.youtube.com/watch?v=hQEQ-KJh06M
https://www.youtube.com/watch?v=p6ElHfcnlSw
https://www.youtube.com/watch?v=oGUqr0vzqss
https://www.youtube.com/watch?v=o7oVWXw4t5E
https://www.youtube.com/watch?v=MXH1HqTFNm0
https://www.youtube.com/watch?v=M9JDQtR16Ls
https://cloudsecuritypodcast.libsyn.com/ep119-rsa-2023-what-we-saw-what-we-learned-and-what-were-excited-about
https://malicious.life/the-reason-you-dont-have-data-privacy/
https://omny.fm/shows/unsupervised-learning/no-380-llm-mind-reading-automated-war-rusy-sudo-el
https://dayzerosec.com/podcast/207.html
https://twit.tv/shows/security-now/episodes/921
https://twit.tv/shows/security-now/episodes/921
https://risky.biz/RB704
https://dayzerosec.com/podcast/208.html
https://opensourcesecuritypodcast.libsyn.com/episode-374-the-event-we-called-left-pad-episode-77-remaster-part-1

e 133:I'm the Real Connor

e Episode 17: LA Live Chat with Five Legendary Hackers

Tweets Q

e Could you pass the turing test?

e Last year, @Jhaddix, @bscarvell, @seanyeoh and | found a pre-auth RCE in Oracle Opera - CVE-
2023-21932. This product holds the Pll of every guest (including credit cards)

e | seek from my fellow hacker friends to invest wisely their bounties and earnings to be able to
rest a few years from now

e To bug bounty hunters, where do you store your recon data and your test data in general

e | really really really hate call out posts against specific triagers.

e Flipperzero, very useful when you dont have your hotel room key with you!

e |fyou as a #bugbounty hunter buy stolen credentials off of cyber criminals and send it as a report

to us in our bugbounty program, we will NOT pay, as we do not support criminal activities or

engage in any activities that support criminal activities.

e Oh yeah, another funny thing about @OpenAl’'s new “Code Interpreter” is the way it looks super

vulnerable when downloading any file from your own k8s containe

otori 0\5 .%

o c{api}tal walkthrough

e Achieve Maximum Protection With Minimal Effort: Beginning Your Zero Trust Journey

e Write-up of Lame—An easy-rated HTB machine.

e JAVASCRIPT PROTOTYPE POLLUTION VULNERABILITIES PART 1

e CIDRIN HACKING

e Bypassing MPX Node Authentication—Firmware analysis



https://darknetdiaries.com/episode/133
https://rss.com/podcasts/ctbbpodcast/936303
https://twitter.com/InsiderPhD/status/1652800192360456193?s=20
https://twitter.com/infosec_au/status/1653184358185050112?s=20
https://twitter.com/infosec_au/status/1653184358185050112?s=20
https://twitter.com/HusseiN98D/status/1654022124376293376?s=20
https://twitter.com/HusseiN98D/status/1654022124376293376?s=20
https://twitter.com/irsdl/status/1654098683086925852?s=20
https://twitter.com/InsiderPhD/status/1653711844387823617?s=20
https://twitter.com/_SaxX_/status/1653519415827210240?s=20
https://twitter.com/JoakimTauren/status/1650821381477507073?s=20
https://twitter.com/JoakimTauren/status/1650821381477507073?s=20
https://twitter.com/JoakimTauren/status/1650821381477507073?s=20
https://twitter.com/rez0__/status/1653180114027282433?s=20
https://twitter.com/rez0__/status/1653180114027282433?s=20
https://zerodayhacker.com/capital-walkthrough/?utm_source=feedly&utm_medium=rss&utm_campaign=capital-walkthrough
https://infosecwriteups.com/achieve-maximum-protection-with-minimal-effort-beginning-your-zero-trust-journey-210db329a91a?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/write-up-of-lame-an-easy-rated-htb-machine-fa695ea2d3ca?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/javascript-prototype-pollution-vulnerabilities-part-1-what-is-prototype-61e396ecafbd?source=rss----7b722bfd1b8d---4
https://realm3ter.medium.com/cidr-in-hacking-d2e6245d74ec?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/understanding-server-side-request-forgery-ssrf-owasp-api6-2023-9abe005b40f9?source=rss------bug_bounty-5
https://infosecwriteups.com/bypassing-mpx-node-authentication-firmware-analysis-8ecbac012bf3?source=rss----7b722bfd1b8d---4

Red Teaming: Exfiltrating Data & Command Network Nodes (Like a Ghost!)

phpMyFAQ-3.1.12 CSV Injection

The Art of Reconnaissance for Bug Bounty: Finding Vulnerabilities like a Pro

Ruby Code Vulnerability Analysis: ConfirmSnsSubscription RCE

The Art of Bug Bounty Reporting: Mastering Effective Communication and Persuasion

“000 aaa uuuthh” or 2 me, OAuth ! Tips on conquering OAuth2!

GO Code Review #1 : Hard-coded credentials are security-sensitive

TryHackMe’'s WebOSINT Simple Writeup— Conducting Basic Open-source Intelligence Research

GPT-4 - How does it work, and how do | build apps with it? - CS50 Tech Talk

(Jrike Ups 0

Credential Stuffing: Speeding up massive leaks databases

Unauthorized access to the admin panel via leaked credentials on the WayBackMachine

Researching Polymorphic Images for XSS on Google Scholar

From blind XXE to root-level file read access

Account Takeover Worth $100,000

Easiest Bug To Find That Worth 200$ Bug Bounty

Idor View To History Order Users

Exploiting an Order of Operations Bug to Achieve RCE in Oracle Opera

How do | Bypass Payment when a Subscription ends so | don't have to pay for my subscription

[Metrics ; Easiest Bug To Find ,That Worth $$$ (Bug Bounty)

Subdomain Take Over on Azurewebsite

Vulnversity—TryHackMe Room

OSINTorg Revealed

Leaking Account Credentials with Excel: Hunting Vulns in Office365


https://infosecwriteups.com/red-teaming-exfiltrating-data-command-network-nodes-like-a-ghost-f34c878e70f6?source=rss----7b722bfd1b8d---4
https://mirabbasagalarov.medium.com/phpmyfaq-3-1-12-csv-injection-cfc65573ef8f?source=rss------bug_bounty-5
https://shifacyclewala.medium.com/the-art-of-reconnaissance-for-bug-bounty-finding-vulnerabilities-like-a-pro-953a24054e50?source=rss------bug_bounty-5
https://infosecwriteups.com/ruby-code-vulnerability-analysis-confirmsnssubscription-rce-8a902d9afdd7?source=rss------bug_bounty-5
https://medium.com/@lopseg/the-art-of-bug-bounty-reporting-mastering-effective-communication-and-persuasion-1a87373ce6d1?source=rss------bug_bounty-5
https://medium.com/@24bkdoor/ooo-aaa-uuuthh-or-2-me-oauth-tips-on-conquering-oauth2-4eb9cbf6668b?source=rss------bug_bounty-5
https://infosecwriteups.com/go-code-review-1-hard-coded-credentials-are-security-sensitive-4317a8431eaa?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/tryhackmes-webosint-simple-writeup-conducting-basic-open-source-intelligence-research-on-a-f1c1da2e8089?source=rss----7b722bfd1b8d---4
https://www.youtube.com/watch?v=vw-KWfKwvTQ
https://www.synacktiv.com/en/publications/credential-stuffing-speeding-up-massive-leaks-databases.html
https://infosecwriteups.com/unauthorized-access-to-the-admin-panel-via-leaked-credentials-on-the-waybackmachine-55c3307141c6?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/researching-polymorphic-images-for-xss-on-google-scholar-2489edec274b?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/from-blind-xxe-to-root-level-file-read-access-bdb1751be413?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/account-takeover-worth-100-000-8783fd7c4939?source=rss------bug_bounty-5
https://medium.com/@videopourtoujour/easiest-bug-to-find-that-worth-200-bug-bounty-43cb0ab89f0a?source=rss------bug_bounty-5
https://medium.com/@GemiIang/idor-view-to-history-order-users-3f8b590979cb?source=rss------bug_bounty-5
https://blog.assetnote.io/2023/04/30/rce-oracle-opera/
https://aidilarf.medium.com/how-do-i-bypass-payment-when-a-subscription-ends-so-i-dont-have-to-pay-for-my-subscription-3889ab3f7484?source=rss------bug_bounty-5
https://medium.com/@videopourtoujour/metrics-easiest-bug-to-find-that-worth-bug-bounty-b083bbaf4f5f?source=rss------bug_bounty-5
https://medium.com/@damaidec/subdomain-take-over-on-azurewebsite-7fd9481fa15e?source=rss------bug_bounty-5
https://medium.com/@kawsaruddin238/vulnversity-tryhackme-room-2b11ea475d06?source=rss------bug_bounty-5
https://infosecwriteups.com/osintorg-revealed-vulnmachines-osint-writeup-cb2cb976c1b9?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/leaking-account-credentials-with-excel-hunting-vulns-in-office365-e1a84eb124a1?source=rss----7b722bfd1b8d---4

Metasploit: Meterpreter—TryHackme Simple Writeup | 2023

Red Teaming; 0x01 Click RCE via VolP USB

PHP Backdoor Obfuscation

LDAP Injection

from self html injection to ssrf

IDOR CHANGES DESCRIPTION ANOTHERS USERS/COMPANY

The story of how | finally got my first money from hacking
How | found +100 Reflected Cross Site Scripting & SQL Injection

Accessing Admin Dashboard in 5 seconds: Hall of Fame.

Exploiting Put Method to upload malicious file

Simple Account Takeover Worth $9,999

Mass Assignment leads to the victim's account being_ inaccessible forever

XSS drag Drop in Google worth $6,999

My first P3 in bug crowd (cross site scripting ) xss

Four Digit Bounty($$$$).in 10 mins

How | Discovered and Reported a Pll Disclosure Vulnerability

How | got €50 from tag_. It literally bypassed everything.(UNEXPECTED BYPASS)
My first XSS without parentheses and semi-colons

L got XSS in a million websites

An Epic Account Takeover Worth $57,500

Azure Account Takeover Worth $11,756

IDOR to Account Takeover

How | discovered XSS via triple URL encode

Race Condition To Get Followers Unlimited

200% Exploit On /mellon/logout?ReturnTo=

How a simple Directory Listing leads to Pll Data Leakage, Remote Code Execution and many more

Facebook OAuth Vulnerability Worth $55,000

Unauthorized access in GitHub worth $17,875


https://infosecwriteups.com/metasploit-meterpreter-tryhackme-simple-writeup-2023-1f8a787ba0a4?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/red-teaming-0x01-click-rce-via-voip-usb-37cf32db1af2?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/php-backdoor-obfuscation-a0fee97f00e2?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/ldap-injection-653d7225dd8?source=rss----7b722bfd1b8d---4
https://hamzadzworm.medium.com/from-self-html-injection-to-ssrf-c62d4332c07d?source=rss------bug_bounty-5
https://medium.com/@GemiIang/idor-change-bio-anothers-users-7cd178c33220?source=rss------bug_bounty-5
https://christmex.medium.com/the-story-of-how-i-finally-got-my-first-money-from-hacking-c0bd4b3b2b80?source=rss------bug_bounty-5
https://medium.com/@jooelsaka/how-i-found-100-reflected-cross-site-scripting-sql-injection-on-an-private-hackerone-bug-bounty-26eef05c9b63?source=rss------bug_bounty-5
https://sumedh00.medium.com/accessing-admin-dashboard-in-5-seconds-acee737eacfb?source=rss------bug_bounty-5
https://medium.com/@dancat/exploiting-put-method-to-upload-malicious-file-eb734fa48dcc?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/simple-account-takeover-worth-9-999-2c38f5d7fe67?source=rss------bug_bounty-5
https://infosecwriteups.com/mass-assignment-leads-to-the-victims-account-being-inaccessible-forever-52e48c6a8a4d?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/xss-drag-drop-in-google-worth-6-999-8c75c44fb4a4?source=rss------bug_bounty-5
https://medium.com/@elsayedmohammed/my-first-p3-in-bug-crowd-cross-site-scripting-xss-1ed71773688?source=rss------bug_bounty-5
https://vaibhavgaikwad1712.medium.com/four-digit-bounty-in-10-mins-20e4d5a87f0a?source=rss------bug_bounty-5
https://adityashende17.medium.com/how-i-discovered-and-reported-a-pii-disclosure-vulnerability-4f3ade25c705?source=rss------bug_bounty-5
https://medium.com/@mohdkashifcm/how-i-got-50-from-img-tag-it-literally-bypassed-everything-unexpected-bypass-82bac619faac?source=rss------bug_bounty-5
https://aliraza91.medium.com/my-first-xss-without-parentheses-and-semi-colons-6223abf4b9c4?source=rss------bug_bounty-5
https://aliraza91.medium.com/i-got-xss-in-a-million-websites-666713e15fa9?source=rss------bug_bounty-5
https://aliraza91.medium.com/an-epic-account-takeover-worth-57-500-8368966d65b9?source=rss------bug_bounty-5
https://aliraza91.medium.com/azure-account-takeover-worth-11-756-a983c783930a?source=rss------bug_bounty-5
https://aliraza91.medium.com/idor-to-account-takeover-d3bf1b02b8df?source=rss------bug_bounty-5
https://medium.com/@mohammed01550038865/how-i-discovred-xss-via-url-encode-3-times-86ccd5354081?source=rss------bug_bounty-5
https://medium.com/@GemiIang/race-condition-to-get-followers-unlimited-9057f4120f85?source=rss------bug_bounty-5
https://medium.com/@videopourtoujour/200-exploit-on-mellon-logout-returnto-e048d0a98359?source=rss------bug_bounty-5
https://medium.com/@ar_hawk/how-a-simple-directory-listing-leads-to-pii-data-leakage-remote-code-execution-and-many-more-104b09e644f4?source=rss------bug_bounty-5
https://aliraza91.medium.com/facebook-oauth-vulnerability-worth-55-000-75906ce437c3?source=rss------bug_bounty-5
https://aliraza91.medium.com/unauthorized-access-in-github-worth-17-875-2dc8c189d6cc?source=rss------bug_bounty-5

Unauthenticated access to messages

How Bug Bounty Hunters Find Complex Vulnerabilities

Client Secret = Should be Secret

Three Argo CD API exploits, distributed identity for modern API security

’Ebo\ S

Discover APl endpoints with Feroxbuster

Proxy Postman into Burp Suite

Teler-Waf - A Go HTTP Middleware That Provides Teler IDS Functionality To Protect Against Web-
Based Attacks

NTLMRecon - A Tool For Performing Light Brute-Forcing Of HTTP Servers To Identify Commonly
Accessible NTLM Authentication Endpoints

Httpx and EagleEye for Hackers.

Bypass WAF with SQLMAP and TOR

PimpMyBurp #8 - Perform Advanced Fuzzing With Turbo Intruder

Introducing SpiderSuite: Advance web security crawler

Visualizing Katana crawl results using SpiderSuite.

Discover Hidden Domains with DomainSleuth

10 handy practical #hacking tools I've developed over the years @hakluke

httpx v1.3.0 update with screenshot support

Bypass WAF / Restrictions with REcollapse


https://aliraza91.medium.com/unauthenticated-access-to-messages-d706db99f7d?source=rss------bug_bounty-5
https://medium.com/@omccarth333/how-bug-bounty-hunters-find-complex-vulnerabilities-a36a5a148a5?source=rss------bug_bounty-5
https://medium.com/@24bkdoor/client-id-should-be-secret-7bc769aff0e0?source=rss------bug_bounty-5
https://apisecurity.io/issue-218-three-argo-cd-api-exploits-distributed-identity-for-modern-api-security/
https://zerodayhacker.com/discover-api-endpoints-with-feroxbuster/?utm_source=feedly&utm_medium=rss&utm_campaign=discover-api-endpoints-with-feroxbuster
https://zerodayhacker.com/proxy-postman-into-burp-suite/?utm_source=feedly&utm_medium=rss&utm_campaign=proxy-postman-into-burp-suite
http://www.kitploit.com/2023/05/teler-waf-go-http-middleware-that.html
http://www.kitploit.com/2023/05/teler-waf-go-http-middleware-that.html
http://www.kitploit.com/2023/05/ntlmrecon-tool-for-performing-light.html
http://www.kitploit.com/2023/05/ntlmrecon-tool-for-performing-light.html
https://medium.com/@whalebone71/httpx-and-eagleeye-for-hackers-8fdb11a130b8?source=rss------bug_bounty-5
https://medium.com/@whalebone71/bypass-waf-with-sqlmap-and-tor-7bf23a759b68?source=rss------bug_bounty-5
https://blog.yeswehack.com/yeswerhackers/pimpmyburp-8-advanced-fuzzing-turbo-intruder/
https://www.reddit.com/r/bugbounty/comments/137ju91/introducing_spidersuite_advance_web_security/
https://medium.com/@enock.n.michael/visualizing-katana-crawl-results-using-spidersuite-a49c853f24ee?source=rss------bug_bounty-5
https://medium.com/@lopseg/discover-hidden-domains-with-domainsleuth-84bc2af95a62?source=rss------bug_bounty-5
https://twitter.com/hakluke/status/1652840407833759746?s=20
https://twitter.com/emgeekboy/status/1652701118315503616?s=20
https://twitter.com/0dayCTF/status/1655020417034141697?s=20

Account Takeover checklist

Bug bountry tips from twitter

Did you know you can recover scrubbed metadata from a PDF that wasn't scrubbed properly?

If you happen to find Symfony Web Framework that has Symfony profiler debug mode enabled,
fuzz the following endpoints:

Don't discount dead subdomains in bug bounty! Try enumerating them against valid target IP
addresses, who knows what you might find

Complete #BugBounty Recon Fundamentals

Quick DOM-XSS Tips

9 boun‘\'& {%n{es} news !

So long passwords, thanks for all the phish

Apple Fails to Fully Reboot iOS Simulator Copyright Case (1)

FYI: Intel BootGuard OEM private keys leak from MSI cyber heist

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://medium.com/@Az3m/account-takeover-checklist-503c771cfcd7?source=rss------bug_bounty-5
https://medium.com/@Az3m/bug-bountry-tips-from-twitter-9d0f037c8ecd?source=rss------bug_bounty-5
https://twitter.com/flakpaket/status/1654617325520433152
https://twitter.com/nav1n0x/status/1652676328901029888?s=20
https://twitter.com/nav1n0x/status/1652676328901029888?s=20
https://twitter.com/intigriti/status/1654813530682474498?s=20
https://twitter.com/intigriti/status/1654813530682474498?s=20
https://twitter.com/nav1n0x/status/1653995355401232384?s=20
https://twitter.com/securestep9/status/1654230316058308611?s=20
https://twitter.com/0xuchiha_MRX/status/1654215738268307457?s=20
https://security.googleblog.com/2023/05/so-long-passwords-thanks-for-all-phish.html
https://news.bloomberglaw.com/ip-law/apple-fails-to-revive-copyright-case-over-iphone-ios-simulator
https://www.theregister.com/2023/05/09/intel_oem_private_keys_leaked/?td=keepreading
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

