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Bug Bytes #198 — Hackers go to
RSA/BSides and CPanel gets pwned

BY TRAVISINTIGRITI - MAY 3, 2023 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from April 24th to April 30th

CLICK HERE TO SUBSCRIBE

Intigriti News

e April Challenge results

e Understanding SSTI tweet thread!
From my notebook

It was RSA and BSides San Francisco this week, but that didn't stop some amazing research coming out of

AssetNote, a fun LLM backdoor and hackers live in SF to chat about making content!

1. Ambushed by Angular]S: a hidden CSP bypass in Piwik PRO

2. Finding XSS in a million websites (cPanel CVE-2023-29489)

3. Deep Dive OSINT (Hacking, Shodan and more!)

4. Cybersecurity Content Creators | ITSPmagazine Event Coverage: RSAC 2023 Broadcast Alley

5. Accidental LLM Backdoor - Prompt Tricks

Other Amazing Things

ideos | R *

e How to set up an Android Penetration Testing Lab from scratch

e [0b00] Reversing 101 :: Hacking Closed-Source Firmware


http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1653344006993072128?s=20
https://twitter.com/intigriti/status/1651898713206403073?s=20
https://portswigger.net/research/ambushed-by-angularjs-a-hidden-csp-bypass-in-piwik-pro
https://blog.assetnote.io/2023/04/26/xss-million-websites-cpanel/
https://www.youtube.com/watch?v=dxiNByvkvU8
https://www.youtube.com/watch?v=PCeDpaXAoQk
https://www.youtube.com/watch?v=h74oXb4Kk8k
https://www.youtube.com/watch?v=v-p1dTWmWDY
https://www.youtube.com/watch?v=xI6dC4AG5Tk
https://www.intigriti.com/

e How | Broke in to Cyber Security... And you can too!

]
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napchat paid a hacker $15,000! (shorts)

e A Conversation with Cybersecurity Community OG and EH-net Founder

e Web Challenges [Space Heroes CTF 2023]

e Top 3 Programming Languages for Cybersecurity in 2023

e CodeQL query to detect RCE via ZipSlip - $5,500 bounty from GitHub

e How to Not Suck at Hacking // How To Bug Bounty,

e Hack The Box - Looking Glass (Easy) - Live Walkthrough

e What's the hardest part of writing a CodeQL query? (shorts)

e Writing a CodeQL query - the sink (shorts)

e What is CodeQL bug bounty program? (shorts)

e How To Test Your Security with Atomic Red Team

e Want to become a Bug Bounty Hunter? (shorts)

e Level Up Your CTF Skills INSTANTLY!

e Twitter OSINT ft. OSINTFramework

e Five resources to learn hacking, pentesting or get started (shorts)

e Episode 05 Cloud Hacking GCP V 01 v2 BLURRED V2

e Hack The Box - Sanitize (Easy) - Live Walkthrough

e Leaking Secret Data with a Heap Overflow - “Leek” Pwn Challenge

e HTB Stories 0x13: Tales, Tendencies, and PoCs with Mubix

e Hack The Box - Baby Waffles (Easy) - Live Walkthrough
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e 295-Breach Data Collection Revisited

e Is the industry ready for AlI?

e 206 - A Ghostscript RCE and a Windows Registry Bug



https://www.youtube.com/watch?v=VDZyOkOAT8k
https://www.youtube.com/watch?v=MLWv-bOqgA8
https://www.youtube.com/watch?v=nEHXQQlWruk
https://www.youtube.com/watch?v=d2BRicRLMfk
https://www.youtube.com/watch?v=xLjmM2DZp8s
https://www.youtube.com/watch?v=F95U912u7OQ
https://www.youtube.com/watch?v=Ddr2__qImZ0
https://www.youtube.com/watch?v=AZ9Va4NLG7I
https://www.youtube.com/watch?v=ZeyZrhJvpTg
https://www.youtube.com/watch?v=BHCIxsdREjk
https://www.youtube.com/watch?v=9DABdz7zcBQ
https://www.youtube.com/watch?v=KsgYbZK7Yyk
https://www.youtube.com/watch?v=sVcMaAG8u1U
https://www.youtube.com/watch?v=UT2dFGbDIYI
https://www.youtube.com/watch?v=CbkEnb5l8Ik
https://www.youtube.com/watch?v=1u425TZnTMA
https://www.youtube.com/watch?v=BemIxEaS4kI
https://www.youtube.com/watch?v=Hue0TDHtw1I
https://www.youtube.com/watch?v=55jibxjUj3I
https://www.youtube.com/watch?v=wGAWbkqCn4U
https://www.youtube.com/watch?v=m_eWlDNAHyE
https://soundcloud.com/user-98066669/295-breach-data-collection-revisited
https://thecyberwire.com/podcasts/hacking-humans/241/notes
https://dayzerosec.com/podcast/206.html

The CEO who also ran IT, Strava strife, and TikTok tall tales

Risky Business #703 — Russia whines about its tech dependence on China

SN 920: An End-to-End Encryption Proposal - Wipe those routers, Lockdown Mode, ChatGPT black
market

205 - SecurePoint UTM, Chfn, and Docker Named Pipe Vulns

EP118 RSA 2023 - How to Protect Your Organization from Cyberattacks in a Time of Political

Tweets Q

Should you learn to code before you learn to hack?

Turmoil

OpenAl’'s new “Code Interpreter” gives every user a sandboxed k8s container which analyzes and

executes arbitrary python code.

CodeQL is a unigue bug bounty program that rewards you for writing a scanner query to detect a

CVE that is currently undetected.

“The Bug Hunter's Methodology Live”

1 think bug bounty platforms will see a huge decrease of excellent hackers in the next years.

This is the second time that | have requested a CVE from @MITREcorp where they have not filled
out the details of the CVE before assigning it to us, even though all details were provided in the

initial request. Is there a better way to claim CVEs these days?
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Vulnerability Capstone—TryHackme Room Simple Writeup | 2023

How To find Subdomain Takeover

Secure Your Docker Compose Web App: A Comprehensive Guide for Penetration Testers

Understanding the Shell Shock Vulnerability: A Comprehensive Guide | 2023



https://www.smashingsecurity.com/319
https://risky.biz/RB703
https://twit.tv/shows/security-now/episodes/920
https://twit.tv/shows/security-now/episodes/920
https://dayzerosec.com/podcast/205.html
https://cloudsecuritypodcast.libsyn.com/ep118-rsa-2023-how-to-protect-your-organization-from-cyberattacks-in-a-time-of-political-turmoil
https://cloudsecuritypodcast.libsyn.com/ep118-rsa-2023-how-to-protect-your-organization-from-cyberattacks-in-a-time-of-political-turmoil
https://twitter.com/hakluke/status/1652010486731268098?s=12&t=a-RscISvD9gG6U0J-Wf1zA&utm_source=hivefive&utm_medium=email&utm_campaign=hive-five-119-deep-dive-osint-and-finding-xss-in
https://twitter.com/rez0__/status/1652094000625598466?s=20
https://twitter.com/rez0__/status/1652094000625598466?s=20
https://twitter.com/gregxsunday/status/1650819143745110019?s=20
https://twitter.com/gregxsunday/status/1650819143745110019?s=20
https://twitter.com/Jhaddix/status/1651690149573701632?s=20
https://twitter.com/HusseiN98D/status/1650762211030188032?s=20
https://twitter.com/infosec_au/status/1651398906432069632?s=20
https://twitter.com/infosec_au/status/1651398906432069632?s=20
https://twitter.com/infosec_au/status/1651398906432069632?s=20
https://infosecwriteups.com/vulnerability-capstone-tryhackme-room-simple-writeup-2023-bfe5f0cd12b0?source=rss------bug_bounty-5
https://falkensmaze.medium.com/http-parameter-pollution-bug-bounties-server-side-client-side-a03d8d665b15?source=rss------bug_bounty-5
https://security-sphinx.medium.com/how-to-find-subdomain-takeover-4b20bd20edfe?source=rss------bug_bounty-5
https://medium.com/@tamerhellah/secure-your-docker-compose-web-app-a-comprehensive-guide-for-penetration-testers-6bed448c1974?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/understanding-the-shell-shock-vulnerability-a-comprehensive-guide-2023-985301eed7e2?source=rss------bug_bounty-5

SSRF in VAPI
Complete Bug Bounty Recon Fundamentals.

All in One Guide to Burp Suite: Hands-On

(Reverse) shell to your Azure VM as ‘Local System’ user or ‘root’ user

MY Methodology for Cross Site Scripting (XSS)

File Inclusion—TryHackMe Simple Write up | 2023

Python Penetration Testing: Connecting multiple SQL Databases to gather Juicy data

(Jrike Ups

Bug Bounty Writeup: Stored XSS Vulnerability WAF Bypass

Authentication Bypass Email and Number Verify

How | Chained an Information Disclosure Bug with SQL Injection

How improper OTP implementation could lead to Account Take Over (Part1)

How | was Able To Find Reflected XSS ?

“Exception in thread “main” java.lang.NoClassDefFoundError:

Bypass OTP Lead to Account Takeover on pashouses.id

Client Side Desync Attack (CL.0 Request Smuggling)—Bounty of $150

Researching Polymorphic Images for XSS on Google Scholar

APl Misconfiguration - Algolia API Key

Azure security—Internal recon leveraging lack of access control

Azure Privilege Escalation Via Service Principal

Break the Logic: Playing with product ratings on a shopping site(600%$)

Abusing Javascript:history.back().as an open redirect

Git Arbitrary Configuration Injection (CVE-2023-29007)



https://medium.com/@evilprince007/ssrf-in-vapi-c481bc3905be?source=rss------bug_bounty-5
https://medium.com/@imshewale/complete-bug-bounty-recon-fundamentals-f283dee5c370?source=rss------bug_bounty-5
https://droobingnoob.medium.com/all-in-one-guide-to-burp-suite-hands-on-c56afd6be304?source=rss------bug_bounty-5
https://infosecwriteups.com/reverse-shell-to-your-azure-vm-as-local-system-user-or-root-user-b99569790091?source=rss----7b722bfd1b8d---4
https://medium.com/@elsayedmohammed/my-methodology-for-cross-site-scripting-xss-768bea171af8?source=rss------bug_bounty-5
https://infosecwriteups.com/file-inclusion-tryhackme-simple-write-up-2023-b839772fd432?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/python-penetration-testing-connecting-multiple-sql-databases-to-gather-juicy-data-cde9c33853d5?source=rss----7b722bfd1b8d---4
https://medium.com/@lopseg/bug-bounty-writeup-stored-xss-vulnerability-waf-bypass-f38aae7ff9eb?source=rss------bug_bounty-5
https://medium.com/@GemiIang/authentication-bypass-email-and-number-verify-19dd80a4bb3f?source=rss------bug_bounty-5
https://goziem.medium.com/how-i-chained-an-information-disclosure-bug-to-sql-injection-bca936d90fb1?source=rss------bug_bounty-5
https://ltsirkov.medium.com/netflix-bypassing-multi-factor-authentication-mfa-53135c9d6d50?source=rss------bug_bounty-5
https://medium.com/@mmaulanaabdullah/how-improper-otp-implementation-could-lead-to-account-take-over-part1-7654d06e1a7a?source=rss------bug_bounty-5
https://medium.com/@ozomarzu/how-i-was-able-to-find-reflected-xss-f25fe1ea3134?source=rss------bug_bounty-5
https://systemweakness.com/exception-in-thread-main-java-lang-noclassdeffounderror-cf595f41b886?source=rss------bug_bounty-5
https://medium.com/@ars20/bypass-otp-lead-to-account-takeover-on-pashouses-id-72ce88da4ec1?source=rss------bug_bounty-5
https://bpandasec.medium.com/client-side-desync-attack-cl-0-request-smuggling-bounty-of-150-327d3aeaeea6?source=rss------bug_bounty-5
https://medium.com/@aliraza879612345/researching-polymorphic-images-for-xss-on-google-scholar-f35a9853d51?source=rss------bug_bounty-5
https://shahjerry33.medium.com/api-misconfiguration-algolia-api-key-b3f4a9f04f0d?source=rss------bug_bounty-5
https://theclemvp.medium.com/azure-security-internal-recon-leveraging-lack-of-access-control-a239bd259e22?source=rss------bug_bounty-5
https://infosecwriteups.com/azure-privilege-escalation-via-service-principal-ae12fd79374c?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/break-the-logic-playing-with-product-ratings-on-a-shopping-site-600-c9a87fb66a73?source=rss------bug_bounty-5
https://medium.com/@ajayjachak24/abusing-javascript-history-back-as-an-open-redirect-422c077ab8e8?source=rss------bug_bounty-5
https://blog.ethiack.com/en/blog/git-arbitrary-configuration-injection-cve-2023-29007

e (CVE-2023-1767 - Stored XSS on Snyk Advisor service can allow full fabrication of npm packages
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e GitHarvest3r—Simple CVE github exploit gathering tool written in python.

health score

e Take screenshots of domain list while doing recon.

e hardCIDR - Linux Bash Script To Discover The Netblocks, Or Ranges, Owned By The Target

Organization

e REcollapse Is A Helper Tool For Black-Box Regex Fuzzing To Bypass Validations And Discover

Normalizations In Web Applications

e Sh4D0Wup - Signing-key Abuse And Update Exploitation Framework

e FirebaseExploiter - Vulnerability Discovery Tool That Discovers Firebase Database Which Are

Open And Can Be Exploitable

e Bearer - Code Security Scanning Tool (SAST) That Discover, Filter And Prioritize Security Risks And

Vulnerabilities Leading To Sensitive Data Exposures (Pll, PHI, PD)

e PhoneSploit-Pro - An All-In-One Hacking Tool To Remotely Exploit Android Devices Using ADB And

Metasploit-Framework To Get A Meterpreter Session

e Dorky - a new tool to quickly do keyword searches over Gitlab and Github for OSINT & bug bounty

recon

e Just updated the legacy IIS Short File Name scanner (to v2023.3) to address an issue that it could

miss some rare vulnerable servers due to an intrusive RegEx responsible to clean dynamic

e reset password attack checklist, IDOR Checklist and adminpanal Bypass checklist

contents.



https://weizman.github.io/2023/04/10/snyk-xss/
https://weizman.github.io/2023/04/10/snyk-xss/
https://medium.com/@34zy/githarvest3r-simple-cve-github-exploit-gathering-tool-written-in-python-3682ce9b790d?source=rss------bug_bounty-5
https://www.reddit.com/r/bugbounty/comments/12x385x/take_screenshots_of_domain_list_while_doing_recon/
http://www.kitploit.com/2023/03/hardcidr-linux-bash-script-to-discover.html
http://www.kitploit.com/2023/03/hardcidr-linux-bash-script-to-discover.html
http://www.kitploit.com/2023/05/recollapse-is-helper-tool-for-black-box.html
http://www.kitploit.com/2023/05/recollapse-is-helper-tool-for-black-box.html
http://www.kitploit.com/2023/04/sh4d0wup-signing-key-abuse-and-update.html
http://www.kitploit.com/2023/04/firebaseexploiter-vulnerability.html
http://www.kitploit.com/2023/04/firebaseexploiter-vulnerability.html
http://www.kitploit.com/2023/04/bearer-code-security-scanning-tool-sast.html
http://www.kitploit.com/2023/04/bearer-code-security-scanning-tool-sast.html
http://www.kitploit.com/2023/04/phonesploit-pro-all-in-one-hacking-tool.html
http://www.kitploit.com/2023/04/phonesploit-pro-all-in-one-hacking-tool.html
https://github.com/projectdiscovery/httpx/releases/tag/v1.3.0
https://github.com/codingo/dorky
https://github.com/codingo/dorky
https://twitter.com/irsdl/status/1652078238477303824?s=20
https://twitter.com/irsdl/status/1652078238477303824?s=20
https://twitter.com/irsdl/status/1652078238477303824?s=20
https://medium.com/@Az3m/reset-password-attack-checklist-78e7cfa974db?source=rss------bug_bounty-5
https://medium.com/@Az3m/idor-checklist-c66133d0802b?source=rss------bug_bounty-5
https://medium.com/@Az3m/adminpanal-bypass-checklist-4fb1f1995044?source=rss------bug_bounty-5

found this Stanford course for web security; with exam papers, assignments, labs & everything
One way to save and display ffuf results as a nice table using the Linux command “column”

And these 0s can come in handy! Here is just one example of some bypasses for PHP's

gethostbyname()_https://onlinephp.io/c/f9855 This was a bypass in @WordPress which led to SSRF
because of https://developer.wordpress.org/reference/functions/wp_http_validate_url/...

(reported 5 years ago!)

Need to bypass the JWT signature? Kid param injection + directory traversal = signature bypass

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/Farah_Hawaa/status/1651232389975220224?s=20
https://twitter.com/gwendallecoguic/status/1650934982943055878?s=20
https://twitter.com/irsdl/status/1651204637314146309?s=20
https://twitter.com/irsdl/status/1651204637314146309?s=20
https://twitter.com/irsdl/status/1651204637314146309?s=20
https://twitter.com/irsdl/status/1651204637314146309?s=20
https://twitter.com/nullenc0de/status/1650947498712748032?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

