Bug Bytes #197 — In the Clouds
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from April 17th to April 23rd

CLICK HERE TO SUBSCRIBE

Intigriti News

e Our April Challenge ends on May 2nd!

e Check out our discord

e We also want to know your favourite creators

From my notebook

This week I've put together some cloud security resources, starting with some “new to me” resources and

some recent write ups, if you're looking for somewhere to start check out NahamSec's series!

1. Hacking Kubernetes: Vulnerable Apps to Cluster Admin

2. Cloud Hacking: Hacking Amazon AWS

3. Cloud Red Teaming: AWS Initial Access & Privilege Escalation

4. Hundreds of companies' internal data exposed: The Confluence Cloud misconfiguration

5. Identifying vulnerabilities in GitHub Actions & AWS OIDC Configurations

Other Amazing Things

ideos

e Learn WebApp Pentesting: 2023 edition

e Here's how to ACTUALLY start bug bounties (shorts)



http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1650818634598473730?s=20
https://twitter.com/intigriti/status/1650818829541429248?s=20
https://twitter.com/intigriti/status/1650465609375678464?s=20
https://www.youtube.com/watch?v=iD_klswHJQs
https://www.youtube.com/watch?v=Gq4QLy1-jcc
https://speakerdeck.com/tweekfawkes/cloud-red-teaming-aws-initial-access-and-privilege-escalation
https://infosecwriteups.com/hundreds-of-companies-internal-data-exposed-the-confluence-cloud-misconfiguration-63cbc143caea?source=rss----7b722bfd1b8d---4
https://medium.com/tinder/identifying-vulnerabilities-in-github-actions-aws-oidc-configurations-8067c400d5b8
https://www.youtube.com/watch?v=wiK1o3b783U
https://www.youtube.com/watch?v=FRhpK_ifqNc
https://www.intigriti.com/

e Which tool should you use to find critical vulnerabilities frequently? (shorts)

e Learn to Hack Web Apps - Live | #APIs #BOPLA #CTF

e Wi-Fi Exploitation Framework(Automated)

e 5 Books to get into bug bounty and web hacking (shorts)

e ZIION - Set up your web3 testing env with a few clicks

e “Easiest” Beginner Bugs? Access Control and IDORs

e Web Challenges [Space Heroes CTF 2023]

e TryHackMe - Git Happens (Easy) - Live Walkthrough

o (CVE-2022-23935 Analysis: Command Injection in Exiftool

e TryHackMe - TakeOver (Easy) - Live Walkthrough

e Snapchat paid a hacker $15,000 (shorts)

e Amazon Code Whisperer VS Github Copilot

e Hacker Interviews: @ArchAngelDDay

Podcas*s e i

e Episode 16: The Hacker’s Toolkit

e Reversing the AMD Secure Processor (PSP) - Part 2: Cryptographic Co-Processor (CCP)

o Tesla workers spy on drivers, and Operation Fox Hunt scams

Tweets Q

e I'm doing a talk about hacking EPP servers and the EPP protocol with @samwcyo for #nahamcon
later this year. We will talk about how we hacked 15+ ccTLDs and could control the DNS record

delegation for all of them.

e Jason Haddix shares some of his favourite newsletters and his own

e Dependency confusion - mismanaged by @Google security VRT



https://www.youtube.com/watch?v=JldNinmlkiI
https://www.youtube.com/watch?v=wBK_6WGHTEY
https://www.youtube.com/watch?v=8K21MXi5538
https://www.youtube.com/watch?v=GF7dDJDSV5g
https://www.youtube.com/watch?v=miVC-_sni9M
https://www.youtube.com/watch?v=cV0uoZTLVVY
https://www.youtube.com/watch?v=d2BRicRLMfk
https://www.youtube.com/watch?v=GK7577aTVH8
https://www.youtube.com/watch?v=UiRx1Zkeqzg
https://www.youtube.com/watch?v=3ClhiqDzp5s
https://www.youtube.com/watch?v=MLWv-bOqgA8
https://www.youtube.com/watch?v=p4Sc_-2yJHs
https://www.youtube.com/watch?v=W93oH_bTgmE
https://rss.com/podcasts/ctbbpodcast/915601
https://dayzerosec.com/blog/2023/04/22/reversing-the-amd-secure-processor-psp-part-2-cryptographic-co-processor-ccp.html
https://www.smashingsecurity.com/318
https://twitter.com/infosec_au/status/1649492130166104065?s=12&t=a-RscISvD9gG6U0J-Wf1zA
https://twitter.com/infosec_au/status/1649492130166104065?s=12&t=a-RscISvD9gG6U0J-Wf1zA
https://twitter.com/infosec_au/status/1649492130166104065?s=12&t=a-RscISvD9gG6U0J-Wf1zA
https://twitter.com/Jhaddix/status/1648123143712833536
https://twitter.com/Jhaddix/status/1648510131850866690
https://twitter.com/Jhaddix/status/1649075516765515776
https://twitter.com/Jhaddix/status/1647632744422297600

This is an absolutely dope mindmap for attacking AD.

My thoughts on recon today

otoriols &

Prompt Injection Attacks and Mitigations

The Top 5 Obstacles Newcomers Face in Infosec (And How to Overcome Them)

SSRF methodology by Aakash Rathee

JAVASCRIPT DEOBFUSCATION FOR PENTESTER

What is Prototype Pollution Vulnerability

Understanding Unrestricted Resource Consumption: A Comprehensive Guide | 2023

HTB: Investigation

10 Common XSS Payloads and How to Use Them for Bug Bounty Hunting

Mass Assignment in vAPI

SDLC (Software Development Lifecycle) | Tryhackme Writeup/Walkthropugh By | Md Amiruddin

Cookie Hack: Protecting Your Online Snacks?

Understanding Broken Authentication in OWASP API2

Why Next.js is the Future of Web Development: A Comprehensive Guide for Developers

Path Traversal vs File Inclusion Vulnerability! How to Tell the Difference?

Docker Hardening Best Practices

Buffer Overflow Basics

Securing AWS Step Functions

My Journey and Lessons from the #30dayofweb3 Challenge

Hack a Smart Contract: Time Manipulation Attack.

A Comprehensive Guide to Protecting Your Applications from XXE Vulnerabilities

Tricks and Tips to Bypass reCAPTCHA


https://twitter.com/Jhaddix/status/1648355022697033730?s=20
https://twitter.com/Jhaddix/status/1649502078610427921?s=20
https://rez0.blog/hacking/2023/04/19/prompt-injection-and-mitigations.html
https://vulnu.beehiiv.com/p/breaking-into-infosec-top-5-challenges
https://iamaakashrathee.medium.com/ssrf-methodology-by-aakash-rathee-f175665e2ea?source=rss------bug_bounty-5
https://infosecwriteups.com/javascript-deobfuscation-for-pentester-a00eb12cdefd?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/what-is-prototype-pollution-and-its-vulnerability-4a43b987e8eb?source=rss----7b722bfd1b8d---4
https://coinsbench.com/struggling-to-prepare-for-a-smart-contract-audit-b7bd77237ec2?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/understanding-unrestricted-resource-consumption-a-comprehensive-guide-2023-f5adcd9f7b18?source=rss------bug_bounty-5
https://0xdf.gitlab.io/2023/04/22/htb-investigation.html
https://infosecwriteups.com/10-common-xss-payloads-and-how-to-use-them-for-bug-bounty-hunting-9c49cb54297a?source=rss----7b722bfd1b8d---4
https://medium.com/@evilprince007/mass-assignment-in-vapi-d1ff12340021?source=rss------bug_bounty-5
https://infosecwriteups.com/sdlc-software-development-lifecycle-tryhackme-writeup-walkthropugh-by-md-amiruddin-125b0f8fda2d?source=rss----7b722bfd1b8d---4
https://medium.com/illumination/cookie-hack-protecting-your-online-snacks-ded7bed38c51?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/understanding-broken-authentication-in-owasp-api2-a-comprehensive-guide-2023-1c59cc828a20?source=rss------bug_bounty-5
https://medium.com/@solutionsardar/why-next-js-is-the-future-of-web-development-a-comprehensive-guide-for-developers-e97eb3e90017?source=rss------bug_bounty-5
https://medium.com/@ch3t4nn/path-traversal-vs-file-inclusion-vulnerability-how-to-tell-the-difference-cdac2a129c88?source=rss------bug_bounty-5
https://infosecwriteups.com/docker-hardening-best-practices-efcc724219f6?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/buffer-overflow-basics-687f61216ebc?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/securing-aws-step-functions-3bc74845906?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/my-journey-and-lessons-from-the-30dayofweb3-challenge-631b23c15d11?source=rss----7b722bfd1b8d---4
https://securitylit.medium.com/hack-a-smart-contract-time-manipulation-attack-2ec07c6164e3?source=rss------bug_bounty-5
https://cyberw1ng.medium.com/a-comprehensive-guide-to-protecting-your-applications-from-xxe-vulnerabilities-2023-45ff6ce7c2fd?source=rss------bug_bounty-5
https://security-sphinx.medium.com/tricks-and-tips-to-bypass-recaptcha-a3b17f58a3fc?source=rss------bug_bounty-5

e Protecting Against Sensitive Data Exposure in Express.js: Best Practices and Example

e The Ultimate SQLmap Tutorial: Master SQL Injection and Vulnerability Assessment!

(Jrike Ups

e Exploiting and Securing Jenkins Instances at Scale with GroovyWaiter

e Stealing GitHub staff's access token via GitHub Actions

e Zero Trust Access to Private Webapps on AWS ECS with Cloudflare Tunnel

e Container security fundamentals part 3: Capabilities

e Two Ways to Access EKS: Kubernetes RBAC and AWS IAM

o Data Exfiltration from Air-Gapped Systems: Exploring Covert Channels

e Entity authentication with a KEM

e Abusing Javascript:history.back() as an open redirect

e XS-Leak: Deanonymize Microsoft Skype Users by any 3rd-party website

e Playing Hide and Seek with PDF Files

e Turning Vulnerability into Bounty: How CVE-2020-17453 XSS Earned Me a $500 Bounty

e How | detected Open Redirect on a WhatsApp Message

e Uncovering a Critical Vulnerability: My Journey of Discovering CVE-2021-31589

e Privilege Escalation via Broken Authentication: A Story of $$$

e (Critical IDOR At Big company $600

e |IDOR a Highest Bounty

e $??? USD for Blind OS Command Injection via Account Activation Request

e How careless default credentials impact to massive account takeover

e A successful prototype pollution chained to a DOM XSS

e My Report on How | got $$$ on 30 minutes {Information Disclosure }.


https://medium.com/@no.pl4c3.l1k3.127.0.0.1/protecting-against-sensitive-data-exposure-in-express-js-best-practices-and-example-53e754494c42
https://medium.com/@cuncis/the-ultimate-sqlmap-tutorial-master-sql-injection-and-vulnerability-assessment-4babdc978e7d?source=rss------bug_bounty-5
https://developer.nvidia.com/blog/exploiting-and-securing-jenkins-instances-at-scale-with-groovywaiter/
https://blog.ryotak.net/post/github-actions-staff-access-token-en/
https://blog.nietaanraken.nl/posts/aur-packages-github-repo-jacking/
https://blog.marcolancini.it/2023/blog-cloudflare-tunnel-zero-trust-ecs/
https://securitylabs.datadoghq.com/articles/container-security-fundamentals-part-3/
https://tldrsec.com/blog/tldr-sec-178/Two%20Ways%20to%20Access%20EKS:%20Kubernetes%20RBAC%20and%20AWS%20IAM
https://infosecwriteups.com/data-exfiltration-from-air-gapped-systems-exploring-covert-channels-using-camera-led-status-light-aba69efe433c?source=rss----7b722bfd1b8d---4
https://neilmadden.blog/2023/04/20/entity-authentication-with-a-kem/
https://medium.com/@ajayjachak24/abusing-javascript-history-back-as-an-open-redirect-422c077ab8e8?source=rss------bug_bounty-5
https://infosecwriteups.com/xs-leak-deanonymize-microsoft-skype-users-by-any-3rd-party-website-69849e4501a8?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/playing-hide-and-seek-with-pdf-files-f6dc844086c3?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/turning-vulnerability-into-bounty-how-cve-2020-17453-xss-earned-me-a-500-bounty-dcabc737fded?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-i-detected-open-redirect-on-a-whatsapp-message-6c50f6ce5ebd?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/uncovering-a-critical-vulnerability-my-journey-of-discovering-cve-2021-31589-a-reflected-xss-in-1e13c0aa41b0?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/privilege-escalation-via-broken-authentication-a-story-of-220588d53d93?source=rss----7b722bfd1b8d---4
https://medium.com/@bajajkrrish11/critical-idor-at-big-company-600-f4e2dfd2ece5?source=rss------bug_bounty-5
https://medium.com/@omdubey170/idor-a-highest-bounty-6dae1bb10b66?source=rss------bug_bounty-5
https://medium.com/@alb-soul/usd-for-blind-os-command-injection-via-account-activation-request-786f8b3cd023?source=rss------bug_bounty-5
https://medium.com/@mmaulanaabdullah/how-careless-default-credentials-impact-to-massive-account-takeover-be6bfc85119a?source=rss------bug_bounty-5
https://infosecwriteups.com/a-successful-prototype-pollution-chained-to-a-dom-xss-9887087b56a4?source=rss----7b722bfd1b8d---4
https://medium.com/@mohammed01550038865/my-report-on-how-i-got-on-30-minutes-information-disclosure-20ee7bdcba75?source=rss------bug_bounty-5

Broken Object Property Level Authorization in API Security

Bypassing 403s like a PRO! ($2,100): Broken Access control

Telegram bug bounties: RCE, privacy issues, and more

Grafana RCE via SMTP server parameter injection (Worth $5000)

Insecure Docker Registry API Leads To Pull All Private Docker Images

How | Leveraged Open Redirect to Account Takeover

Bypassing Link Sharing Protection in Messenger Kids Parent’s Control Feature | Meta Bug Bounty

Found +6 DomXSS at different programs (Hacking Swagger-Ul)

No Rate Limiting on Forget Password Page Leads to OTP Bypass and Account Takeover.

[BAC/IDOR] How my father credit card help me to find this access control issue

Uncovering an IDOR Vulnerability in a Major Online Store

From payload to 300% bounty: A story of CRLF injection and responsible disclosure on HackerOne

Sensitive Data Disclosure (Unauthenticated Calls on Endpoints)

How Deep Recon help me to get critical Bug in Xiaomi

My First Case of SSRF Using Dirsearch

Crazy stored XSS on a router!

’Ebo\ S

Making TruffleHog faster with Aho Corasick

Introducing the Columbus Project

Katana - A Next-Generation Crawling And Spidering Framework

Nuclearpond - A Utility Leveraging Nuclei To Perform Internet Wide Scans For The Cost Of A Cup
Of Coffee

KubeStalk - Discovers Kubernetes And Related Infrastructure Based Attack Surface From A Black-

Box Perspective

XSpear Powerful XSS Scanning and Parameter analysis tool&gem.



https://cyberw1ng.medium.com/broken-object-property-level-authorization-in-api-security-an-in-depth-analysis-of-owasp-api3-5c2228a269e6?source=rss------bug_bounty-5
https://shrirangdiwakar.medium.com/bypassing-403s-like-a-pro-2-100-broken-access-control-66beef4afa8c?source=rss------bug_bounty-5
https://davtur19.medium.com/telegram-bug-bounties-rce-privacy-issues-and-more-b1f06a641c1b?source=rss------bug_bounty-5
https://infosecwriteups.com/grafana-rce-via-smtp-server-parameter-injection-worth-5000-867a7403c214?source=rss------bug_bounty-5
https://mostafa-mano.medium.com/insecure-docker-registry-api-leads-to-pull-all-private-docker-images-43b99c34f913?source=rss------bug_bounty-5
https://goziem.medium.com/how-i-leveraged-open-redirect-to-account-takeover-9d877e8b30ef?source=rss------bug_bounty-5
https://zerocode-ph.medium.com/bypassing-link-sharing-protection-in-messenger-kids-parents-control-feature-meta-bug-bounty-e53f2d148bd9?source=rss------bug_bounty-5
https://medium.com/@adhaamsayed3/found-6-domxss-at-different-programs-hacking-swagger-ui-5767c9d6d024?source=rss------bug_bounty-5
https://allenlopes23.medium.com/no-rate-limiting-on-forget-password-page-leads-to-otp-bypass-and-account-takeover-7715bb389b1a?source=rss------bug_bounty-5
https://infosecwriteups.com/bac-idor-how-my-father-credit-card-help-me-to-find-this-access-control-issue-7ff7c1ae463e?source=rss----7b722bfd1b8d---4
https://bug1ess.medium.com/uncovering-an-idor-vulnerability-in-a-major-online-store-e536726a2abb?source=rss------bug_bounty-5
https://infosecwriteups.com/from-payload-to-300-bounty-a-story-of-crlf-injection-and-responsible-disclosure-on-hackerone-eeff74aff422?source=rss----7b722bfd1b8d---4
https://medium.com/@gb452011/sensitive-data-disclosure-unauthenticated-calls-on-endpoints-7a55ead9e462?source=rss------bug_bounty-5
https://medium.com/@dancat/how-deep-recon-help-me-to-get-critical-bug-in-xiaomi-1e1f0793b9f6?source=rss------bug_bounty-5
https://medium.com/@goziem/my-first-case-of-ssrf-using-dirsearch-b916f0f1e94b?source=rss------bug_bounty-5
https://medium.com/@deadoverflow/crazy-stored-xss-on-a-router-2b3eb166adcb?source=rss------bug_bounty-5
https://trufflesecurity.com/blog/making-trufflehog-faster-with-aho-corasick/
https://www.reddit.com/r/bugbounty/comments/12uw9vj/introducing_the_columbus_project/
http://www.kitploit.com/2023/04/katana-next-generation-crawling-and.html
http://www.kitploit.com/2023/04/nuclearpond-utility-leveraging-nuclei.html
http://www.kitploit.com/2023/04/nuclearpond-utility-leveraging-nuclei.html
http://www.kitploit.com/2023/04/kubestalk-discovers-kubernetes-and.html
http://www.kitploit.com/2023/04/kubestalk-discovers-kubernetes-and.html
https://github.com/hahwul/XSpear

e LAZYPARIAH Generate reverse shell payloads on the fly.

e tlsx Fast and configurable TLS grabber focused on TLS based data collection.

e SSRF via proxying and why it works

e How to stop finding duplicates

e HackSpaceCon Slides

e Adobe AEM Dispatcher filter bypass technique

e Pwned 2 admin panels

¢ Find valid endpoints redirecting to login page.

e Bug bounty, recon methodologies, tips and trick

e Unauthorized access to open dashboards

e |DOR tip, of multiple parameters

e Burp Suite Extensions you should check out!

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://github.com/octetsplicer/LAZYPARIAH
https://github.com/projectdiscovery/tlsx
https://twitter.com/HusseiN98D/status/1649113859221774336?s=20
https://twitter.com/hakluke/status/1649474091085189121?s=20
https://github.com/ethanolivertroy/hackspacecon?utm_source=hivefive&utm_medium=email
https://twitter.com/AEMSecurity/status/1649780067697049600?s=20
https://twitter.com/krishnsec/status/1647901985470042112?s=20
https://twitter.com/AEMSecurity/status/1650052820001779712?s=20
https://twitter.com/HusseiN98D/status/1647892043815952384?s=20
https://twitter.com/GodfatherOrwa/status/1648788924054097922?s=20
https://twitter.com/intigriti/status/1649741608840056832?s=20
https://twitter.com/intigriti/status/1649365883075149825?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

