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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is

curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from February 27th to March 5th
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Intigriti News

e Our latest code review challenge and the Solution

e Another Cheat engine video this time on multi-level pointers

e And another web3 security video

From my notebook

1. LastPass says employee’s home computer was hacked and corporate vault taken

2. Live Recon: Interviewing a Hacker - @rez0

3. Web Cache Poisoning” which I utilized to deface/disable the target web application in the realtime

4. A New Vector For "Dirty” Arbitrary File Write to RCE

5. Code Literacy is a super power for hackers

Other Amazing Things

ideos

e Malicious XLS Analysis // CVE-2017-11882 Still Lives!

e The ChatGPT Scam



http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1631272168511119360?s=20
https://twitter.com/intigriti/status/1631634267162673152?s=20
http://twitter.com/intigriti/status/1633133089177174016?s=20
https://twitter.com/intigriti/status/1630207939666407424?s=20
https://arstechnica.com/information-technology/2023/02/lastpass-hackers-infected-employees-home-computer-and-stole-corporate-vault/
https://www.youtube.com/watch?v=iLCNt94nGfQ
https://github.com/AnkitCuriosity/Write-Ups/blob/main/Web%20Cache%20Poisoning%20-%20Capability%20to%20disable%E2%88%95deface%20the%20app.vulnerable.com%20(A%20tale%20of%20poisoning%20through%20the%20layers%20of%20caching).md
https://blog.doyensec.com//2023/02/28/new-vector-for-dirty-arbitrary-file-write-2-rce.html
https://twitter.com/Jhaddix/status/1631780279990861827?s=20
https://www.youtube.com/watch?v=A2jpx9dPG_U
https://www.youtube.com/watch?v=Ap0xe5MM2oo
https://www.intigriti.com/

e Carving Exfiltrated Network Data from a Hack (Python & Scapy)

e Scanning UDP with nmap

e 10Tips for DEF CON newbies!

e |s This Website LEAKING?

e Announcing HTB Seasons | Open Beta - Hackers Wrath (Ippsec’s Thoughts on the New Hack The

Box Seasons)

e Hacking APIs: Fuzzing 101

e Using GitHub to Look at Source for a CVE [HackTheBox - Forgot]

e NetworkChuck recommends other creators
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e 191 - Param Pollution in Golang, OpenEMR, and CRLF Injection

e Episode 365 - “l am not your supplier” with Thomas Depierre

e Headless Browser SSRF & RebindMultiA Tool Release + Web3 Bug

Tweets QA

e So you wanna do some azure recon

e STOK shares a memory of fellow hackers and also here

e Every bug bounty hunter eventually comes to this realisation that he cannot do bugbountiee for
his whole life. It's stressful, unstable and can’t be relied upon when it comes to raising a family.

e InsiderPhD: The technology crystal ball

e John CENA


https://www.youtube.com/watch?v=XIHW3JHqKGc
https://www.youtube.com/watch?v=fzl9g0ZgON8
https://www.youtube.com/watch?v=LArpntyqFRM
https://www.youtube.com/watch?v=6b91b5BXB2M
https://www.youtube.com/watch?v=zP3_nqWKpww
https://www.youtube.com/watch?v=M1cbUQkm-Rw
https://www.youtube.com/watch?v=M1cbUQkm-Rw
https://www.youtube.com/watch?v=M_guA0wjrLg
https://www.youtube.com/watch?v=S3BrESgR_Gg
https://twitter.com/NetworkChuck/status/1632491756297113603
https://dayzerosec.com/podcast/191.html
https://soundcloud.com/user-98066669/291-mobile-app-security-audio-transcription
https://dayzerosec.com/podcast/192.html
https://risky.biz/RBNEWS118
https://opensourcesecuritypodcast.libsyn.com/episode-365-i-am-not-your-supplier-with-thomas-depierre
https://rss.com/podcasts/ctbbpodcast/847924
https://twitter.com/rootcathacking/status/1630605974900711425
https://twitter.com/stokfredrik/status/1632399746357764097?s=20
https://twitter.com/stokfredrik/status/1631688387324178433?s=20
https://twitter.com/imranparray101/status/1632389188460097536?s=20
https://twitter.com/imranparray101/status/1632389188460097536?s=20
https://twitter.com/InsiderPhD/status/1632346769911697408?s=20
https://twitter.com/Jhaddix/status/1632263950787289088?s=20

e Spaceraccoon discovered a buffer overflow in linear memory in one of its dependencies (libheif)

used to convert HEIC image files (CVE-2023-0996). An interesting exploration of ASM.js

(predecessor of webassembly).

e | am sitting in my underwear in the sun next to a pool hacking a website show me a more based

career path

e 1 Click ATO success
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e Wi-Fi Marauder with ESP32 and Flipper Zero

e Exploiting SQL Injection in Graphql | DVGA |

e Cross-Origin Resource Sharing (CORS) Testing Guide

e PortSwigger Os Command Injection Labs

e Directory Traversal, File Include, File Upload—Web For Pentester 1

e Bypass SSL Pinning on Flutter iOS App Using Frida and OpenVPN

e Exploring Web3 Security: A Step-by-Step Guide to Creating Proof of Concepts for Previous Findings
R gWeDbs Security R-DYy: R g R g

e Intro to Cloud Security | Tryhackme Writeup/Walkthrough | By Md Amiruddin

e The Wild World of Website Tech: HTTP Requests, TCP Connections, and Bug Bounties—Oh My!

e Deserilaization Disaster in PHP

e Exploring iOS Applications with Frida and Objection: Basic Commands for Pentesting

e DVGA walkthrough

e A Complete Guide To Server-Side Request Forgery (SSRF)

(Jrike ups 0

e How | found a Account Takeover in a big Ecommerce Website.


https://twitter.com/spaceraccoonsec/status/1630972738734292992?s=20
https://twitter.com/spaceraccoonsec/status/1630972738734292992?s=20
https://twitter.com/spaceraccoonsec/status/1630972738734292992?s=20
https://twitter.com/nnwakelam/status/1630749547734638593?s=20
https://twitter.com/nnwakelam/status/1630749547734638593?s=20
https://twitter.com/s3c_krd/status/1632132502822191105?s=20
https://infosecwriteups.com/wi-fi-marauder-with-esp32-and-flipper-zero-39fea6741c92?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/exploiting-sql-injection-in-graphql-dvga-907fb65c6a14?source=rss----7b722bfd1b8d---4
https://medium.com/r3d-buck3t/cross-origin-resource-sharing-cors-testing-guide-29616c225a0a?source=rss------bug_bounty-5
https://zeeshandil.medium.com/portswigger-os-command-injection-labs-ed01d282f480?source=rss------bug_bounty-5
https://medium.com/@kawsaruddin238/directory-traversal-file-include-file-upload-web-for-pentester-1-66f3d34ee1f3?source=rss------bug_bounty-5
https://akashc99.medium.com/bypass-ssl-pinning-on-flutter-ios-app-using-frida-and-openvpn-a3ae72b74775?source=rss------bug_bounty-5
https://infosecwriteups.com/exploring-web3-security-a-step-by-step-guide-to-creating-proof-of-concepts-for-previous-findings-22db1135566?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/intro-to-cloud-security-tryhackme-writeup-walkthrough-by-md-amiruddin-6952ad717974?source=rss----7b722bfd1b8d---4
https://medium.com/@teendifferent7/the-wild-world-of-website-tech-http-requests-tcp-connections-and-bug-bounties-oh-my-fe7e74f6e207?source=rss------bug_bounty-5
https://medium.com/pentesternepal/deserilaization-disaster-in-php-8f35f4013c91?source=rss------bug_bounty-5
https://medium.com/@mk2011sharma/exploring-ios-applications-with-frida-and-objection-basic-commands-for-pentesting-4c637dbeb9fd?source=rss------bug_bounty-5
https://zerodayhacker.com/dvga-walkthrough/?utm_source=feedly&utm_medium=rss&utm_campaign=dvga-walkthrough
https://medium.com/purplebox/a-complete-guide-to-server-side-request-forgery-ssrf-58b1dbdd064e
https://medium.com/@yashsancheti24/how-i-found-a-account-takeover-in-a-big-ecommerce-website-40df4f165b1f?source=rss------bug_bounty-5

How to do proper recon and find bugs

IDOR Vulnerability at /myaccount/myorders/getShipmentAnditemData lets attacker view other

user’s...

Command Injection by Changing the Logo

500% Bounty in just 5 minutes through Recon!!!!

Unauthorized Access To Admin Panel via Swagger

My _Report on How | avoid That XSS out of Scope when | discovered XSS and How can | convert it

|+
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30-Minute Heist: How | Bagged a $1500 Bounty in Just few Minutes!

How | was able to access 2 million user’s data in the web3 domain( Another critical bug in crypto

My first IDOR on hackerone

Finally, that's Blind XSS

The Story of My First Reflected XSS

Email Verification Bypass Worth $$$

How | Earned $$$ for Excessive Data Exposure Through Directory Traversal Leads to Product Price

My Journey Finding HTML Injection Vulnerability in a popular British Accountancy platform

Found a Juicy XSS Bug on a Website ...

How | Was able to find 2 Stored XSS via SVG file Upload

How an IDOR Can Wreak Havoc: Breaking through the front door!

Reflected Cross Site Scripting(Browserless.io)

Web Cache Deception Attack on a private bug bounty program

Attacker Can Takeover Any Account Because of Misconfiguration of Invite Members (Bug-Bounty)

SSRF That Allowed Us to Access Whole Infra Web Services and Many More

Authentication Bypass and SQL Injection

HOW | HACKED DIFFERENT 1IT's IN INDIA

Blind Server Side Request Forgery

How | Earned $1800 for finding a (Business Logic) Account Takeover Vulnerability?

Open Redirect on my.yotpo.com


https://medium.com/@uniicorniumx/how-to-do-proper-recon-and-find-bugs-d4bdbbae4ca5?source=rss------bug_bounty-5
https://medium.com/@yashsancheti24/idor-vulnerability-at-myaccount-myorders-getshipmentanditemdata-lets-attacker-view-other-users-33223f5e497b?source=rss------bug_bounty-5
https://medium.com/@yashsancheti24/idor-vulnerability-at-myaccount-myorders-getshipmentanditemdata-lets-attacker-view-other-users-33223f5e497b?source=rss------bug_bounty-5
https://my-elliot.medium.com/what-is-the-open-redirect-vulnerability-find-it-and-protect-against-it-e525b607dc8c?source=rss------bug_bounty-5
https://infosecwriteups.com/command-injection-by-changing-the-logo-2d730887ab6c?source=rss----7b722bfd1b8d---4
https://hunter-55.medium.com/500-bounty-in-just-5-minutes-through-recon-5eeb6c299c3c?source=rss------bug_bounty-5
https://m7arm4n.medium.com/unauthorized-access-to-admin-panel-via-swagger-c242e8341045?source=rss------bug_bounty-5
https://medium.com/@mohammed01550038865/my-report-on-how-i-avoid-that-xss-out-of-scoop-when-i-discovered-xss-and-how-can-i-convert-it-to-a17ac5ef16c6?source=rss------bug_bounty-5
https://medium.com/@mohammed01550038865/my-report-on-how-i-avoid-that-xss-out-of-scoop-when-i-discovered-xss-and-how-can-i-convert-it-to-a17ac5ef16c6?source=rss------bug_bounty-5
https://medium.com/@thelinuxboy/30-minute-heist-how-i-bagged-a-1500-bounty-in-just-few-minutes-48753eb2028e?source=rss------bug_bounty-5
https://medium.com/@safe.edges/if-you-think-invite-code-or-referral-code-is-useless-then-you-should-read-this-another-critical-e7bd4de973f?source=rss------bug_bounty-5
https://interc3pt3r.medium.com/my-first-idor-on-hackerone-df37caa2d438?source=rss------bug_bounty-5
https://interc3pt3r.medium.com/finally-thats-blind-xss-eda6aadb98bb?source=rss------bug_bounty-5
https://medium.com/@ahmedelbolaqy/the-story-of-my-first-reflected-xss-c24fbfef2dc6?source=rss------bug_bounty-5
https://vijetareigns.medium.com/email-verification-bypass-worth-cbb65a68a34f?source=rss------bug_bounty-5
https://mshibilmp.medium.com/how-i-earned-for-excessive-data-exposure-through-directory-traversal-leads-to-product-price-4582e5371774?source=rss------bug_bounty-5
https://systemweakness.com/my-journey-finding-html-injection-vulnerability-in-a-popular-british-accountancy-platform-fc051b942d88?source=rss------bug_bounty-5
https://medium.com/@coderjack0/found-a-juicy-xss-bug-on-a-website-ebca1f64d450?source=rss------bug_bounty-5
https://medium.com/@ahmedelbolaqy/how-i-was-able-to-find-2-stored-xss-via-svg-file-upload-273d1609a057?source=rss------bug_bounty-5
https://medium.com/@karanshergill_/how-an-idor-can-wreak-havoc-breaking-through-the-front-door-9573bce64e08?source=rss------bug_bounty-5
https://medium.com/@bughunter8888/reflected-cross-site-scripting-browserless-io-27d628128c3f?source=rss------bug_bounty-5
https://medium.com/@snoopy101/web-cache-deception-attack-on-a-private-bug-bounty-program-52872cbdeedc?source=rss------bug_bounty-5
https://systemweakness.com/attacker-can-takeover-any-account-because-of-misconfiguration-of-invite-members-bug-bounty-95639f20156d?source=rss------bug_bounty-5
https://infosecwriteups.com/ssrf-that-allowed-us-to-access-whole-infra-web-services-and-many-more-3424f8efa0e4?source=rss----7b722bfd1b8d---4
https://marty-k.medium.com/authentication-bypass-and-sql-injection-6a70d9920ee8?source=rss------bug_bounty-5
https://systemweakness.com/how-i-hacked-different-iits-in-india-9e936819211d?source=rss------bug_bounty-5
https://medium.com/@manaswini.malladi1991/blind-server-side-request-forgery-6f693a70c5e5?source=rss------bug_bounty-5
https://medium.com/@0xd3vil/how-i-earned-1800-for-finding-a-business-logic-account-takeover-vulnerability-c84c78e6ade0?source=rss------bug_bounty-5
https://medium.com/@wrinnsec/open-redirect-on-my-yotpo-com-26bca39332e7?source=rss------bug_bounty-5

Subdomain takeover on open.itu.edu via Shopify

My First Un-Expected $$$$ Digit Bounty for an Un-Expected Vulnerability

SSRF vulnerabilities caused by SNI proxy misconfigurations

OpenEMR 5.0.1.3—(Authenticated) Arbitrary File Actions

How | Found My FIRST SQL Injection CVE-2023-23331
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RedTeam-Physical-Tools - Red Team Toolkit - A Curated List Of Tools That Are Commonly Used In

The Field For Physical Security, Red Teaming, And Tactical Covert Entry

DataSurgeon - Quickly Extracts IP’s, Email Addresses, Hashes, Files, Credit Cards, Social Secuirty

Numbers And More From Text

Updates to waymore urless GAP xnLinkfinder

Advice on tools from Jason Haddix
rebindMultiA

Nuclei filtering templates

DigitalOcean Droplet Proxy for Burp Suite

ChatGPT helps bug hunter with ADHD

Create Your Own XSS Lab with ChatGPT

JWT strikes again
Pre-login XSS?

Fuzzing insights


https://medium.com/@wrinnsec/subdomain-takeover-on-open-itu-edu-via-shopify-6b83ea970f3d?source=rss------bug_bounty-5
https://medium.com/@mehtashobhit98/my-first-un-expected-digit-bounty-for-an-un-expected-vulnerability-b44933d6ebda?source=rss------bug_bounty-5
https://www.invicti.com/blog/web-security/ssrf-vulnerabilities-caused-by-sni-proxy-misconfigurations/
https://infosecwriteups.com/openemr-5-0-1-3-authenticated-arbitrary-file-actions-f7006e636b8c?source=rss----7b722bfd1b8d---4
https://link.medium.com/GpSbKiq2Rxb
http://www.kitploit.com/2023/03/redteam-physical-tools-red-team-toolkit.html
http://www.kitploit.com/2023/03/redteam-physical-tools-red-team-toolkit.html
http://www.kitploit.com/2023/03/datasurgeon-quickly-extracts-ips-email.html
http://www.kitploit.com/2023/03/datasurgeon-quickly-extracts-ips-email.html
https://twitter.com/xnl_h4ck3r/status/1632514244263510016?s=20
https://twitter.com/Jhaddix/status/1631326245844578306?s=20
https://github.com/Rhynorater/rebindMultiA
https://twitter.com/emgeekboy/status/1631785046364540928?s=20
https://github.com/honoki/burp-digitalocean-droplet-proxy
https://medium.com/illumination/chatgpt-helps-bug-hunter-with-adhd-fbab8d8f0801?source=rss------bug_bounty-5
https://infosecwriteups.com/create-your-own-xss-lab-with-chatgpt-385c4e5e7f35?source=rss----7b722bfd1b8d---4
https://twitter.com/Agarri_FR/status/1632368960300544001?s=20
https://twitter.com/win3zz/status/1632332198580813826?s=20
https://twitter.com/alexjplaskett/status/1632085326196875265?s=20

IDOR through XML

SQLMap tip using -random-agent, -level and -technique flag

| reported a Stored XSS that allowed me to takeover their session and all i got was 931, | also

reported a Open Redirect but a Stored One and | got 150

More Recon tips

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/osiryszzz/status/1631867999014768640?s=20
https://twitter.com/Masonhck3571/status/1631724217694834688?s=20
https://twitter.com/bxmbn/status/1631376575554805760?s=20
https://twitter.com/bxmbn/status/1631376575554805760?s=20
https://twitter.com/nullenc0de/status/1630222903491846146?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

