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Bug Bytes #194 - Google’s highest bounty
of 2022, making extensions and Chaos
goes into beta
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from February 20th to February 26th
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Intigriti News

e Congrats to the hackers who topped our monthly leaderboard!

e We did some game hacking

¢ And challenged you to find the vulnerability in our code snippet, here’s the solution if you missed
it!

e Digginginto some Web3 security

From my notebook

This week Google reflected on it's vulnerability management program, which is their bug bounty program.
So the first two links are their blogpost and a podcast episode which gives a little more context. Number 3
is a great introduction to how chrome extensions are created and particularly the kind of permissions you
give them when you install it. Finally, the last 2 are about some specialist skills, first of hardware tools for

loT/physical device security and then a look at version control using .git and how that became an RCE.

1. Vulnerability Reward Program: 2022 Year in Review

2. EP109 How Google Does Vulnerability Management: The Not So Secret Secrets!

3. Let's build a Chrome extension that steals everything

4. Unlocking the Secrets of 10T Security: A Comprehensive Guide to Using Hardware Tools for Bug...

5. $10.000 bounty for exposed .git to RCE

Other Amazing Things
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http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1630843457420894212?s=20
https://twitter.com/intigriti/status/1630595314259247113?s=20
https://twitter.com/intigriti/status/1628736484365795329?s=20
https://twitter.com/intigriti/status/1629096423194079232?s=20
https://twitter.com/intigriti/status/1629096423194079232?s=20
https://twitter.com/intigriti/status/1630207939666407424?s=20
https://security.googleblog.com/2023/02/vulnerability-reward-program-2022-year.html
https://cloudsecuritypodcast.libsyn.com/ep109-how-google-does-vulnerability-management-the-not-so-secret-secrets
https://mattfrisbie.substack.com/p/spy-chrome-extension
https://medium.com/@vulfosec/unlocking-the-secrets-of-iot-security-a-comprehensive-guide-to-using-hardware-tools-for-bug-534cf5ff0029?source=rss------bug_bounty-5
https://medium.com/@levshmelevv/10-000-bounty-for-exposed-git-to-rce-304c7e1f54?source=rss------bug_bounty-5
https://www.intigriti.com/

Foacasts e

ideos | @ 3*

Can You Find Where a Picture was Taken?

Hack The Box - Shoppy. (Easy) - Live Walkthrough

Get a cybersecurity job just by doing this
Russian Missile Alert System Hacked

awk Injection via JWT Forgery [HackTheBox - Awkward]

Playing With Idors With @lIAmRenganathan | Hacker2Hacker

2FA Bypassing Techniques

Episode 8: PostMessage Bugs, CSS Injection, and Bug Drops

NO. 370 |_GoDaddy Hack, EU Chinese APTs, Hacking with ChatGPT

189 - Compromising Azure, Password Verification Fails, and Readline Crime

290-Extreme Privacy: Mobile Devices

Episode 363 - Joylynn Kirui from Microsoft on DevSecOps

ULL

Tweets QO

How long did it take you to start getting bug bounties?
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https://www.youtube.com/watch?v=jdH5suHsf_s
https://www.youtube.com/watch?v=nwMo5Pf-iDs
https://www.youtube.com/watch?v=LF1I2d_ITPU
https://www.youtube.com/watch?v=pJimy574Sh8
https://www.youtube.com/watch?v=EYrRL0WQz5Q
https://www.youtube.com/watch?v=j6G214-J6TE
https://www.youtube.com/watch?v=Gf4DR5p_9VQ
https://www.youtube.com/watch?v=g8k0WR13uvY
https://dayzerosec.com/podcast/190.html
https://rss.com/podcasts/ctbbpodcast/836051
https://omny.fm/shows/unsupervised-learning/no-370-godaddy-hack-eu-chinese-apts-hacking-with-c
https://dayzerosec.com/podcast/189.html
https://soundcloud.com/user-98066669/290-extreme-privacy-mobile-devices
https://opensourcesecuritypodcast.libsyn.com/episode-363-joylynn-kirui-from-microsoft-on-devsecops
https://www.reddit.com/r/bugbounty/comments/11e0z0t/how_long_did_it_take_you_to_start_getting_bug/

Jetty CVEs
Recon is a trap

Learning Rust? Donut has a suggestion

Generic University is now on TryHackMe

Pancakes Con schedule on March 19th

Call to Delhi based hackers!

The most exciting notification

Apple pay vs Google pay

Bug bounty /pentest tool notes (teaser)

otoriols &

ChatGPT for Bug Bounty: Faster Hunting and Reporting

Nuclei: Automating Web Application and Network Service Testing [Cheat Sheet]

Bug Bounty Manual Recon Guide

Exploring the Dangers of SQL Injection and Cross-Site Scripting

Getting Started with Frida: Setting up on an Emulator

Exploiting XXE to retrieve files

Mastering/understanding the Crawler Indexing Before Osint

Getting Started with Google Cloud Platform

Bug Bounty Hunting 101: WAF Evasion

Understanding SSL—Secure Socket Layer | 2023

Bypass FreeRASP’s Mobile Security Measures in Flutter

Exploiting Remote Command Execution Vulnerability in EasyNAS

USB Forensics 101
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https://twitter.com/snyff/status/1628540732498927616?s=20
https://twitter.com/h4x0r_dz/status/1629596366900015104?s=20
https://twitter.com/d0nutptr/status/1627785315044958212?s=20
https://twitter.com/InsiderPhD/status/1627263790717739008?s=20
https://twitter.com/PancakesCon/status/1629925881748545539?s=20
https://twitter.com/udit_thakkur/status/1629669036727627779?s=20
https://twitter.com/nav1n0x/status/1629398915802955776?s=20
https://twitter.com/Shubham_pen/status/1627529729451360259?s=20
https://twitter.com/ReconOne_bk/status/1628734159739842560?s=20
https://infosecwriteups.com/chatgpt-for-bug-bounty-faster-hunting-and-reporting-ad8b556f79f3?source=rss------bug_bounty-5
https://medium.com/@cuncis/nuclei-automating-web-application-and-network-service-testing-cheat-sheet-94a12c0cdffc?source=rss------bug_bounty-5
https://infosecwriteups.com/bug-bounty-manual-recon-guide-57e1e5a06dd7?source=rss------bug_bounty-5
https://infosecwriteups.com/exploring-the-dangers-of-sql-injection-and-cross-site-scripting-a-comprehensive-guide-to-web-51f586876403?source=rss----7b722bfd1b8d---4
https://medium.com/@mk2011sharma/getting-started-with-frida-setting-up-on-an-emulator-47980170d2b2?source=rss------bug_bounty-5
https://medium.com/@idan_malihi/exploiting-xxe-to-retrieve-files-401183d164f0?source=rss------bug_bounty-5
https://medium.com/@jerryhackgather/mastering-understanding-the-crawler-indexing-before-osint-ec0a30046cda?source=rss------bug_bounty-5
https://blog.appsecco.com/getting-started-with-google-cloud-platform-410bb6145958?source=rss----e2adb3957733---4
https://medium.com/@haythamkarouata/bug-bounty-101-waf-evasion-b2f4bf9cd11f?source=rss------bug_bounty-5
https://infosecwriteups.com/understanding-ssl-secure-socket-layer-2023-a0ada4329842?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/bypass-freerasps-mobile-security-measures-in-flutter-8a6d4f192e0d?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/exploiting-remote-command-execution-vulnerability-in-easynas-e1db70c93186?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/usb-forensics-101-444faf737c4c?source=rss----7b722bfd1b8d---4
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WordPress Plugins Security Analysis

My First Un-Expected $$$$ Digit Bounty for an Un-Expected Vulnerability

The Vulnerability That Exposed an UN Website to Remote Code Execution

Interesting Stored XSS in sandboxed environment to Full Account Takeover

How i was able to find Django Misconfiguration using Shodan.

RCE Writeups

Account Takeover worth of $5

How did I found RCE on SHAREit which rewarded $$$ bounty

How To Attack Admin Panels Successfully Part 3

Bypassing CORS configurations to produce an Account Takeover for Fun and Profit

Easy bounties and Hall of fame

Little bug, Big impact. 25k bounty

Blind XSS fired on Admin panel worth $2000

How do | take over another user subdomain name worth $$$$

With a single request, you can kill any Gitea server

Html Injection On One Of The Indian Government's Official Domain

How | Bypassed The OTP By Different Method (Part-1)

HubSpot Full Account Takeover in Bug Bounty

Business logic flaw, the enemy of scanners

XSS and chicken biryani got along.

How | got into Nokia HOF in 5 Mins

Information Disclosure Vulnerability in Adobe Experience Manager affecting multiple companies...
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https://infosecwriteups.com/wordpress-plugins-security-analysis-61184d783d0c?source=rss------bug_bounty-5
https://medium.com/@mehtashobhit98/my-first-un-expected-digit-bounty-for-an-un-expected-vulnerability-b44933d6ebda?source=rss------bug_bounty-5
https://medium.com/@mullangisashank/the-vulnerability-that-exposed-an-un-website-to-remote-code-execution-dfe377b82049?source=rss------bug_bounty-5
https://infosecwriteups.com/interesting-stored-xss-in-sandboxed-environment-to-full-account-takeover-32e541062938?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-was-able-to-find-django-misconfiguration-using-shodan-3929942a3940?source=rss------bug_bounty-5
https://infosecwriteups.com/command-injection-by-changing-the-logo-2d730887ab6c?source=rss------bug_bounty-5
https://gonzxph.medium.com/account-takeover-worth-of-5-dba784b32383?source=rss------bug_bounty-5
https://infosecwriteups.com/how-did-i-found-rce-on-shareit-which-rewarded-bounty-7d4196bf1b52?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/how-to-attack-admin-panels-successfully-part-3-ccf36cbc1c57?source=rss------bug_bounty-5
https://infosecwriteups.com/bypassing-cors-configurations-to-produce-an-account-takeover-for-fun-and-profit-3e50c3f2a124?source=rss----7b722bfd1b8d---4
https://medium.com/@milanjain7906/essay-bounties-and-hall-of-fame-540a7e4d4cb8?source=rss------bug_bounty-5
https://blog.prodefense.io/little-bug-big-impact-25k-bounty-9e47773f959f?source=rss------bug_bounty-5
https://medium.com/@feribytex/blind-xss-fired-on-admin-panel-worth-2000-abe2c83279b5?source=rss------bug_bounty-5
https://medium.com/@bag0zathev2/how-i-used-js-files-inspection-and-fuzzing-to-do-admins-supports-stuff-dd4f700605a?source=rss------bug_bounty-5
https://parkerzanta.medium.com/how-do-i-take-over-another-user-subdomain-name-worth-c66bb0c3f2f7?source=rss------bug_bounty-5
https://medium.com/@knassar702/with-a-single-request-you-can-kill-any-gitea-server-1275c5f3b226?source=rss------bug_bounty-5
https://systemweakness.com/html-injection-on-one-of-the-indian-governments-official-domain-2a30bfd45b29?source=rss------bug_bounty-5
https://medium.com/@nitishkumar3ar/how-i-bypassed-the-otp-by-different-method-part-1-477758cac6e0?source=rss------bug_bounty-5
https://infosecwriteups.com/hubspot-full-account-takeover-in-bug-bounty-4e2047914ab5?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/business-logic-flaw-the-enemy-of-scanners-45e96304f55f?source=rss----7b722bfd1b8d---4
https://medium.com/@chander.romesh/xss-and-chicken-biryani-got-along-ebb106a86d90?source=rss------bug_bounty-5
https://sl4x0.medium.com/how-i-got-into-nokia-hof-in-5-mins-99ce16583bd4?source=rss------bug_bounty-5
https://medium.com/@fattselimi/information-disclosure-vulnerability-in-adobe-experience-manager-affecting-multiple-companies-2fb0558cd957?source=rss------bug_bounty-5

My first finding XSS,IDOR

Using the “World’'s Worst Fuzzer” To Find A Kernel Bug In The FiiO M6

SQL Injection + RCE | How | got a shell on my university website

[1500$ Worth—Slack] vulnerability, bypass invite accept process

The ‘U Up?' Files with Joran Honig

Bypassing SSO Authentication from the Login Without Password Feature Lead to Account
Takeover

Trellix Advanced Research Center Discovers a New Privilege Escalation Bug Class on macOS and

ios
How | was able to Turn a XSS into A Account Takeover

Leaked tokens on personal GitHub repositories

’Bo\ S

FavFreak: A Penetration Testing Tool for Favicon Analysis and Subdomain Enumeration [Cheat
Sheet]

APKHunt - Comprehensive Static Code Analysis Tool For Android Apps That Is Based On The
OWASP MASVS Framework

SXDork - A Powerful Tool That Utilizes The Technique Of Google Dorking To Search For Specific

Information On The Internet

Probable Subdomains - Subdomains Analysis And Generation Tool. Reveal The Hidden!

Leaky Paths - A collection of special paths linked to major web CVEs, known juicy APIs,

misconfigurations

Project Discovery’'s Chaos goes into beta - Recon data for Public Bug Bounty Programs

FilePursuit - lists files available on the internet from open directories
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https://medium.com/@cdead35/my-first-finding-xss-idor-44eba550b027?source=rss------bug_bounty-5
https://stigward.medium.com/using-the-worlds-worst-fuzzer-to-find-a-kernel-bug-in-the-fiio-m6-ec7a149936de?source=rss------bug_bounty-5
https://systemweakness.com/sql-injection-rce-how-i-got-a-shell-on-my-university-website-b53f84468591?source=rss------bug_bounty-5
https://medium.com/@siratsami71/1500-worth-slack-vulnerability-bypass-invite-accept-process-8204e5431d52?source=rss------bug_bounty-5
https://medium.com/immunefi/the-u-up-files-with-joran-honig-7f4c7e3aeec0?source=rss------bug_bounty-5
https://aidilarf.medium.com/bypassing-sso-authentication-from-the-login-without-password-feature-lead-to-account-takeover-d2322a33a208?source=rss------bug_bounty-5
https://aidilarf.medium.com/bypassing-sso-authentication-from-the-login-without-password-feature-lead-to-account-takeover-d2322a33a208?source=rss------bug_bounty-5
https://www.trellix.com/en-us/about/newsroom/stories/research/trellix-advanced-research-center-discovers-a-new-privilege-escalation-bug-class-on-macos-and-ios.html
https://www.trellix.com/en-us/about/newsroom/stories/research/trellix-advanced-research-center-discovers-a-new-privilege-escalation-bug-class-on-macos-and-ios.html
https://infosecwriteups.com/how-i-was-able-to-turn-a-xss-into-a-account-takeover-ae0c478640e7?source=rss----7b722bfd1b8d---4
https://twitter.com/bug_vs_me/status/1629752458821124097?s=20
https://medium.com/@cuncis/favfreak-a-penetration-testing-tool-for-favicon-analysis-and-subdomain-enumeration-cheat-sheet-1735bc1f6686?source=rss------bug_bounty-5
https://medium.com/@cuncis/favfreak-a-penetration-testing-tool-for-favicon-analysis-and-subdomain-enumeration-cheat-sheet-1735bc1f6686?source=rss------bug_bounty-5
http://www.kitploit.com/2023/02/apkhunt-comprehensive-static-code.html
http://www.kitploit.com/2023/02/apkhunt-comprehensive-static-code.html
http://www.kitploit.com/2023/02/sxdork-powerful-tool-that-utilizes.html
http://www.kitploit.com/2023/02/sxdork-powerful-tool-that-utilizes.html
http://www.kitploit.com/2023/02/probablesubdomains-subdomains-analysis.html
https://github.com/ayoubfathi/leaky-paths
https://github.com/ayoubfathi/leaky-paths
https://github.com/ayoubfathi/leaky-paths
https://github.com/ayoubfathi/leaky-paths
https://chaos.projectdiscovery.io/#/
https://twitter.com/DailyOsint/status/1629089280633995265?s=20
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IDOR tip for uuid based APIs

More uuid tips
Checkout flow business logic error tip

Secure code review thread of tips

Shodan dorking, example on splunk

XSS filter bypass

Open Redirect to XSS
GraphQL tips

Leaked keys with regex

Angular extract APl endpoints one-liner

Account takeover with JWTs

REQUEST A DEMO VISIT THE WEBSITE

intigriti.com/demo intigriti.com

GET IN TOUCH

hello@intigriti.com
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https://twitter.com/hunter0x7/status/1628708159815618561?s=20
https://twitter.com/_zwink/status/1629183140022345733?s=20
https://twitter.com/Jhaddix/status/1629695342458580992?s=20
https://twitter.com/gregxsunday/status/1628330979919003648?s=20
https://twitter.com/0xmahi/status/1627581481311928321?s=20
https://twitter.com/dk4trin/status/1629351158157393923?s=20
https://twitter.com/NoRed0x/status/1629474052891979776?s=20
https://twitter.com/gonzxph/status/1629064458218921984?s=20
https://twitter.com/realArcherL/status/1629679252466458625?s=20
https://twitter.com/NinadMishra5/status/1627662353650049024?s=20
https://twitter.com/0x0SojalSec/status/1628064786461396994?s=20
https://twitter.com/0x0SojalSec/status/1629550238934482944?s=20
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

