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Bug Bytes #189 — Top YouTube Channels of
2022, Web Hackers vs Ferrari, Cognito
Security Misconfiguration

BY TRAVISINTIGRITI *+ JANUARY 10, 2023 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from January 2nd to January 8th

CLICK HERE TO SUBSCRIBE

Intigriti News

e We share our top YouTube channels of 2022

e Cryptocat joins Intigriti, check out this interview we did with him!

e (Cristi shares some swag from our event with The Paranoids!

e Another code review challenge! and the solution

e December monthly leaderboard

Our XSS challenge results

From my notebook

It's been a quiet week in the offensive security community, this week I've put together a must read list on
more advanced resources shared this week. From a look into the world of automotive security and
household names, to the nitty gritty of Java Deserialisation, scaling up a neat website idea into a search

engine and proxying encrypted traffic.

1. Web Hackers vs. The Auto Industry: Critical Vulnerabilities in Ferrari, BMW, Rolls Royce, Porsche,

and More

2. Exploring the World of ESI Injection

3. Image Stacks and iPhone Racks - Building an Internet Scale Meme Search Engine
4. Fetch Diversion

5. Manipulating AES Traffic using a Chain of Proxies and Hardcoded Keys

Other Amazing Things


http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1610255857878536196
https://twitter.com/intigriti/status/1611372368437579776?s=20
https://twitter.com/CristiVlad25/status/1610568968116310016?s=20
https://twitter.com/intigriti/status/1610979813875126273?s=20
https://twitter.com/intigriti/status/1611296524201328641?s=20
https://twitter.com/intigriti/status/1609841978572783618
https://twitter.com/intigriti/status/1609892001708752896?s=20
https://samcurry.net/web-hackers-vs-the-auto-industry/
https://samcurry.net/web-hackers-vs-the-auto-industry/
https://infosecwriteups.com/exploring-the-world-of-esi-injection-b86234e66f91?source=rss----7b722bfd1b8d---4
https://findthatmeme.com/blog/2023/01/08/image-stacks-and-iphone-racks-building-an-internet-scale-meme-search-engine-Qzrz7V6T.html
https://acut3.github.io/bug-bounty/2023/01/03/fetch-diversion.html
https://blog.dixitaditya.com/manipulating-aes-traffic-using-a-chain-of-proxies-and-hardcoded-keys
https://www.intigriti.com/

ideos | @ 3*

e Holehe OSINT

e #NahamCon2022EU: | Hope This Sticks: Analyzing ClipboardEvent Listeners

e Reflective XSS via Link Click / SSRF [Hackvent 2022 - Day 14]

e #NahamCon2022EU: Hunting for Amazon Cognito Security Misconfigurations

e The Flipper Zero Scam

e LevelUpX - Series 13: SPI Flash for Bug Bounty Hunters with Nerdwell

e Bugcrowd Security Flash - The Kaseya REvil Attack Explained

e Hacking KringleCon [Sans Holiday Hack 2022]

Podcas’rs ey

e Episode 357 - Is open source being overexploited?

o 287-Listener Questions, UNREDACTED 5, & OSINT 10

Tweets QO

e | hacked a large company (70k+ employees) through social engineering. Legally of course.

e My first bug of 2023


https://www.youtube.com/watch?v=L87T4iw5170
https://www.youtube.com/watch?v=N2UguYUecvQ
https://www.youtube.com/watch?v=MpCd9hZu8bE
https://www.youtube.com/watch?v=XHOvZDLnJ2Y
https://www.youtube.com/watch?v=TuiDJ5Ii6MU
https://www.youtube.com/watch?v=BWQhlulTAyY
https://www.youtube.com/shorts/Fh2_rjuntyg
https://www.youtube.com/watch?v=DxiE35FZds4
https://www.youtube.com/watch?v=LRReNL0FxW0
https://www.youtube.com/watch?v=DitXv8aDe_U
https://opensourcesecuritypodcast.libsyn.com/episode-357-is-open-source-being-overexploited
https://soundcloud.com/user-98066669/287-listener-questions-unredacted-5-osint-10
https://twitter.com/hacker_/status/1609977940917522432?s=20
https://twitter.com/MrTuxracer/status/1611015095370252289?s=20

If you could only listen to one song while hacking for the rest of your life, which one would you

pick?

Hacking is a mentality that can be applied to much more than computers.

While working in tech, having a strong technical base is key, But don't underestimate the power of
good social communication skills

Is a open redirection a real bug?

Javascript for Hackers paperback version
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The three main types of XSS

Automated and Continuous Recon/Attack Surface Management—Amass Track and DB

An amazing way to turn a xss into an ATO

A Deep Dive Into DNS Hijacking

Python script that will get a search term from the user and search for related articles on

Medium...

Golang Programming and Security Vulnerabilities

P1 Bug Bounties: Subdomain Takeover Bug Hunting

Race Condition Vulnerabilities

Scheduling Recon Scripts with Docker

5 Google Dorks Every Hacker Needs to Know

Cross-Site Scripting—XSS [CWE-79]

Everything about Cookie and Its Security

The Dangers of Remote Code Execution (RCE)

How to perform dynamic analysis of a smart contract with Myth

How to automate your initial recon and extend ASM using Sub-Scout

How To Attack Admin Panels Successfully Part 2


https://twitter.com/snyff/status/1611961338590552064?s=20
https://twitter.com/snyff/status/1611961338590552064?s=20
https://twitter.com/hakluke/status/1610531562931494914?s=20
https://twitter.com/stokfredrik/status/1609794027359977473?s=20
https://twitter.com/stokfredrik/status/1609794027359977473?s=20
https://twitter.com/bishal0x01/status/1610697117789716483?s=20
https://twitter.com/garethheyes/status/1610689739589586944?s=20
https://thexssrat.medium.com/the-three-main-types-of-xss-4af73a5db81f?source=rss------bug_bounty-5
https://medium.com/@nynan/automated-and-continuous-recon-attack-surface-management-amass-track-and-db-fabcaffce3c3?source=rss------bug_bounty-5
https://medium.com/@nakah_/an-amazing-way-to-turn-a-xss-into-an-ato-40bc92772195?source=rss------bug_bounty-5
https://thegrayarea.tech/a-deep-dive-into-dns-hijacking-71d4ec54b318?source=rss------bug_bounty-5
https://medium.com/@arshiad3v/simple-python-script-that-can-scan-a-url-for-a-remote-code-execution-rce-vulnerability-f6d4a73e85fc?source=rss------bug_bounty-5
https://medium.com/@arshiad3v/python-script-that-will-get-a-search-term-from-the-user-and-search-for-related-articles-on-medium-a34cae659461?source=rss------bug_bounty-5
https://medium.com/@arshiad3v/python-script-that-will-get-a-search-term-from-the-user-and-search-for-related-articles-on-medium-a34cae659461?source=rss------bug_bounty-5
https://infosecwriteups.com/golang-programming-and-security-vulnerabilities-fa44811ef028?source=rss----7b722bfd1b8d---4
https://thegrayarea.tech/p1-bug-bounties-subdomain-takeover-bug-hunting-1fe151785160?source=rss------bug_bounty-5
https://roadtooscp.medium.com/race-condition-vulnerabilities-e6fe29265df5?source=rss------bug_bounty-5
https://thegrayarea.tech/scheduling-recon-scripts-with-docker-794c46794c28?source=rss------bug_bounty-5
https://taksec.medium.com/5-google-dorks-every-hacker-needs-to-know-fed21022a906?source=rss------bug_bounty-5
https://medium.com/@ramawijayas.techdr7/cross-site-scripting-xss-cwe-79-8e54bcdb1e27?source=rss------bug_bounty-5
https://medium.com/@capturethebugs/everything-about-cookie-and-its-security-5edb55b0750d?source=rss------bug_bounty-5
https://thegrayarea.tech/the-dangers-of-remote-code-execution-rce-83768991cb63?source=rss------bug_bounty-5
https://medium.com/@TheUnwearyPentester/how-to-perform-dynamic-analysis-of-a-smart-contract-with-myth-aaa4b6c8242b?source=rss------bug_bounty-5
https://medium.com/@akashtesla/how-to-automate-your-initial-recon-and-extend-asm-using-sub-scout-a52de14a2b6a?source=rss------bug_bounty-5
https://medium.com/geekculture/how-to-attack-admin-panels-successfully-part-2-9316c3caad3a?source=rss------bug_bounty-5
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CVE-2022-38627: A journey through SQLite Injection to compromise the whole enterprise building

ChatGPT—Bug Bounty Recon Automation

India’s Aadhar card source code disclosure via exposed .svn/wc.db

Web-Cache Poisoning $$$? Worth it?

IDOR and API-keysToken Hardcode Exposed

Vue JS Reflected XSS

FTP Access-with-anonymous-login-credentials-enabled.

Access to page with default credentials that require authenticate $$$.

Bypass Premium Account Payment (GetPocket)

XSS: What | have learned

| Reverse engineered an Amazon Prime Error

Blind XSS in Email Field; 1000$ bounty

Logic Bug Can Create Multiple User Accounts with 1 Phone Number (Reward $150)

Got Takeover Account From Multiple Bugs

How | Found My First Vulnerbility/Bug Bounty at Hackerone.

IDOR and API-keys Token Hardcode Exposed

JNDI Injection Series: RMI Vector - Insecure Deserialization

My First Bug Bounty Reward : $100 in 5 min
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https://infosecwriteups.com/cve-2022-38627-a-journey-through-sqlite-injection-to-compromise-the-whole-enterprise-building-15cebd072ed6?source=rss----7b722bfd1b8d---4
https://medium.com/@nkrohitkumar2002/chatgpt-bug-bounty-recon-automation-bd18291953cb?source=rss------bug_bounty-5
https://0xlittlespidy.medium.com/indias-aadhar-card-source-code-disclosure-via-exposed-svn-wc-db-c05519ea7761?source=rss------bug_bounty-5
https://yaseenzubair.medium.com/web-cache-poisoning-worth-it-e7c6d88797b1?source=rss------bug_bounty-5
https://medium.com/@querylab/idor-and-api-keys-token-hardcode-exposed-201c73d2d667?source=rss------bug_bounty-5
https://medium.com/@sid0krypt/vue-js-reflected-xss-fae04c9872d2?source=rss------bug_bounty-5
https://medium.com/@adhaamsayed3/ftp-access-with-anonymous-login-credentials-enabled-30e6c1877eab?source=rss------bug_bounty-5
https://medium.com/@adhaamsayed3/access-to-page-with-default-credentials-that-require-authenticate-e59cebf0bced?source=rss------bug_bounty-5
https://medium.com/@querylab/bypass-premium-account-payment-getpocket-d813b249687c?source=rss------bug_bounty-5
https://juliosergiofs.medium.com/xss-what-i-have-learned-ed6695ebd981?source=rss------bug_bounty-5
https://medium.com/@hnasr/i-reverse-engineered-an-amazon-prime-error-eeb0f28de210?source=rss------bug_bounty-5
https://yaseenzubair.medium.com/blind-xss-in-email-field-1000-bounty-b19b25a23236?source=rss------bug_bounty-5
https://kuhuk.medium.com/logic-bug-can-create-multiple-user-accounts-with-1-phone-number-8bd3c9871619?source=rss------bug_bounty-5
https://systemweakness.com/got-takeover-account-from-multiple-bugs-32c872a0e160?source=rss------bug_bounty-5
https://medium.com/@adhaamsayed3/how-i-found-my-first-vulnerbility-bug-bounty-at-hackerone-8b66fd1aa550?source=rss------bug_bounty-5
https://www.reddit.com/r/bugbounty/comments/10540ti/idor_and_apikeystoken_hardcode_exposed/
https://infosecwriteups.com/jndi-injection-series-rmi-vector-insecure-deserialization-9b7a4b524d1d?source=rss----7b722bfd1b8d---4
https://medium.com/@arrheniuspaelongan09/my-first-bug-bounty-reward-100-in-5-min-1117d727dc2b?source=rss------bug_bounty-5

JsonCrack - Json visualised into trees

googdOrk - Fire off google dorks against a target domain, it is purely for OSINT against a specific
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What | Learned Exploiting an SSRF bug, by Raymond Lind

target domain.

Email Subdomain Takeovers

Googledorking for Adobe Experiment Manager

Fileupload to RCE

phpmyadmin and Shodan

Top recon processes

Bug Bounty Automation tips

Nuclei to find secrets in javascript

Nmap cheatsheet
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Hackvent 2022 - Easy, Hackvent 2022 - Hard

e Holiday Hack 2022: KringleCon Orientation

e Holiday Hack 2022: Web Ring

e Holiday Hack 2022: Cloud Ring

e Holiday Hack 2022: Burning Ring of Fire

HTB: Health


https://jsoncrack.com/
https://twitter.com/adamtlangley/status/1611662654468243456?s=20
https://github.com/ZephrFish/GoogD0rk
https://github.com/ZephrFish/GoogD0rk
https://twitter.com/CristiVlad25/status/1610392484307148802?s=20
https://twitter.com/TakSec/status/1611923371566190593?s=20
https://twitter.com/intigriti/status/1611704251096383489?s=20
https://twitter.com/0x0SojalSec/status/1611793854247899138?s=20
https://twitter.com/Siddhar07949650/status/1611241120226488320?s=20
https://twitter.com/0x0SojalSec/status/1611795455717044229?s=20
https://twitter.com/hacker_content/status/1610456088771436551?s=20
https://twitter.com/abdulx01t/status/1611470738548195331?s=20
https://twitter.com/Shubham_pen/status/1612007449216573440?s=20
https://0xdf.gitlab.io/hackvent2022/easy
https://0xdf.gitlab.io/hackvent2022/hard
https://0xdf.gitlab.io/holidayhack2022/
https://0xdf.gitlab.io/holidayhack2022/orientation
https://0xdf.gitlab.io/holidayhack2022/web
https://0xdf.gitlab.io/holidayhack2022/cloud
https://0xdf.gitlab.io/holidayhack2022/fire
https://0xdf.gitlab.io/2023/01/07/htb-health.html

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

