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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from December 26th until January 1st.

CLICK HERE TO SUBSCRIBE

Intigriti News

e Code review challenge and the solution

e We welcome the new year

e Please follow us on Twitter

From my notebook

Happy 2023! As hackers around the world rang in the new year we saw many recap their 2022 or look
towards 2023 with new goals. With that in mind I've brought together some resources on the theme of
learning new skills in the new year, for me | really want to develop new technical skills, at are you looking

to learnin 2023?
1. Chrome Browser Exploitation Part 1, Part 2 and Part 3

2. JNDlInjection Series: RMI Vector—1, JNDI Injection Series: RMI Vector—Dynamic Class Loading

From Remote URL

3. Turning Google smart speakers into wiretaps for $100k

5. Corben shares his favourite hacking stories

Other Amazing Things

ideos | R 3*


http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1608443155753435136?s=20
https://twitter.com/intigriti/status/1608764768034385922?s=20
https://twitter.com/intigriti/status/1609323642785075204?s=20
https://twitter.com/intigriti/status/1608057721810460672?s=20
https://jhalon.github.io/chrome-browser-exploitation-1/
https://jhalon.github.io/chrome-browser-exploitation-2/
https://jhalon.github.io/chrome-browser-exploitation-3/
https://infosecwriteups.com/jndi-injection-series-rmi-vector-1-31044f782daa?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/jndi-injection-series-rmi-vector-dynamic-class-loading-from-remote-url-28dcbf9cee27?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/jndi-injection-series-rmi-vector-dynamic-class-loading-from-remote-url-28dcbf9cee27?source=rss----7b722bfd1b8d---4
https://downrightnifty.me/blog/2022/12/26/hacking-google-home.html
https://medium.com/@Brian.IsMeta/difficulty-of-reproducing-old-exploits-a613da2c2143
https://medium.com/@Brian.IsMeta/difficulty-of-reproducing-old-exploits-part-two-3c2db88232e5?source=rss------bug_bounty-5
https://twitter.com/hacker_/status/1609236384732282880?s=20
https://www.intigriti.com/

e SSRF Hacking With Yuvraj_|_Hacker2Hacker |_SSRF

e How To Bypass Website File Upload Restrictions

e The Ultimate Sock Puppets Guide for OSINT

e Can ChatGPT Solve Cyber Capture The Flag Puzzles? (Live Event Testing)

e How Alissa Knight is Taking Cybersecurity To The Next Level

e How to Proxy Command Execution: “Living Off The Land” Hacks

e LFI to RCE using PHP Filters!

e Pivoting.into Internal network - SSHUTTLE

e Computer Networking (Deepdive)

e How | scale my containerized bug bounty automation! (Automation Series)

e ChatGPT for Security Researchers

e Web3 Security Learning Resources

oA ca.STS |te i

e How Netflix Learned Cloud Security [ML B-Side]

e 131: Welcome to Video

e Episode 356 - LastPass ducked up, now what?

Tweets QO

e Rhynorater and Oxteknogeek start a bug bounty podcast

e More tools added to offsec.tools

e What advice would you give your younger self about cyber security

e MrTuxracer's Bug Bounty recap, mcipekci's recap, harshbothra reviews his educational resources

and another from haxor31337


https://www.youtube.com/watch?v=qkOIJOlz53U
https://www.youtube.com/watch?v=xZd1JWmLGLk
https://www.youtube.com/watch?v=YK86fsZtAi8
https://www.youtube.com/watch?v=6vMQXmZvIrM
https://www.youtube.com/watch?v=eXbbxoDsk7o
https://www.youtube.com/watch?v=QBvM-MzQ570
https://www.youtube.com/watch?v=PVdOSpF4Tl0
https://www.youtube.com/watch?v=yHJkdcXzDJw
https://www.youtube.com/watch?v=6G14NrjekLQ
https://www.youtube.com/watch?v=IT9f7RFdr6s
https://www.youtube.com/watch?v=63_oEjXK2_0
https://www.youtube.com/watch?v=BuC6ja684Yk
https://malicious.life/how-netflix-learned-cloud-security-ml-b-side/
https://darknetdiaries.com/episode/131
https://opensourcesecuritypodcast.libsyn.com/episode-356-lastpass-ducked-up-now-what
https://twitter.com/Rhynorater/status/1609635677431365632?s=20
https://twitter.com/gwendallecoguic/status/1607683437938282501?s=20
https://twitter.com/hakluke/status/1609308742180380674?s=20
https://twitter.com/MrTuxracer/status/1609140497272168450?s=20
https://twitter.com/mcipekci/status/1609040554997817344?s=20
https://twitter.com/harshbothra_/status/1607337942665801728?s=20
https://twitter.com/haxor31337/status/1609487575542292481?s=20

Why isn't bug bounty like esports

Best bug found in 2022?, what type of bugs did you find in 2022 and what is going to be big in 2023

The Mind Behind Nuclei, Demo w/ Sandeep Singh Jan 11

otoriols &

Endpoint Security: The Protection Mechanism of Web Application and Networks

Understanding Memcache Injection

Bug Bounty Recon: Content Discovery (Efficiency pays $)

How to test for JWT attacks?

XXE (XML EXTERNAL ENTITY) Injection

Efficient methodology to get P2 level - subdomain takeover vulnerability

The Big Danger With Laravel (_.env file )

Out Of Band Command Injection

Hacking Basics

How | Design My Prefect Bug Bounty Automation (1), How | Design My Prefect Bug Bounty

Automation(2) and How | Design My Prefect Bug Bounty Automation(3)

100 Complex terms related to Bug Bounty Explained for a Newbie

how to have an effective recon?

Exploiting XSS with Javascript/JPEG Polyglot
Setting up your bug bounty scripts with Python and Bash

Navigating the World of Directory Traversal

Cypher Injection Cheat Sheet

Spice up your persistence: loading PHP extensions from memory



https://twitter.com/InsiderPhD/status/1608215622676103169?s=20
https://twitter.com/renniepak/status/1609602590114996226?s=20
https://twitter.com/harshbothra_/status/1609592672058212352?s=20
https://twitter.com/bishopfox/status/1607838365654581250/photo/1
https://infosecwriteups.com/endpoint-security-the-protection-mechanism-of-web-application-and-networks-5ac965935446?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/understanding-memcache-injection-d4d8f57595f0?source=rss----7b722bfd1b8d---4
https://medium.com/@nynan/bug-bounty-recon-content-discovery-efficiency-pays-2ec2462532b1
https://medium.com/@elsherifx00/how-to-test-for-jwt-attacks-513da89abe94?source=rss------bug_bounty-5
https://medium.com/@rajeevranjancom/xxe-xml-external-entity-injection-c3f91d74c6c3?source=rss------bug_bounty-5
https://infosecwriteups.com/efficient-methodology-to-get-p2-level-subdomain-takeover-vulnerability-3a68b883b150?source=rss------bug_bounty-5
https://infosecwriteups.com/the-big-danger-with-laravel-env-file-403ca60aaf14?source=rss----7b722bfd1b8d---4
https://roadtooscp.medium.com/out-of-band-command-injection-a5cfa0399e1?source=rss------bug_bounty-5
https://yusufyuce.medium.com/hacking-basics-ab94fc0a5279?source=rss------bug_bounty-5
https://medium.com/@poetryoflive/how-i-design-my-prefect-bug-bounty-automation-1-17d0292cbad?source=rss------bug_bounty-5
https://medium.com/@poetryoflive/how-i-design-my-prefect-bug-bounty-automation-2-f27fc5612d9f?source=rss------bug_bounty-5
https://medium.com/@poetryoflive/how-i-design-my-prefect-bug-bounty-automation-2-f27fc5612d9f?source=rss------bug_bounty-5
https://medium.com/@poetryoflive/how-i-design-my-prefect-bug-bounty-automation-3-3e2b56e47413?source=rss------bug_bounty-5
https://medium.com/@bobbykboseoffice/00-complex-terms-related-to-bug-bounty-explained-for-a-newbie-3245b6029483?source=rss------bug_bounty-5
https://jexroid.medium.com/how-to-have-an-effective-recon-508c240adcc?source=rss------bug_bounty-5
https://infosecwriteups.com/exploiting-xss-with-javascript-jpeg-polyglot-4cff06f8201a?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/setting-up-your-bug-bounty-scripts-with-python-and-bash-327baa414c99?source=rss------bug_bounty-5
https://h4r5h1t-hrs.medium.com/navigating-the-world-of-directory-traversal-41560c3599d3?source=rss------bug_bounty-5
https://pentester.land/blog/cypher-injection-cheatsheet/
https://adepts.of0x.cc/dlopen-from-memory-php/

(Jrike Ups 0

Diving into an Old Exploit Chain and Discovering 3 new SIP-Bypass Vulnerabilities

CSRF: The Silent Web Attack

Tautulli 2.1.9 version; Cross-Site Request Forgery (ShutDown).and Denial of Service (Metasploit)

Stored XSS vulnerability in Microsoft booking

LDAP anonymous login story of my 3 simple P3 findings in DHS

How | Earned My First Bug Bounty Reward of $1000

Unauthorized Sign-up on Subdomain of Subdomain leading to Organization takeover worth $2000

$350 XSS in 15 minutes

How | got a Bug At Apple that lead’s to takeover accounts of any user who view my profile

Account Takeover Due to Cognito Misconfiguration Earns Me €xxxx

OSINT Case Study: Validating a website if its fraud or legit

CVE-2022-38627: A journey through SQLite Injection to compromise the whole enterprise building

$500 in 5 minutes

My report on how the admin panel took over and | got X, $500 bounty from my report Hello

’Bo‘ S

clif - Application fuzzer wfuzz/ffuf for applications

hackers,

SubOver - A Powerful Subdomain Takeover Tool


https://www.trendmicro.com/en_us/research/22/l/diving-into-an-old-exploit-chain-and-discovering-3-new-sip-bypas.html
https://h4r5h1t-hrs.medium.com/csrf-the-silent-web-attack-48fcdbe560ae?source=rss------bug_bounty-5
https://infosecwriteups.com/tautulli-2-1-9-version-cross-site-request-forgery-shutdown-and-denial-of-service-metasploit-f23d6b1fc464?source=rss----7b722bfd1b8d---4
https://mtechghost.medium.com/stored-xss-vulnerability-in-microsoft-booking-e593de3344e0?source=rss------bug_bounty-5
https://tamimhasan404.medium.com/ldap-anonymous-login-story-of-my-3-simple-p3-findings-d5b4a991b345?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-earned-my-first-bug-bounty-reward-of-1000-9dc6643977e4?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/unauthorized-sign-up-on-subdomain-of-subdomain-leading-to-organization-takeover-worth-2000-a7199952d80b?source=rss------bug_bounty-5
https://infosecwriteups.com/how-capabilities-actually-work-exploitation-privilege-escalation-536afee917ad?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/350-xss-in-15-minutes-dcb74ad93d5f?source=rss----7b722bfd1b8d---4
https://hamzadzworm.medium.com/how-i-got-a-bug-that-leads-to-takeover-accounts-of-any-user-who-view-my-profile-913c8704f6cd?source=rss------bug_bounty-5
https://medium.com/@mukundbhuva/account-takeover-due-to-cognito-misconfiguration-earns-me-xxxx-3a7b8bb9a619?source=rss------bug_bounty-5
https://infosecwriteups.com/osint-case-study-validating-a-website-if-its-fraud-or-legit-9c316223e11?source=rss----7b722bfd1b8d---4
cve-2022-38627: A journey through SQLite Injection to compromise the whole enterprise building
https://medium.com/@coffeeaddict_exe/500-in-5-minutes-45977e89a337?source=rss------bug_bounty-5
https://medium.com/@mohammed01550038865/hello-hackers-a229fb5c821b?source=rss------bug_bounty-5
https://medium.com/@mohammed01550038865/hello-hackers-a229fb5c821b?source=rss------bug_bounty-5
https://github.com/0x4ndy/clif
https://github.com/Ice3man543/SubOver

Autowasp - Burp Suite extension that integrates Burp issues logging, with OWASP Web Security
Testing Guide (WSTG)

Understanding the Scapy Module: Its Use in Cyber Security

Understanding the NumPy Module: Its Use in Cyber Security
‘ | 5

ramsexy's goals have been the same since 2020: Being happy and having fun

Read the documentation!

Unsafe logger for code injection

Default passwords oops
nuclei scan tip
BlindXSS made easy with this chrome extension

log4shell is still a problem

C\f\a“enae S P

Advent of Cyber 2022 [Day 1—Day 24] All Challenges Walkthrough and Writeups with Answers

DOM XSS Using Web Messages (Practioner)—Portswigger Lab 1 | Solution and Approach

Safe Opener—Reverse Engineering_|_PicoCTF 2022 Writeup

OWASAP juice shop lab setup

Compromising a vulnerable GCP, INE-Labs GCPGoat walkthrough. Part-1 / Compromising a
vulnerable GCP, INE-Labs GCPGoat walkthrough. Part-2



https://github.com/PortSwigger/autowasp
https://github.com/PortSwigger/autowasp
https://infosecwriteups.com/understanding-the-scapy-module-its-use-in-cyber-security-434ff8b38dbf?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/understanding-the-numpy-module-its-use-in-cyber-security-8774d7ffa92f?source=rss----7b722bfd1b8d---4
https://twitter.com/Agarri_FR/status/1608394843826409473?s=20
https://twitter.com/plmaltais/status/1609199385262362624
https://twitter.com/win3zz/status/1607670464553578496?s=20
https://twitter.com/krishnsec/status/1608053310866747394?s=20
https://twitter.com/sushantdhopat/status/1608708353013977089?s=20
https://twitter.com/0x0SojalSec/status/1609243441925623808?s=20
https://twitter.com/nav1n0x/status/1608249600695042048?s=20
https://infosecwriteups.com/advent-of-cyber-2022-day-1-day-24-all-challenges-walkthrough-and-writeups-with-answers-by-c818cda6dc6e?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/dom-xss-using-web-messages-practioner-portswigger-lab-1-solution-and-approach-a9153ec6ac64?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/safe-opener-reverse-engineering-picoctf-2022-writeup-21b22937b6ae?source=rss----7b722bfd1b8d---4
https://medium.com/@devmehedi101/owasap-juice-shop-lab-setup-9faca9769bf1?source=rss------bug_bounty-5
https://infosecwriteups.com/compromising-a-vulnerable-gcp-ine-labs-gcpgoat-walkthrough-part-1-90090ed0448b?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/compromising-a-vulnerable-gcp-ine-labs-gcpgoat-walkthrough-part-2-1674abd16a40?source=rss----7b722bfd1b8d---4
https://infosecwriteups.com/compromising-a-vulnerable-gcp-ine-labs-gcpgoat-walkthrough-part-2-1674abd16a40?source=rss----7b722bfd1b8d---4

9 bOUV\'\'& @n“ES')' news !

e LastPass Breach

e Cyber attacks set to become ‘uninsurable’, says Zurich chief

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://blog.lastpass.com/2022/12/notice-of-recent-security-incident/
https://www.ft.com/content/63ea94fa-c6fc-449f-b2b8-ea29cc83637d
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

