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Bug Bytes #183 - Learning, reflecting and
hacking

BY TRAVISINTIGRITI - NOVEMBER 30, 2022 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from November 14th until November 27th.

CLICK HERE TO SUBSCRIBE

Intigriti News

e We launch another code challenge...

...And_give you the solution

e November XSS Challenge

e The Visma #1337up1122 Live Hacking Event has ended! With 784 submissions and over €190,000
paid out!

e We also gave some hackers some new avatars!

From my notebook

This week’s top 5 theme is about learning new skills. | think this is something that all hackers will relate to,
in this field you are always reading articles, watching videos, etc and looking for new tools, techniques
and that's probably why you're reading this blog post. But more important than just consuming new
information is to reflect on what you've learned, organise it in your head and turn it into useful
information. One of the best ways I've found to do that and actually improve my own learning has been
by creating content, so today that's what I'm sharing 5 pieces of content from folks who are learning and

sharing.

1. Learning SECURE CODE REVIEW!

2. Most important security lessons of 2022 for me

3. My Top 7 Favorite Websites to (Legally) Improve My Web-Hacking Skills

4. So, you want to get into bug bounties?

5. Blind Students Learn Lockpicking (w/ Deviant Ollam)

Other Amazing Things
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http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1595759191242702848?s=20&t=DvF63dg-iV_7UFsfLGM4FA
https://twitter.com/intigriti/status/1596119349030682624?s=20&t=DvF63dg-iV_7UFsfLGM4FA
https://twitter.com/intigriti/status/1597209905903149060?s=20&t=DvF63dg-iV_7UFsfLGM4FA
https://twitter.com/intigriti/status/1594685030076665862?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/intigriti/status/1594685030076665862?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/intigriti/status/1595034402458783744?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://www.youtube.com/watch?v=ajcxjnTFo6A
https://www.youtube.com/watch?v=coTTxeDSrSs
https://medium.com/the-gray-area/my-top-7-favorite-websites-to-legally-improve-my-web-hacking-skills-ef862c3dc08a?source=rss------bug_bounty-5
https://shubs.io/so-you-want-to-get-into-bug-bounties/
https://www.youtube.com/watch?v=QJVrL8QjG5s
https://www.intigriti.com/

ideos | @ 3*

e The Accidental $70k Android Hack

e you should be using PODMAN

e CTF Walkthrough: Hacking An APl with Snyk!

e Your choices matter... Responsible Red Teaming w/ HuskyHacks

e Hacker Doxes Himself Accidentally...

e Entry Level Careers & Learning

e Theft of Arbitrary files from LocalStorage |_Hacking on Android

Podcas’rs ey

e These companies ran an experiment: Pay workers their full salary to work fewer days

e 167 - Bypassing Pixel Lock Screens and Checkmk RCE

e 128: Gollumfun (Part 1)

e 168 - Exploiting Undefined Behavior and a Chrome UAF

e 298: Housing market scams, Twitter 2FA, and the fesshole

e EP98 How to Cloud IR or Why Attackers Become Cloud Native Faster?

e 169 - Racing Grafana, Stealing Mastadon Passwords, and Cross-Site Tracing

e Jailbreaking Tractors [ML BSide]

e 170 - Hacking Pixel Bootloaders and Injecting Bugs

e Internet vs Reality of Working as a Cloud Security Architect!

e 299: EV charging risks, FTX, and an ancient apocalypse
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https://www.youtube.com/watch?v=KnbUreeUCeg
https://www.youtube.com/watch?v=_pYacYcvVxY
https://www.youtube.com/watch?v=0jhdCcAc8nM
https://www.youtube.com/watch?v=QLFrgNgVG2o
https://www.youtube.com/watch?v=IQX7pU_pyYc
https://www.youtube.com/watch?v=mWTXcZVJ6BU
https://www.youtube.com/watch?v=sRuFVLPMC2M
https://www.youtube.com/watch?v=wphBK0AorxQ
https://www.npr.org/sections/money/2022/11/15/1136039542/these-companies-ran-an-experiment-pay-workers-their-full-salary-to-work-fewer-da
https://dayzerosec.com/podcast/167.html
https://darknetdiaries.com/episode/128
https://dayzerosec.com/podcast/168.html
https://www.smashingsecurity.com/298
https://cloudsecuritypodcast.libsyn.com/ep98-how-to-cloud-ir-or-why-attackers-become-cloud-native-faster
https://dayzerosec.com/podcast/169.html
https://malicious.life/jailbreaking-tractors-ml-bside/
https://dayzerosec.com/podcast/170.html
https://feedly.com/i/entry/b32ww0DlRtiZQkxXsVbpAiDxq2U5Gfah4VjJ10zjiG8%3D_184ae127c75%3Aa04bc9%3A7c14f779
https://www.smashingsecurity.com/299

Tweets Q

Corben hacked a phone company this year, here's how he did it

Yesterday, an old friend sent hipotermia an Instagram DM asking me for help for a contest, here's

what they did to hack it

If you are struggling with persistence while hacking (like renniepak), try taking a different

approach.

Teamviewer fingerprinting using fonts

What to ignore in a digital world

Bug Bounty Reports Explains on his year of bug bounties

Naffy starts a conversation about scope and serious vulnerabilities

otori 0\5 .%

Wanna Bet That CSRF Is Not As Hard as you think?

A Brief Introduction to SAML Security Vector

P1 Bug Bounties: What is an IDOR, and how does IDOR == $$$?

HTTP Header Exploitation

HOW TO CRAWL LINKS LIKE A PRO!

Frida & Objection without Jailbreak!

The Best Ways to Exploit Rate Limit Vulnerabilities

Dorking: The hidden filters....

Explaining vulnerabilities : Cross Site Scripting (XSS)

Email Verification Bypass

P1 Bug Hunting: A Step by Step Guide to SQL Injection

Main app methodology : Bug bounties
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https://twitter.com/hacker_/status/1596014093302788096
https://twitter.com/hipotermia/status/1596476791354687489
https://twitter.com/hipotermia/status/1596476791354687489
https://twitter.com/renniepak/status/1595725210938138625?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/renniepak/status/1595725210938138625?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/InsiderPhD/status/1595396180271583233?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/Agarri_FR/status/1594824250502049793?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/gregxsunday/status/1594982087290912768
https://twitter.com/nnwakelam/status/1595132160427823104?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://medium.com/codex/wanna-bet-that-csrf-is-not-as-hard-as-you-think-905ec7e03609?source=rss------bug_bounty-5
https://tutorialboy24.medium.com/a-brief-introduction-to-saml-security-vector-b3b6164a40e6?source=rss------bug_bounty-5
https://medium.com/the-gray-area/p1-bug-bounties-what-is-an-idor-and-how-does-idor-63fc72c371c8?source=rss------bug_bounty-5
https://blog.yeswehack.com/yeswerhackers/http-header-exploitation/
https://faiyazhacks.medium.com/how-to-crawl-links-like-a-pro-d0b58403be48?source=rss------bug_bounty-5
https://infosecwriteups.com/frida-objection-without-jailbreak-27a66501bf38?source=rss----7b722bfd1b8d---4
https://medium.com/the-gray-area/the-best-ways-to-exploit-rate-limit-vulnerabilities-f73ac24a08f1?source=rss------bug_bounty-5
https://bugxploit.medium.com/dorking-the-hidden-filters-7b549939c4b8?source=rss------bug_bounty-5
https://falkensmaze.medium.com/explaining-vulnerabilities-cross-site-scripting-xss-137f74b5c32?source=rss------bug_bounty-5
https://medium.com/@mr_ayyan/email-verification-bypass-27a6e1fe6593?source=rss------bug_bounty-5
https://medium.com/the-gray-area/p1-bug-hunting-a-step-by-step-guide-to-sql-injection-76f95c8986b0?source=rss------bug_bounty-5
https://systemweakness.com/main-app-methodology-bug-bounties-8681dbc0d58c?source=rss------bug_bounty-5

Deploying an AWS S3 static site to use Cloudflare WAF

OAuth and the flaws in its implementation

How to actually use Amass more effectively - Bug Bounty

THE ANATOMY OF KERBEROS AUTHENTICATION (AD BASICS 0x1)

Explaining vulnerabilities : OS command injection {Bug bounties}

P1 Bug Hunting—Exploiting Common WordPress Vulnerabilities

Explaining vulnerabilities : File inclusion {Bug bounties}

How | bypassed Cloudflare WAF to get my First Bug

XSS using a username

Winning QR with DOM-Based XSS | Bug Bounty POC

Gauing+Nuclei for Instant Bounties

P1 Bug—Leaked Zendesk Token in GitHub

Account Takeover worth of $2500

The Story Of A Strange / Stored IDOR.

Information Exposure—My Fourth Finding on Hackerone!

Reflected XSS using Double Encoding

$250 for Email account enumeration using “NameToMail” tool

How i found 8 vulnerabilities in 24h?

How | found CVE-2022-40088

GAS theft attack in Solv Protocol

Russian roulette XSS
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https://spoofing.medium.com/deploying-an-aws-s3-static-site-to-use-cloudflare-waf-f2211934ca6f?source=rss------bug_bounty-5
https://medium.com/@capturethebugs/oauth-and-the-flaws-in-its-implementation-be750d9e613c?source=rss------bug_bounty-5
https://www.reddit.com/r/bugbounty/comments/z1vpxl/how_to_actually_use_amass_more_effectively_bug/
https://infosecwriteups.com/the-anatomy-of-kerberos-authentication-ad-basics-0x1-1532305a18a3?source=rss----7b722bfd1b8d---4
https://falkensmaze.medium.com/explaining-vulnerabilities-os-command-injection-bug-bounties-99754f764cc?source=rss------bug_bounty-5
https://thegrayarea.tech/p1-bug-hunting-exploiting-common-wordpress-vulnerabilities-28046f85c588?source=rss------bug_bounty-5
https://falkensmaze.medium.com/explaining-vulnerabilities-file-inclusion-bug-bounties-9aa2abba9c78?source=rss------bug_bounty-5
https://falkensmaze.medium.com/explaining-vulnerabilities-template-injections-server-side-bug-bounties-93828381996a?source=rss------bug_bounty-5
https://medium.com/@geethugiri1998/failed-to-invalidate-session-after-password-change-insufficient-session-expiration-a75a12373d33?source=rss------bug_bounty-5
https://ag3n7.medium.com/how-i-bypassed-cloudflare-waf-to-get-my-first-bug-f02dab3a2d10?source=rss------bug_bounty-5
https://sagarsajeev.medium.com/xss-using-a-username-8a8ab1b79a77?source=rss------bug_bounty-5
https://medium.com/@haroonhameed_76621/winning-qr-with-dom-based-xss-bug-bounty-poc-4b4048cf285d?source=rss------bug_bounty-5
https://infosecwriteups.com/gauing-nuclei-for-instant-bounties-7a8a07979fff?source=rss----7b722bfd1b8d---4
https://medium.com/@red_darkin/p1-bug-leaked-zendesk-token-in-github-46e97b734e8d?source=rss------bug_bounty-5
https://gonzxph.medium.com/account-takeover-worth-of-2500-e643661f94e9?source=rss------bug_bounty-5
https://medium.com/@hf6452/a-story-of-a-strange-stored-idor-b6f2769bb6cb?source=rss------bug_bounty-5
https://mehedishakeel.medium.com/information-exposure-my-fourth-finding-on-hackerone-4fc4461920c4?source=rss------bug_bounty-5
https://systemweakness.com/got-another-xss-using-double-encoding-e6493a9f7368?source=rss------bug_bounty-5
https://medium.com/@snoopy101/250-for-email-account-enumeration-using-nametomail-tool-cce02a17ade8?source=rss------bug_bounty-5
https://0xm5awy.medium.com/how-i-found-8-vulnerabilities-in-24h-aad3bd5fd487?source=rss------bug_bounty-5
https://gowthamaraj-rajendran.medium.com/how-i-found-cve-2022-40088-6e1ada4d37?source=rss------bug_bounty-5
https://medium.com/@azhar0406/gas-theft-attack-in-solv-protocol-7d10f3662a95?source=rss------bug_bounty-5
https://infosecwriteups.com/russian-roulette-xss-bbba6afd2570?source=rss----7b722bfd1b8d---4

How | earned $47000 USD as a high school student

OTP BYPASS WithOUT RESPONSE MANIPULATION

SSRF via DNS Rebinding (CVE-2022-4096)

Interesting Stored XSS via meta data

Working with a scope using Gowitness

Fastly Subdomain Takeover $2000 - Bug Bounty Writeup

Html File Upload Lead to A.T.O in Indonesian Government Site

Hacking Dutch Government-Broken Authentication To Full Website Takeover (P1)

[Hacking Bank] The Second Story of Finding Critical Vulnerabilities on Banking Application

A Confused Deputy Vulnerability in AWS AppSync

Bug Bounty Tips and Getting Persistence With Electron Applications

DLL Hijacking Persistence Using Discord

Remediation Archeology—Finding and Decoding an Ancient XSS

’Ebo\ S

related-domains - Find related domains of a given domain using Whoxy API.

csprecon - Discover new target domains using Content Security Policy

google-search - Performs searches on Google and display the resulting URLs, as simple as that!

Slicer - Tool To Automate The Boring Process Of APK Recon

nuvola - Tool To Dump And Perform Automatic And Manual Security Analysis On Aws

Environments Configurations And Services

Spoof browser fingerprints in Burp

Octopii - An Al-powered Personal Identifiable Information (PIl) Scanner
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https://infosecwriteups.com/how-i-earned-47000-usd-as-a-high-school-student-a9a68896b3a3?source=rss----7b722bfd1b8d---4
https://medium.com/@milanjain7906/otp-bypass-response-manipulation-bb3bed07de5c?source=rss------bug_bounty-5
https://basu-banakar.medium.com/ssrf-via-dns-rebinding-cve-2022-4096-b7bf75928bb2?source=rss------bug_bounty-5
https://medium.com/pentesternepal/interesting-stored-xss-via-meta-data-eb8fe1de8b33?source=rss------bug_bounty-5
https://medium.com/@murami.ike/working-with-a-scope-using-gowitness-4d338b0321ac?source=rss------bug_bounty-5
https://infosecwriteups.com/fastly-subdomain-takeover-2000-217bb180730f?source=rss----7b722bfd1b8d---4
https://medium.com/@anonhq46/html-file-upload-lead-to-a-t-o-in-indonesian-government-site-b5451592bbe7?source=rss------bug_bounty-5
https://systemweakness.com/hacking-dutch-government-broken-authentication-to-full-website-takeover-p1-9af477604d54?source=rss------bug_bounty-5
https://medium.com/@protostar0/hacking-bank-the-second-story-of-finding-critical-vulnerabilities-on-banking-application-ac20cd8f3dad?source=rss------bug_bounty-5
https://securitylabs.datadoghq.com/articles/appsync-vulnerability-disclosure/
https://infosecwriteups.com/bug-bounty-tips-and-getting-persistence-with-electron-applications-c538d4dda446?source=rss------bug_bounty-5
https://infosecwriteups.com/dll-hijacking-persistence-using-discord-80691a63c559?source=rss------bug_bounty-5
https://bendtheory.medium.com/remediation-archeology-finding-and-decoding-an-ancient-xss-ea541c1106d1?source=rss------bug_bounty-5
https://feed.bugs.xdavidhu.me/bugs/0017
https://github.com/gwen001/related-domains
https://github.com/edoardottt/csprecon
https://github.com/gwen001/google-search
http://www.kitploit.com/2022/11/slicer-tool-to-automate-boring-process.html
http://www.kitploit.com/2022/11/nuvola-tool-to-dump-and-perform.html
http://www.kitploit.com/2022/11/nuvola-tool-to-dump-and-perform.html
https://twitter.com/clintgibler/status/1592548021698322432?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/santosomar/status/1595767763447910401?s=20&t=fjpgWNm6MfnxOgs0GUpm_A

—r(ps =

VALID E-mail address payload lists of different bug classes

The Best Bug Bounty Hunting Tips and Tricks of 2022

Some “tips” on bug hunting

Bug Bounty Tips—Part 1

Master Burp Match and Replace!
PHP Filters

AutoSSRF

Find Bugs

SQL Injection tip

C\r\a“ e.nae S

WAEF filters

YesWeHack Vulnerable Code Snippet solution

Capture the Talent - Advent Challenge launches 1 Dec!

HTB University Challenge

SANS Holiday Hack

TryHackMe Advent of Cyber

9 bounty Pen'}es)' news !
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https://medium.com/@kosanamharish232242/valid-e-mail-address-payload-lists-of-different-bug-classes-ec5785efa3fc?source=rss------bug_bounty-5
https://medium.com/the-gray-area/the-best-bug-bounty-hunting-tips-and-tricks-of-2022-b9cc06c6ad7c?source=rss------bug_bounty-5
https://udayalawa.medium.com/some-tips-on-bug-hunting-fc1b963a0b2a?source=rss------bug_bounty-5
https://juliosergiofs.medium.com/bug-bounty-tips-part-1-5d3f13bb7906?source=rss------bug_bounty-5
https://twitter.com/armansameer95/status/1594908822698659840
https://twitter.com/yeswehack/status/1595052119908057090?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/0dayCTF/status/1593996108207984642?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/0xConda/status/1594080065238745089?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/yeswehack/status/1592174608261828615?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/intigriti/status/1596483954550669312?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://portswigger.net/web-security/certification/burp-challenge
https://twitter.com/yeswehack/status/1592139598544748544?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/amysw_sec/status/1593355325025013760?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/hackthebox_eu/status/1592185708277633026?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://twitter.com/SANSInstitute/status/1596217245168185344?s=20&t=fjpgWNm6MfnxOgs0GUpm_A
https://tryhackme.com/room/adventofcyber4

e How was Uber hacked, and what can we learn from the incident?

e |mmunefi Launches Timebound Bug Bounty For Proof-of-Capital Vault System

e A Leak Details Apple’s Secret Dirt on a Trusted Security Startup

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://blog.appsecco.com/how-was-uber-hacked-and-what-can-we-learn-from-the-incident-d421ea90449?source=rss----e2adb3957733---4
https://medium.com/immunefi/immunefi-launches-timebound-bug-bounty-for-proof-of-capital-vault-system-344cbe886a3f?source=rss------bug_bounty-5
https://www.wired.com/story/corellium-nso-group-darkmatter-apple-lawsuit/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

