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Bug Bytes #179 - Hacking Farms, Pwning
Calendars & Hacker drones?

BY TRAVISINTIGRITI - OCTOBER 26, 2022 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from October 16th until October 22nd.

CLICK HERE TO SUBSCRIBE

Intigriti News

e Recon tools you need to know about

e October XSS challenge

e Code snippet challenge

e Unintended solution to the code snippet challenge

From my notebook

e DEF CON 30 - Eugene Lim- You Have 1 New Appwntment - Hacking Proprietary iCalendar
Properties & DEF CON 30 - Sick Codes - Hacking the Farm = Breaking Badly into Agricultural
Devices If | had to pick the two stand out talks for me at DEFCON this year these are the two that |

think about weekly since the summer, and also | actually used some of the tips in the ical video to
find a bug! My tip for you reading is to check if apps automatically scan emails or similar to make

calendar events.

e Broken Access Control testing by ShreKy & Google VRP—[Insecure Direct Object Reference]
$3133.70

e How | Got $10,000 From GitHub For Bypassing Filtration oF HTML tags

e 23000% for Authentication Bypass & File Upload & Arbitrary File Overwrite

Other Amazing Things

ideos | @ 3*


http://newsletter.intigriti.com/
https://twitter.com/intigriti/status/1582334895405531137?s=20&t=_Bo58RmIlqNSOwQzwLYCyw
https://twitter.com/intigriti/status/1581971752204132352?s=20&t=_Bo58RmIlqNSOwQzwLYCyw
https://twitter.com/intigriti/status/1583060520835293185?s=20&t=_Bo58RmIlqNSOwQzwLYCyw
https://twitter.com/kozlovzxc/status/1583061793215156224?s=20&t=_Bo58RmIlqNSOwQzwLYCyw
https://www.youtube.com/watch?v=2q-E2AKUxJ4
https://www.youtube.com/watch?v=2q-E2AKUxJ4
https://www.youtube.com/watch?v=z2_TLz9TpwY&t=388s
https://www.youtube.com/watch?v=z2_TLz9TpwY&t=388s
https://twitter.com/shrekysec/status/1582361108782149634?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://caesarevan23.medium.com/google-vrp-insecure-direct-object-reference-3133-70-a0e37023a4c7?source=rss------bug_bounty-5
https://caesarevan23.medium.com/google-vrp-insecure-direct-object-reference-3133-70-a0e37023a4c7?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-got-10-000-from-github-for-bypassing-filtration-of-html-tags-db31173c8b37?source=rss------bug_bounty-5
https://medium.com/@h4x0r_dz/23000-for-authentication-bypass-file-upload-arbitrary-file-overwrite-2578b730a5f8?source=rss------bug_bounty-5
https://www.intigriti.com/

e DEFCON Releases videos from DEFCON 30 August 2022 - here's just a small selection that
interested me

e Hacking doors / Access control system hacking

e DEF CON 30 - Silk - How to Lock Pick

e DEF CON 30 BiC Village - Ochuan Marshall - The Last Log4] Talk You Ever Need

e DEF CON 30 - James Kettle - Browser-Powered Desync Attacks: A New Frontier in HTTP
Request Smuggling

e DEF CON 30 - Daniel Jensen - Hunting Bugs in the Tropics

e DEF CON 30 - Orange Tsai - Let's Dance in the Cache - Destabilizing Hash Table on Microsoft
s

e DEF CON 30 - Michael Bargury - Low Code High Risk - Enterprise Donation via Low Code

Abuse

e DEF CON 30 - Jeffrey Hofmann - PreAuth RCE Chains on an MDM - KACE SMA

e DC30 DCGVR Talks - Careful Who You Colab With

e DEF CON 30 - Samuel Erb, Justin Gardner - Crossing the KASM - a Webapp Pentest Story,

e DEF CON 30 - Thomas Roth , Solana - JIT - Lessons from fuzzing a smart contract compiler

e DEF CON 30 - Richard Thieme - UFOs, Alien Life, and the Least Untruthful Things | Can Say

e DEF CON 30 - stacksmashing - The Hitchhacker’'s Guide to iPhone Lightning and JTAG Hacking

DEF CON 30 Retail Hacking Village - Spicy Wasabi - Rock The Cash Box

e $29,000 GitLab - Arbitrary File Read

e LAND A CYBERSECURITY JOB WITH THIS ONE SIMPLE TRICK

e Naabu | | Passive Port Scanning Tool

e How Hackers Hide

e | Leaked My IP Address!

e From Pharmacy to Cyber

e Hacker Drones are Finally Here...

e HackTheBox - Faculty

e Intigriti code snippet challenge

Foacasts (ham


https://www.youtube.com/user/DEFCONConference/videos
https://www.youtube.com/user/DEFCONConference/videos
https://youtu.be/2htQvpvFex4
https://www.youtube.com/watch?v=TmyRF_bcddI
https://www.youtube.com/watch?v=qGDpBCEKvlQ
https://www.youtube.com/watch?v=B8KW8KPVcUo
https://www.youtube.com/watch?v=B8KW8KPVcUo
https://www.youtube.com/watch?v=kMgXtuJdP3c
https://www.youtube.com/watch?v=9w1VqFkVAJs
https://www.youtube.com/watch?v=9w1VqFkVAJs
https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.youtube.com/watch?v=D3A62Rzozq4
https://www.youtube.com/watch?v=vPVtC7VHEmU
https://www.youtube.com/watch?v=qWJKL5xk6kU
https://www.youtube.com/watch?v=NwMY1umhpgg
https://www.youtube.com/watch?v=8E7XOHQiRPE
https://www.youtube.com/watch?v=VWu14-EfucI
https://www.youtube.com/watch?v=8p3Oi4DL0eI
https://www.youtube.com/watch?v=pg3guV3UrY4
https://www.youtube.com/watch?v=GRDbs-MvDBA
https://www.youtube.com/watch?v=eeo-hLG09lA
https://www.youtube.com/watch?v=L2gAc9sUHi0
https://www.youtube.com/watch?v=WJlqQYyzGi8
https://www.youtube.com/watch?v=MS7WRuzNYDc
https://www.youtube.com/watch?v=jw-aCSp_HAo
https://www.youtube.com/watch?v=r6g7EH8dKRM
https://www.youtube.com/watch?v=LGO-dn7668g
https://twitter.com/intigriti/status/1583421550833070080?s=20&t=_Bo58RmIlqNSOwQzwLYCyw

DarkNet Diaries EP 126: REVIL

CYBER When the Video Game Reaches Out to Ask You to Spend More Money

Smashing Security 294: The Virgin trains swindler, cyber clowns, and AirTag election debacle

Malicious Life Hacking Stock Markets Part 2

Cloud Security Podcast Kubernetes Best Practices-2022

Tweets

When you hear “bug bounty hacker” who comes to mind?

Defining a Bug Bounty methodology

Ways to succeed in bug bounty

Smart Contract / Blockchain

Coping with vulnerabilities

Tutorials ylnite vps

The Ultimate Guide to Finding Bugs With Nuclei

Basic And Advance HTTPX For Bug Bounty_

Android Hacking-Exploiting Content Providers

AP Security Checklist
Hacking GUIDs
8 Account takeover methods

PHP filters chain: What is it and how to use it (deserialisation)

CVE-2020-13956

Sql Injection for Beginners using Sqlmap Part -2


https://darknetdiaries.com/episode/126/
https://shows.acast.com/cyber/episodes/when-the-video-game-reaches-out-to-ask-you-to-spend-more-mon
https://www.smashingsecurity.com/294
https://castbox.fm/channel/id943414?utm_campaign=i_share_ch&utm_medium=dlink&utm_source=i_share&country=gb
https://cloudsecuritypodcast.tv/listen-to-the-episodes/kubernetes-best-practices-2022/
https://twitter.com/NahamSec/status/1582431366242652161?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/maikroservice/status/1582864692178866177?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/thebinarybot/status/1583278520020574209?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/cyberboyIndia/status/1581979316531134469?t=iIZFytWrcdk3FWVjc2lQsw&s=19
https://twitter.com/1sand0s/status/1583379375797329922?s=20&t=SpOX4eDvCrp49bfHNegmSQ
https://blog.projectdiscovery.io/ultimate-nuclei-guide/
https://www.hacktube5.tech/basic-and-advance-httpx-for-bug-bounty/
https://payatu.com/blog/amit/exploiting-content-providers
https://github.com/shieldfy/API-Security-Checklist
https://www.intruder.io/research/in-guid-we-trust
https://t.co/VtQqsy70tO
https://www.synacktiv.com/publications/php-filters-chain-what-is-it-and-how-to-use-it.html
https://medium.com/@abdul-samad/practical-guide-to-malware-analysis-and-reverse-engineering-analyzing-vba-macros-code-p-2-2-edb524de371e?source=rss------bug_bounty-5
https://mikpatient.medium.com/cve-2020-13956-2c6964392eb8?source=rss------bug_bounty-5
https://medium.com/@RajneeshKarya/sql-injection-for-beginners-using-sqlmap-part-2-53e9775b67f5?source=rss------bug_bounty-5

My fav 7 methods for Bypassing Android Root detection

My First Critical Bug In HackerOne Platform

A $500+ Open Redirect Bounty in Under 10 Minutes

Facebook SMS Captcha Was Vulnerable to CSRF Attack

Everything about Session Puzzling and Hijacking

Burp Suite? No Thanks! Blind SQLi in DVWA With Python (Part 1)

Exploitation of misconfigured Amazon aws s3 buckets

WordPress Subdomain Takeover on Bugcrowd Private Program

HTTP request smuggling Explained and Exploited Part 0x2

Finding P1 Vulnerabilities: Tools & Resource

P1 Bug Bounties: Multi-Factor Authentication Bypass

What are Smart Contracts on Blockchain?

Exploiting Elastic Search Instances

OTP in forget password |_how to bypass OTP verification | OTP poc

“Zero-Days” Without Incident - Compromising Angular via Expired npm Publisher Email Domains

| found a bug that would let me fetch any users password reset link

An Unexpected Reflected XSS

Extract e-mail addresses from a large JSON file - Zero Day Hacker

JSON Web Tokens

Don't use Dalfox for Automated XSS

Burp Suite for Pentester - XSS Validator - Hacking Articles
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https://kishorbalan.medium.com/my-fav-7-methods-for-bypassing-android-root-detection-f8afb0ddfaf3?source=rss------bug_bounty-5
https://medium.com/@EX_097/my-first-critical-bug-in-hackerone-platform-2ce9adcb39a6?source=rss------bug_bounty-5
https://grahamzemel.medium.com/a-500-open-redirect-bounty-in-under-10-minutes-fbb1cce063e5?source=rss------bug_bounty-5
https://lokeshdlk77.medium.com/facebook-sms-captcha-was-vulnerable-to-csrf-attack-8db537b1e980?source=rss------bug_bounty-5
https://medium.com/codex/everything-about-session-puzzling-and-hijacking-a55a6a389737?source=rss------bug_bounty-5
https://infosecwriteups.com/how-i-exploited-blind-sqli-without-using-any-tool-stackzero-396e831ecbdf?source=rss------bug_bounty-5
https://gr3y-n00b.medium.com/exploitation-of-misconfigured-amazon-aws-s3-buckets-9c4ad7175814?source=rss------bug_bounty-5
https://sapt.medium.com/wordpress-subdomain-takeover-on-bugcrowd-private-program-f59b5a0d74a7?source=rss------bug_bounty-5
https://infosecwriteups.com/http-request-smuggling-explained-and-exploited-part-0x2-7768d04883fb?source=rss------bug_bounty-5
https://medium.com/the-gray-area/finding-p1-vulnerabilities-tools-resources-32bb2e7a52fb?source=rss------bug_bounty-5
https://medium.com/the-gray-area/p1-bug-bounties-multi-factor-authentication-bypass-ca040180ab3f?source=rss------bug_bounty-5
https://blog.bugzero.io/what-are-smart-contracts-on-blockchain-d95c3d9f7b8d?source=rss------bug_bounty-5
https://systemweakness.com/exploiting-elastic-search-instances-ae6aa9c501e?source=rss------bug_bounty-5
https://medium.com/@farzad.rahmati1382/otp-in-forget-password-how-to-bypass-otp-verification-otp-poc-a7ae3361cba4?source=rss------bug_bounty-5
https://thehackerblog.com/zero-days-without-incident-compromising-angular-via-expired-npm-publisher-email-domains-7kZplW4x/
https://twitter.com/renniepak/status/1582681133174513664
https://medium.com/@jhapavitra12/an-unexpected-reflected-xss-65dd8e3bfb76?source=rss------bug_bounty-5
https://github.com/Crypto-Cat/CTF
https://zerodayhacker.com/extract-e-mail-addresses-from-a-large-json-file/
https://infosecwriteups.com/json-web-tokens-409297c260a0
https://medium.com/@santrarahul/dont-use-dalfox-for-automated-xss-e5a02fad3341?source=rss------bug_bounty-5
https://www.hackingarticles.in/burp-suite-for-pentester-xss-validator/

e JSubFinder - Searches Webpages For Javascript And Analyzes Them For Hidden Subdomains And

Secrets

e xnLinkFinder - A Python Tool Used To Discover Endpoints (And Potential Parameters) For A Given

Target

e GitHub - Zerx0r/Kage: Kage is Graphical User Interface for Metasploit Meterpreter and Session

Handler

e GitHub - tomnomnom/gron: Make JSON greppable!
i | 5

e How | found the $1,500 SSRF in Stripe bug bounty program

e Akamai XSS WAF bypass

e Bug report spreadsheet

e 50 YouTube channels to up-skill in cyber security
e 2FA bypass

e Finding your first bug

C\f\a"e.nae S P

e DEF CON 30 - RECON VILLAGE CTF

e YesWeHack vulnerable code challenge

e And the solution for the last challenge

9 bounty l%nk%)‘ news & !


http://www.kitploit.com/2022/10/jsubfinder-searches-webpages-for.html
http://www.kitploit.com/2022/10/jsubfinder-searches-webpages-for.html
http://www.kitploit.com/2022/10/xnlinkfinder-python-tool-used-to.html
http://www.kitploit.com/2022/10/xnlinkfinder-python-tool-used-to.html
https://github.com/Zerx0r/Kage
https://github.com/Zerx0r/Kage
https://github.com/tomnomnom/gron
https://twitter.com/bendtheory/status/1582157712510816257?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/gregxsunday/status/1582970200450011137?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://t.co/uFdwmAImqI
https://twitter.com/thebinarybot/status/1581998758526521350?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/akr3ch/status/1582029752499867648?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/Cyber78678/status/1582413876515459077?s=20&t=uuISaoo7-gDf3K5xqi-4fA
https://www.youtube.com/watch?v=hcjMOkTCn1M
https://twitter.com/yeswehack/status/1583445497687130114?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://twitter.com/yeswehack/status/1581997515343220736?s=20&t=dEQB71QXYUYWdhzF7nlrzQ

e Paranoids (Yahoo) promotions until the end of the year

e First 75 hackers of the month between October and the end of the year get a 25% bonus
e First 10 mobile app reports 50% bonus
e Submit a nuclei template for a 10% bonus

e Welcome back bonus coming soon

e Login spoofing issue in GitHub nets researcher $10k bug bounty reward

e Dangerous hole in Apache Commons Text - like Log4Shell all over again

e This week in OSINT

on-‘rechaical

e Hacker Healthcare

e Zoom for macOS Contains High-Risk Security Flaw

e Are Cybersecurity Vendors Pushing Snake Qil?

e Millennials, Gen Z actually suck at workplace security

e Hacker Story: remonsec

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/TheParanoids/status/1582430925194870784?s=20&t=dEQB71QXYUYWdhzF7nlrzQ
https://portswigger.net/daily-swig/login-spoofing-issue-in-github-nets-researcher-10k-bug-bounty-reward
https://nakedsecurity.sophos.com/2022/10/18/dangerous-hole-in-apache-commons-text-like-log4shell-all-over-again/
https://sector035.nl/articles/2022-41
https://rhynorater.github.io/Hacker-Healthcare
https://www.securityweek.com/zoom-macos-contains-high-risk-security-flaw
https://www.securityweek.com/are-cybersecurity-vendors-pushing-snake-oil
https://go.theregister.com/feed/www.theregister.com/2022/10/19/millennials_gen_z/
https://www.redsentry.com/blog/hacker-story-remonsec
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

