&’ iINTIGRITI

Bug Bytes #177 — Hackers descend on
Ahmedabad, the hardest CTF and tales of
easy Pls
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The second series is
curated by InsiderPhD. Every week, she keeps us up to date with a comprehensive list of write-ups, tools,

tutorials and resources.
This issue covers the weeks from October 2nd until October 8th.

CLICK HERE TO SUBSCRIBE

Intigriti News

e Intigriti wants to know what you want from a researcher-centric API, so let us know your thoughts

by answering a short survey

e Monthly leaderboard released; congratulations to our top 3: OctOpus7, araselmir and bruhbey

¢ Intigriti reaches 10,000 subscribers on Youtube! Join them

From my notebook

Hackers this week descended on the city of Ahmedabad in India for BSides, now I've never been myself,
but | will admit to some FOMO seeing all the hackers on twitter, thankfully lamVaaman has us covered

with his video sharing some of the highlights while we wait for the official videos!

e While the videos for BSides Ahmedabad 2022 are not out yet, we do have some slides from various

creators. Here are the ones | could find on Twitter this week:

e Bug Bounty on Steroids

e Chaining Bugs for Account Takeovers
e PHP EAR to SQLi

e Smart Contract Security 101

e How to write your first Nuclei Template

e Pwning Android apps at scale

e Videos from 2021

e Wondering what it was like on the ground? Check out this vlog: This is what hackers do at a hacker

con - lamVaaman

e Inspired by BSides? pmnh reflects on 2 years of Bug Bounty hunting - This is a great article with

some great advice for would-be bounty hunters


http://newsletter.intigriti.com/
https://forms.office.com/pages/responsepage.aspx?id=nKBEk21zj0m3qDqbUzu0ssn8LBLf7QZEsFJzLrAj1IZUNjk3SllSVjFFRFk1SUZLOU5DUzFPOEQ4SSQlQCN0PWcu
https://forms.office.com/pages/responsepage.aspx?id=nKBEk21zj0m3qDqbUzu0ssn8LBLf7QZEsFJzLrAj1IZUNjk3SllSVjFFRFk1SUZLOU5DUzFPOEQ4SSQlQCN0PWcu
https://twitter.com/intigriti/status/1576899949119381504?s=20&t=W1lKZfRa82vSFFBBapPytQ
https://www.youtube.com/c/intigriti
https://pr0xy.cc/bsides.pdf
https://speakerdeck.com/harshbothra/tale-of-chaining-bugs-for-account-takeover
https://docs.google.com/presentation/d/1brq-isjC_2iVINZTvW2-vSO2dNi47Lj9B2SWHLljtAc/edit#slide=id.g1f87997393_0_782
https://drive.google.com/file/d/1yLIGJJDvwutNgC6L_oW3Uj2LlATyu2no/view
https://github.com/DhiyaneshGeek/My-Presentation-Slides/blob/main/slides/How-to-write-your-First-Nuclei-Template.pdf
https://t.co/MoTPQYv5MR
https://www.youtube.com/c/BSidesAhmedabad
https://www.youtube.com/watch?v=LzuCyA8MaKo
https://www.youtube.com/watch?v=LzuCyA8MaKo
https://www.youtube.com/channel/UCt7KeAxt-zLcq05txGIJHpA
https://h1pmnh.github.io/post/2022-sep-2-years-bug-bounty/
https://www.intigriti.com/

Other Amazing Things

ideos | Q3*

e Making $$$ with Clickjacking - Farah Hawa

e IT WAS A SCAM - John Hammond

e Waybackurls - Sathvik Techtuber

e The origins of Cross-Site Scripting (XSS) - LiveOverflow

e The hardest CTF task I've ever done - Bug Bounty Reports Explained

e BUG BOUNTY: ACCOUNT TAKEOVER ON LIVE WEBSITE - BePractical

Podco.s*s ey

e Open Source Security - Let's chat about Let’'s Encrypt with Josh Aas

e Cloud Security Podcast - Kubernetes best practices

e The Hacker Factory Podcast - From Developer To Cybersecurity

e Smashing Security - Trussterflucks and eBay stalking

e Darknet Diaries - 125 Jeremiah

Tweets QO

e Humble Bundle launches Cloud Infrastructure bundle (includes cloud security books)



https://www.youtube.com/watch?v=kzI6sd02lXc
https://www.youtube.com/watch?v=buGEqNtEQG8
https://www.youtube.com/watch?v=6zID4GSnR9s
https://www.youtube.com/watch?v=lp4Do_VIwzw
https://www.youtube.com/watch?v=mKAWpFdVcPY
https://www.youtube.com/watch?v=4Y8jbEfX3us
https://www.youtube.com/watch?v=vtldD9eCUbo
https://opensourcesecurity.io/2022/09/11/episode-340-lets-chat-about-lets-encrypt-with-josh-aas/
https://twitter.com/CloudSecPod/status/1578853148743331841?s=20&t=l4w_1hWRcCvbjeG7wr4xuw
https://thehackerfactory.simplecast.com/episodes/from-developer-to-cybersecurity-a-conversation-with-jon-mccoy-the-hacker-factory-podcast-with-phillip-wylie
https://www.smashingsecurity.com/292-trussterflucks-and-ebay-stalking/
https://darknetdiaries.com/episode/125/
https://twitter.com/humble/status/1576246870208397312

e Breach notification done right (Telstra breach)

e dOnut reflects on the difficulty of data anonymisation

e Hacker Origin Stories

o
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e Share the micin cyber

Tutorials gl)nte vps

e Melting the DNS Iceberg: Taking over your infrastructure Kaminsky style

e Tale of easy P1 bugs in the wild

e Full company building takeover

e Hacking WordPress

e $40,000 Bounty, Authentication Bypass Techniques, Cache Poisoning, IDORs, Password Recovery,
and much more...

e Tale of multiple misconfigurations

e HTTP-Host Header Attacks

e Top SSRF bug bounty reports

e Reading ASP secrets for $17,000

e CVE-2022-35405: Critical ManageEngine RCE

e Methods for bypassing XSS detection in WAFs in 2022

e |IDOR in GraphQL Query Leaking Private Photos of a Million $ App

e BugBounty: Hunting Open Redirect Vulnerabilities For $$$

e Howl Found A P1 Bug


https://twitter.com/GossiTheDog/status/1577523151625388033?s=20&t=2U4TQ9Y1wZImInToCEBDBg
https://twitter.com/d0nutptr/status/1577461616148303872?s=20&t=_kKpFPTMG8W4wKiFrrxYww
https://twitter.com/intigriti/status/1578350208991232000?s=20&t=pY6wfFhInfskTzWl8dPdug
https://twitter.com/lzxdc/status/1578402570388717569?s=20&t=l4w_1hWRcCvbjeG7wr4xuw
https://sec-consult.com/blog/detail/melting-the-dns-iceberg-taking-over-your-infrastructure-kaminsky-style/
https://medium.com/@Cybervenom/tale-of-easy-p1-bugs-in-wild-1b7f5bf80eef?source=social.tw
https://infosecwriteups.com/company-building-takeover-10a422385390?source=collection_archive---------0-----------------------
https://infosecwriteups.com/hacking-the-wordpress-sites-for-fun-and-profit-part-1-water-7ba474ced0f8?source=collection_archive---------1-----------------------
https://infosecwriteups.com/40-000-bounty-authentication-bypass-techniques-cache-poisoning-idors-password-recovery-2ec097380c57
https://infosecwriteups.com/40-000-bounty-authentication-bypass-techniques-cache-poisoning-idors-password-recovery-2ec097380c57
https://infosecwriteups.com/40-000-bounty-authentication-bypass-techniques-cache-poisoning-idors-password-recovery-2ec097380c57
https://infosecwriteups.com/http-host-header-attacks-55ca4b7786c?source=collection_archive---------3-----------------------
https://t.co/f6dKmqV218
https://samcurry.net/reading-asp-secrets-for-17000/
https://infosecwriteups.com/cve-2022-35405-critical-manageengine-rce-30d16f2e9ce6
https://www.volkis.com.au/blog/bypass-xss-in-wafs/
https://rashahacks.com/idor-in-graphql-query-leaking-private-photos-of-a-million-app-2c12c7e9dea7
https://medium.com/@satyampathania14/bug-bounty-hunting-open-redirect-vulnerabilities-for-39bd26f564c9
https://medium.com/@amithc38/how-i-found-a-p1-bug-a9873819a2d0
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e Sniper - Recon and asset discovery

e JSON Crack Visual JSON

e Bellingcat OSINT Hackathon Tools

e Buildkit build docker files

e Hookbin - Alternative to Burp Collaborator
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e AWSome Pentesting Cheat Sheet

e BlindXSS with User Agent

e APl fuzzing

e Access Control Vulnerabilities

e Googledork operators
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e AWS Cloud Security 101 CTF

e 247CTF REVERSING185


https://github.com/1N3/Sn1per
https://jsoncrack.com/
https://www.bellingcat.com/resources/2022/10/06/automated-map-searches-scam-busting-tools-and-twitter-search-translations-here-are-the-results-of-bellingcats-second-hackathon/
https://github.com/moby/buildkit
https://twitter.com/Steiner254/status/1576145047195557888
https://github.com/pop3ret/AWSome-Pentesting/blob/main/AWSome-Pentesting-Cheatsheet.md
https://twitter.com/intigriti/status/1578711850505510912?s=20&t=ITI0rB-GsgxQvZ8oq-lHRQ
https://twitter.com/shaybt12/status/1578754511094833154?s=20&t=ITI0rB-GsgxQvZ8oq-lHRQ
https://github.com/encodedguy/bugbounty-cheatsheet/blob/master/AccessControl/WebSecurity.md
https://twitter.com/Mr_bug_bunty/status/1578765523348619264?s=20&t=ITI0rB-GsgxQvZ8oq-lHRQ
https://t.co/rQIYnem9JH
https://t.co/YiHcOBrUvV
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e DoD ‘Hack Us' Bug Bounty Program Pool Exhausted

e Malwarebytes modernises its bug bounty program

Non-frechnical &

e Binance hit by $100 million blockchain bridge hack.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://news.clearancejobs.com/2022/10/07/dods-hack-us-bug-bounty-program-pool-exhausted/
https://www.malwarebytes.com/blog/business/2022/10/malwarebytes-bugbounty-modernized-why-how-where
https://techcrunch.com/2022/10/07/blockchain-bridge-hack/?guccounter=1&guce_referrer=aHR0cHM6Ly90LmNvLw&guce_referrer_sig=AQAAAHrFeIuc5LyyJ1jFo10tNFxS0EYiVn1HIKrRP9k8lMgVIWh2dX2dtxf2Xfkf7Gcy9081ZfWh1WibyfkZTkkSlEYnwHe6L0vcQlnHXvtQwcQVHv79mowus1-1kwIpMzh_IZFCZnbsUotTr87CYaZy7H3wOE2WOh4tjyBgXZ9rz6Nr
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

