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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

CLICK HERE TO SUBSCRIBE

This issue covers the weeks from June 13 to 20.

Special announcement

After this issue, Bug Bytes will be on pause.

After almost three and a half years of working with Intigriti, | (@PentesterLand) have nothing but respect,

admiration and love for this company, its people and culture.

So, it is with great sadness that | am announcing that | have to stop this beautiful collaboration with

Intigriti for personal reasons.

I'm beyond grateful to Stijn and Inti for giving me (and so many other content creators!) support and a

platform to share knowledge and this passion for hacking.
To all of Bug Bytes's faithful readers, thank you for your ongoing support and love.

Hopefully, this won't be the end of Bug Bytes. Until another content creator picks up the torch, I invite you

to follow Intigriti's Twitter account, Youtube channel and Intigriti Hackademy to stay informed of any

new resources and news.

| also invite you to keep an eye on my list of bug bounty writeups which | continue to update regularly.

Last but not least, Intigriti is looking for new content creator(s) to join their community team. If you'd like
to work on the next iteration of Bug Bytes, | strongly encourage you to apply at

community@intigriti.com.


http://newsletter.intigriti.com/
https://twitter.com/PentesterLand
https://twitter.com/intigriti
https://www.youtube.com/c/intigriti
https://blog.intigriti.com/hackademy/
https://pentester.land/list-of-bug-bounty-writeups.html
https://www.intigriti.com/

Intigriti news

Challenge 0622

Find the XSS vulnerability
& WIN Intigriti swag vouchers

Sl TRY & WIN!

Intigriti’s June XSS challenge By lawrencevl

Our favorite 5 hacking items

1. Conference of the week

60 Remote Code Execution in 60 minutes - Laluka & Slides

If you like RCEs (and who doesn’t?!), you will love this talk. @TheLaluka presents 60 ways he obtained
unauthenticated RCE, with the full chains and links to learn more about all the vulnerabilities.

Note that the talk is in French, but slides are in English and are full of details, links and good memes.

2. Writeup of the week

How to download eBooks from Google Play Store without paying for them (Google)

This is about an interesting logic flaw that @Yess_2021xD found in Google. It looks simple once explained.
However it probably took a lot of persistence and attention to detail to notice the series of behaviors that
led to leaking a small part of an ebook, then come up with automation to access the whole ebook.

A very clever and creative finding with great impact.

3. Tutorials of the week

Building on an AppSec Pipeline with Burp Suite data - Part 1 & Part 2

Hack with ‘goodfaith’ - A tool to automate and scale good faith hacking

If you often find yourself looking for information across multiple Burp project files, @0xRST's burpsuite-

project-file-parser is a must. It is two years old but these new tutorials do an amazing job of explaining

what the tool does exactly, and how to leverage it for bug hunting with eight concrete examples.

@ryanelkins's goodfaith is another really useful tool for bug hunters and pentesters. It solves the issue of

ensuring that you stay within scope when doing recon and large-scale scanning.


https://challenge-0622.intigriti.io/
https://www.youtube.com/watch?v=Z9GN6cuggYQ
https://twitter.com/TheLaluka/status/1537773281406746624
https://twitter.com/TheLaluka
https://webs3c.com/t/how-to-download-ebooks-from-google-play-store-without-paying-for-them/79
https://twitter.com/Yess_2021xD/status/1537098369310547968
https://www.silentrobots.com/building-an-appsec-pipeline-with-burpsuite-data/
https://www.silentrobots.com/pushing-burp-suite-data-into-your-testing-pipeline-part-2/
https://labs.detectify.com/2022/06/21/hack-with-goodfaith-to-automate-and-scale-ethical-hacking/
https://twitter.com/0xRST
https://github.com/BuffaloWill/burpsuite-project-file-parser
https://github.com/BuffaloWill/burpsuite-project-file-parser
https://twitter.com/ryanelkins
https://github.com/brevityinmotion/goodfaith

4. Tools of the week

xnLinkFinder

PentagridScanController & Related talk

| noticed xnLinkFinder a while ago but didn't have time to play with it and compare it to other endpoint
discovery tools like LinkFinder. According to @nullenc0Ode, it found him more endpoints. So, it'd be
interesting to test and look at its code to understand what it does differently.

Another interesting tool is PentagridScanController. It is a Burp extension by @floyd_ch that improves
Burp's active scanning by excluding irrelevant requests (e.g. non-repeatable requests). Its behavior is
detailed and can be customized.

5. Video of the week

How to get started with and how to improve on secure code review

The best way to learn security code review is by doing it, but it is easier said than done when you are
starting out. If this speaks to you, this video might help. @wireghoul reviews some code and shares
practical tips and techniques to find 0-days in code.

SHARE ON TWITTER

Other amazing things we stumbled upon this
week

Videos

e | Know Where You Live Thanks to Your Cooking Tutorial

e Bug Bounty Redacted #4: Writing to S3 buckets & Insecure JWT Implementation
e Active Directory

e Configuring SSH Tunnels and VPNs | Ralph May

e Get the Best Python Books for Free

Podcasts & Audio

e Hacker Valley Red - From Black Hat to Bug Bounties [Pt. 1] with Tommy DeVoss

e (Cloud Security Podcast EP71 Attacking Google to Defend Google: How Google Does Red Team

Webinars

e LevelUpX - Series 3: How | hacked 55 Banks & Cryptocurrency Exchanges with Alissa Knight

e Phishing with Microsoft 365 and Microsoft Device Codes | Steve Borosh



https://github.com/xnl-h4ck3r/xnLinkFinder
https://github.com/pentagridsec/PentagridScanController
https://www.youtube.com/watch?v=aFMTzFfX1Z4
https://twitter.com/nullenc0de/status/1536789403934330883
https://twitter.com/floyd_ch/
https://www.youtube.com/watch?v=zK3rQZKBbao
https://twitter.com/wireghoul
https://twitter.com/intent/retweet?tweet_id=1539590041135206400&related=twitterapi,twittermedia,twitter,support
https://www.youtube.com/watch?v=2MuQcUuinE0
https://www.youtube.com/watch?v=F7QvhHJB-ck
https://www.youtube.com/playlist?list=PL1H1sBF1VAKVoU6Q2u7BBGPsnkn-rajlp
https://www.youtube.com/watch?v=zG4jYmHoEr8
https://www.youtube.com/watch?v=7iBqoc-DzTQ
https://twitter.com/jarlethorsen/status/1537017167341928449
https://hackervalley.com/hacker-valley-red/from-black-hat-to-bug-bounties-pt.-1-with-tommy-devoss/
https://cloud.withgoogle.com/cloudsecurity/podcast/ep71-attacking-google-to-defend-google-how-google-does-red-team/
https://www.youtube.com/watch?v=6yB33FihwtE
https://www.youtube.com/watch?v=jbUJ2NsZgcE

Open House: Real Property OSINT and Researching Public Records

Conferences

Area41 2022

Badkeys: Finding Weak Cryptographic Keys At Scale

DevSecCon24 - 2022

Comment construire des reverse shells - REmi Gascou (@Podalirius_)

Tutorials

Medium to advanced

How to: Look for TLS private keys on Docker Hub

The State of CSRF Vulnerability in 2022

Extracting Dynamic Values from Multiple Requests in a Nuclei Template

Why Are My Junctions Not Followed? Exploring Windows Redirection Trust Mitigation

Guide to Reversing and Exploiting iOS binaries Part 2: ARM64 ROP Chains

NTLM Authentication with Firefox & FoxyProxy

Beginners corner

Virtual Hosting - A Well Forgotten Enumeration Technique

How to orchestrate Bug Bounty tools with Python and Slack

How to see the impact installing BApps might have on Burp Suite

AWS Lambda Command Injection

Azure Attack Paths: Common Findings and Fixes (Part 1)

Writing Burp Suite Extension in Python - Part 1, Part 2, Part 3 & Part 4

Writeups

Challenge writeups

HackTheBox - Paper & Blog post

Stealing cookies through XSS — VoN — Query Service BCACTF 2022

Command Injection - Lab #2 Blind OS command injection with time delays

AWS Misconfigurations (CloudGoat walkthrough)


https://www.youtube.com/watch?v=F5DaPt4W5Oo
https://www.youtube.com/playlist?list=PLv-PXy2JVviu32C4U6F8KHKcyL4s-i_Fo
https://www.youtube.com/watch?v=KfvVlX30AJk
https://www.youtube.com/playlist?list=PLKWDDWZ_ETtDs11e6EPIAbz12VUE61LQA
https://www.youtube.com/watch?v=5EA3HUYzi8k
https://labs.detectify.com/2022/06/16/how-to-look-for-tls-private-keys-on-docker-hub/
https://utkusen.medium.com/the-state-of-csrf-vulnerability-in-2022-3858e6d90ab9
https://cybersecurity-360.blogspot.com/2022/06/extracting-dynamic-values-from-multiple.html
https://unit42.paloaltonetworks.com/junctions-windows-redirection-trust-mitigation/
https://www.inversecos.com/2022/06/guide-to-reversing-and-exploiting-ios.html
https://offensivedefence.co.uk/posts/ntlm-auth-firefox/
https://wya.pl/2022/06/16/virtual-hosting-a-well-forgotten-enumeration-technique/
https://webs3c.com/t/how-to-orchestrate-bug-bounty-tools-with-python-and-slack/81
https://portswigger.net/blog/how-to-see-the-impact-installing-bapps-might-have-on-burp-suite
https://www.safe.security/resources/blog/aws-lambda-command-injection/
https://blog.zsec.uk/azure-fundamentals-pt1/
https://allabouthack.com/writing-burp-suite-extension-in-python-part-1/
https://allabouthack.com/writing-burp-suite-extension-in-python-part-2/
https://allabouthack.com/python-burp-suite-extension-part-3/
https://allabouthack.com/python-burp-suite-extension-part-4/
https://www.youtube.com/watch?v=4e4wKDrANog
https://0xdf.gitlab.io/2022/06/18/htb-paper.html
https://medium.com/@sudo_von/xss-through-sql-injection-von-bcactf-2022-b314d6b7c3f1
https://www.youtube.com/watch?v=KbWn4L2dcHU
https://dhiyaneshgeek.github.io/cloud/security/2022/06/15/aws-misconfigurations/

Pentest writeups

e The Importance of White-Box Testing: A Dive into CVE-2022-21662

e Frontend Security Audit Report - Tornado Cash

Responsible(ish) disclosure writeups
e SmarterStats - Yet Another RPC Framework #Web #gRPC

e How I found 5 CVEs #Web #CodeReview #Automation

e Hacking into the worldwide Jacuzzi SmartTub networkhttps://eaton-
works.com/2022/06/20/hacking-into-the-worldwide-jacuzzi-smarttub-network/ #1oT #Web #SPA

e An Autopsy on a Zombie In-the-Wild 0-day #MemoryCorruption

Bug bounty writeups

e Personal Access Token Disclosure in Asana Desktop Application (Asana, $6,100)

e (CSRF leads to account takeover in Yahoo! (Yahoo, $3,000)

e Amazon Linux “log4j_hotpatch” <1.3-5 local privilege escalation to root (race condition) (Amazon)

e That Pipe is Still Leaking: Revisiting the RDP Named Pipe Vulnerability (Microsoft)

e The Android kernel mitigations obstacle race (Qualcomm)

e Cryptographic Side-Channels (Timing Leaks)_in JSBN (Xfinity Opensource)

See more writeups on The list of bug bounty writeups.

o sfleet: Go utility to manage multiple ssh
e Ermir: An Evil Java RMI Registry
e DFSCoerce: PoC for MS-DFSNM coerce authentication using NetrDfsRemoveStdRoot method

e Aced: DACL parser for Active Directory

Tips & Tweets

e Reverse dynamic ssh tunnels

e @alexjplaskett’s thoughts on learning how to find high impact issues in hard targets

e Bypass rate limiting on Ruby on Rails apps

e @garethheyes's new XSS vector which exploits the new Chrome Navigation API


https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/the-importance-of-white-box-testing-a-dive-into-cve-2022-21662/
https://github.com/Decurity/audits/blob/master/TornadoCash/tornadocash-classic-dapp-audit-report-1.0.pdf
https://frycos.github.io/vulns4free/2022/06/17/yet-another-rpc-framework.html
https://smart7.in/2022/06/15/How-I-found-5-CVEs.html
https://intigriti-website-prod-ae7aixlwc-intigriti.vercel.app/researchers/blog/bug-bytes/bug-bytes-175-60-rces-in-60min-free-google-play-store-ebooks-how-to-easily-parse-burp-project-files/print
https://eaton-works.com/2022/06/20/hacking-into-the-worldwide-jacuzzi-smarttub-network/
https://eaton-works.com/2022/06/20/hacking-into-the-worldwide-jacuzzi-smarttub-network/
https://googleprojectzero.blogspot.com/2022/06/an-autopsy-on-zombie-in-wild-0-day.html
https://security.lauritz-holtmann.de/advisories/asana-desktop-credential-disclosure/
https://webs3c.com/t/csrf-leads-to-account-takeover-in-yahoo/93
https://github.com/justinsteven/advisories/blob/main/2022_amazon_log4j-cve-2021-44228-hotpatch_local_privesc.md
https://www.cyberark.com/resources/threat-research-blog/that-pipe-is-still-leaking-revisiting-the-rdp-named-pipe-vulnerability
https://github.blog/2022-06-16-the-android-kernel-mitigations-obstacle-race/
https://github.com/andyperlitch/jsbn/issues/43
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/j3ssie/sfleet/
https://github.com/hakivvi/ermir
https://twitter.com/filip_dragovic/status/1538154721655103488
https://github.com/garrettfoster13/aced
https://twitter.com/sneakerhax/status/1539003286107217920
https://twitter.com/alexjplaskett/status/1538503438933319681
https://twitter.com/intigriti/status/1538124376402444288
https://twitter.com/garethheyes/status/1536796812073476097

e Resources to learn how to learn

See more tips on this week’s Twitter collection.

Misc. pentest & bug bounty resources

The Open Cloud Vulnerability & Security Issue Database

e elttam’s semgrep-rules

e MrTuxracer/advisories

e Awesome iOS Security

o OSINT Attack Surface Diagrams & Video intro

e webs3c.com

Articles

e Exception Handling and Data Integrity in Salesforce

e Embedding Payloads and Bypassing Controls in Microsoft InfoPath

e Evolutionary Multi-Task Injection Testing on Web Application Firewalls & DaNuoYi

e The Security Lottery: Measuring Client-Side Web Security Inconsistencies & TL;DR

e Pulling MikroTik into the Limelight, Slides & Universal “unpatchable” jailbreak for all MikroTik

RouterOS versions

e Attacking With WebView2 Applications

Challenges

e The 2022 Google CTF (July 3)

e Intigriti's June XSS challenge By lawrencevl

e BSidesSF CTF 2022 & @itsCOrg1’s walkthroughs

Bug bounty & Pentest news

e Cybersecurity
e Siemens, Motorola, Honeywell and more affected by 56 ‘ICEFALL’ vulnerabilities
e New Hertzbleed side-channel attack affects Intel, AMD CPUs

e Debate rages over Microsoft vulnerability practices after Follina, Azure issues

e Upcoming events


https://twitter.com/juliafmorgado/status/1537829756997189633
https://twitter.com/PentesterLand/timelines/1539258736853897218
https://github.com/wiz-sec/open-cvdb
https://github.com/elttam/semgrep-rules
https://twitter.com/MrTuxracer/status/1537075802533154827
https://github.com/Cy-clon3/awesome-ios-security
https://www.osintdojo.com/diagrams/main
https://www.youtube.com/watch?v=kTki0h6ZlvM
https://twitter.com/webs3c/status/1537077043275472896
https://research.nccgroup.com/2022/06/14/exception-handling-and-data-integrity-in-salesforce/
https://spaceraccoon.dev/embedding-payloads-bypassing-controls-microsoft-infopath/
https://arxiv.org/abs/2206.05743
https://github.com/COLA-Laboratory/DaNuoYi
https://swag.cispa.saarland/papers/roth2022lottery.pdf
https://twitter.com/s3br0th/status/1538782043563343872
https://margin.re/blog/pulling-mikrotik-into-the-limelight.aspx
https://margin.re/attachments/Pulling_MikroTik_into_the_Limelight.pdf
https://twitter.com/pedrib1337/status/1537136158060077056
https://twitter.com/pedrib1337/status/1537136158060077056
https://mrd0x.com/attacking-with-webview2-applications/
https://security.googleblog.com/2022/06/game-on-2022-google-ctf-is-here.html
https://challenge-0622.intigriti.io/
https://github.com/BSidesSF/ctf-2022-release
https://itsc0rg1.medium.com/bsidessf-2022-ctf-challenge-write-ups-cd75ebb7b7ea
https://therecord.media/siemens-motorola-honeywell-and-more-affected-by-56-icefall-vulnerabilities/
https://www.bleepingcomputer.com/news/security/new-hertzbleed-side-channel-attack-affects-intel-amd-cpus/
https://therecord.media/debate-rages-over-microsoft-vulnerability-practices-after-follina-azure-issues/

e 2022 Source Zero Con (June 22 - 24)

e AMA Webinar On Your Kali Linux Experience (June 28)

e Tool updates

e Help Needed: Fund ZAP Development

e Burp Professional / Community 2022.6 & Finding client-side prototype pollution with DOM

Invader
e OnelistForAll v2.4

e Introducing Ghostwriter v3.0 (new GraphQL API and CLI)

Non technical

e A hackers guide to FINDING cybersecurity jobs
e The ugly side of collaboration in bug bounties

e Hang Fire: Challenging our Mental Model of Initial Access

e From Physics Student To Red Team Consultant: Josiah Beverton's Story

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://go.optiv.com/2022SourceZeroCon.html
https://learn.offensive-security.com/ama-on-your-kali-linux-experience
https://www.zaproxy.org/blog/2022-06-17-help-needed-fund-zap-development/
https://twitter.com/CorelliumHQ/status/1539277556033134593
https://portswigger.net/burp/releases/professional-community-2022-6
https://portswigger.net/blog/finding-client-side-prototype-pollution-with-dom-invader
https://portswigger.net/blog/finding-client-side-prototype-pollution-with-dom-invader
https://twitter.com/Six2dez1/status/1537106653572628480
https://posts.specterops.io/introducing-ghostwriter-v3-0-db462a1c688c
https://www.jhaddix.com/post/a-hackers-guide-to-finding-cybersecurity-jobs
https://shubs.io/the-ugly-side-of-collaboration-in-bug-bounties/
https://posts.specterops.io/hang-fire-challenging-our-mental-model-of-initial-access-513c71878767
https://www.hackthebox.com/blog/josiah-bevertons-story
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

