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Bug Bytes #144 - Bug hunting on the
modern Web, Token spraying & Discourse
RCE

BY ANNA HAMMOND - OCTOBER 27, 2021 + LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

CLICK HERE TO SUBSCRIBE

This issue covers the week from October 18 to 25.

Intigriti news

Intigriti's October XSS challenge By @0xTib3rius

Our favorite 5 hacking items

1. Tool of the week

DataExtractor

DataExtractor is a Burp extension by @gwendallecoguic that adds passive scans to extract data from

source code.
There are already other tools to do the same thing, but this one is particularly interesting because it is

easily customizable. It allows you to ignore extensions and to use regexp to ignore files, extract data or

exclude results.

2. Writeups of the week

Discourse SNS webhook RCE (Discourse)



http://newsletter.intigriti.com/
https://challenge-1021.intigriti.io/
https://github.com/gwen001/DataExtractor/
https://twitter.com/gwendallecoguic
https://0day.click/recipe/discourse-sns-rce/
https://www.intigriti.com/

This is a great writeup by @joernchen. He exploited Discourse’s AWS notification webhook handler to
obtain OS command injection. It wasn't that simple of course! SNS messages must be signed by Amazon.
Bypassing the payload's signature involved chaining weaknesses in AWS SNS and in Ruby’s x509 parsing,

and a lot of staring at the code.

3. Challenge of the week

Design Flaw in Security Product - ALLES! CTF 2021, @LiveOverflow's video, & @gregxsunday’s
walkthrough

@liveoverflow released this fun Web app challenge that he created for the ALLES! CTF 2021. | don't want
to spoil what the vulnerability is, so let's just say that it involves WAF bypass and blind exploitation.

4, Resource of the week

Nuclei token-spray templates, Token Spray - Introduction to self-contained template & A Snapshot of
CAST in Action: Automating APl Token Testing

Have you ever found an exposed API token without knowing for which service it is intended? This
happens often to the Bishop Fox CAST team. So, they created Nuclei templates to quickly check the
validity of an API token against all possible services.

Interestingly, these new templates are “self-contained”. This new type of Nuclei template “does not
require any external information to run, such as target or input URLs.”

5. Video of the week

Katie Explains: Modern Web Development (GIVEAWAY)

This is an amazing introduction to the modern Web for bug hunters. If you want to know what today’s
websites are made of, this is the most beginner friendly video that you'll find.
@InsiderPhD explains microservices, the OOP paradigm, the MVC model, frameworks, middleware,

controllers, inheritance, etc, and what all this means in terms of bugs that you should look for.

SHARE ON TWITTER

Other amazing things we stumbled upon this
week

Videos

S1E1: What is Bug Bounty Hunting & “The Suck Factor”, S1E2: Tools - Hacking with “The Firefox”,
S1E3: Tools - Connect Burp Suite to Firefox and the Advanced Proxy, S1E4: Tools - Notepad++, IP

e $2,500 Leaking parts of private Hackerone reports - timeless cross-site leaks

e INDIAN HACKER with Mind BLOWING Achievements HACKING At It's Best...

e Career and Community building with Bug Bounties | NahamCon Panel



https://twitter.com/joernchen
https://github.com/LiveOverflow/ctf-cryptowaf
https://www.youtube.com/watch?v=v784VBx9w8g
https://www.youtube.com/watch?v=ZKrABs-N9wA
https://www.youtube.com/watch?v=ZKrABs-N9wA
https://twitter.com/liveoverflow
https://github.com/projectdiscovery/nuclei-templates/tree/master/token-spray
https://blog.projectdiscovery.io/nuclei-v2-5-3-release/
https://labs.bishopfox.com/tech-blog/automating-api-token-testing
https://labs.bishopfox.com/tech-blog/automating-api-token-testing
https://www.youtube.com/watch?v=APoK2CG7eMU&t=2274s
https://twitter.com/InsiderPhD
https://twitter.com/intent/retweet?tweet_id=1453359563709747207&related=twitterapi,twittermedia,twitter,support
https://www.youtube.com/watch?v=aDa0ymSrS7U
https://www.youtube.com/watch?v=V7Xt9IeuSoE
https://www.youtube.com/watch?v=6X6uODM_nZ0
https://www.youtube.com/watch?v=vAzj04Pepzo
https://www.youtube.com/watch?v=vAzj04Pepzo
https://www.youtube.com/watch?v=sKQ_XfmoSV0
https://www.youtube.com/watch?v=4CNEgTDXI-U
https://www.youtube.com/watch?v=_0Osw8XmOXU
https://www.youtube.com/watch?v=SV55nKoaj1U

Podcasts

e A Slack Attack and a MySQL Scientific Notation Bug [Bug Bounty podcast]

Webinars

e Android Exploits 101 Workshop & Slides

e Landing a]Job: Resumes and the Application Process

Conferences

FuzzCon Europe 2021 - WebSecurity Edition

ROOTCON 15

Objective by the Sea, v4.0

e 2021 Layer 8 Conference

Tutorials

Medium to advanced

e Exploiting Request forgery on Mobile Applications.

e Finding Gadgets Like It's 2015: Part 1

e From Default Printer Credentials to Domain Admin

e Servers are overrated - Bypassing corporate proxies (ab)using serverless for fun and profit.

e Lateral Movement - WebClient

Beginners corner

e Attacking Access Control Models In Modern Web Applications

e The Ultimate Guide to Android SSL Pinning Bypass

o Attacks & Defenses: Dumping LSASS With No Mimikatz

o A Primer for Testing the Security of GraphQL APIs

e 8 Different Ways to Bypass SSL Pinning_in iOS application

Writeups

Challenge writeups

e Privilege Escalation with MySQL User Defined Functions



https://www.youtube.com/watch?v=Jcb3eoET2h8
https://www.youtube.com/watch?v=squuwVQiPgg
https://docs.google.com/presentation/d/1StU5WdUD_qJiI_mUwU3dDRCsZUBDGxcf1C0lmzNSTPo/edit?resourcekey=0-O5HiPQO3EhH81rfBMHDHGw#slide=id.p
https://www.youtube.com/watch?v=rUCTejWvOs8
https://www.youtube.com/playlist?list=PLI0R_0_8-TV55gJU-UXrOzZoPbVOj1CW6
https://www.youtube.com/playlist?list=PLpJXs8BYnI-brJYJUIXEfrlofoM72vsCA
https://www.youtube.com/playlist?list=PLliknDIoYszvjA1Lix-Uce7ZDxS39J2ZY
https://www.youtube.com/playlist?list=PLp35snvWlrV-WXq4zhbhcQ5FcIkeIQBlk
https://dphoeniixx.medium.com/exploiting-request-forgery-on-mobile-applications-e1d196d187b3
https://www.synacktiv.com/publications/finding-gadgets-like-its-2015-part-1.html
https://boschko.ca/printer-to-domain-admin/
https://redteamer.tips/servers-are-overrated-bypassing-corporate-proxies-abusing-serverless-for-fun-and-profit/
https://pentestlab.blog/2021/10/20/lateral-movement-webclient/
https://snapsec.co/blog/2021/09/25/Attacking-Access-Control-Models-In-Modern-Web-Applications.html
https://redhuntlabs.com/ultimate-guide-to-android-ssl-pinning-bypass
https://www.whiteoaksecurity.com/blog/attacks-defenses-dumping-lsass-no-mimikatz/
https://blog.forcesunseen.com/a-primer-for-testing-the-security-of-graphql-apis
https://www.appknox.com/blog/bypass-ssl-pinning-in-ios-app
https://medium.com/r3d-buck3t/privilege-escalation-with-mysql-user-defined-functions-996ef7d5ceaf

e How To Search For CSRF!, How To Circumvent CSRF Protection! & Stored XSS Simplified!

e CSRF - Lab #8 CSRF with broken Referer validation

Pentest writeups

e Shells And SOAP: Websphere Deserialization To RCE & Nuclei template

Responsible(ish) disclosure writeups

e PHP-FPM Local Root Vulnerability #Web

e Moodle - Stored XSS and blind SSRF possible via feedback answer text #Web

e Support Board 3.3.4 Arbitrary File Deletion to Remote Code Execution #Web #CodeReview

e Multiple vulnerabilities in Nagios Xl < 5.8.6 #Web #CodeReview

e SuDump: Exploiting suid binaries through the kernel #Linux #LPE

0-day & N-day vulnerabilities
e 50 Shades of SolarWinds Orion Deserialization (Part 1: CVE-2021-35215) & PoC

e GitlLab CE CVE-2021-22205 in the wild & Exploit

Bug bounty writeups

e A Scientific Notation Bug.in MySQL left AWS WAF Clients Vulnerable to SQL Injection (Amazon)

e CVE-2021-2471 MySQL JDBC XXE (Oracle)

(Microsoft)

e Google Chrome Vulnerability Worth for $6K: Use After Free (CVE-2021-30573) (Google, $6,000)

e Deleting all DMs on RedditGifts.com (Reddit, $5,000)

e How | was able to revoke your Instagram 2FA (Facebook, $5,000)

e Hash-Collision Denial-of-Service Vulnerability in Markdown Parser (Reddit, $500)

e |IDOR to pay less for coin purchases on oauth.reddit.com (Reddit, $500)

See more writeups on The list of bug bounty writeups.

Tools

e Go Whois: WHOIS library, CLI tool and server with restful APIs to query whois information for
domains and IPs

e Fuguil4 - Untethered iOS 14 Jailbreak


https://www.youtube.com/watch?v=NtggatbBetU
https://www.youtube.com/watch?v=ZLa94_pPVBQ
https://www.youtube.com/watch?v=XzjONZ5lKcw
https://www.youtube.com/watch?v=KuqTaVXgiGo
https://wya.pl/2021/10/18/shells-and-soap-websphere-deserialization-to-rce/
https://github.com/projectdiscovery/nuclei-templates/blob/master/cves/2015/CVE-2015-7450.yaml
https://www.ambionics.io/blog/php-fpm-local-root
https://r0.haxors.org/posts?id=20
https://noob3xploiter.medium.com/support-board-3-3-4-arbitrary-file-deletion-to-remote-code-execution-da4c45b45c83
https://www.synacktiv.com/sites/default/files/2021-10/Nagios_XI_multiple_vulnerabilities_0.pdf
https://alephsecurity.com/2021/10/20/sudump/
https://testbnull.medium.com/50-shades-of-solarwinds-orion-deserialization-part-1-cve-2021-35215-2e5764e0e4f2
https://github.com/Y4er/CVE-2021-35215
https://security.humanativaspa.it/gitlab-ce-cve-2021-22205-in-the-wild/
https://github.com/CsEnox/Gitlab-Exiftool-RCE
https://www.gosecure.net/blog/2021/10/19/a-scientific-notation-bug-in-mysql-left-aws-waf-clients-vulnerable-to-sql-injection/
https://pyn3rd.github.io/2021/10/22/mysql-jdbc-xxe/
https://spaceraccoon.dev/all-your-d-base-are-belong-to-us-part-2-code-execution-in-microsoft-office?pk_campaign=rss-feed
https://securityforeveryone.com/blog/google-chrome-zero-day-vulnerability-cve-2021-30573
https://hackerone.com/reports/1213237
https://dhiyaneshgeek.github.io/web/security/2021/10/23/how-i-was-able-to-revoke-your-instagram-2fa/
https://hackerone.com/reports/1341957
https://hackerone.com/reports/1213765
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/shlin168/go-whois
https://github.com/LinusHenze/Fugu14

e ZipExec: A unique technique to execute binaries from a password protected zip for EDR bypass

e Phishious: An open-source Secure Email Gateway (SEG) evaluation toolkit designed for red-teamers

Tips & Tweets

e Turbo Intruder’s ‘wordlists.observedWords’

e TIL HTTP Digest Authentication was removed in v2020.7

e Payload for XXE in Java apps

e Oneliner to find hidden params in javascript files

e Emails are exposed by default in Slack workplaces

e Kerberos basics & (ab)use of Certificates within Active Directory (i.e. AD CS and PKINIT)

Misc. pentest & bug bounty resources

New Web Security Academy topic: Advanced request smuggling

e How to Hack Like a Ghost - Breaching the Cloud (starting at $20.99 on Amazon)

e Stored XSS flyer
o OffensiveVBA

e Internal Security Assessment: Field Guide (Updated) (starting at $8.99)

Challenges

e Intigriti's October XSS challenge By @0xTib3rius

e xss-challenge.ysamm.com

e OVIA (Oversecured Vulnerable iOS App)

e Escape the Container - BugHuntr.io

Articles

e Abusing Registries For Exfil And Droppers

e Using Kerberos for Authentication Relay Attacks & Windows Exploitation Tricks: Relaying DCOM

Authentication

e Shadow Attacks ... the smallest attack vector ever

e The 2021 TLS Telemetry Report



https://github.com/Tylous/ZipExec
https://github.com/Rices/Phishious
https://twitter.com/albinowax/status/1450828628120506372
https://twitter.com/MasteringBurp/status/1451143731684519940
https://twitter.com/steventseeley/status/1450114025996500995
https://twitter.com/0xJin/status/1451178047130898450
https://twitter.com/intigriti/status/1451876063907389446
https://twitter.com/_nwodtuhs/status/1451510341041594377
https://portswigger.net/web-security/request-smuggling/advanced
https://www.amazon.com/Hack-Like-Ghost-Sparc-Flow-ebook/dp/B08FH9SQNG/
https://twitter.com/sec_r0/status/1452663833013755905
https://github.com/S3cur3Th1sSh1t/OffensiveVBA
https://twitter.com/nullenc0de/status/1448121201554034690
https://challenge-1021.intigriti.io/
https://twitter.com/Samm0uda/status/1450913537702993932
https://github.com/oversecured/ovia
https://twitter.com/BugHuntrIo/status/1451575968267653128
https://www.antitree.com/2021/10/abusing-registries-for-exfil-and-droppers/
https://www.bitcrack.net/misusing-beyondtrust-remote-support-leading-to-data-exposure/
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://googleprojectzero.blogspot.com/2021/10/windows-exploitation-tricks-relaying.html
https://web-in-security.blogspot.com/2021/10/shadow-attacks-smallest-attack-vector.html
https://www.f5.com/labs/articles/threat-intelligence/the-2021-tls-telemetry-report

Bug bounty & Pentest news

Not just deprecated, but deleted: Google finally strips File Transfer Protocol code from Chrome

browser

Android Rust Introduction

UAParser.js npm Package Supply Chain Attack: Impact and Response

Tool updates

e Nuclei v2.5.3 (Breaking changes)

e r2c Semgrep: Taint mode is now in beta

e CTFNote v2

e Introducing Shodan Trends

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.theregister.com/2021/10/20/ftp_chrome_95/
https://www.theregister.com/2021/10/20/ftp_chrome_95/
https://source.android.com/setup/build/rust/building-rust-modules/overview
https://www.truesec.com/hub/blog/uaparser-js-npm-package-supply-chain-attack-impact-and-response
https://github.com/projectdiscovery/nuclei/releases/tag/v2.5.3
https://r2c.dev/blog/2021/taint-mode-is-now-in-beta/
https://twitter.com/FlatNetworkOrg/status/1450937766854934536
https://blog.shodan.io/introducing-shodan-trends/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

