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Bug Bytes #143 - Building an Apache SSRF
exploit, Thesis on HTTP Request
Smuggling & Turbo Intruder go brrr

BY ANNA HAMMOND - OCTOBER 20, 2021 *+ LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a
comprehensive list of write-ups, tools, tutorials and resources.

CLICK HERE TO SUBSCRIBE

This issue covers the week from October 11 to 18.

Intigriti News

How Artificial Intelligence is being used to match researchers with bug bounty programs
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Our favorite 5 hacking items

1. Resource of the week

Bachelor’s thesis on HTTP Request Smuggling

Mattias Grenfeldt (@mgrenfeldt) and Asta Olofsson published their Bachelor's thesis on HTTP Request
Smuggling. After it was published, they also discovered a new technique that uses chunk extensions and
affected Node.js.

There is a lot to unpack here but if you can't get enough of this vulnerability, they also have a writeup on
HRS in Gunicorn.

2. Writeups of the week

Bypassing required reviews using GitHub Actions (GitHub)
Stored XSS in markdown via the DesignReferenceFilter (GitLab, $16,000)

@omer_gil discovered a creative way to bypass required reviews on GitHub. Users with “write”
permissions on a repo could create a GitHub Action that approves their pull request, allowing them to
bypass required reviews.

The second writeup is an interesting bug chain on GitLab. @wcbowling found a stored XSS with CSP
bypass that could ne escalated to Arbitrary file read / SSRF.

3. Vulnerability of the week

Building a POC for CVE-2021-40438, one-liner PoC & Nuclei template

CVE-2021-40438 is an SSRF in Apache HTTP Server 2.4.48 and earlier. It's was discovered by the Apache
HTTP security team and patched back in September, but there wasn't any public proof of concept until
now.

@Firzen14 details in an excellent article how they reverse engineered the patch and constructed the
exploit.

4. Tip of the week

How to make Turbo Intruder attacks go as fast as possible

PortSwigger shared tips for making Turbo Intruder go as fast as possible. These can make all the
difference when you are testing a vulnerability and speed is an important factor (e.g. race conditions).

5. Tutorial of the week

How to win at CORS

The first step to hack anything is understanding how it works, right? If you are interested in client-side
vulnerabilities or browser security, you might enjoy this introduction to CORS. It is full of information on
this fundamental Web mechanism, its history, how it works, with a playground for practice.

SHARE ON TWITTER
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https://github.com/mattiasgrenfeldt/bachelors-thesis-http-request-smuggling
https://grenfeldt.dev/2021/10/08/gunicorn-20.1.0-public-disclosure-of-request-smuggling
https://medium.com/cider-sec/bypassing-required-reviews-using-github-actions-6e1b29135cc7
https://hackerone.com/reports/1212067
https://twitter.com/omer_gil
https://twitter.com/wcbowling
https://firzen.de/building-a-poc-for-cve-2021-40438
https://twitter.com/_mattata/status/1449020783989297167
https://github.com/projectdiscovery/nuclei-templates/blob/master/cves/2021/CVE-2021-40438.yaml
https://twitter.com/Firzen14
https://twitter.com/PortSwiggerRes/status/1447501346626752515
https://jakearchibald.com/2021/cors/
https://twitter.com/intent/retweet?tweet_id=1450813836504731654&related=twitterapi,twittermedia,twitter,support

Other amazing things we stumbled upon this

week

Videos

How to Reset Forgotten Password on Kali Linux

Introduction to Bash Programming (GIVEAWAY)

$2,500 Leaking parts of private Hackerone reports - timeless cross-site leaks

How to conduct a basic security code review | _Security Simplified

Webinars

e How to Analyze Code for Vulnerabilities using Joern

e A week in the life of a pentester

Conferences

e DC9111 0x04 SAFE MODE

e fwd:cloudsec

e BruCON 0x0D

Tutorials

e Azure Privilege Escalation via Service Principal Abuse

e Creating A Malicious Azure Ad OAuth2 Application

e Creating (almost)_perfect Hackintosh VM

e 0-Day Hunting (Chaining Bugs/Methodology)

e Resource Based Constrained Delegation

Writeups
Challenge writeups

e PBCTF 2021 - RCE 0-Day in Goahead Webserver

e InsecureShop Write-up,_all vulnerabilities explained

e Solstice VM - Walkthrough with STREN.

e CSRF - Lab #7 CSRF where Referer validation depends on header being present

e How To Search For CSRF!
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https://www.youtube.com/watch?v=7a_SB4xzoY8
https://www.youtube.com/watch?v=qy6TaUjyKcg
https://www.youtube.com/watch?v=4CNEgTDXI-U
https://www.youtube.com/watch?v=e52nVG7wR2Q
https://www.youtube.com/watch?v=qtGRNb_2Khs
https://www.youtube.com/watch?v=e9pvB4M2pfE
https://www.youtube.com/playlist?list=PLEmeYpGCoRdE_QohY1cENA1uUQE8sPkVK
https://www.youtube.com/playlist?list=PLCPCP1pNWD7Ofg8prNuVasGIwkKB3Ejhw
https://www.youtube.com/playlist?list=PLtb1FJdVWjUeYggPpHRvI7yGAsMpmIwO1
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://www.trustedsec.com/blog/creating-a-malicious-azure-ad-oauth2-application
https://medium.com/@slaer.001.001/creating-almost-perfect-hackintosh-vm-17126f5328b8
https://blog.riotsecurityteam.com/0day-chains
https://pentestlab.blog/2021/10/18/resource-based-constrained-delegation/
https://ahmed-belkahla.me/post/2-methods-rce-0-day-in-goahead-webserver-pbctf-2021/
https://erev0s.com/blog/insecureshop-write-up-all-vulnerabilities-explained/
https://www.youtube.com/watch?v=NQ6jbKqkJ0s
https://www.youtube.com/watch?v=IahwvoSgi0s
https://www.youtube.com/watch?v=NtggatbBetU

Pentest writeups

e ICMP Tunneling

Responsible(ish) disclosure writeups

e GHSL-2021-1012: Poor random number generation in keypair - CVE-2021-41117 #Crypto
#CodeReview

e Multiple Vulnerabilities In WP Fastest Cache Plugin #Web

e Check Point Research Prevents Theft of Crypto Wallets on OpenSea, the World's Largest NFT
Marketplace #Web #Ethereum

0-day & N-day vulnerabilities

e (CVE-2021-20034: Rapid7 analysis

Bug bounty writeups
e Abusing Slack’s file-sharing functionality to de-anonymise fellow workspace members (Slack)

e Write Up - Google VRP N/A: Arbitrary Local File Read (Macos) Via <a> Tag And Null Byte (%00) In
Google Earth Pro Desktop App (Google)

e Auth Bypass in Google Assistant (Google, $8,133.70)

e Stored XSS in Mermaid when viewing Markdown files (GitLab, $3,000)

See more writeups on The list of bug bounty writeups.

Tools
e RIO & Guide: A handy plugin for copying requests/responses or generating reports directly from Burp
e gh-dork: Github dorking tool
e Snowcat & Intro: A Go tool to audit the Istio Service Mesh
e Gorgo: A multi-threaded password sprayer based on Medusa, built for distributed spraying

e LDAP Monitor: Monitor creation, deletion and changes to LDAP objects live during your pentest or
system administration

e SAML2Spray: Python Script for SAML2 Authentication Passwordspray

Tips & Tweets

e Cloudflare bypass for RCE via Unrestricted file upload & Stored XSS

e DevTools command for taking screenshots

e Save/load Burp Match/Replace rules as project options
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https://sp00ks-git.github.io/posts/ICMP-Tunneling/
https://securitylab.github.com/advisories/GHSL-2021-1012-keypair/
https://jetpack.com/2021/10/14/multiple-vulnerabilities-in-wp-fastest-cache-plugin/
https://research.checkpoint.com/2021/check-point-research-prevents-theft-of-crypto-wallets-on-opensea-the-worlds-largest-nft-marketplace/
https://research.checkpoint.com/2021/check-point-research-prevents-theft-of-crypto-wallets-on-opensea-the-worlds-largest-nft-marketplace/
https://attackerkb.com/topics/23t9VCbGzt/cve-2021-20034/rapid7-analysis
https://jub0bs.com/posts/2021-10-12-xsleak-stack/
https://omespino.com/write-up-google-vrp-n-a-arbitrary-local-file-read-macos-via-a-tag-and-null-byte-in-google-earth-pro-desktop-app
https://omespino.com/write-up-google-vrp-n-a-arbitrary-local-file-read-macos-via-a-tag-and-null-byte-in-google-earth-pro-desktop-app
https://feed.bugs.xdavidhu.me/bugs/0011
https://hackerone.com/reports/1212822
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/TheKalin/rio
https://blog.yeswehack.com/yeswerhackers/pimpmyburp/pimpmyburp-6-generate-reports-directly-burp-suite/
https://github.com/molly/gh-dork
https://github.com/praetorian-inc/snowcat
https://www.praetorian.com/blog/introducing-snowcat/
https://github.com/pry0cc/gorgo
https://github.com/p0dalirius/LDAPmonitor
https://github.com/LuemmelSec/SAML2Spray
https://twitter.com/BurpBounty/status/1351816834299949056
https://twitter.com/freddyb/status/1443525834627760128
https://twitter.com/intigriti/status/1449339347002613765

e |Ifyou find a S3 subdomain takeover, you need to set up the S3 bucket in the correct region

e Interactsh server can be used to query cloud metadata services

Misc. pentest & bug bounty resources
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e container-security.site

e Mobile Application Penetration Testing Cheat Sheet

e OffensiveRust

e Learn Burp Suite Plugin Development from Scratch. ($5 pre-launch, $8 post-launch)

Challenges

e Totally Insecure Web Application Project (TIWAP)

Articles

AWS WAF's Dangerous Defaults

e Don't let Prometheus Steal your Fire

e Mozilla: Implementing form filling and accessibility in the Firefox PDF viewer

e (Creating a Basic Python Reverse Shell Listener

e Bugs in our Pockets: The Risks of Client-Side Scanning

Bug bounty & Pentest news

e Cybersecurity

e Windows 10,i0S 15, Ubuntu, Chrome fall at China's Tianfu hacking contest

e Missouri governor criticized for confusing vulnerability disclosure with criminal hacking

e Upcoming events

e Ekoparty 2021 (November 2-6)

e Tool updates

e Backslash Powered Scanner will now recognise and flag iterable inputs for easier IDOR testing

e LOphtCrack 7.2.0 has been released as an open source project

e (Cobalt Strike Sleep Python Bridge

Non technical

e Bug bounty hunter to working at Microsoft
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https://twitter.com/hakluke/status/1350553428242493440
https://twitter.com/pdnuclei/status/1448900265420099584
https://github.com/w9w/bugbounty_changelogs
https://www.container-security.site/
https://github.com/tanprathan/MobileApp-Pentest-Cheatsheet
https://github.com/trickster0/OffensiveRust
https://securityzines.com/books/BurpPluginDev.html
https://singh-simardeepsingh99.medium.com/tiwap-3a8b70043ce9
https://osamaelnaggar.com/blog/aws_waf_dangerous_defaults/
https://jfrog.com/blog/dont-let-prometheus-steal-your-fire/
https://blog.mozilla.org/attack-and-defense/2021/10/14/implementing-form-filling-and-accessibility-in-the-firefox-pdf-viewer/
https://tpetersonkth.github.io/2021/10/16/Creating-a-Basic-Python-Reverse-Shell-Listener.html
https://arxiv.org/abs/2110.07450
https://therecord.media/windows-10-ios-15-ubuntu-chrome-fall-at-chinas-tianfu-hacking-contest/
https://portswigger.net/daily-swig/missouri-governor-criticized-for-confusing-vulnerability-disclosure-with-criminal-hacking
https://www.ekoparty.org/en_US/speakers
https://twitter.com/albinowax/status/1449031341224366081
https://l0phtcrack.gitlab.io/
https://blog.cobaltstrike.com/2021/10/13/cobalt-strike-sleep-python-bridge/
https://microsoftedge.github.io/edgevr/posts/bug-bounty-hunter-to-working-at-microsoft/

e PROMPT#: Choose Wisely

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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