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Attacks & Better InfoSec resumes
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Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.
CLICK HERE TO SUBSCRIBE

This issue covers the week from September 20 to 27.
Intigriti news

-

) Europe’s #1
[LUEHUE  Ethical Hacking and

5 insights into the recruitment & hiring process at Intigriti

Our favorite 5 hacking items

1. Tutorial of the week

How Secure Are Your Universally Unique IDentifiers (UUIDs)? & extract-uuid-infos

UUIDv1 Sandwich Attacks aren’t new but I'm just discovering them thanks to @0xLupin. This led me to
discover an excellent article by @VerSprite on UUID versions and their security implications. Also,
@righettod has a PIPER script to automate the detection of UUIDs and extract info based on their version

(all within Burp).


http://newsletter.intigriti.com/
https://blog.intigriti.com/2021/09/10/recruitment-hiring-process-at-intigriti/
https://versprite.com/blog/universally-unique-identifiers/
https://github.com/righettod/burp-piper-custom-scripts#extract-uuid-infos
https://twitter.com/0xLupin/status/1441470496424570883
https://twitter.com/VerSprite
https://twitter.com/righettod/status/1358112395793731585
https://www.intigriti.com/

2. Writeups of the week

Autodiscovering the Great Leak (Microsoft)

“A tale of making internet pollution free” - Exploiting Client-Side Prototype Pollution in the wild

(Apple, Atlassian, Mozilla, HubSpot, Segment Analytics & others)

@0xAmit discovered that the Microsoft Autodiscover protocol used by Exchange leaks Windows domain
credentials to autodiscover.[tld] domains. Some of these domains were available to purchase. By

registering them, Amit received hundreds of thousands of domain credentials...

Another amazing piece of research is about prototype pollution at scale. A team of researchers scanned
vulnerability disclosure programs looking for prototype pollution vulnerabilities, trying to find script
gadgets for XSS. They found 18 vulnerable libraries, 80 bugs reported, and share lots of details on the

methodology and tools they used.

3. Videos of the week

How To Search For DOM-Based XSS!
How to Create a Better Infosec Resume (with @jhaddix)!

@PascalSec's explanation of DOM XSS is just amazing. Everything is broken down including the basics of
DOM XSS, sources and sinks, and how to track data flows from source to sink using the browser DevTools
and JavaScript debugger.

If you struggle with this vulnerability type, this will clarify all the steps you need to detect and exploit it.

The second video is for anyone in InfoSec who wants to create or improve their resume. @NahamSec and
@Jhaddix talk about the dos and don'ts, demonstrate the creation of a resume for a fake persona, then

review some resumes sent by viewers.

4. Article / Tools of the week

SecurityTrails x Amass ReconMaster contest

@yougina came ninth in SecurityTrails's Recon Master contest and share how they did it. It is interesting
to see that no intricate or obscure recon tools or techniques were used. It's all about how well-known

tools were chained together, with custom scripts to overcome memory and storage space limitations.

5. Tip of the week

How to send remote VPS requests to your local BURP using SSH

Some of you may already know how to do this. For those who don't, this is good to know in case you need
to run tools on your VPS and proxy the traffic through your local Burp.

The solution shared by @bsysop is simply to run ssh -R 8080:127.0.0.1:8080 root@VPS_IP -f -N locally, then
use http://127.0.0.1:8080 as a proxy when running tools on the VPS (e.g. curl -k https://example.com -x
http://127.0.0.1:8080 ).

SHARE ON TWITTER



https://www.guardicore.com/labs/autodiscovering-the-great-leak/
https://blog.s1r1us.ninja/research/PP
https://twitter.com/0xAmit
https://www.youtube.com/watch?v=ojiOCfg-FXU
https://www.youtube.com/watch?v=Zs28J_SDXYQ
https://twitter.com/PascalSec
https://twitter.com/NahamSec
https://twitter.com/Jhaddix
https://github.com/YouGina/reconmaster
https://twitter.com/yougina
https://twitter.com/bsysop/status/1441845685943345154
https://twitter.com/bsysop
https://twitter.com/intent/retweet?tweet_id=1443198051573805056&related=twitterapi,twittermedia,twitter,support

Other amazing things we stumbled upon this
week

Videos

e Nosql Injection For Beginners!

e $50,000 Shopify access to source code via leaking GitHub token - Hackerone bug bounty

e Did you really find a vulnerability in Google? - ft. @PwnFunction

Podcasts

e Darknet Diaries Ep 101: Loteria

e Day[0]: A Curl UAF, iPhone FORCEDENTRY, and a Crazy HP OMEN Driver [Binary Exploitation

Podcast]

Webinars
e The Quest for the Kill Chain Killer Continues

e Webcast: Shellcode Execution with GolLang

e [SecWed] 8 Sep 21 |_Firmware Bug hunting with Taint analysis, Slides & Blog post

Conferences

e h@cktivitycon 2021

e HTB x HacktivityCon 2021 Talks

e #RomHack2021

Tutorials

Medium to advanced

How Secure Are Your Universally Unique IDentifiers (UUIDs)? & UUIDv1 Sandwich Attack example

e Easier URI Targeting With Metasploit Framework

e Linux X86 Assembly - How To Test Custom Shellcode Using A C Payload Tester

e Finding Number Related Memory Corruption Vulns

e A Short History of Chaosnet



https://www.youtube.com/watch?v=cuqkhLkekY4
https://www.youtube.com/watch?v=TOgIgD0KUVs
https://www.youtube.com/watch?v=gVGHaiB9qo4
https://darknetdiaries.com/episode/101/
https://www.youtube.com/watch?v=Mn-5BQOQDWY
https://www.youtube.com/watch?v=HhepsOHtsM4
https://www.youtube.com/watch?v=HhepsOHtsM4
https://www.youtube.com/watch?v=qbITDNZ6hi0
https://www.blackhillsinfosec.com/webcast-shellcode-execution-with-golang/
https://www.youtube.com/watch?v=D2jHvjeFQCM
https://docs.google.com/presentation/d/1Fn2wl96hF6HPSrBNwowRHalWOGe8aPBZGq3xyVvmB9c/edit#slide=id.gecaf917c5d_0_290
https://starlabs.sg/blog/2021/08/identifying-bugs-in-router-firmware-at-scale-with-taint-analysis/
https://www.youtube.com/playlist?list=PLxhvVyxYRviZj5O6XJudvhSQ0LqA0bsJA
https://www.youtube.com/playlist?list=PLvrX-Ob08KZJRjxHj3OFbrCQHwGXdxzau
https://www.youtube.com/playlist?list=PL1UJVNzpT9Z75lVisztflYK4v_7XBwuTh
https://versprite.com/blog/universally-unique-identifiers/
https://twitter.com/0xLupin/status/1441470496424570883
https://www.rapid7.com/blog/post/2021/09/23/metasploit-uri-support/
https://secureideas.com/blog/2021/09/linux-x86-assembly-how-to-test-custom-shellcode-using-a-c-payload-tester.html
https://maxwelldulin.com/BlogPost?post=9715056640
https://twitter.com/snyff/status/1440481503817846784

Beginners corner

e Waybackurls - Hacker Tools: Time-traveling for bounties & Video

e AWS Cognito Misconfigurations in Android Apps

e nmapAutomator: Automating your Nmap Enumeration and Reconnaissance

e ASP.NET CORE Path Traversal

Writeups
Challenge writeups

e How To Search For SSRF!

e [::ACSC Quals 2021::] — Breaking Logics
e CSRF - Lab #4 CSRF where token is not tied to user session | Long Version

e HackTheBox - Pit

Responsible(ish) disclosure writeups

o (CVE-2021-38112: AWS Workspaces Remote Code Execution #Desktop

e Cachet 2.4: Code Execution via Laravel Configuration Injection

e The Ultimate Guide to Crashing Your Friend’'s Wedding - The Knot, Business Logic Flaw #Web

e (CVE-2021-40875: Improper Access Control in Gurock TestRail versions < 7.2.0.3014 results in
sensitive file exposure #Web

e PandoraFMS 755 - Chained XSS + .htaccess RCE #Web

iOS 15 iCloud Private Relay Vulnerability Identified #Privacy #i0OS

0-day & N-day vulnerabilities
e New Azure Active Directory password brute-forcing flaw has no fix

e VMware CVE-2021-22005 Technical analyses by Censys, by Randori, by @testanull & Nuclei template

for detection

e Disclosure of three 0-day iOS vulnerabilities and critique of Apple Security Bounty program (Apple)

e CVE-2021-26084: Details On The Recently Exploited Atlassian Confluence OGNL Injection Bug

e Analysis of CVE-2021-35211 (Part 1) & Part 2

e Fully Weaponized CVE-2021-40444

Bug bounty writeups


https://blog.intigriti.com/2021/09/24/hacker-tools-waybackurls/
https://www.youtube.com/watch?v=-zsYi0_xWbo
https://erev0s.com/blog/aws-cognito-misconfigurations-in-android-apps/
https://securitytrails.com/blog/nmapautomator
https://alaa0x2.medium.com/asp-net-core-path-traversal-e2bed792d171
https://www.youtube.com/watch?v=Ku6CK3Aes8Y
https://peterjson.medium.com/acsc-quals-2021-breaking-logics-3816992bd583
https://www.youtube.com/watch?v=8UzP7nqxvec
https://twitter.com/ippsec/status/1441795010437992449
https://rhinosecuritylabs.com/aws/cve-2021-38112-aws-workspaces-rce/
https://blog.sonarsource.com/cachet-code-execution-via-laravel-configuration-injection
https://johnjhacking.com/blog/the-ultimate-guide-to-crashing-your-friend-s-wedding-the-knot-business-logic-flaw/
https://johnjhacking.com/blog/cve-2021-40875/
https://johnjhacking.com/blog/cve-2021-40875/
https://k4m1ll0.com/chained_exploit_htaccess.html
https://fingerprintjs.com/blog/ios15-icloud-private-relay-vulnerability/
https://arstechnica.com/information-technology/2021/09/new-azure-active-directory-password-brute-forcing-flaw-has-no-fix/?comments=1
https://censys.io/blog/vmware-cve-2021-22005-technical-impact-analysis/
https://www.randori.com/blog/technical-analysis-vcenter-vmsa-2021-0020/
https://twitter.com/testanull/status/1441345969451245574
https://github.com/projectdiscovery/nuclei-templates/blob/f0aabe33be7e2494eebe2d8bfd955c797b8121db/cves/2021/CVE-2021-22005.yaml
https://github.com/projectdiscovery/nuclei-templates/blob/f0aabe33be7e2494eebe2d8bfd955c797b8121db/cves/2021/CVE-2021-22005.yaml
https://habr.com/en/post/579714/
https://www.zerodayinitiative.com/blog/2021/9/21/cve-2021-26084-details-on-the-recently-exploited-atlassian-confluence-ognl-injection-bug
https://yichenchai.github.io/blog/serv-u-part-1
https://yichenchai.github.io/blog/serv-u-part-2
https://github.com/klezVirus/CVE-2021-40444

¢ Remote Command Execution in Visual Studio Code Remote Development Extension (Microsoft)

e Attack Surface Analysis - Part 3 - Resurrected Code Execution ($8,500)

e $8,000 Bug Bounty Highlight: XSS to RCE in the Opera Browser (Opera, $8,000)

e Facebook Messenger for MacOS contained valid hardcoded FB access token (employee’s token?)
(Facebook, $625)

e RCE in Citrix ShareFile Storage Zones Controller (CVE-2021-22941) - A Walk-Through (Citrix
Systems)

e Pwn20wn 2021: Parallels Desktop Guest To Host Escape (Parallels)

e mXSS in support.mozilla.org (Mozilla)

See more writeups on The list of bug bounty writeups.

Tools

e fullhunt.io & Intro

e Chronos: Extract pieces of info from a web page’s Wayback Machine history

e ssh-key-confirmer: Test if a public key would theoretically be allowed on a SSH target if you had the

private key
e crawlergo: A powerful browser crawler for web vulnerability scanners
e Mitra: A generator of weird files (binary polyglots, near polyglots...)
e Cariddi: Take a list of domains, crawl urls and scan for endpoints, secrets, api keys, file extensions,
tokens and more...
Tips & Tweets

e Proxying curl traffic through Burp when burp doesn’t work

e XSS when target="_blank”

e With iOS 15 supporting Safari extensions, you can use Weblnspector extension to hack on iPad

e WAF bypass using multiple fields

e A contrived solution for the “Basic context length limit, arbitrary code” impossible lab

e When reviewing a new project/framework/library...

e Use this to build a quick GraphQL schema from Facebook Android and iOS apps

Misc. pentest & bug bounty resources

e Defense against Client-Side Attacks (Whitepaper)


https://www.shielder.it/advisories/remote-command-execution-in-visual-studio-code-remote-development-extension/
https://parsiya.net/blog/2021-09-26-attack-surface-analysis-part-3-resurrected-code-execution/
https://blogs.opera.com/security/2021/09/8000-bug-bounty-highlight-xss-to-rce-in-the-opera-browser/
https://www.vulnano.com/2021/09/facebook-messenger-for-macos-contained.html
https://codewhitesec.blogspot.com/2021/09/citrix-sharefile-rce-cve-2021-22941.html
https://trenchant.io/pwn2own-2021-parallels-desktop-guest-to-host-escape/
https://gccybermonks.com/posts/mxss/
https://pentester.land/list-of-bug-bounty-writeups.html
https://fullhunt.io/
https://fullhunt.io/blog/2021/09/20/introducing-the-fullhunt-platform.html
https://github.com/mhmdiaa/chronos
https://github.com/benjojo/ssh-key-confirmer
https://github.com/Qianlitp/crawlergo
https://github.com/corkami/mitra
https://github.com/edoardottt/cariddi
https://twitter.com/MasteringBurp/status/1440999085704626178
https://twitter.com/imranparray101/status/1441271859245305856
https://twitter.com/michielprins/status/1440073947958046736
https://twitter.com/intigriti/status/1442091593293574145
https://twitter.com/lbherrera_/status/1441440157085827078
https://twitter.com/r0bre/status/1441412213038714888
https://twitter.com/phwd_/status/1441116231885484033
https://notsosecure.com/whitepaper-release-defense-against-client-side-attacks/

e @HolyBugx's recommended resources for learning GraphQL

e List of APl endpoints & objects

o Bookt of Tips ft. Aditya Shende

e Game Hacking Academy

Challenges

e Training XSS Muscles

e PyGoat: Intentionally vuln web Application Security in django

e HTB Retired Machines free for two weeks, the current one is Jarmis

Articles

IAM Vulnerable - Assessing the AWS Assessment Tools

e New XSLeaks technique: CSP violation based on form-action

e Using CodeQL to detect client-side vulnerabilities in web applications

e Resetting Expired Passwords Remotely

e Bug Bounty Cloud Automation at Scale & AWS Step Functions to accelerate bug bounty recon
workflows (follow-ups to @ryanelkins's DEFCON 29 talk)

Bug bounty & Pentest news

Bug bounty

e Google: Announcing New Patch Reward Program for Tsunami Security Scanner

e Cybersecurity

e Google TAG: Financially motivated actor breaks certificate parsing to avoid detection

e NSA, CISA Release Guidance on Selecting and Hardening Remote Access VPNs

e Tech

e AWS federation comes to GitHub Actions

e Upcoming events

e AMA with Oxdf : Creating HTB machines

e Tool updates

e ReconFTW v2.1.0

e Anew added output options

e Dalfox v2.5.0 released



https://twitter.com/HolyBugx/status/1441460070387261440
https://gist.github.com/yassineaboukir/8e12adefbd505ef704674ad6ad48743d
https://github.com/kongsec/Vulnerabilities-Approach-Slides/blob/main/Book_of_tips_by_aditya_shende.pdf
https://gamehacking.academy/about
https://brutelogic.com.br/blog/training-xss-muscles/
https://github.com/adeyosemanputra/pygoat
https://twitter.com/hackthebox_eu/status/1438137833861132288
https://twitter.com/ippsec/status/1442568728080617472
https://labs.bishopfox.com/tech-blog/iam-vulnerable-assessing-the-aws-assessment-tools
https://twitter.com/jub0bs/status/1439911836309147648
https://raz0r.name/articles/using-codeql-to-detect-client-side-vulnerabilities-in-web-applications/
https://www.n00py.io/2021/09/resetting-expired-passwords-remotely/
https://www.brevityinmotion.com/bug-bounties-cloud-automation-at-scale/
https://www.brevityinmotion.com/aws-step-functions-to-accelerate-bug-bounty-recon-workflows/
https://www.brevityinmotion.com/aws-step-functions-to-accelerate-bug-bounty-recon-workflows/
https://twitter.com/ryanelkins/status/1424914589960089620
https://security.googleblog.com/2021/09/announcing-new-patch-reward-program-for.html
https://blog.google/threat-analysis-group/financially-motivated-actor-breaks-certificate-parsing-avoid-detection/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2791320/nsa-cisa-release-guidance-on-selecting-and-hardening-remote-access-vpns/
https://awsteele.com/blog/2021/09/15/aws-federation-comes-to-github-actions.html
https://twitter.com/hackthebox_eu/status/1440357116334645256
https://twitter.com/Six2dez1/status/1441868324460056582
https://github.com/tomnomnom/anew/commit/bf9adcb4c4604ba294ba2362ca258ba5b4a5e0d8#diff-2873f79a86c0d8b3335cd7731b0ecf7dd4301eb19a82ef7a1cba7589b5252261
https://twitter.com/hahwul/status/1442527090893410305?s=09

e Subfinder v2.4.9

e Feroxbuster has a new documentation site

Non technical

e Meet a Hacker Hero - Eva Galperin

e 20 productivity hacks that will change your life

REQUEST A DEMO VISIT THE WEBSITE

intigriti.com/demo intigriti.com

GET IN TOUCH

hello@intigriti.com



https://github.com/projectdiscovery/subfinder/releases/tag/v2.4.9
https://twitter.com/epi052/status/1442968979526406167?s=09
https://blog.detectify.com/2021/09/24/meet-a-hacker-hero-eva-galperin/
https://twitter.com/MCovBrown/status/1441805225086447619
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

