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Bug Bytes #135 - Code review for bug
hunters, Zoom $200K RCE & Breaking
HTTP/2 and Exchange

BY ANNA HAMMOND - AUGUST 25, 2021 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

CLICK HERE TO SUBSCRIBE

This issue covers the week from August 2 to 23.

Intigriti News

Introducing fast lane
to reward research

&? INTIGRITI

Intigriti launches fast lane program to incentivise cybersecurity research
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http://newsletter.intigriti.com/
https://blog.intigriti.com/2021/08/10/intigriti-launches-fast-lane-program-to-incentivise-cybersecurity-research/
https://www.intigriti.com/

Welcome to the 1337-club for Q3 2021, @octOpus7, @bug_dutch, @kapytein & @mase289!

Our favorite 5 hacking items

1. Conference of the week

DEF CON 29 Main Stage Presentations & Media Server

Recon Village, AppSec Village & Red Team Village CTF: Day 1

There are so many amazing talks and new research in this DEF CON edition! So, I'm only going to mention

two of the most notable ones:

e HTTP/2: The Sequel is Always Worse by @albinowax (plus Tips on how to find a HTTP/2 playmate);

e @orange 8361's From Pwn20wn 2021: A New Attack Surface On Microsoft Exchange - Proxyshell!
that earned him $200K at Pwn20wn 2021.

2. Writeups of the week

Sophos UTM Preauth RCE: A Deep Dive into CVE-2020-25223
Zoom RCE from Pwn20wn 2021 (Zoom, $200,000)

@jstnkndy came across CVE-2020-25223 in a pentest and didn't find any public exploit. So, he reverse

engineered the vulnerability’s patch to develop his own proof of concept. The writeup is very well written

and explains the methodology in great detail.

The second writeup is about a 0-click RCE via heap buffer overflow found in Zoom. Thijs Alkemade & Daan
Keuper demonstrated the bug during Pwn20wn and share details on this impressive and lucrative

finding.

3. Webinar of the week

How to do Code Review - The Offensive Security Way

If you're interested in learning source code review to get a leverage as a bug hunter, this is a must-watch.
@infosec_au shares insightful techniques for obtaining source code in the context of bug bounties, plus

interesting bug examples and tips for both beginners and experienced code reviewers.

4. Video of the week

Working with HTTP/2 in Burp Suite & Blog post

Since @albinowax's talk on HTTP/2 desync attacks, Burp Suite was updated to enhance HTTP/2 support.
This video demonstrates these new changes and how to use Burp to test for HTTP/2-exclusive

vulnerabilities.

5. Tools of the week

Malicious PDF Generator

apk-recon.yaml, api-linkfinder.sh, Links & parameters wordlists extracted from the top 55 mobile
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https://twitter.com/intigriti/status/1428723327569387520
https://www.youtube.com/playlist?list=PL9fPq3eQfaaBUD1zVxJWJmX86A6d0isBI
https://media.defcon.org/DEF%20CON%2029/
https://www.youtube.com/playlist?list=PLVwzzufdy9iu3UbT1UNSq_mhEgl6Dj4Ue
https://www.youtube.com/playlist?list=PLrBLsgTCBQVr5E8x3Z-fjKjZlGd7Yzn2l
https://www.youtube.com/watch?v=lR-plLnDg9g&t=23856s
https://portswigger.net/research/http2
https://twitter.com/albinowax
https://twitter.com/albinowax/status/1423634461086846979
https://twitter.com/orange_8361
https://www.zerodayinitiative.com/blog/2021/8/17/from-pwn2own-2021-a-new-attack-surface-on-microsoft-exchange-proxyshell
https://www.atredis.com/blog/2021/8/18/sophos-utm-cve-2020-25223
https://sector7.computest.nl/post/2021-08-zoom/
https://twitter.com/jstnkndy
https://www.youtube.com/watch?v=fb-t3WWHsMQ
https://twitter.com/infosec_au
https://portswigger.net/burp/documentation/desktop/http2
https://portswigger.net/burp/releases/professional-community-2021-8
https://twitter.com/albinowax
https://github.com/jonaslejon/malicious-pdf
https://twitter.com/nullenc0de/status/1423373115208445959
https://twitter.com/nullenc0de/status/1423973855941509124
https://twitter.com/nullenc0de/status/1425973675715612672

apps

Malicious PDF Generator is a Python script that generates 10 different malicious PDF files and supports
Burp for receiving out-of-band requests. @jonasl created it for Web app testers to automate several

known attacks.

The other tools are a Nuclei template and a Bash script that @nullencOde uses to extract parameters and
links from APKs and APl documentation. The regexes they use can also be tweaked if you need to dump
more/different information.

SHARE ON TWITTER

Other amazing things we stumbled upon this
week

Videos

Hack Chat Live at Black Hat 2021

How to Use WPScan With ethicalhack3r

e “Game-Over For The Company” with @dOnut (Hacker Heroes #8), “l Want To Know Where The
Aliens Are” with @RobinZekerNiet (Hacker Heroes #9) & “Unlimited Money To Your Account?” with

@bug _dutch (Hacker Heroes #10)

e What To Do When You Have DEFCON FOMO?? :((((

e SecuriTEA & Crumpets - Episode 11 - Grant Douglas - Frida

¢ |Interview w @SherlockSecure : Top 15 on Github \|_Top 400 on BC\| Approach, Mindset & More...

e Learning to Hack in 2021: What resources should you use? & Blog post

Podcasts

e Microsoft's Reasoned Neglect - T-Mobile’s Major Data Leak, Razer Mouse Hack, Overlay Networks

Webinars

e OWASP Talk - HTTP3 Security - Robin Marx

e Ethical Hacking & System Defense (Free Ethical Hacking class by @PhillipWylie)

Conferences

e Black Hat USA 2021 & Slides

e BSides Noida: Day -1 & Day -2

e USENIX Security ‘21 Technical Sessions, including:
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https://twitter.com/nullenc0de/status/1425973675715612672
https://twitter.com/jonasl/status/1427880306607067136
https://twitter.com/nullenc0de
https://twitter.com/intent/retweet?tweet_id=1430510550551830536&related=twitterapi,twittermedia,twitter,support
https://www.youtube.com/playlist?list=PLUzWZANghr3YKYnbGfSBARdghqzg3KwDb
https://www.youtube.com/watch?v=C2qEh5NMczo
https://www.youtube.com/watch?v=2UFUwusGHY4
https://www.youtube.com/watch?v=a8jJ0sLeBwc
https://www.youtube.com/watch?v=a8jJ0sLeBwc
https://www.youtube.com/watch?v=hvee2fy_DbU
https://www.youtube.com/watch?v=hvee2fy_DbU
https://www.youtube.com/watch?v=v5RehHyqPlk
https://www.youtube.com/watch?v=XxnHLsWnN7I
https://www.youtube.com/watch?v=mjf_Hl-rvPk
https://www.youtube.com/watch?v=B8rlMB-Dry8
https://labs.detectify.com/2021/08/24/hakluke-list-resources-for-beginner-hackers-2021/
https://www.youtube.com/watch?v=vrTRrP0K1aU
https://www.youtube.com/watch?v=Mx8hDbQmj7I
https://twitter.com/PhillipWylie/status/1426927040884887648
https://www.youtube.com/playlist?list=PLH15HpR5qRsUM_MtDv3BKjCViY3L0zGDX
https://www.blackhat.com/us-21/briefings/schedule/
https://www.youtube.com/watch?v=e9-YBZa7pdI
https://www.youtube.com/watch?v=idFhbJRxdHc
https://www.usenix.org/conference/usenixsecurity21/technical-sessions

e Weaponizing Middleboxes for TCP Reflected Amplification & Video

e Can | Take Your Subdomain? Exploring Same-Site Attacks in the Modern Web

e Abusing Hidden Properties to Attack the Node.js Ecosystem

e Why TLS is better without STARTTLS: A Security Analysis of STARTTLS in the Email Context, NO
STARTTLS

e Injection Attacks Reloaded: Tunnelling Malicious Payloads over DNS

Slides & Workshop material

e CyberTruckChallenge19 (Android security workshop material)

Tutorials

Medium to advanced

’

e Proxy managed by enterprise? No problem! Abusing PAC and the registry to get burpin

e How does git diff ~ignore-matching-lines work

e How to install Frida into an Android application

e Admin's Nightmare: Combining HiveNightmare/SeriousSAM and AD CS Attack Path’s for Profit

e Knock knock, who's there? Your new DA!

e The ultimate tag team: PetitPotam and ADCS pwnage from Linux

Beginners corner
e How to Hack APIs in 2021

e OQut-of-band Application Security Testing with OWASP ZAP

XSSHunter

e Blast Radius: Misconfigured Kubernetes & Blast Radius: DNS Takeovers

e Common mistakes when using permissions in Android

Writeups
Challenge writeups
e DEFCON 29 Red Team Village CTF Writeup: Supply Chain Attack

e Prototype pollution in Google Analytics?! Solution to August '21 XSS Challenge & Written
walkthrough by @WHOISbinit

e |Intigriti's PHP challenge breakdown & Intigriti's Flask Challenge Breakdown
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https://geneva.cs.umd.edu/posts/usenix21-weaponizing-censors/
https://www.youtube.com/watch?v=OSfgTbjb3og
https://www.usenix.org/conference/usenixsecurity21/presentation/squarcina
https://www.usenix.org/conference/usenixsecurity21/presentation/xiao
https://www.usenix.org/conference/usenixsecurity21/presentation/poddebniak
https://twitter.com/hanno/status/1424687870632202240
https://twitter.com/hanno/status/1424687870632202240
https://www.usenix.org/conference/usenixsecurity21/presentation/jeitner
https://github.com/nowsecure/cybertruckchallenge19
https://blog.nviso.eu/2021/08/17/proxy-managed-by-enterprise-no-problem-abusing-pac-and-the-registry-to-get-burpin/
https://www.sjoerdlangkemper.nl/2021/08/13/how-does-git-diff-ignore-matching-lines-work/
https://www.pentestpartners.com/security-blog/how-to-install-frida-into-an-android-application/
https://www.blackhillsinfosec.com/admins-nightmare-combining-hivenightmare-serioussam-and-ad-cs-attack-paths-for-profit/
https://blog.truesec.com/2021/08/05/from-stranger-to-da-using-petitpotam-to-ntlm-relay-to-active-directory/
https://www.sprocketsecurity.com/blog/the-ultimate-tag-team-petitpotam-and-adcs-pwnage-from-linux
https://labs.detectify.com/2021/08/10/how-to-hack-apis-in-2021/
https://www.zaproxy.org/blog/2021-08-23-oast-with-owasp-zap/
https://blog.intigriti.com/2021/08/11/hacker-tools-ciphey/
https://blog.intigriti.com/2021/08/18/hacker-tools-xsshunter/
https://blog.intigriti.com/2021/08/18/hacker-tools-xsshunter/
https://securitytrails.com/blog/blast-radius-misconfigured-kubernetes
https://securitytrails.com/blog/blast-radius-dns-takeovers
https://blog.oversecured.com/Common-mistakes-when-using-permissions-in-Android/
https://infosecwriteups.com/defcon-29-red-team-village-ctf-writeup-supply-chain-attack-f9282cb36daa
https://www.youtube.com/watch?v=uvWf62qUqyQ
https://svennergr.github.io/writeups/inti/0821/
https://svennergr.github.io/writeups/inti/0821/
https://securitygoat.medium.com/intigritis-php-challenge-breakdown-178f5d003986
https://securitygoat.medium.com/intigritis-flask-challenge-breakdown-2c7053764b81

Pentest writeups

e Microsoft 365 OAuth Device Code Flow and Phishing

Responsible(ish) disclosure writeups

e Fortinet FortiPortal Vulnerability Disclosures #Web #CodeReview

e (Authenticated) Remote Code Execution Possible in Pi-Hole Web Interface 5.5

e SSD Advisory - IP-Board Stored XSS to RCE Chain #Web

e Razer mouse + Physical access = Local admin on Windows 10 & PoC

e Don’t shoot the emissary #CodeReview #Web

elFinder - A Case Study of Web File Manager Vulnerabilities #CodeReview #Web

0-day & N-day vulnerabilities

e Sophos UTM Preauth RCE: A Deep Dive into CVE-2020-25223 #Web

Bug bounty writeups

e Zoom RCE from Pwn20wn 2021 (Zoom, $200,000)

e How to Hack Apple ID (Apple, $10,000)

e Modify in-flight data to payment provider Smart2Pay (Valve, $7,500)

e Two weeks of securing Samsung devices: Part 2 (Samsung, $18,040)

e Partial report contents leakage - via HTTP/2 concurrent stream handling (HackerOne, $2,500,
related to the “Timeless timing attacks” DEF CON talk)

See more writeups on The list of bug bounty writeups.

Tools
e WARCannon: High speed/Low cost CommonCrawl| RegExp in Node.js

e CAIDO: A lightweight web security auditing toolkit

e PaperChaser: A Google Drive/Docs/Sheets/Slides Enumeration Spider

e dirtywords & Intro: A targeted word list generation tool

e GoKart & Intro: A static analysis tool for securing Go code
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https://www.optiv.com/insights/source-zero/blog/microsoft-365-oauth-device-code-flow-and-phishing
https://insomniasec.com/blog/fortiportal-disclosures
https://github.com/pi-hole/AdminLTE/security/advisories/GHSA-5cm9-6p3m-v259
https://ssd-disclosure.com/ssd-advisory-ip-board-stored-xss-to-rce-chain/
https://twitter.com/j0nh4t/status/1429049506021138437
https://twitter.com/an0n_r0/status/1429386474902917124
https://securitylab.github.com/research/NSA-emissary/
https://blog.sonarsource.com/elfinder-case-study-of-web-file-manager-vulnerabilities
https://www.atredis.com/blog/2021/8/18/sophos-utm-cve-2020-25223
https://sector7.computest.nl/post/2021-08-zoom/
https://zemnmez.medium.com/how-to-hack-apple-id-f3cc9b483a41
https://hackerone.com/reports/1295844
https://tiszka.com/blog/CVE_2021_21225.html
https://tiszka.com/blog/CVE_2021_21225_exploit.html
https://blog.oversecured.com/Two-weeks-of-securing-Samsung-devices-Part-2/
https://hackerone.com/reports/493176
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/c6fc/warcannon
https://caido.io/
https://github.com/mandatoryprogrammer/PaperChaser
https://github.com/Un4gi/dirtywords
https://un4gi.io/blog/introducing-dirtywords-a-targeted-word-list-generator
https://github.com/praetorian-inc/gokart
https://www.praetorian.com/blog/introducing-gokart/

Tips & Tweets

e Using Autorepeater to automate testing for SSRF

e Outputting a specific part of a match in grep

e HTTP Parameter Pollution in PHP

e OpenlD Connect / OAuth 2.0 “claims” hack

Misc. pentest & bug bounty resources

e OWASP Mobile Security Testing Guide (MSTG) v1.2

e SecurityGOAT
e Auto Wordlists

e 31 Tips — Advanced Bug Bounty & Pentesting

Challenges

screenshotter (web) & Video walkthrough

Kontra AWS Top 10

TyphoonCon CTF 2021: The impossible Chrome challenge

SQL Injection - Challenge 1: NahamSec inspired (by BugHuntr.io)

Articles

Find real website ip bruteforcing ipv4 ranges & real_ip_discover

e Mitigation schmitigation: Control HttpOnly cookies through XSS

e Fingerprinting Windows versions, AV, wireless cards over the network—all without authentication

e Phishing for NetNTLM Hashes

e T1Password Secret Retrieval — Methodology and Implementation & 1PasswordSuite

e Oh, Behave! Figuring Out User Behavior

Bug bounty & Pentest news

e Bug bounty

e Intigriti launches fast lane program to incentivise cybersecurity research

e Microsoft: Announcing the Launch of the Azure SSRF Security Research Challenge

e Money Talks Giveaway
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https://twitter.com/intigriti/status/1429045628080902144
https://twitter.com/s0md3v/status/1425797568877920273
https://twitter.com/PaulosYibelo/status/1425731971188248581
https://twitter.com/ApiDiary/status/1426218707756457995
https://github.com/OWASP/owasp-mstg/releases/tag/v1.2
https://securitygoat.medium.com/
https://github.com/carlospolop/Auto_Wordlists
https://inonst.medium.com/31-tips-advanced-bug-bounty-pentesting-8ecec2aafffe
https://github.com/LiveOverflow/ctf-screenshotter
https://www.youtube.com/watch?v=FCjMoPpOPYI
https://application.security/free/kontra-aws-clould-top-10
https://ssd-disclosure.com/typhooncon-2021-chrome-ad-heavy-bypass-challenge/
https://twitter.com/BugHuntrIo/status/1426200425615745029
https://infosecwriteups.com/find-real-website-ip-bruteforcing-ipv4-ranges-c1e9ab2941e7
https://github.com/elefr3n/real_ip_discover
https://netsec.expert/posts/mitigation-schmitigation-xss-and-httponly/
https://www.rumble.run/blog/research-dcerpc/
https://pwnshift.github.io/2021/08/12/hashes.html
https://posts.specterops.io/1password-secret-retrieval-methodology-and-implementation-6a9db3f3c709
https://github.com/djhohnstein/1PasswordSuite
https://www.trustedsec.com/blog/oh-behave-figuring-out-user-behavior/
https://blog.intigriti.com/2021/08/10/intigriti-launches-fast-lane-program-to-incentivise-cybersecurity-research/
https://msrc-blog.microsoft.com/2021/08/19/announcing-the-launch-of-the-azure-ssrf-security-research-challenge/
https://www.bugcrowd.com/event/money-talks-giveaway/

e Corellium Open Security Initiative

e Cybersecurity

e Pwnie Award Winners 2021

e Launch of the Porchetta Industries funding_platform: a centralized place for organizations

that rely on Infosec/Hacking tooling

e Upcoming events
e OWASP Nagpur Meetup #12 (Virtual) featuring @codingo_ (August 28)

e BSides Berlin 2021 (August 28)

e Tool updates
e reNgine 1.0
e |nteractsh v0.0.4 (Added authentication for self-hosted instances)

e Axiom controllers now support Docker

e Turbo Intruder introduced decorators for ffuf-like response matching/filtering

Non technical

Security

e Comparison of reverse image searching in popular search engines [OSINT hints]

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com
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https://www.corellium.com/blog/open-security-initiative
https://pwnies.com/winners/
https://twitter.com/byt3bl33d3r/status/1427996604057874438
https://twitter.com/byt3bl33d3r/status/1427996604057874438
https://www.meetup.com/OWASP-Nagpur-Chapter/events/279858014/
http://bsides.berlin/
https://twitter.com/ojhayogesh11/status/1426797960155725836
https://github.com/projectdiscovery/interactsh/releases/tag/v0.0.4
https://twitter.com/0xtavian/status/1427956667896025093
https://twitter.com/defparam/status/1425487017429905420
https://securitytrails.com/blog/interview-phillip-wylie
https://securitytrails.com/blog/interview-phillip-wylie
https://research.securitum.com/comparison-of-reverse-image-searching-in-popular-search-engines-osint-hints/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

